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Summary 

This report is part of a series of documents providing recommendations for the acquisition 
and employment of small uncrewed aircraft systems (SUAS), focusing on the needs of the XVIII 
Airborne Corps. It discusses challenges and potential solutions with respect to electronic warfare 
(EW) and spectrum management (SM), two closely related areas that affect—and are affected—
radiofrequency (RF) emissions in the electromagnetic spectrum. Key insights, based on a review 
of relevant literature and discussions with stakeholders and subject matter experts (SMEs), 
include: 

• SUAS spectrum demands exceed allocations, and the Army’s spectrum management 
approach lacks the dynamic capability to support training requirements and combat 
operations. At the same time, the part of the radio frequency (RF) spectrum that is 
available to the Army is limited and expected to shrink in the future due to competing 
demands, e.g., from the communications industry. 

• Current spectrum management (SM) challenges will be exacerbated in the future due to 
many more SUAS (and other spectrum-dependent technologies) being operated 
simultaneously at all echelons and in a more dynamic fashion. However, the trend 
towards increased autonomy can reduce the command, control, and communication (C3) 
bandwidth requirements of these systems. 

• It is possible to increase effective spectrum capacity and permit more flexible use of the 
spectrum through more dynamic frequency allocation and other measures—i.e. 
electromagnetic battle management (EMBM)—for both training and combat. 

• SUAS can now, and more so in the near future, support and enable electronic warfare 
(EW), electronic sensing (ES), electronic attack (EA), signals intelligence and electronic 
intelligence (SIGINT/ELINT), information operations (IO), and military deception 
(MILDEC) operations. The Army will need to adapt to take advantage of this.  

• On the other hand, Army SUAS also need better protection against threats, including 
from both direct EW effects and kinetic targeting of platforms and operators enabled by 
adversary electronic sensing and cyber capabilities.  

• Key capabilities that thus need to be built into SUAS and supporting systems include 
frequency agility (enabled by, for example, software defined radios and modular 
antennas), anti-jam and low probability of detection (LPD) wave forms, increased RF 
power and low-latency digital RF links, navigation capabilities not depending on the 
Global Positioning System (GPS), onboard processing, and increased battery capacity. 

• Since the anticipated threat environment for SUAS in large-scale combat operations 
(LSCO) will likely lead to significant attrition, this will require acquiring SUAS in much 
larger quantities than currently programmed; see the acquisition-focused report in this 
series (Camm, Girardini, and Kelly, 2025).  

As with many of the other issues discussed in the companion reports, these challenges will not 
only require new materiel solutions, but the Army will also have to make organization-wide 
changes across doctrine, organization, training, materiel, leadership and education, personnel, 
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facilities, and policy (DOTMLPF-P). For both materiel and non-materiel solutions, rapid 
iteration and experimentation during their design and development phase will be needed to make 
sure they are effective. 
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Small Uncrewed Aircraft Systems in Divisional Brigades: 
Electronic Warfare and Spectrum Management Considerations 

Uncrewed aircraft systems (UAS) are changing how wars are fought. Over the course of the 
past decade, advancements in autonomous control, battery technology, sensors, and other 
relevant technologies have led to a rapid increase in the capabilities—and a reduction in the 
cost—of UAS (Wilson et al., 2020; Pernin et al., 2021). This has been particularly pronounced 
for small UAS (SUAS), defined as those with a maximum take-off gross weight of under 55 lbs / 
25 kg (U.S. Code, Title 14, Part 107), and this trend is expected to continue (Herrera, Dechant, 
and Green, 2017). The increase in capabilities has resulted in a corresponding increase of more 
than an order of magnitude in the number of civilian SUAS in operation over the past several 
years (Pilot Institute, 2021), with use cases now ranging from “drone racing” to cinematography 
to crop-dusting to purely recreational flying.1 In turn, market demand has further accelerated the 
increase in capabilities and decrease in cost, particularly for SUAS designed for the civilian 
market.  

Until recently, military use of SUAS was rare. It took the fight against the “Islamic State in 
Iraq and Syria” (ISIS) terrorist group in Syria, the Nagorno-Karabakh war in 2020, and finally 
the Russian attack on Ukraine in 2022 to conclusively demonstrate the opportunities—and 
threats—posed by these new capabilities (Red Six, 2019; CA INT REGT, 2021; Reed and Rife, 
2022; Bellini, 2022). Now the Department of Defense (DoD) is launching a major effort to 
leverage related technologies (Newdick and Rogoway, 2023). 

At the same time, miniaturization and other trends in microelectronics have reduced the size, 
weight, and power (SWaP) requirements of Electronic Warfare payloads such as jammers, 
radiofrequency sensors, and cyber effects, so that integrating some of these capabilities on 
smaller platforms, such as SUAS, is now becoming possible.  

The XVIII Airborne Corps therefore asked the RAND Arroyo Center to assess the 
implications of integrating additional SUAS for reconnaissance, fires, and other purposes in 
divisional brigade and to derive findings that could make XVIII Airborne Corps units more 
effective in combat. This resulted in several reports, each focusing on a subset of these topics.2 
This volume discusses insights from the project’s task covering related electronic warfare (EW) 

 
1 Note that these capabilities are also increasingly being used by malign civilian actors, such as drug smugglers and 
terrorists (Wilson et al., 2020; BBC, 2018). 
2 The other reports are: Kelly et al., Small Uncrewed Aircraft Systems in Divisional Brigades: Requirements and 
Findings; Putney and Ellinger, Small Uncrewed Aircraft Systems in Divisional Brigades: Survey of SUAS; Camm, 
Girardini, and Kelly, Small Uncrewed Aircraft Systems in Divisional Brigades: Options to Improve Acquisition and 
Accountability; and Phillips et al., Small Uncrewed Aircraft Systems in Divisional Brigades: Small UAS and 
Counter-UAS Training. See the References section for full bibliographic information. 
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and spectrum management (SM) challenges and opportunities. EW and SM are covered in one 
volume since they are closely intertwined, especially in the context of dynamic electromagnetic 
spectrum battle management: both electronic attack and electronic sensing take place in the RF 
spectrum, which is also used for command, control, and communications (C3) links for SUAS 
(and of course for all other RF-enabled systems on the battlefield). 

The recommendations of this task are based on a review of the relevant literature, ranging 
from Army EW doctrine and SM policies to field reports from Ukraine to manufacturer’s 
documentation of SUAS and of EW payloads. They also incorporate insights from interviews 
with Army operators and leaders, and elicitation of senior subject matter experts.3  

Organization of This Document 
The report will first provide background information on Army EW and SM doctrine and 

policy and summarize relevant recent developments in SUAS and payload capabilities, as well as 
challenges and opportunities in the status quo. We then provide the foundation for an exploration 
of how these novel capabilities—and associated concepts of employment—could help U.S. 
Army units fight and win in a future large-scale conflict using a fictional narrative approach 
inspired by the Center for Army Lessons Learned “Musicians of Mars” report series (CALL, 
2016). The report concludes with a discussion of what needs to change to realize the potential of 
SUAS for Army units at echelons below division. Note that, since this report is supposed to work 
as a stand-alone document, some topics that are also covered in the other volumes inevitably 
have to be addressed as well, at the risk of duplication.  

Background and Recent Developments 
The employment of SUAS by the XVIII Airborne Corps is guided by Army doctrine and 

policies, as are related EW and SM operations. Use of SUAS is also enabled by the capabilities 
provided by SUAS platforms and associated payloads. EW payloads, in particular, can benefit 
from integration into SUAS, if their size, weight, and power requirements (SWaP) allow: 

• SUAS can carry small EW payloads close to their targets, which greatly reduces the 
power requirements for EW emitters and the sensitivity requirements for EW receivers. 

• SUAS can quickly move small EW payloads to advantageous locations for line-of-sight 
or triangulation purposes. 

• SUAS-based EW payloads can be moved rapidly, increasing their survivability compared 
to ground-based emitters. 

 
3 Joint Readiness Training Center, military operations subject matter expert, June 5, 2023a; Fort Bragg Network 
Enterprise Center subject matter expert, July 2023; and Joint Readiness Training Cener subject matter expert, 
August 2023b. 
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• SUAS can add movement and thus credibility to radio frequency (RF)-based military 
deception (MILDEC) payloads. 

However, there are significant challenges with current approaches to both SUAS operations 
and EW payload employment. For example, as outlined in the training-focused report in this 
series, under current conditions, home-station training on a divisional post in the United States 
could produce a potential demand for hundreds of frequencies to support SUAS flights. That 
demand is expected to grow as more spectrum-enabled technologies come online. Yet, most 
installations have fewer than 20 frequencies allocated for SUAS training activities, and it takes 
weeks for a unit to get frequencies assigned (FBNEC, 2020; HQDA 2018). Since most of the 
Army’s SUAS currently require a dedicated frequency, lack of sufficient spectrum 
significantly—and artificially—limits the number of SUAS that can be operated simultaneously 
and thus prevents realistic training.  

The concept of “sufficient spectrum” is contingent on how spectrum is managed. In 
developed countries, to include the United States, parts of the spectrum are reserved for military 
and other national security purposes, but most of it is not (NTIA, 2016). As a result, the portion 
of the spectrum available for military communications—what we are principally interested in 
with respect to SUAS operations—is limited. The portion of the spectrum reserved for military 
use is further allocated to specific functions; for example, radio frequency (RF) communications, 
radar, and other military applications. Finally, the portion of the military spectrum available for 
RF communications is divided up for users of different types. Thus, under current policies, only 
a very limited number of military frequencies are available for controlling SUAS flights, as 
discussed in the volume of this research on training (Phillips et al., 2025) and noted briefly 
below. We will present an alternative concept for managing spectrum that will allow it to be 
more efficiently used.  

The challenge is more severe for operations conducted abroad, where spectrum allocations 
can differ, or during wartime, when spectrum demand increases and enemy spectrum use and 
EW must be taken into account. We also know that the approaches adopted by Ukrainian forces 
in the conflict with Russia differ significantly from those described in U.S. doctrine (Borsari and 
Davis, 2023). For example, many Ukrainian SUAS operators operate relatively independently, 
and some substantially modify their systems in the field to increase their resilience (Probasco, 
2023). In that conflict, we have observed very rapid innovation, which signals the need for great 
agility in everything from doctrine to acquisition and operations, rather than narrowly defined 
and inflexible approaches (Watling and Reynolds, 2023).  

Army Electronic Warfare and Spectrum Management Doctrine 

Understanding Spectrum Management and EW is critical for effective SUAS operations: 
SUAS rely on RF spectrum for remote command and control, are susceptible to threat EW, and 
have the potential to carry impactful EW payloads. The anticipated future environment, with a 
proliferation of UAS, robotics, independent sensors, and increased EW capacity, is likely to 
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result in a congested and contested spectrum for all users, despite the expected increased 
autonomy of these systems reducing each individual vehicle’s C3 requirements. However, Army 
EW and spectrum doctrine has not yet been updated to include the requirements that these 
developments have introduced. To illustrate where updates to doctrine are particularly needed, 
this section briefly reviews the current state of EW and SM doctrine, describes impacts on SUAS 
training and operations, and provides some considerations for future doctrine updates.  

Army EW doctrine consists primarily of FM 3-12 Cyberspace Operations and 
Electromagnetic Warfare (2021) and ATP 3-12.3 Electromagnetic Warfare Techniques (2023), 
both of which focus broadly on conducting EW in support of unified land operations and joint 
operations. FM 3-12 addresses actions such as offensive and defensive electromagnetic attack 
(EA), electromagnetic protection, and electromagnetic support. While current doctrine does not 
mention UAS or SUAS platforms, these platforms can carry payloads to conduct many of the 
actions described. Recent operations in Ukraine, Nagorno-Karabakh, and Syria have showcased 
the increasing frequency of SUAS employment in modern combat for intelligence, surveillance, 
and reconnaissance (ISR), kinetic, and EW missions. As this trend continues, Army EW doctrine 
will need to reflect the importance of such systems and incorporate best practices and tactics for 
employing SUAS, as well as examples of adversarial SUAS usage into future publications. 

The EW fight is arguably most critical for the successful use of SUAS in combat, at least 
until SUAS are hardened with resistance to, or avoidance of, EW attacks. Ukraine has reportedly 
lost as many as 10,000 UAS per month, mostly from EW attacks (Watling and Reynolds, 2023). 
SUAS currently depend on spectrum for guidance and control. Satellite-based Global Positioning 
System (GPS), leveraging L-Band spectrum, enables an SUAS to guide itself on a pre-
programmed course to a target and return. Direct RF links from a control set can be used to 
provide real time flight guidance to the SUAS from the operator. If links are interrupted, by 
intentional jamming or other interference, the SUAS will be unable to continue its mission and 
may automatically fly a set pattern in an attempt to reconnect, may attempt to return to a 
designated point (GPS dependent), or will simply crash. Even a limited-capability threat, enabled 
by inexpensive commercially available GPS jammers and rudimentary high-power jammers, 
could engage in battle to deny SUAS spectrum, and thus freedom of operations, to U.S. and 
allied forces.  

Current Army SM doctrine, ATP 6-02.70 Techniques for Spectrum Management Operations 
(2019), provides guidance for Army spectrum managers on supporting warfighting functions and 
addresses roles and responsibilities of spectrum managers at various echelons. ATP 6-02.70 
provides brief guidance on coordinating electromagnetic spectrum deconfliction with host 
nations during deployed operations. SM in future U.S. engagements, especially during large-
scale combat operations (LSCO), will differ significantly from U.S. experiences in Afghanistan 
and Iraq, where an uncluttered spectrum, dominated by the United States, permitted freedom to 
operate with few restrictions. AR 5-12 identifies the consequences of developing and fielding 
systems that may not be supported in all spectrum environments, e.g., failing to meet spectrum 
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supportability standards while operating in a host nation. Failing to meet these standards or to 
adhere to host-nation spectrum considerations could put U.S. operations at risk, even when 
operating adjacent to friendly nations. Army units will need to adhere to host-nation spectrum 
considerations to the best of their abilities, even in high-intensity LSCO, to preserve critical 
civilian functions ranging from emergency response to economic activity, and to ensure 
continued use of spectrum in future operations. 

The RF spectrum, especially as currently managed, represents a major challenge for fully 
leveraging SUAS-based capabilities. The current Army method for managing spectrum for 
home-station training is restrictive: policies assign spectrum to equipment types and require 
spectrum to be reserved through a formal requesting process weeks before training occurs. This 
approach impedes realistic utilization of SUAS in training. For example, at Fort Bragg, only 
seven frequencies are allocated for Ravens (the SUAS at the company level in 2023, which can 
only operate on a limited set of frequencies), and a similar number of frequencies are available 
for small quadcopter flights (FBNEC, 2023; see also JRTC, 2023b). However, on a given day at 
Fort Bragg, there is a potential need for over 700 SUAS flights (see the in-depth discussion in the 
training report of this series)–roughly two orders of magnitude more than the number of 
frequencies allocated. The spectrum challenge will only increase. By 2030, an infantry brigade 
combat team is expected to have over 150 UAS, most of them SUAS. (XVIII ABN Corps, 2023). 
Spectrum will be further strained and congested by additional UAS employed by supporting 
units, ground robotics, uncrewed sensors, and an opposing force with sensors, SUAS, and EW 
capabilities.  

Beyond training, the battlefield in Ukraine has revealed the need for a dynamic approach that 
fully integrates EW and SM concepts with operational and tactical maneuver and fires. For 
example, Ukrainian tactics, techniques, and procedures combine creating “windows” in the EW 
environment—thus permitting UAS to operate and locate high-value targets—with creating 
opportunities for fire and maneuver. We see examples of Ukrainian forces firing at Russian EW 
emitters to force them to displace when UAS flights are needed. This in turn permits UAS to 
operate and locate Russian targets, e.g., artillery units for counterbattery fire and command posts 
for interdiction ahead of Ukrainian offensive operations (Watling and Reynolds, 2022). 
Operating at this level requires commanders, planners, and staff not only to have the technical 
skills to understand the EW fight, but to be able to integrate the EW fight completely with 
SUAS, maneuver, and fires to create conditions that permit success on the battlefield. The 
integration of these SUAS, EW, and SM concepts in doctrine would support units and personnel 
in leveraging these techniques. 

In order for SUAS to be employed dynamically and in ways that go beyond the Ukrainian 
examples, the doctrine that guides how the U.S. military manages and fights the spectrum must 
change. This is recognized, to a degree, by the DoD with the publication of the Electromagnetic 
Spectrum Superiority Strategy in October 2020. The strategy describes a path to change from the 
regimented spectrum allocation model to an electromagnetic battle management (EMBM) 
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model. The DoD EMBM concept guides spectrum changes at the strategic level, which now 
requires the Army to translate the concept into operational and tactical doctrine for 
implementation. (See Appendix A for a proposed XVIII Airborne Corps EMBM tactical pilot.) 
Additionally, as the United States evolves its SUAS capability, updated doctrine can help units 
by providing a standardized operational approach, delineating responsibilities, and guiding 
training to meet the spectrum and EW challenges that accompany SUAS integration. 

As shown in this section, EW and SM doctrines are rapidly evolving, and related doctrine 
will require persistent updates to stay relevant. Updated doctrine that capitalizes on observations 
from Ukraine, insights from experimentation, evolving SUAS and EW capabilities, and the 
emergence of EMBM will enable the full capability and impact of SUAS, resulting in the most 
effective and lethal U.S. force possible.  

Developments in SUAS and Payload Capabilities  

The current SUAS revolution is driven mostly by a set of technological breakthroughs that 
have been combined and brought to market over the course of the past decade or so. In 
particular, the size, weight, and power requirements (SWaP) of electronics have been improving 
greatly, benefiting from Moore’s Law, which predicted that the number of transistors per silicon 
chip would double every year (Britannica, 2023). At the same time, battery technology has been 
improving, providing more energy per mass. These new capabilities have opened up new 
applications, including using SUAS for EW missions, and these applications in turn have 
inspired and accelerated even more capabilities. This virtuous cycle shows no signs of slowing 
down in the foreseeable future.  

Understanding these capabilities and trends is therefore important to understanding what 
current and near-future SUAS-based capabilities will be available to the Army at echelons below 
Division, and how these could—and should—influence the tactical-to-strategic fight in the 
coming decade or two, including for EW. The following subsections provide an overview of 
these capabilities and related trends. We do not discuss cost reductions in this report, but note 
that they positively affect both SUAS platforms and their payloads, including EW payloads, and 
thus facilitate the acquisition of high numbers of systems.  

SUAS Capabilities and Trends 

While this report focuses on SM and EW issues and related payloads, there are strong 
synergies with general SUAS capabilities, such as payload capacity. Related trends include: 

• More SUAS have a vertical launch and landing capability that does not require runways 
or cumbersome launch and retrieval systems. This also enables SUAS (and their attached 
payloads) to “perch”—i.e., temporarily land in an advantageous location—in order to 
save propulsive energy while their payloads can still operate. This is particularly 
advantageous for EW missions, where payloads benefit from proximity and from 
unobstructed lines-of-sight.  
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• Better automatic stabilization features allow flying in more challenging conditions and 
reduce operator workload and skill requirements, as well as the requirements for RF 
bandwidth for the control link. 

• More autonomous navigation increases the operating envelope, reducing operator 
workload and skill requirements as well as required RF bandwidth. 

• Increased visual navigation capabilities can enable a high degree of responsiveness and 
can help mitigate some counter-uncrewed aircraft systems (C-UAS) measures, such as 
Global Navigation Satellite Systems (GNSS) jamming. 

• Better autonomous collision avoidance also reduces operator workload and expands the 
operating envelope. 

• Increased battery capacity in turn increases lift, speed, and/or range. 
• Increased payload capacity is possible due to improved motor design, structural design, 

materials, and battery capacity. 
• Increased robustness with respect to weather allows operations during more challenging 

conditions. 
• More modularity facilitates rapid adjustment of the platform to mission needs. 
• Along with modularity, more customizable control software and hardware help enable the 

operator to adjust the system to mission needs. 
• Increased RF agility, i.e., the ability of the system to use multiple frequencies for the 

control and sensor links and to autonomously select available ones, helps with spectrum 
management and can mitigate the C-UAS threat (since this may require swapping out 
antennas on the SUAS and control station to optimize gain, it is facilitated by modularity 
and customizable hardware). This is facilitated by the compact software-defined radios 
now available on the market.  

• Software-defined radios also facilitate mesh network communications, with each node 
acting as a relay station for peer nodes within range. This approach requires less 
transmission power than traditional point-to-point links, and benefits from multi-vehicle 
and swarming SUAS operations.  

• SUAS are being customized by the end user, e.g., through 3D printing components that 
can be adjusted to needs faster than through the more time consuming Army acquisition 
process. 

• Automated mass production of SUAS can deliver the large quantities that will probably 
be needed in future LSCO scenarios (cf. DIU, 2023). 

These developments are discussed in more depth in the introductory report of this series, and 
in Chapter 6 of a recent RAND report, RR-A1568-1 (Pernin et al., 2021). 

EW-Related Payload Capabilities and Trends 

Many of the same technological advances that benefit SUAS platforms also affect UAS 
payloads, including those supporting EW missions, e.g. EA, ES, ISR, and MILDEC (see also the 
initial section of this chapter). The following advances are of particular interest in this context: 

Miniaturization. As with many of the components of SUAS themselves, miniaturization of 
electronics and mechanisms for sensors and other payloads reduces their size, weight, and (often) 
power requirements, and thus enables unprecedented capabilities to be carried on board rather 
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small vehicles. For EW, this includes RF sensors and related on-board processing. For example, 
a commercially available device, advertised as a customizable, portable “multi-tool for 
pentesters,” illustrates what is possible in this area (Figure 1; Flipper, 2023). Despite a retail 
price of less than $200 at the time of this writing and being approximately the size of a box of 
cigarettes, it is designed for “hacking” radio protocols across the sub-GHz spectrum, including 
Bluetooth, radio-frequency identification (RFID), and near field communication (NFC), as well 
as access control systems and even infrared sensors (Franceschi, 2023). On the military side, this 
miniaturization potential is exemplified—and being explored—by EW payloads that are being 
developed for small to medium sized UAS, such as the Lockheed-Martin “Multifunction 
Electronic Warfare-Air Large (MFEW-AL; Lockheed, 2023) and the Northrop Grumman “Small 
Wonder” systems (Trevithick, 2021). This provides an advantage in quantity—although 
sometimes at the cost of capability—over traditional large, ground-based EW systems. 

Figure 1. “Flipper Zero” Cyber Device 

 

SOURCE: Photograph taken by the author, 2024. 

Lower power requirements. Along with size and weight, power requirements for complex 
electronics, which are key to EW payloads, have also been decreasing over the past several 
decades (Nunez, 2023). This further enables integration of advanced capabilities on board 
SUAS. 

Customization and improvisation. While EW payloads have traditionally been designed by 
defense contractors, and users had little ability to modify or adapt them to their needs, 
technological advances—including miniaturization, multi-purpose payloads, and other trends 
discussed in this section—have made it possible for users to design and build customized 
payloads, including for EW purposes. A current example of this is the “Phone in a Drone” 
payload recently developed by opposing force (OPFOR) soldiers at one of the Army’s combat 
training centers, which provides electronic sensing capability by attaching a commercial off the 
shelf (COTS) cellular phone running a free software tool to an SUAS (PiAD, 2023).  
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Autonomous sensor operation. Most EW tasks require processing of sensor data and other 
information. When using ground-based systems, operators are collocated with—or connected by 
wireline with—the sensors or other systems and can thus perform this processing directly 
(though mounting EW payloads on ground robots can increase the separation distance beyond 
what wirelines can cover, and thus demand more RF spectrum). However, with EW payloads 
located on board free-flying UASs, data must be transferred to the operator through an RF link, 
which is generally bandwidth-constrained and also susceptible to detection by enemy EW 
systems. Increased “edge” processing capabilities—on-board sensor data processing enabled by 
the improvements in miniaturization and power requirements of microelectronics discussed 
above, and by advances in software design—can reduce both bandwidth requirements and 
operator workload (Menthe et al., 2023). On-board autonomy can also facilitate vehicle 
navigation as well as sensor targeting and cross-cueing. However, it also requires additional 
computational capability and power. The Air Force Research Laboratory (AFRL) “Ninja” 
SUAS, designed for C-UAS missions, is an example of an SUAS that integrates autonomy and 
EW sensors on board (AFRL, undated). 

Multi-purpose payloads. Combining frequency-agile software-defined radios, 
miniaturization, reduced power requirements, and other developments also enables the creation 
of multi-purpose payloads, in which the same hardware can fulfill multiple roles depending on 
mission needs. A recent example is Defense Advanced Research Projects Agency’s (DARPA’s) 
CONverged Collaborative Elements for RF Task Operations (CONCERTO) effort, which aimed 
to enable “communications, radar, and EW systems with a flexible RF architecture that uses 
shared common hardware, enabling multifunction systems that meet the low-SWaP requirements 
of compact UAS. The converged systems will be able to efficiently switch between intelligence, 
surveillance, and reconnaissance; command and control; networking; and combat operations 
support missions without physical payload changes” (BAE, 2017).  

Networked operations. Dynamically linking feeds from multiple sensors (EW and 
otherwise) and synchronizing the operations of multiple platforms (including SUAS) show 
promise for creating synergies. For example, an SUAS with an electronic sensing payload could 
detect a target that can then be attacked by an SUAS with a kinetic payload (or by artillery). 
Such networked operations are facilitated by many of the developments discussed in this chapter, 
from miniaturization of electronics to agile RF communications. However, they also require 
enabling doctrine, tactics, techniques, and procedures (TTP), and training.  

Dynamic integrated EW and spectrum battle management. Finally, the Army is 
preparing to field new capabilities for EW planning and execution, such as the Electronic 
Warfare Planning and Management Tool that allow commanders to “control, manage, and 
dominate the electromagnetic spectrum” by integrating EW sensor feeds across echelons into a 
common operational picture of the electromagnetic battlespace (EWPMT; Army 2022). This 
provides a foundation on which SUAS-based EW capabilities can be coordinated at multiple 
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echelons and could also enable dynamic spectrum management for SUAS (and other spectrum 
dependent technology) control (CCDID, 2023).  

Leading and Planning for the Battle for the Spectrum 

Successfully fighting for and operating in the spectrum will require more than advanced 
technology. It also requires commanders and leaders at all levels who understand the criticality 
of this aspect of the conflict, and who can successfully integrate spectrum-related considerations 
into planning and operate in a contested spectrum environment, in accordance with the DoD 
Electromagnetic Spectrum Superiority Strategy (DoD, 2020). Creating such leaders is not trivial. 
What changes will be needed to leader development, training, force structure and equipment is 
beyond the scope of this research, as its focus is on what is needed for divisional brigades to 
become expert at integrating SUAS into their operations. However, it is clear that a close 
examination of requirements and gaps across DOTMLPF-P for EW and SM is critical not only 
for successful employment of SUAS, but for the force in general. 

The Status Quo: Challenges and Opportunities 
For the capabilities described above to be fully realized in combat operations, the Army’s 

SUAS, SM, and EW enterprises need to change. Physics-based limitations and adversary 
capabilities must be considered as well. We highlight some key issues here. Resulting insights 
are discussed in greater detail in the section “What Needs to Change.”  

Physics-Based Constraints Impose Limits on SUAS and EW Payload Capabilities 

Like all aircraft, SUAS and their payloads are limited in their performance by their 
aerodynamics, the materials that they can be built from, the efficiency of the propulsion 
mechanism, the energy density of their power source, and other physics-based factors. Since 
there is no human pilot on board, SUAS are also affected by limitations imposed by RF 
bandwidth and propagation, as well as by the size, weight, and power requirements of on-board 
computing for autonomous flight, navigation, and payload employment. This makes SM more 
challenging, since it limits the available frequency bands. The need for mobility also imposes 
restrictions on SUAS ground control stations. Platform-based limitations are discussed in more 
detail in one of the other reports in this series. 

When considering SUAS applications for EW missions, additional constraints come into 
play, such as: 

• the need to avoid self-jamming; 
• the limited power and range of electronic attack payloads that can be carried by an 

SUAS; 
• the limited gain and directionality of antennas that can fit on an SUAS; 
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• the limited size of antennas that can fit on an SUAS, which make it impossible to 
effectively emit at lower frequencies; 

• the limited bandwidth available for payload control and payload data transmission; 
• the limited computing capability available for on-board processing of received RF signals 

and other EW payload data; and 
• the inherent detectability of RF emissions from EW payloads, since EW requires emitting 

in the RF spectrum. 

To avoid chasing goals that are impossible to achieve, these limitations have to be taken into 
account when developing requirements for SUAS and SUAS-based EW payloads, developing 
related doctrine and Concept of Operations (CONOPS), and planning and executing SUAS-
supported EW missions. 

Policy and Infrastructure Constraints Limit the Army's Ability to Integrate SUAS  

Fully leveraging the opportunities offered by new technologies and resulting capabilities also 
requires a supportive non-materiel environment. At the time of this writing in late 2023, 
shortcomings in this area relevant to SM and EW include: 

• Cumbersome, long-lead SM processes and procedures (FBNEC, 2020) 
• Limitations on frequencies and bandwidth due to competition with non-Army spectrum 

users (FBNEC, 2023) 
• Most bases/ranges not supporting large numbers of SUAS operating simultaneously, and 

requiring long-lead approvals (HQDA, 2020; HQDA, 2018) 
• Limited interoperability of SUAS and SM capabilities with civilian and allied networks 

(JRTC, 2023b) 
• Limited availability of EW systems and EW-relevant training in the force (JRTC, 2023b) 
• Limitations on EW training opportunities (FBNEC, 2020). 

The other reports in this series provide additional insights into some of these challenges. 

Evolving Enemy Capabilities Require Rapid Adaptation  

Insights from the war in Ukraine show how enemy EW capabilities can effectively suppress 
SUAS operations and target both SUAS and SUAS operators (Watling and Reynolds, 2023; 
Madden, 2023; AWG, 2017). Thus, particularly in the EW fight, or more generally in the “Battle 
for the Spectrum,” adaptability is key since attacks can happen at the speed of light and physical 
terrain—and the timelines associated with it—becomes less important. Adaptiveness is key to 
winning the fight (Madden, 2023; Borsari and Davis, 2023). In particular, the following 
capabilities must be anticipated and mitigated: 

• RF direction-finding (DF) capability to rapidly geolocate SUAS, SUAS operators, and 
their higher headquarters, even when they are using radios with lower probability of 
detection (LPD). “The most interesting thing on the battlefield” gets prioritized by an 
enemy with capacity limitations (Madden, 2023, “Electromagnetic Spectrum” section) 
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• Integration of such electronic sensing (ES) capabilities with fires for rapid kinetic 
targeting of locations where SUAS operators are detected (Watling and Reynolds, 2023) 

• Widespread use of EW systems for counter-small uncrewed aircraft systems (C-SUAS) 
via GNSS and RF link jamming, as well as for jamming communications of SUAS 
operators (Borsari and Davis, 2023). 

This EW threat to SUAS depends on the proximity of the friendly SUAS to enemy EW 
systems, its RF emissions, and its time in the air. The risk of an SUAS operator getting hit by 
enemy artillery also depends on the SUAS’s time in the air, so shorter flights are better from that 
point of view, which favors decentralized SUAS ops by smaller units (and thus requires SUAS to 
have vertical take-off and landing (VTOL) capability to avoid the need for a runway). 

Finally, enemy SUAS operations can threaten friendly forces via ISR, artillery targeting, EW 
effects, or direct kinetic strikes. Thus, friendly EW operations should also incorporate EW-based 
counter-UAS. 

A Promising Vision: SUAS as EW Force Multipliers in LSCO 
Assuming that the issues just described can be addressed, SUAS have the potential to serve 

as EW force multipliers for major (and minor) combat operations. The vignette below presents a 
fictional narrative of how these new capabilities could come together to provide U.S. forces and 
their allies with significantly increased combat capabilities. This narrative approach is unusual 
for a RAND report, but since EW and SM are non-intuitive topics for most non-EW 
professionals, we use this approach to drive home what these capabilities could do if fully 
leveraged. This narrative builds on the overall scenario outlined in the similarly-fictitious 
“Musicians of Mars” reports from the Center for Army Lessons Learned (CALL), which 
pioneered this style of writing for educational purposes (CALL, 2016). 

The vignette highlights critical capabilities and concepts. Not all these capabilities and 
concepts are currently fielded, and some require additional analysis before they can be 
recommended, but all are variants of concepts under discussion. Affordability is also an issue 
with any new capability and can be a challenge for many novel concepts, but cost analysis was 
outside the scope of this report, and thus is not examined in this vignette.  

Specific capabilities and concepts incorporated in the vignette include: 

• New SUAS capability sets for lower echelons, leveraging the technological developments 
discussed above, and including: 

- large quantities of modular, low-cost SUAS and associated spare parts; 
- low-observable SUAS; 
- compact, easily-displaced frequency-agile SUAS control stations; 
- field-swappable payloads that enable missions ranging from reconnaissance, 

surveillance, and target acquisition (RSTA) to EW to communications support to 
weapons delivery; 
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- multi-functional EW payloads that can perform electronic attack, electronic sensing, 
and cyber missions; 

- real-time dissemination of sensor feeds across echelons; and 
- leveraging artificial intelligence (AI) as a force multiplier, including via on-board 

processing for more autonomous and robust mission execution. 

• Associated enabling changes in doctrine, organization, TTP, and training, that incorporate 
lessons learned from the war in Ukraine and relevant exercises and experimentation, 
including: 

- a potential “drone squad” in every line company, empowered to operate relatively 
independently, equipped to be highly mobile, and staffed by trained and experienced 
SUAS operators; 

- rapid sensor-to-shooter integration for SUAS-borne sensors, including direct 
integration with host nation fires; 

- agile RF spectrum allocation instead of static frequency assignments; 
- leveraging of in-theater civilian/commercial communications architectures; 
- leveraging of SUAS with EW payloads for MILDEC; 
- use of EW capabilities to minimize friendly RF signatures/emissions/footprints; 
- highly mobile unit command posts at all relevant echelons; 
- ability of units to operate in the absence of real-time communication with higher 

headquarters, to mitigate the impact of degraded communications and of command 
posts being under attack or on the move; and 

- use of tactical EW and SUAS capabilities in support of strategic Information 
operations plans. 

This promising vision of what could be is followed by a discussion of what would need to 
change to make it a reality and enable SUAS to attain their full potential in contributing to EW. 
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Prelude: From Crisis to Conflict 

“Task Force Mustang had spent the past two 
months conducting stability operations in the city of 
Voloslav in the small European country of Bolcavia. 
The country and its scattered communities had 
struggled for the past 15 years after declaring 
independence from Arcania,”4 its much larger 
neighbor, under the rule of which it had suffered for 
many generations. Arcania had never really accepted this new state of affairs and had thus 
persistently fostered unrest in Bolcavia. Hence, Task Force Mustang’s mission.  

But now, after massing tens of thousands of troops along the border under the guise of 
conducting a snap exercise, Arcania was launching a full-fledged invasion of its small neighbor. 
It was debatable whether this was solely based on strategic considerations—Bolcavia had rich 
coal reserves and a couple of strategic warm-water ports—or was driven more by the delusions 
of grandeur afflicting Arcania’s despotic ruler. What was not debatable, however, was that tanks 
had started rolling and artillery tubes had started sending rounds downrange.  

 
4 From “The Musicians of Mars II” (CALL, 2016). 

Abbreviations Used 
§ ATV: All-Terrain Vehicle 
§ COP: Common Operational Picture 
§ ES: Electronic Sensing 
§ EW: Electronic Warfare 
§ FMV: Full-Motion Video 
§ FPV: First-Person View 
§ GNSS: Global Navigation Satellite System 
§ GPS: Global Positioning System 
§ ISR: Intelligence, Surveillance, and Reconnaissance 
§ LPD: Low Probability of Detection 
§ NATO: North Atlantic Treaty Organization 
§ NCO: Non-Commissioned Officer 
§ NTC: National Training Center 
§ RF: Radiofrequency 
§ RSTA: Reconnaissance, Surveillance, and Target Acquisition 
§ SM: Spectrum Management 
§ sUAS: small Uncrewed Aerial System 
§ TF: Task Force 
§ TTP: Tactics, Techniques, and Procedures 
§ UAS: Uncrewed Aerial System 
§ VTOL: Vertical Take-Off and Landing 

Dramatis Personae 
§ COL Milner, TF Mustang Commander 
§ LTC Voyne, Deputy Commander 
§ CPT Hinkle, EW officer 
§ SSG Brennan, sUAS squad leader 
§ SSG Coffee, sUAS squad leader 
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Act I: First Things First 

Highlighting the importance of planning, equipping, and training for the future battlefield, as 
well as of disaggregated operations, agile spectrum management, EW integration, RF discipline, 
and attritable SUAS. 
 

With Bolcavia being a NATO member, the alliance was mobilizing to defend it, but it would 
take a while for the bulk of the NATO forces to be ready. In the meantime, Task Force Mustang, 
consisting mostly of elements of the XVIII Airborne Corps, was facing the unenviable task of 
countering the attackers alongside the small, yet capable, Bolcavian forces. Time was of the 
essence: the more terrain the Arcanians managed to capture and the longer they were allowed to 
hold it, the harder they would be to ultimately dislodge. Thus, the invading hordes needed to be 
stopped cold.  

Luckily, Task Force Mustang units had been among the first to receive the Army’s new 
SUAS capability sets, and, in the months leading up to their deployment to Bolcavia, had been 
able to familiarize themselves with these systems, both at their home stations and during a 
rotation at the National Training Center. They had also experimented with, then adapted, and 
finally internalized the new doctrine and TTP that came with the new gear.  

So, when COL Milner, the Task Force commander, was awakened at 0300 local time with 
news of Arcanian troops attacking Bolcavian border checkpoints 20 kilometers east of Voloslav 
and assembling pontoon bridges over the river that separated the two countries, he knew that his 
soldiers were well-prepared. But he also knew that his small force would need every bit of unfair 
advantage that the new kit could give them. And he was extremely glad that his Task Force had 
taken all these systems with them, even on what was supposed to be just another routine stability 
operations deployment.  

As he stepped out of his shelter, he was also glad to see that LTC Voyne, TF Mustang’s 
deputy commander, had already ordered their field command post to be packed up in preparation 
for movement. He knew that at this moment something similar was happening at every echelon 
of his Task Force. The Army had learned from the experience of others during the high-tech 
wars of the previous decade, and every officer and NCO knew that, given their enemy’s targeting 
and artillery capabilities, survival depended on mobility.  

After an update from his S-2 and a brief huddle with his command team, COL Milner gave 
his first order: “Initiate the distributed reconnaissance plan!” This set in motion a well-rehearsed 
process that had each SUAS squad, which was part of every line company and of the Task 
Force’s Multi-Function Reconnaissance Company, mount their vehicles and disperse within their 
company sectors throughout the Bolcavian countryside, setting up in concealed positions near 
likely avenues of approach of the Arcanian invaders. The Task Force’s other reconnaissance 
elements deployed in a similar fashion. Under this disaggregated concept of employment, the 
SUAS squads represented part of the critical first echelon of Task Force Mustang’s main effort, 
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in turn enabling their companies and other supporting assets to engage effectively. Each of these 
squads was equipped with several portable, frequency-agile control stations, communications 
systems for real-time sharing of their sensor feeds, and an ATV trailer’s worth of spare SUAS, 
charged batteries, modular payloads, and other parts. Squad members were intimately familiar 
with the capabilities and limitations of their aircraft, with some of them even having been 
recruited from the ranks of the nation’s emerging drone racer clubs that had sprouted up 
throughout the country in the previous few years, and most others having taken up drone flying 
as a hobby. They, too, knew about the importance of mobility, and of maintaining a low visual 
and RF profile.  

Before issuing his next orders, COL Milner directed the Task Force S-6 to confer with his 
Bolcavian counterpart, after which his command received host nation authorization to use 
additional frequencies previously reserved for civilian purposes, since the country was now 
transitioning to a wartime footing. This allowed his spectrum managers to create new frequency 
allocation files and distribute them over the air to all of Task Force Mustang’s units. The 
software-defined radios in the SUAS and their control stations now had a much larger chunk of 
spectrum to choose from before each flight, as long as the SUAS operators installed the 
appropriately-sized antennas from their modular antenna kits prior to take-off. Thankfully, their 
training had covered the relationship between frequency, wavelength, and optimal antenna size, 
and the user interface of the SUAS control software also provided helpful instructions in this 
regard. 

COL Milner also received the cryptographic keys that would allow his SUAS operators to 
connect to the Bolcavians’ decentralized fire control network, so that they could feed real-time 
targeting information directly to Bolcavian artillery units. This capability had been practiced just 
a few weeks earlier as part of a confidence-building exercise between the two forces, and now 
the Bolcavian artillerymen knew that the SUAS operators would provide them with solid 
targeting information, and the Americans had a better idea of the range, accuracy, and time-to-
target of the Bolcavian guns.  

As he was getting into his command vehicle, COL Milner issued a final order before he and 
his team moved on to their next location. He instructed CPT Hinkle, his electronic warfare 
company commander, to seed what in less than an hour would become a battlefield with 
electronic sensing, electronic attack, and decoy systems. Most of these ranged in size from 
hockey puck to shoe box, and were shuttled to their emplacement locations by the dozens of 
SUAS that were also part of the EW company’s equipment set. Other EW payloads were 
integrated into dedicated VTOL SUAS, so that they could be moved around as needed, but could 
also temporarily “perch” in advantageous locations without requiring propulsive power. This 
included passive electronic sensing and RF direction-finding systems, as well as communication 
relay payloads that could be set up much more quickly this way, without terrain-imposed 
limitations, and that could, when needed, reach much higher altitudes and thus much longer 
lines-of-sight compared to vehicle-mounted antennas.  
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While most of these sensors and capabilities were being trained on the enemy, the EW 
company’s “Blue Crew” started using those and similar SUAS-borne payloads to check the RF 
emissions of Task Force Mustang’s own units and their Bolcavian allies, to minimize the 
likelihood of detection by Arcanian forces. Subordinate battalion commanders were well aware 
that COL Milner and LTC Voyne would provide them with unvarnished input should their 
emissions be sufficient for enemy targeting; soon, every watt of stray RF could lead to near-
instant annihilation by the enemy’s feared long-range artillery. 

Act II: Attack! 

Illustrating the TTP needed to survive on the modern battlefield, and the benefits of 
integrating ES payloads on SUAS, of short sensor-to-shooter timelines, of tactical peer-to-peer 
coordination, and of multi-payload low-observable SUAS. 

 
This concern was foremost on SSG Brennan’s mind as he surveyed his squad’s temporary 

position. They had dismounted their ATVs about 15 minutes ago after reaching their initial 
assigned location, a small clearing in the middle of a wooded area, and it hadn’t taken long 
before his soldiers had activated their control stations and launched the first wave of SUAS.  

Some of them had been configured with electronic sensing payloads to help detect and 
geolocate enemy transmitters. And some of those sensors were starting to pick up enemy systems 
approaching behind a hill just a few kilometers east of his position. While that data was 
automatically being fed into the Task Force’s spectrum management system and from there into 
the overall common operational picture, SSG Brennan also used it to order one of his other 
operators, who was flying an SUAS equipped with a stabilized full-motion video thermal camera 
pod, to approach the location identified by the ES payloads. The video feed confirmed that the 
target was indeed an Arcanian tank battalion command post, rather than a decoy, and that there 
were no civilians in the vicinity. He immediately started pushing the video stream and its 
associated metadata to the nearest Bolcavian artillery unit. In less than five minutes, his FMV 
drone, which still had line-of-sight to the target, recorded the highly satisfying view of an 
antenna-studded Arcanian command track being obliterated by a salvo of 155mm shells. Task 
Force Mustang’s battle had begun. 

Like the ES sensor data, the FMV stream was also shared with higher headquarters in near-
real time, enabled by the additional bandwidth that had become available with the 
commencement of hostilities, and both intelligence and Information Operations officers were 
already leveraging it for their purposes. But each transmission carried the risk of detection, and 
so SSG Brennan ordered his squad to pack up, mount up, and move out. Less than five minutes 
after they had helped the Bolcavians strike back at the invaders, the squad was gone, leaving 
only tire tracks. And just in time—Arcanian artillery landed on their former position mere 
minutes after they had departed. 
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At their next stop, SSG Brennan received word that an Arcanian air defense radar had taken 
up position near the top of the hill east of them, and a Bolcavian jet and an attack helicopter had 
already been shot down. The Bolcavian Air Force lacked anti-radiation missiles, but his low-
Radar Cross Section SUAS, dubbed “Frisbees” due to their flat shape, could be configured with 
both electronic sensing and explosive payloads. They also had on-board visual navigation 
capability, and thus would be unaffected by the GPS and command link jammers that the 
Arcanians were now using to protect key assets such as this radar.  

While two of his operators were configuring the SUAS payloads and programming the 
approach paths and search patterns the vehicles would use, SSG Brennan reached out to a couple 
of other SUAS squads that his Blue Force Tracker display showed to be within range, to plan a 
coordinated, multi-angle attack. Thankfully, COL Milner’s standing orders for the Task Force 
authorized this kind of peer-to-peer coordination across company boundaries, to allow his 
subordinate leaders to maintain the initiative in a potentially C3-degraded environment. He 
decided to call their squad leaders on his host nation-local cell phone, since its emissions blended 
into the RF background and he knew that using a military-specific waveform would risk drawing 
attention to his location. “Hey Alaina, it’s Rick. We’re about to launch a DREAMLAND 
mission. Can you contribute a couple of Frisbees?” he asked, avoiding last names and using pre-
arranged code words since it was almost assured that the enemy had infiltrated the Bolcavian 
cellular service provider. “One team, one fight,” came the response. “Time and place?”  

Five minutes later, the squads melted back into the forest again, and five minutes after that, 
controlled by internal timers, six field-expedient hunter-killer drones lifted off from three 
different clearings and started a low-level approach towards the hill, weaving between treetops to 
further minimize their chance of detection. The passive RF direction-finding sensors of four of 
the six were able to detect the radar the next time it activated, and the small SUAS swarm started 
converging on the location at a high rate of speed. The radar’s crew barely had time to utter a 
curse as the vehicles skimmed over the last line of trees from three different directions, their 
visual target identification systems now guiding them towards the radar antenna itself as well as 
the nearby command vehicle, both of which were shredded by fragmentation warheads two 
seconds later. 

Act III: Defense 

Emphasizing that units still need to be prepared for traditional massed engagements, but 
should also bring to bear novel capabilities such as miniaturized EW systems and integrated 
electromagnetic battle management. 

 
Back at the Task Force’s mobile headquarters, LTC Voyne studied the common operational 

picture display on one of the large screens in the command vehicle, having taken over command 
from COL Milner less than an hour ago when he had been wounded in an Arcanian artillery 
strike that had hit near their position just as they were about to move on. Voyne did not like what 
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she saw: the main body of the Arcanian forces that had crossed into Bolcavia, including most of 
their vaunted Guards Tank Division, had broken through the Bolcavians’ hasty defenses and was 
heading straight for Voloslav. Ahead of them flew a screen of enemy UAS that covered the 
battlefield with their sensors, and thus LTC Voyne ordered the SUAS squads and other forward 
elements to lay low for a while. 

LTC Voyne called up CPT Hinkle. “How many of your magic hockey pucks are still 
operational?” The young captain’s response was immediate: “Most of them, actually. A few 
were hit by stray artillery rounds, but we deployed way more than we thought we would need.” 
“Great. Activate them now.” A minute later, the hockey pucks started working their magic. Some 
of them created false targets for enemy artillery rounds while others geolocated the shells’ points 
of origin for counterbattery fire. Yet others disrupted the advancing enemy’s tactical 
communications network, and some of them spoofed GNSS signals and UAS command links, 
which led to much of the enemy’s drone screen veering off course and ultimately crashing.  

However, the enemy advance was also supported by powerful ground-based jammers 
operating from well behind the line of contact, and they were starting to affect some of the bands 
used by Task Force Mustang. This would require rapid adjustments to the frequencies that the 
SUAS squads and other Task Force elements transmitted on. CPT Hinkle huddled with the Task 
Force S-2 and S-6 over a display showing the latest RF measurements provided by the array of 
sensors at their disposal. Taking into account their EW plans, enemy capabilities, as well as their 
commander’s overall intent, they quickly came up with a new spectrum plan, updated the 
frequency allocation files accordingly, and pushed them out over-the-air to all of the Task 
Force’s radios. Full communications capability was restored just in time, as the main onslaught 
of Arcanian forces was about to hit the defensive lines established by Task Force Mustang. 

Act IV: The Endgame 

Accentuating the need for attritable, user-configurable and -reparable SUAS, the value of 
EW and cyber capabilities at the tactical edge, and the strategic benefits of integrating tactical 
physical operations with Information Operations. 

 
With the fight taking a more conventional turn, the SUAS squads now assumed a supporting 

role, providing aerial ISR, RSTA, electronic sensing, and communications relay to their 
companies and the Bolcavian artillery units. Many of their SUAS were shot down or caused to 
crash by Arcanian C-SUAS systems, but any losses were quickly replaced from the stocks kept 
on hand by the squads themselves and the Task Force’s supply unit. Some of these were ready-
for-use new systems, but most were quickly assembled from the ample stocks of Class IX parts 
that each TF Mustang company and battalion kept on hand. Due to good tactics and the LPD 
waveforms used to control their SUAS, only a couple of Task Force drone operators were killed 
by Arcanian artillery strikes during this phase.  
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Thanks in no small part to the ISR, EW, and decoy capabilities provide by the task force’s 
SUAS, TF Mustang’s and the Bolcavians’ direct and indirect fire capabilities started taking a real 
toll on Arcanian forces. SUAS strikes continued as well, though in smaller numbers than during 
the initial engagements, due to the emphasis placed on SUAS carrying ISR payloads in this new 
phase of the fight.  

Thus, as the sun was rising, only a few hours after the invasion had started, the remainders of 
the first wave of Arcanian forces found themselves bogged down in front of Task Force 
Mustang’s lines, with severely degraded communications, no way to effectively prosecute 
targets, and no place to hide. At the same time, their second wave, on the move and thus easy to 
detect, was being systematically dismantled by longer-range Task Force fires, Bolcavian 
artillery, and NATO air support, all cued by larger UAS and space-based sensors. When National 
Technical Means picked up chatter among officers of the third wave of Arcanian forces, who 
were discussing how they could avoid being sent forward into what looked more and more like a 
meatgrinder, the theater commander ordered Task Force Mustang to execute a plan those in the 
know had dubbed “Operation HOMECOMING.” 

Minutes later, SUAS squads all over the battlefield started reconfiguring their drones yet 
again, installing stabilized high-resolution video cameras on half of them, and nondescript 
payloads the size of a box of cigarettes on the other half. Not even SSG Brennan was aware of 
what was going on inside those black boxes. When one of his troops asked him about them, his 
best guess was “some secret squirrel stuff.” All he knew was that each of those black-box-
carrying drones was supposed to be accompanied by one of the camera-equipped ones, and that 
his operators were supposed to get the carrier drone to within a few feet of fallen Arcanian 
soldiers while the video drone filmed from a distance. That task proved to be easy enough, since 
at this stage there was no shortage of enemy dead littering the battlefield.  

But SSG Brennan and his team—along with the rest of the world—found out soon enough 
what this was about, when the cell phones of grieving Arcanian mothers and fathers, siblings and 
spouses and friends started receiving messages showing compromising content from the cell 
phones of the officers that had commanded their fallen loved ones. Everyone’s contact 
information, as well as the kompromat, had been harvested from the cell phones that most 
Arcanian troops habitually—albeit contrary to orders—carried into the field, with the 
sophisticated cyber tools in those black boxes using a little-known exploit in the Near Field 
Communication protocol to access the memory of each phone. This data, along with the 
accompanying video stream, was then uploaded to a central server farm, where AI-enabled 
software adapted from the marketing industry automatically created social network graphs 
showing hierarchical relationships, and, most importantly, identified content that documented 
corruption and abuse by Arcanian officers. Finally, this was mass-mailed to everyone on a 
casualty’s contacts list, with a message of condolence but also a call to rise up against the ones 
whose corruption had enabled this tragedy.  
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Within hours, the streets of Arcania’s capital were filled with angry family members 
demanding an end to the invasion, and it did not take long for violence to erupt. Several third-
wave and reserve units openly joined the side of the people, and soon a civil war was threatening 
to brew. The Arcanian government had no choice but to hastily recall its remaining troops from 
Bolcavia in an attempt to reinforce the regime, and Bolcavia’s brief yet intense national 
nightmare was over. At least for the time being.  

What Needs to Change to Realize the Potential of SUAS to Contribute to 
EW? 
Changes across the DOTMLPF-P spectrum are needed to achieve the potential described in 

the above vignette and fully leverage the capabilities offered by recent technological 
advancements, not just on the platform side but also for EW-related payloads. We discuss our 
recommendations below. 

Adapt Doctrine and Policy to Enable Large-Scale SUAS Employment in Training and 
Combat  

Future LSCO—but also lower-intensity wars—will see widespread utilization of both UAS 
and EW systems. Combining these two capabilities promises to result in substantial synergies, 
and should therefore be enabled by Army doctrine and policies. At the brigade level and below, 
most UAS will be small, and thus quite limited in payload capacity, but due to the technological 
developments outlined earlier in this report, may still be able to contribute to the EW fight 
(Zaluzhnyi, 2023). SUAS, including those with EW payloads, can also contribute other non-
kinetic effects, ranging from carrying cyber capabilities closer to a node to be attacked, to 
contributing to MILDEC efforts, to capturing visual and electronic information for use in 
Information Operations (Danczuk, 2023). Furthermore, existing SM practices and policies 
prevent realistic training, which should involve large numbers (dozens if not hundreds) of SUAS 
being flown simultaneously by a Division-sized unit, some of them carrying EW payloads. Thus, 
doctrinal development should consider enabling EW capabilities down to the small-unit level and 
leveraging SUAS for their deployment, during both training and real-world missions.  

The Army’s SUAS Strategy (MCDID, 2020) already contains promising concepts for this, 
highlighting potential contributions of SUAS to cross-domain maneuver, increasing leaders’ 
situational awareness, lethal and nonlethal effects including electronic sensing (ES), and force 
protection. However, EW/SIGINT payloads for SUAS are discussed only for the far-term 
horizon, when in reality they are available now.  

Doctrine also needs to enable a more dynamic version of traditional, more static SM, since 
dynamic spectrum use facilitates friendly SUAS and EW operations and complicates the 
enemy’s EW and C-UAS efforts. Dynamic SM involves analyzing spectrum use in near-real-
time and subsequently rapidly adapting frequency allocations, as opposed to the static 
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assignment of frequencies with long lead times, as currently practiced. This concept has been 
discussed for decades (see Poe et al., 2008), and experience from the war in Ukraine points at its 
utility (Borsari, 2023), but has not been implemented by Army doctrine so far. However, its 
beginnings are outlined in Objective 1.4 of the DoD’s Electromagnetic Spectrum Superiority 
Strategy (DoD, 2020). The White House memorandum on “Modernizing United States Spectrum 
Policy,” issued in November 2023, also outlines the need for changes in spectrum utilization, and 
provides additional high-level guidance in this area (White House, 2023).  

Thus, to increase effective spectrum capacity and permit more flexible use of the spectrum, 
the Army should create an integrative electromagnetic spectrum battle management approach 
that enables more dynamic frequency allocation during both training and combat. A prototype 
conceptualization of this approach at the Corps/Division level is provided in the appendix. 
However, this will likely require iteration and experimentation to find the most effective 
solutions. The appendix provides an example of a first step towards this new approach. The 
Army should also ensure that its needs and insights are taken into account by the Interagency 
Spectrum Advisory Council that was established by the spectrum policy memorandum (White 
House, 2023).  

Educate Leaders at All Echelons About Leveraging SUAS 

Army leaders from the squad level up need to understand—or at least be aware of—what 
SUAS with EW payloads can add to their capabilities, and how they, their subordinates, and their 
superiors can maximize related benefits while mitigating related risks. Especially during training, 
this may require a changed mindset and rebalanced risk calculus, since SUAS operations do not 
necessarily have to adhere to the same risk calculus as those of manned aviation or even larger 
UAS.  

SUAS-based capabilities are also more distributed than regular aviation operations, and, in 
order to optimize their contributions to the fight, leaders may want to consider authorizing direct 
coordination between SUAS operators and fires/EW units in order to shorten sensor-to-shooter 
timelines, especially in case of degraded communications.  

Finally, leaders need to be aware of spectrum-related limitations imposed on SUAS and EW 
operations, and how to minimize their impact. This includes leveraging tools such as EWPMT, a 
future version of which could enable “self-service” spectrum allocation and deconfliction at 
lower echelons (CCDID, 2023) 

Adapt Organizations to Facilitate SUAS Employment and Experimentation 

Due to the shorter range of SUAS compared to traditional aviation assets, but also due to 
their fielding in much larger quantities, SUAS capabilities need to be pushed to lower echelons. 
Insights from training centers suggest that successful lower-echelon units such as companies and 
battalions are task-organized into ground reconnaissance/maneuver, SUAS, EW, SIGINT, and 
organic fires elements, with close collaboration and synchronization between them (JRTC SME, 
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2023). To improve spectrum utilization and mitigate related constraints at the speed of battle, 
spectrum managers should be assigned to frontline units to provide related support.  

Furthermore, especially during the next several years, while unprecedented new capabilities 
are being developed and fielded, it is important to also organize for rapid iteration. For example, 
the Army could leverage innovative unit concepts such as the 82nd Airborne Division’s “Gainey 
Company” that can conduct experimentation to inform the refinement of hardware, software, 
concepts of operation, TTP, training, and doctrine. It could also set up ad-hoc EMBM cells at 
major installations and training centers that can work towards more dynamic spectrum 
management (see the Appendix for an example).  

Recruit, Train, and Retain Effective SUAS Operators 

Due to the close integration of SUAS and their payloads, including for EW, SUAS operators 
need to have sufficient understanding both of how to configure and fly the vehicle, and of what 
the payload can do. With increasing autonomy taking care of more and lower-level functions, 
operators will have to manage higher-level aspects, such as route planning and optimizing sensor 
coverage. Ideally, operators can also contribute to development and refinement of TTP, since 
these will be in flux for the foreseeable future due to the rapid technological progress in related 
fields (cf. Cox, 2023). First-person view (FPV) SUAS, in which the operator flies the SUAS 
based on real-time immersive video streamed from the SUAS and which can thus operate in 
positioning, navigation, and timing (PNT)-denied environments and thus mitigate EW threats, 
also need more highly-skilled operators. Thus, the Army should consider increasing its efforts to 
identify recruits who have—or can be taught—advanced SUAS operations skills. 

Obtaining and maintaining SUAS-based EW operations skills also requires realistic training 
as well as opportunities for learning by doing, which is challenging especially for EW payloads 
due to their potential impact on unrelated networks and operations, and due to potential 
operations security (OPSEC) concerns. But even training with non-sensitive EW SUAS payloads 
is affected by the cumbersome regulations affecting SUAS and EW operations on major 
installations, at some of which SUAS are treated the same as large UAS such as Gray Eagles 
(HQDA, 2018).  

Allowing soldiers to fly personally owned or morale, welfare, and recreation 
(MWR)-provided SUAS on military bases and even some training ranges would encourage and 
enable SUAS operators to further hone their skills (JRTC SME, 2023); however, related rules 
and regulations would have to be carefully crafted to avoid OPSEC and safety issues. In 
addition, the Army should investigate if realistic training using cutting-edge capabilities could 
help with recruiting and retention of SUAS operators.  

Accelerate and Iterate Acquisition of SUAS and EW Payloads 

On the materiel side, rapid acquisition and fielding of novel technologies such as SUAS and 
miniaturized EW payloads will require changes to the Army’s acquisition process. While this is 
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covered in more detail in one of the other reports in this series, recommendations regarding EW 
and spectrum management are provided in this section. 

SUAS, including those with EW payloads, as well as the EW payloads themselves, will be 
needed in much larger quantities (orders of magnitude more than today) due to attrition, but also 
due to the revolutionary capabilities they can contribute to the fight; this means each unit must be 
significantly cheaper and faster to manufacture than today’s systems (Kramer 2023; Madden, 
2023; Watling and Reynolds, 2022; Watling and Reynolds, 2023; Borsari and Davis, 2023). The 
planned fielding of “thousands” of “small, smart, cheap” autonomous platforms under the DoD’s 
“Replicator” program (Newdick and Rogoway, 2023) is already a commendable step in this 
direction. 

The acquisition process also needs to take into account specific technical requirements. A 
foundational capability of both SUAS and small EW payloads in this context is the need for 
more efficient and future-proof RF spectrum utilization. Frequency agility can be enabled e.g., 
via software-defined radios and dynamic spectrum allocation; commercial offerings for both 
capabilities are now relatively mature (cf. OneSDR, 2023; SSC, 2023; Peraton, 2021; Skydio, 
2023). Another key capability, especially to mitigate spectrum congestion and enemy EW, is on-
board autonomy for navigation, obstacle avoidance, and target detection/identification/tracking. 
This will reduce bandwidth requirements and lower vulnerability to detection and jamming.  

Additional features to incorporate in at least some SUAS should include: 

• jam-resistant wave forms that can resist enemy EW efforts; 
• increased RF power of C2 and sensor data links that enable a greater operational range 

for SUAS; 
• low-latency digital RF links, ideally leveraging decentralized (mesh) communications 

systems that increase effective C2 and sensor data transmission while also increasing 
resilience with respect to enemy EW; 

• modular, user-friendly and user-customizable control software (Madden, 2023) that 
facilitates effective employment of novel SUAS-based capabilities; 

• increased battery capacity for increased range, endurance, and payload capabilities; 
• ground control stations that can displace and be set up quickly to avoid kinetic threats; 

and 
• modular payloads enabling electronic sensing and electronic attack to leverage the SUAS 

revolution for electronic warfare missions. 
Across all capabilities and features, end users should be involved in the requirements 

development and systems design process in order to create optimal designs and concepts of 
operation (Madden, 2023). This requires frequent and rapid iteration. Component availability and 
other supply chain challenges also need to be taken into account from the earliest phase of the 
design process (Madden, 2023). Furthermore, the potential for surging SUAS and payload 
production during wartime should also inform the designs. The U.S. Air Force’s “Eternal 
Quiver” project can provide related insights (X-Bow, 2022). 
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Provide Suitable Facilities 

Finally, if the number of SUAS with EW payloads increases greatly, suitable facilities for 
storing, maintaining, testing, and training with them will be required. This can include RF-
shielded hangars, EW simulation facilities, as well as upgraded and newly built training ranges. 

Conclusion 
This report discussed challenges and potential solutions with respect to integrating SUAS and 

EW capabilities, while addressing spectrum management concerns. Based on discussions with a 
wide range of SMEs, and review of relevant reporting, key challenges include: 

• SUAS spectrum demands already exceed allocations for training. Based on SUAS 
fielding plans and insights from the war in Ukraine, this situation is expected to worsen 
for future training needs as well as for combat operations. However, the Army’s SM 
approach lacks the dynamic capability to support these requirements.  

• Current SM challenges will be exacerbated in the future due to many more SUAS (and 
other spectrum-dependent technologies) being operated simultaneously at all echelons 
and in a more dynamic fashion.  

• SUAS can now, and more so in the near future, support and enable EW, ES, EA, 
SIGINT/ELINT, and deception operations, but the Army will need to adapt to take 
advantage of this.  

• Army SUAS need better protection against threats, including from direct EW effects (and 
kinetic targeting) of platforms and operators enabled by adversary electronic sensing and 
cyber capabilities.  

• Since the anticipated threat environment for SUAS in LSCO is expected to lead to 
significant attrition, this will require acquiring SUAS in much larger quantities than 
currently programmed (see the acquisition-focused report in this series). Thus, platforms 
and their EW payloads must be affordable enough for large-scale production. This will be 
challenging given the capability requirements outlined above and below, but the 
continuous reductions in cost for electronics, as well as the recommended changes in the 
acquisition process, will help.  

To address these issues, and fully realize the capabilities promised by the SUAS revolution, 
the Army needs to make adjustments across the DOTMLPF-P spectrum. This includes 
improving SM tools, processes, and policies, and enabling SUAS employment for EW purposes. 
In particular, we recommend the following: 

• On the materiel side, key capabilities that need to be built into SUAS and supporting 
systems include frequency agility (enabled by, for example, software defined radios and 
modular antennas), anti-jam wave forms, increased RF power and low-latency digital RF 
links, non-GPS-dependent navigation capabilities, onboard processing, and increased 
battery capacity; and in the case of related ground control stations (GCSs), the agility to 
displace and set up quickly.  

• The Army should develop SUAS-based electronic sensing and electronic attack 
(jamming, MILDEC) capabilities to increase the contributions that EW can make to the 
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fight. It should also study the effectiveness of this approach through modeling, 
simulation, and exercises in order to inform future adaptations.  

• Organizationally, the Army should leverage innovative unit concepts such as the 82nd 
Airborne Division’s “Gainey Company” that can experiment and iterate in order to 
rapidly refine hardware, software, concepts of operation, TTP, and training. 

• Innovative organizational approaches specifically for electromagnetic spectrum battle 
management could improve the spectrum management process in the short term and 
provide insights for longer-term solutions. This includes creating “EMBM cells” at 
training installations, as described in the Appendix, and planning to establish similar 
functions during combat operations.  

• The Army should also provide installation range and spectrum management offices, and 
unit spectrum managers, with EWPMT access and training. 

• The Army’s SUAS also need better protection against EW threats, including both from 
direct EW effects and from kinetic targeting of platforms and operators enabled by 
adversary electronic sensing and cyber capabilities.  

• The C-UAS threat will require acquiring SUAS in larger quantities than currently 
programmed, in order to mitigate expected high wartime attrition rates. The planned 
fielding of “thousands” of “small, smart, cheap” autonomous platforms under the DoD’s 
“Replicator” program (Newdick and Rogoway, 2023) is already a commendable step in 
this direction.  

Many of these changes would represent a major departure from the status quo, and fully 
implementing them will be challenging. However, in order to reap the benefits of the SUAS 
revolution, the Army should take action now in order to dominate the battlefield of the future.  
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Appendix. Concept for XVIII Airborne Corps Integrated 
Electromagnetic Battle Management Pilot 

This Appendix describes how—and why—the XVIII Airborne Corps could gain additional 
insights into EMBM challenges and long-term solutions, while at the same time improving 
spectrum management for the training of its subordinate units in the short term. 

Summary 

• The proliferation of small UAS, robotics, and electronic warfare systems is placing an 
increasing demand on limited spectrum. 

• The current methods of allocation are not able to meet the volume or agility required to 
be effective in training and in conflicts. 

• A shift from static spectrum allocation to a more dynamic electromagnetic battle 
management (EMBM) has begun, per the 2020 DoD electromagnetic spectrum (EMS) 
Superiority Strategy. 

• EMBM currently does address the tactical force requirements and does not integrate all 
spectrum users: communications, cyber, EW and intelligence.  

• XVIII Airborne Corps has the capability to pilot tactical, integrated EMBM at Fort 
Bragg, and subsequently a Combat Training Center, to create a viable capability and 
drive EMBM development. 

The Role of Spectrum in Warfare has Evolved 
The Russia-Ukraine War has demonstrated the ability for small uncrewed aircraft systems 

(SUAS) to have a significant impact as an intelligence collection platform, a targeting device, 
and as a direct attack system. The Russian forces, determined to counter Ukrainian SUAS 
innovation, have leveraged their significant electronic warfare (EW) capability, both in jamming 
the SUAS command link and detecting the SUAS controller emissions and attacking the 
operator. The electromagnetic spectrum, crowded with SUAS signals and jamming, has become 
a decisive battle ground in Ukraine.  

The war in Ukraine, however, is just the initial iteration of a larger change. The capabilities 
and employment of SUAS continue to rapidly evolve. The modified commercial SUAS and 
legacy EW systems currently used are in the process of being replaced with a proliferation of 
tailored, more capable systems. For context, the proposed infantry brigade combat team structure 
will include 196 SUAS and loitering munitions. The same EMS will have to support higher 
echelon UAS, emerging functional SUAS, ground robotics, and modernized EW systems 
resulting in a congested, contested, constrained, and complex spectrum. The seven frequencies 
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currently allocated to support SUAS operations in the Fort Bragg training area will not meet the 
needs of a single Infantry Brigade Combat Team (IBCT) training event.  

Current methods of spectrum management are rooted in pre-planned and generally static 
spectrum allocation. At the joint level, the Spectrum XXI system supports spectrum planning 
and management with “an emphasis on assigning compatible frequencies” to the force.5 
Automated Communications Engineering Software/Joint Automated Communications 
Electronics Operating Instructions (CEOI) System (ACES/JACS) is fielded to the operational 
and tactical levels to support frequency allocation and communications security (COMSEC) 
keying.6 These systems are effective in allocating blocks of frequencies or frequency hop sets but 
are not the dynamic tool that is needed to support multi-domain operations warfare. Additionally, 
SPECTRUM XXI and ACES/JACS do not integrate EW, cyber, or intelligence collection 
requirements and do not have awareness of real time spectrum usage. The Electronic Warfare 
Planning and Management Tool (EWPMT) is a capability intended to support EW planning, 
enable control of EW assets, and provide a real-time EMS operating picture based on ingesting 
electronic sensing.7 EWPMT has been issued to 27 units in the European and Pacific theaters 
based on operational needs. EWPMT will be fielded to the remaining units, to include active 
duty, National Guard, and Reserve units, starting FY24. EWPMT fills a critical gap in 
visualization and EW planning and actions but remains reliant on semi-static allocated spectrum 
from legacy systems.  

A Way Ahead: A Change from Spectrum Allocation to EMS Maneuver 
The spectrum and EW community realize the operational need for a significant change and 

have begun to adapt. In 2020, the Department of Defense published an Electromagnetic 
Spectrum Superiority Strategy which included as Objective 1.4 “Develop Robust 
Electromagnetic Battle Management (EMBM) Capabilities” which will “providing dynamic 
control of real-time operations in the EMS.” (Department of Defense, 2020, p. 9.) The Defense 

 
5 SPECTRUM XXI is a client/server, Windows-based software system that provides frequency managers with a 
single information system to address spectrum management automation requirements. SXXI supports operational 
planning and management of the radio frequency spectrum with an emphasis on assigning compatible frequencies 
and performing spectrum engineering tasks (Defense Information Systems Agency, 2022). 
6 The ACES workstation is a Commercial off-the-shelf laptop computer with government software that provides an 
automated system for use by tactical, strategic and sustaining base units for secure network/cryptonet planning. 
ACES also assists with key management/distribution and generation of Signal Operating Instructions and electronic 
Protection, while hosting applications for frequency spectrum management and mission planning (Schumacher, 
2019). 
7 EWPMT is intended to be the Commander’s tool to visualize, control, manage and dominate the electromagnetic 
spectrum (EMS). At end state, EWPMT will provide the ability to conduct remote control and management of EW 
assets (MFEW and TLS) to execute operations electromagnetic support (ES) and electromagnetic attack (EA), 
enhance targeting, and enable maneuver by synchronizing EW and spectrum management operations across 
intelligence, operations, and cyberspace in support of Multi-Domain Operations (MDO) (U.S. Army, undated). 
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Spectrum Office (DSO), a subordinate element of the Defense Information Systems Agency 
(DISA), is pursuing EMBM, described as “actions to monitor, assess, plan and direct operations 
in the EMS that support the commander’s objectives” (Defense Information Systems Agency, 
2022) and includes technical capabilities to support this concept in EMBM Minimum Viable 
Capability v1. A second capability, the Global Electromagnetic Spectrum Information System 
(GEMSIS), is intended to transform “EMS operations from a pre-planned and static frequency 
assignment process into a dynamic, responsive and agile capability” (Defense Information 
Systems Agency, 2022).  

While EMBM MVP v1 and GEMSIS can be lauded as efforts to modernize spectrum 
management, they fail to meet the high operational tempo (OPTEMPO) requirements at the 
tactical level and do not address the increase in spectrum demand, the requirement for real-time 
dynamic management, and the need for integration with EW, cyber, collection management, and 
intelligence. SPECTRUM XXI, ACES/JACS, and EWPMT have elements of the necessary 
capability, but have not been integrated or tested in a combat scenario to drive the next iteration 
of requirements. XVIII Airborne Corps, leveraging its numerous innovation efforts, has the 
opportunity to push EMBM from the theater level to an operational and tactical level, despite 
policy impediments and inadequate tools.  

XVIII Airborne Corps Experimentation to Advance Integrated EMBM  
An XVIII Airborne Corps innovation program for integrated EMBM could leverage external 

support to maximize impacts on requirements. Potential partners would be DSO to inform its 
EMBM program, Program Executive Office (PEO) C3T to inform ACES/JACS, and PEO IEWS 
to inform EWPMT along with aligned Army Capability Managers. Installation Management 
Command (IMCOM) should provide observers to capture potential resourcing, training, and 
policy changes needed in installation range control and spectrum management offices. We 
propose two pilot efforts, one conducted at Fort Bragg and one at the National Training Center. 

Fort Bragg Pilot: Objective is to create a capability that would eliminate the 90-day 
frequency request impediment for SUAS training and maximize use of spectrum to meet 
increasing demand.  

Concept: XVIII Airborne Corps, with Ft Bragg Range Control and Spectrum Management 
Office in support, establishes an integrated EMBM cell in support of a high-volume training 
period with multiple BCTs or other units in the field. SPECTRUM XXI, ACES/JACS, and 
EWPMT with operators would be co-located, potentially at Range Control, to visualize the 
spectrum being utilized and adjust in real time. The training area may require additional EMS 
sensors to support awareness, which can be a commercial solution or leverage fielded ES 
equipment such as the Versatile Radio Observation and Direction (VROD) electronic sensing 
system. A SIGINT collection management representative should be part of the team to assist in 
developing communications and processes for collection/jamming decisions. The Wide-area ISR 
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Discovery (WISRD) software should be considered as well. WISRD is a program of record for 
collection management and targeting that is intended to be an application on Command Post 
Computing Environment (CPCE) and may be well suited for SUAS awareness to enable 
spectrum decisions. Representatives from Army Capability Manager (ACM), PEOs, and 
IMCOM should be part of the planning team to assist in establishing the capability and to capture 
lessons learned for action. Figure A.1 provides an overview of this concept.  

Desired Output: Develop a capability to support SUAS training at Ft Bragg; drive changes 
to current spectrum and EW systems and inform future requirements; drive changes to range 
control and installation spectrum management in personnel, training and equipping. Inform 
milestones to create a permanent capability for EMBM training that removes spectrum 
impediments to train as we fight.  

Combat Training Center Pilot: Objective is to apply lessons learned from the Ft Bragg 
pilot to a combat scenario. 

Concept: An IBCT at a Combat Training Center (CTC) rotation establishes an integrated 
EMBM cell and is supported by a division level integrated EMBM cell. The CTC environment 
adds numerous additional spectrum challenges beyond what was tested at Ft Bragg to reflect 
combat. The addition of OPFOR communications will congest the spectrum and OPFOR ES 
targeting and jamming will contest the spectrum, with both forcing dynamic spectrum allocation 
and maneuver by the EMBM cell. Active IBCT SIGINT operations will drive decisions on 
collection payoff versus jamming. The IBCT may need to be augmented with additional ES 
capability to support spectrum visualization. The ACMs and PEOs could collect data to support 
requirements changes.  

Desired Output: Refine the Integrated EMBM cell at BCT and division level to inform 
organization, training, and equipping development.  
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Figure A.1. Operational View 1 (OV-1) of EMBM Concept Pilot 
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Abbreviations 

ACES/JACS Automated Communications Engineering Software/Joint 
Automated Communications Electronics Operating 
Instructions (CEOI) System 

AFRL Air Force Research Laboratory 
AI artificial intelligence 
AWG Asymmetric Warfare Group 
ATV all-terrain vehicle 
C3 command, control, and communication 
CA INT REGT Canadian Army Intelligence Regiment 
CALL Center for Army Lessons Learned 
CCDID Cyber Capability Development and Integration Directorate 
C-SUAS counter-small uncrewed aircraft system(s) 
C-UAS counter-uncrewed aircraft system(s) 
DARPA Defense Advanced Research Projects Agency 
DoD Department of Defense 
DOTMLPF-P doctrine, organization, training, materiel, leadership and 

education, personnel, and facilities – policy 
EA electronic attack 
ELINT electronic intelligence 
EMBM electromagnetic battle management 
EMS electromagnetic spectrum 
ES electronic sensing 
EW electronic warfare 
EWPMT Electronic Warfare Planning and Management Tool 
FBNEC Fort Bragg Network Enterprise Center 
FMV full-motion video 
FPV first-person view 
GNSS Global Navigation Satellite Systems 
GPS Global Positioning System 
HQDA Headquarters, Department of the Army 
ISR intelligence, surveillance, and reconnaissance 
JRTC Joint Readiness Training Center 
LPD low probability of detection 
LSCO large-scale combat operations 
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MCDID Maneuver Capabilities Development and Integration 
Directorate 

MILDEC military deception 
NATO North Atlantic Treaty Organization 
OPFOR opposing force 
RF radio frequency 
RSTA reconnaissance, surveillance, and target acquisition 
SIGINT signals intelligence 
SM spectrum management 
SME subject matter expert 
SSC Shared Spectrum Company 
SUAS small uncrewed aircraft system(s) 
SWaP size, weight, and power requirements 
TTP tactics, techniques, and procedures 
UAS uncrewed aircraft system(s) 
VTOL vertical take-off and landing 
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