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A
dditive manufacturing (AM) or three-
dimensional (3D) printing—which is a 
subset of the broader advanced manu-
facturing revolution—has reached a 

level of technological maturity, accessibility, and 
availability in the past decade that contributes 
to an exponentially increasing proliferation of the 
technology across a wide variety of licit and illicit 
use cases. This growth has been fueled by com-
plementary technology advancements in materials 
science, computer-aided design, and artificial intel-
ligence (AI), to name a few. The fact that more 3D 
printing materials and techniques are available has 
contributed to more sophisticated use cases. 

Although AM technology has been maturing 
for more than four decades, the 2013 printing of a 
3D printed gun brought the issue to the forefront 
and illustrated the potential for illicit use cases that 
could threaten national security. The distributed 
nature of 3D printing allows development of made-
for-purpose technologies to support a wide variety 
of uses. It facilitates decentralized manufactur-
ing, rapid prototyping, and proliferation of basic 
designs that can be tailored to meet user speci-
fications. These user specifications can include 

“violent actors [who] might be able to replicate 
more sophisticated weapons systems, print lethal 
drones, and even produce jamming devices or 
cheap decoys that disrupt intelligence collection.”1

The lower costs and growing availability of 
“manufacturing hardware (printers), raw materi-
als and software (intellectual property [IP])” will 
lead to a growing use of 3D printing as a replace-
ment for traditional manufacturing uses, as well 
as for illicit purposes.2 AM—which will lead to 
order-on-demand manufacturing—will also affect 
supply chains, potentially making them less global 
and more localized. These changes will create 
new challenges in countering the proliferation of 
potentially dangerous products and technologies 
because the focus will likely need to change from 
interdicting end products and physical technolo-
gies to software and IP. Regulatory and export 
control regimes will likely also be affected as 
attempts are made to stop the proliferation of 
computer-aided designs for products and counter-
feits, as well as subpar products that could affect 
consumer safety. 

We assessed that attempts to limit the pro-
liferation of printers will also likely be challenging 
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because greater use of 3D printing for legitimate com-
mercial uses should be expected to continue. 3D printed 
components, some with untested and unknown failure 
rates, will likely be incorporated into end products, which 
could result in catastrophic failures. Although AM has 
numerous applications, including aiding in the manu-
facture of advanced and untraceable weapons, in this 
review, we focused on the commercial use of AM and the 
risk posed by counterfeiting due to the less visible but 

significant impacts this could have on economic prosper-
ity and national security.

In our analysis, we considered four attributes in 
assessing AM technology: technology availability (TAV) and 
risks and scenarios (RS), the latter of which we divided 
into threats, vulnerabilities, and consequences. The RS 
considered in this analysis pertain to the impacts of the 
counterfeiting of technologies. We examined a wide 
variety of negative effects associated with the counter-
feiting of technologies for 3D printing. The RS have been 
provided by the study sponsors in the U.S. Department 
of Homeland Security (DHS) Science and Technology 
Directorate and Office of Policy. We compared these four 
attributes across three periods (see Figure 1).

Overall, we assessed that the technology will con-
tinue to mature over the ten-year horizon of the analysis. 
The number of threat actors with access to these capa-
bilities is likely to grow as the technology proliferates. 
However, for the vulnerability assessment, we determined 
that anticounterfeiting measures that are in development, 
such as tagging and tracking, will likely come to fruition by 
the end of the study period—the result will be a lowering 
of the overall vulnerability resulting from AM for some use 
cases (including the counterfeiting of goods). Despite the 
potential for high-consequence incidents with 3D printed 
counterfeits during the ten-year time horizon of the study, 
we assessed that these incidents were likely to be more 
locally confined and unlikely to result in widespread 
events, which places them in the moderate consequence 
category. These assessments are likely to change over a 
longer time horizon. As a Financial Times article states, 
“[a]t current growth rates, half of all manufactured goods 
will be printed in 40 years.”3 Should such adoption of AM 
occur, the risks are likely to rise precipitously as well.

Technology Description and 
Scenarios for Consideration
According to defined standard terminology, AM is “a 
process of joining materials to make objects from 3-D 
model data, usually layer upon layer, as opposed to 
subtractive methodologies. Synonyms for Additive Manu-
facturing include additive fabrication, additive processes, 
additive techniques, additive layer manufacturing, layer 
manufacturing, and freeform fabrication.”4 All AM uses 3D 
printing to create new objects; in practice, the terms can 
be used interchangeably. The primary classes of materi-
als that are used in AM today are metals, plastics, and 
ceramics, although it is feasible to print using numerous 

KEY FINDINGS
	■ Advances in additive manufacturing (AM) or 

three-dimensional (3D) printing will continue, 
thereby increasing the use of this capability 
for a wider variety of licit and illicit activities. 
Advances in AM will be fueled by scientific dis-
covery and technology development in converg-
ing technologies, such as artificial intelligence 
(AI), materials sciences, biology, chemistry, and 
nanotechnology. 

	■ Counterfeit 3D printed materials and products 
will present new threats, vulnerabilities, and con-
sequences, including implications for security, 
product safety, considerations for the economy 
and IP rights, the convergence of technologies, 
and the printing of illicit or banned products. 

	■ Items produced through AM as counterfeits are 
unlikely to be subjected to the same necessary 
policy, legal, ethical, and regulatory provisions 
as licit goods. Although illicit products could be 
developed that look, feel, and even function like 
their strictly regulated counterparts, they could 
have vastly different life spans and failure modes.

	■ The AM revenue projection for 2030 is expected 
to grow annually between 2022 and 2030 by 
24.3 percent, to $105 billion. However, this 
projection is dwarfed by the 2022 global manu-
facturing production total of $44.5 trillion. Still, 
AM will likely play an outsized role in several key 
sectors, including health care, aerospace, educa-
tion, manufacturing (in specific areas, such as 
rapid prototyping, printing replacement parts, 
and custom solutions), automotive, and robotics.

	■ Despite the potential for high-consequence 
incidents with 3D printed counterfeits during the 
ten-year time horizon of the study, we assessed 
that these were likely to be more locally confined 
and unlikely to result in widespread events, which 
placed them in the moderate technology risk 
category.
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Methodology
We developed a framework for assessing the risks of 
emerging technologies. The assessment included an 
evaluation of the TAV and potential RS for which a technol-
ogy could be used. The TAV evaluation covered five areas: 
science and technology maturity; use case, demand, 
and market forces; resources committed; policy, legal, 
ethical, and regulatory impediments; and technology 
accessibility.9 The RS evaluation covered threat, vulner-
ability, and consequence. The ratings for the TAV and RS

categories ranged from 1 to 5, where 1 corresponds to 
many challenges and 5 to very few, if any, challenges. The 
five TAV areas were averaged and included in the emerg-
ing technology risk assessment. To allow the compari-
son of emerging technologies in our assessment of the 
consequences, we rated impacts according to the likely 
affected level (national, regional, or local), potential mortal-
ity and morbidity, and likely economic and societal disrup-
tion. By averaging the threat, vulnerability, consequence, 
and TAV average calculated previously, an emerging tech-
nology risk for a particular scenario could be assessed as 
low (0 < 2), moderate (2 < 4), or high (4 to 5). 

These assessments were repeated for three periods: 
short term (up to three years), medium term (three to five 
years), and long term (five to ten years). This allowed us to 
assess individually and collectively how TAV and RS would 
be affected over time. In the assessment, we consid-
ered how the threats, vulnerabilities, and consequences 

other materials.5 AM is often discussed in terms of seven 
basic categories: binder jetting, directed energy deposi-
tion, material extrusion, material jetting, power bed fusion, 
sheet lamination, and vat photopolymerization.6 The 
differences between these techniques is not important 
for this report; what they have in common is that each 
provides a method for building objects in which material is 
deposited one layer at a time. 

AM was introduced in the 1980s, building from 
a foundation of research to the 1987 release onto the 
market of the first commercial device for 3D printing.7

Important benefits associated with AM are “producing 
goods at an extraordinary speed, using less material, and 
reducing labor costs.”8 New processes were developed 
throughout the 1990s. The technology has continued to 
build on these foundations, and a wide variety of materials 
have now become available for use in 3D printing. Many 
commercial industries now find important benefits asso-
ciated with AM over traditional manufacturing: It allows 
rapid prototyping of new designs; a decrease in waste; 
small-batch production; and the design of products that 
can be stronger, weigh less, or have other advantages 
over traditionally manufactured parts. AM has seen 
uneven adoption across commercial sectors, but, in some 
industries, including aerospace, construction, medicine, 
energy, and consumer goods manufacturing, adoption of 
AM is spreading. Additionally, 3D printers have become 
affordable for personal, in-home use; many can be found 
for less than $500. 

FIGURE 1
Additive Manufacturing Risk Assessment
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NOTE: The emerging technology risk assessment scale is 0 to < 2 = low impact or not likely feasible, 2 to < 4 = moderate impact or possible, 
and 4 to 5 = high impact or likely feasible.
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a wider variety of materials, increased printing speeds, 
reduced costs, and eliminated waste. 

The use cases for 3D printers have progressed as 
well, from research to rapid prototyping and small niche 
applications to larger structural prototypes and parts. 
These printers enable their users to print for a multitude of 
purposes, both licit and illicit. Small 3D printers are on the 
market right now for home use, which allow users to print 
small items, including unregistered weapons and false 
biometrics, such as fraudulent fingerprints.13 Larger 3D 
printers are being used in many industries. For example, 
the aerospace industry was an early adopter of this tech-
nology; such a capability would likely be essential for a 
future crewed mission to Mars—specifically, providing the 
ability to make “tools or rocket parts” while on the plan-
et.14 Another example of large commercial-scale 3D print-
ing applications can be seen at the Oak Ridge National 
Laboratory facility, where researchers are “refining their 
design of a 3-D-printed nuclear reactor core, scaling up 
the additive manufacturing process necessary to build it, 
and developing methods to confirm the consistency and 
reliability of its printed components.”15 The goal of this 
effort is to have a 3D printed reactor by the end of 2023. 
In another Oak Ridge National Laboratory program, a 
large-scale thermoset 3D printer has been installed that 
can work with “previously unworkable materials,” such as 
plastics that will be “irreversibly cured.”16

The industry continues to expand, enabling the print-
ing of larger systems with greater complexity. In 2023, 
the startup Relativity Space launched the “world’s first 
3-D-printed rocket,” the Terran 1, which was a 110-foot-
tall space launch vehicle designed to carry lightweight 
satellites into orbital space. Because its engine failed, the 
rocket did not reach orbit, but no issues related to the 
rocket’s structure were encountered.17 

With applications for constructing homes, office 
buildings, and other structures, 3D printing has also found 
its way into the construction industry; one account offers 
that “3D-printed buildings can span thousands of square 
feet and multiple stories and are more affordable than 
traditional construction methods. For civil engineers, poly-
mer 3D printing offers a way to quickly produce proto
types of bridges, roads, and other structures.”18 Another 
source identifies such applications as a potential solution 
to affordable housing and a way to make space habitable 
for human beings.19

evolved over time, as well as whether any preparedness, 
mitigation, and response activities had been undertaken 
that could reduce the risk.

The Technology Availability 
Assessment
The TAV assessment was conducted without regard to 
the specific RS. Those factors are addressed in the sub-
sequent discussion of the RS assessment. We separated 
these assessments in this way to isolate the effects of the 
changes in technology over the ten-year study time frame. 

An interesting point of departure in this TAV assess-
ment comes from highlighting the advantages and 
challenges of AM. The Welding Institute, an industrial, 
membership-based organization, provides a list of advan-
tages of 3D printing: flexible design, rapid prototyping, 
printing on demand, strong and lightweight parts, fast 
design and production, minimization of waste, cost-
effectiveness, ease of access, environmental friendliness, 
and the enabling of advanced health care. The institute’s 
list of disadvantages consists of the fact that materials 
for printing are limited, build sizes are restricted, there are 
requirements for postprocessing, large volumes do not 
benefit from economies of scale the way injection molding 
does, structures can delaminate, the number of manufac-
turing jobs decreases, design inaccuracies can be intro-
duced, and copyright issues can arise.10 

We did not delve deeply into the specifics of differ-
ent types of AM processes. These processes continue 
to evolve over time in terms of both their efficiency and 
the types of materials and applications that are becom-
ing available. As we discuss later in this report, early 3D 
printing applications were small and limited in terms of 
materials. More recently, the scale has greatly increased 
to include the 3D printing of houses and rockets and 
employing a wider array of materials.

Science and Technology Maturity
In 1987, the stereolithography printer was developed. It 
used lasers to cure a liquid resin into a hardened plastic 
in a process called photopolymerization.11 This process or 
one very similar has been used in multiple generations of 
3D printing equipment. An example of this progression is 
selective laser sintering, which uses a high-power laser to 
sinter, or melt, “small particles of polymer powder into a 
solid structure.”12 Subsequent 3D printers have employed 
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AM, combined with other emerging technologies, 
including data analytics, AI, predictive manufacturing, 
and materials science, is expected to have vast repercus-
sions for the state of global and U.S. manufacturing. As 
things become easier to produce with these methods, 
not as large a footprint or workforce is required, leading 
to a potential loss of jobs in numerous industries. Pieces 
of the global supply chain are also at risk; if parts can 
more effectively be manufactured close to where they 
are needed, the need to source parts halfway around the 
globe lessens. 

3D printing can reduce costs and opportunities for 
designing specific characteristics into additively manu-
factured products. It also offers such features as print on 
demand, can reduce inventory holding costs associated 
with traditional manufacturing, and reduces dependence 
on supply chains. Such products can be designed 
and delivered to meet certain specifications employ-
ing a variety of materials that best suit the envisioned 
applications.24 The use of 3D printing for prototypes and 
toolmaking is particularly attractive because such prod-
ucts can be rapidly assembled, tested, used, and even 
recycled for one-time-use applications. The incorpora-
tion of AI capabilities, including machine learning, has 
the potential to further improve product performance 
(e.g., monitoring the manufacturing process to fix printing 
errors in real time).25 

However, factors exist that restrain AM from being 
incorporated across many industries. Take, for example, 
the aerospace industry, which has embraced 3D print-
ing for prototyping (78 percent of companies) but has 
limited its use in end-part manufacturing (18 percent of 
companies).26 Although many parts can be 3D printed, 
many others cannot be—the list of materials that can 
be used in 3D printing is limited by such considerations 
as temperature and safety. Postprocessing is another 
concern: Many 3D printed components require sanding, 
further molding, and other processes that introduce a 
time-consuming step into the manufacturing process.27 

In addition, 3D printing has been demonstrated for 
precise applications at the nanoscale level. For example, 
3D printed nanomaterials and nanotechnology-enabled 
final products are being used for patient-specific biomedi-
cal equipment and for use in dental applications and 
neurosurgery.20 

Identifying a technology readiness level (TRL) or 
maturity for 3D printing is challenging. We assessed 
that the basic technology and concepts for 3D print-
ing were well understood and in use, meaning that they 
are at a high TRL. Furthermore, as use cases continue 
to be identified, new materials are being developed for 
use in 3D printing and new methods for printing (such as 
those employing large-scale gantries like those used in 
the construction industry) are developed. Undoubtedly, 
the technology and applications will continue to mature 
and will continue to be fueled by the convergence of 
other technologies, such as AI. Still, they would be based 
largely on the basic technology and concepts from earlier 
3D printing applications. In addition, four-dimensional 
(4D) printing is on the horizon. Four-dimensional printing 
entails 3D printed objects that have the ability to “change 
or transform over time, without human interaction.”21 In 
4D printing, materials—such as nanomaterials—could 
self-assemble and even decompose to allow the materi-
als to be reused. Applications for 4D printing include use 
in extreme environments, such as space, where it would 
be useful to have “self-configuring materials,” or even in 
biomaterials that might need to evolve over time.22

Use Case, Demand, and Market Forces
From the beginning of its development in the 1980s with 
no market share to a global market worth more than 
$4 billion in 2014 and an expected market of more than 
$105 billion by 2030,23 AM has experienced rapid growth 
and is expected to continue to do so during the study 
time frame. 

Early 3D printing applications were small and 
limited in terms of materials. More recently, the 
scale has greatly increased to include the 3D 
printing of houses and rockets and to employ a 
wide array of materials.
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aerospace, medical, and automotive industries; jewelry; 
printing services; mold-making; and tooling for a variety 
of commercial applications has also become more widely 
available. The cost of these different platforms is also 
scalable, from very affordable at the desktop machine 
level at several hundred dollars up to several hundred 
thousand dollars for commercial applications.33

We assessed that the growing infusion of resources 
to develop new 3D printers employing a wider variety of 
materials more effectively and efficiently will result in the 
printers becoming more affordable while providing greater 
capabilities. 

As new materials are integrated into 3D printing, 
additional use cases and market share are also likely to 
increase. One account offers that the “global 3-D printing 
market will reach $105,407.5 million by 2030, growing by 
24.3% annually over 2022–2030.”34

Policy, Legal, Ethical, and Regulatory 
Impediments
Additively manufactured products are largely untrace-
able with today’s protocols and capabilities and are 
thus able to avoid current regulations. Examples are 
3D printed firearms, which have advanced in capability 
from designs that shot one bullet and fell apart to semi
automatic rifles that can shoot thousands of rounds.35 No 
specialized technical knowledge is necessary to make 
these devices—just instructions downloaded from the 
internet and a relatively low-cost 3D printer. The weap-
ons are printed without serial numbers and with no way 
for authorities and regulators to know their points of 
origin. Furthermore, at present, manufacturing a gun for 
personal use is legal; it falls under the same category 
as guns that are assembled from kits for personal use. 
Manufacturing a gun with the intent to sell or distribute it 
requires that the dealer follow standard gun regulations, 
such as adding serial numbers and running background 
checks before purchase.36 Such nuanced specifications 
are challenging to enforce. 

The International Traffic in Arms Regulations is in 
place to restrict the export of defense- or military-related 
technologies from the United States.37 Guns that are 3D 

Additionally, quality standards for critical parts have, at 
times, proven difficult to meet or are lacking for this man-
ufacturing method.28 

Despite these limitations, the 3D printing of drones 
demonstrates why the proliferation of the technology is 
likely to continue. It allows rapid prototyping, software 
stress-testing, in-house tooling, savings in weight and 
materials, and low development costs.29 These advan-
tages not only mean faster progression from concept 
to prototype to technology fielding but also offer greater 
advantages in the effectiveness and efficiency of the 3D 
printed object, such as a drone. Reducing the weight 
of a drone airframe increases both the system’s capac-
ity to carry mission packages and other operational 
capabilities. 

These benefits scale to the development of full-sized 
aircraft as well. Boeing’s T-7A Red Hawk was digitally 
designed with many of the parts employing 3D print-
ing and advanced manufacturing techniques. Thanks to 
these methods, the jet was “developed from concept to 
first flight in 36 months.”30 Development of the T-7A used 
“model-based engineering, 3-D tools and other advanced 
manufacturing techniques [which] enabled Boeing to 
forgo drilling on the T-7 production line, allowing the com-
pany to reduce incidents involving foreign object debris 
and enhance the quality of its build.”31

Resources Committed
As with other technologies as they move from research 
to early adopters to widespread use, the costs associ-
ated with procuring and using technologies continue 
to decrease. Early personal 3D desktop printers cost 
$50,000 and had little capability compared with today’s 
$500 variants that often can print with a wider variety of 
materials more efficiently.32 

Relatively inexpensive desktop 3D printers are avail-
able and well within the reach of hobbyists, schools, 
do-it-yourselfers, start-ups, fabrication labs, and mobile 
machine shops. 3D printers that were more capable—
likely for use in labs and research and in prototyping—are 
attractive for industry, academia, national labs, and gov-
ernment agencies. High-end production for use in the 

3D printing allows rapid prototyping, software 
stress-testing, in-house tooling, savings in weight 
and materials, and low development costs.
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regulatory provisions as licit goods are. Illicit products 
could be developed that look, feel, and even perform like 
their strictly regulated counterparts but have vastly differ-
ent life spans and failure modes. More on this subject is 
covered in “The Risk Assessment” later in this report. 

Technology Accessibility
As previously mentioned, 3D printers have lowered in 
price to a point of affordability for home use. Instructions 
for 3D printing guns are freely available on the inter-
net, and manufacturing one takes no special skills. We 
assessed that users will likely see 3D printer prices and 
materials also become more available while providing 
greater access to a wide array of applications, includ-
ing large-scale commercial activities (such as 3D printed 
rockets) and the printing of biomaterials and explosives.45

Although companies are likely to attempt to “con-
trol” or manage access to sensitive materials, such as 
instructions for making dangerous weapons or unique 
repair parts, doing so will prove challenging because, via 
hacking or other cybersecurity risks, digital instructions 
are likely to proliferate and limiting access becomes more 
challenging once that occurs. The wider variety of materi-
als available for 3D printing applications will allow more 
use cases to be envisioned.

Although we assessed that 3D printing was becom-
ing readily accessible, larger-scale printers that are more 
advanced will likely be more challenging to access than 
smaller ones, which individuals are buying with no restric-
tions. This availability will extend to individuals seeking 
to use the applications for illicit purposes. As a result, 3D 
printing makes other technologies and devices that are 
difficult to obtain—such as advanced weapons, explo-
sive materials and devices, or other national security 
technologies—more accessible to illicit actors, including 
terrorists and criminals, to manufacture on their own.

Overall Technology Availability
In addressing TAV, we assessed that few impediments 
exist today or out to the end of the study time horizon that 
would prevent the continued proliferation of 3D printing. 
Furthermore, we assessed that AM will augment and, in 
some cases, replace the traditional manufacturing field 
for an increasing number of specialized products and 
technologies, as well as potentially for the illicit use of 3D 
printed capabilities. More on illicit uses is covered in “The 
Risk Assessment” later in this report.

Table 1 provides our assessment of the potential 
for 3D printing TAV in the short term, medium term, and 

printed are exempt from these regulations; they fall under 
Export Administration Regulations instead.38 The Inter-
national Traffic in Arms Regulations still applies to many 
other defense-related 3D printing technologies and digital 
instruction files because it regulates “information for the 
design, development, manufacturing of defense articles, 
including blueprints, drawings, documentation, etc.”39 
However, digital information can be extremely difficult to 
control. Once released, restricting who has access to 
that information is difficult. For example, the U.S. Depart-
ment of Commerce’s Bureau of Industry and Security 
recently released information in a proposed charging 
letter that alleged that 3D Systems Corporation commit-
ted 19 violations of the Export Administration Regulations 
“by exporting controlled aerospace technology and metal 
alloy powder to China without the required license, and by 
exporting controlled technology to Germany without the 
required license.”40

AM also poses challenges to IP law, in which the 
center of gravity for IP enforcement actions can go from 
the physical product to software and computer-aided 
design files. In this IP enforcement, borders do not have 
the same importance: Limiting the physical movement of 
goods becomes less relevant than controlling the virtual 
proliferation of IP. Current legal protections for AM IP rely 
largely on existing patent law, which can fail to fully pro-
tect owners of digital IP.41 However, given the continued 
use of traditional manufacturing and the growing use of 
AM, both regulatory regimes will be necessary.

Highlighting the extent to which 3D printing could 
change access to sensitive materials, as well as altering 
supply chains, one RAND Blog post highlights 3D print-
ing’s potential to leapfrog borders, sanctions, and tariffs.42 
This post also highlights one trade analyst’s prediction 
that “3D printing could wipe out almost a quarter of 
cross-border trade by 2060.”43 Whether global manufac-
turing and supply chains will be so dramatically affected 
remains an open question, but such a claim highlights the 
growing potential for 3D printing to alter international rela-
tions and trade between nations.

Additionally, individual industries are regulated by dif-
ferent guidelines for product safety, such as those of the 
U.S. Food and Drug Administration for medical implants 
and devices and those of the Federal Aviation Administra-
tion for airplane parts. In such cases, quality and consis-
tency are required in the end product and in regulatory 
manufacturing processes. Failure to achieve this consis-
tency could result in substandard and potentially danger-
ous products.44 

Finally, products created as counterfeits are not likely 
to be subjected to the same policy, legal, ethical, and 
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ogy and will continue to see “life-cycle enhancements” 
in the form of better printers that are more efficient, the 
inclusion of new materials for specific purposes, and 
increased availability. One should expect that such life-
cycle improvements will continue, making this technology 
readily available for a variety of threat actors. We discuss 
this risk in more detail in the next section.

The Risk Assessment
Our risk assessment focused on the threats, vulnerabili-
ties, and consequences of counterfeiting products and 
technologies developed using AM.46 It built on the TAV 
evaluation, from which we concluded that the risk specific 
to this scenario—that of counterfeited products being 
made using AM—already exists. However, as AM technol-
ogy proliferates, the share of goods that are counterfeit 
will likely continue to rise, as will the risks associated with 
these counterfeited goods. 

Our focus in this analysis was on the counterfeiting of 
3D printed materials and products, which could result in a 
wide variety of threats, vulnerabilities, and consequences, 
including implications for product safety, the economy, IP 
issues, convergence of technologies, and the printing of 
illicit or banned products. Furthermore, we assessed that 
advances in AM will continue to be fueled by scientific 
discovery and technology development in AI, materials 
sciences, biology, chemistry, and nanotechnology, to 
name a few. 

Threat
A wide variety of actors with an equally wide array of 
motivations will have increasing access to AM capabili-
ties, with an increasing ability to print larger quantities 

long term. Our findings from this TAV assessment do not 
necessarily indicate that the technology will be used for 
illicit purposes—this possibility is addressed in the RS 
discussion. However, they do indicate that TAV barriers 
have been considerably lowered and that the potential for 
employing 3D printing capabilities for illicit purposes will 
become a growing possibility. 

According to our evaluation of the individual TAV cate-
gories, science and technology maturity and use case, 
demand, and market forces will continue to increase, 
and the technology will become more readily available 
over the ten-year study time frame. Few limitations exist 
today, and even fewer will exist in the future as the tech-
nology continues to expand, both in terms of materials 
available for use in 3D printing applications and in terms 
of the use cases that continue to be discovered. For most 
applications, 3D printing is already at a high TRL. Only 
3D printing with specialized materials (e.g., for organs 
and certain parts subjected to high temperatures and 
stresses) should not be considered mature technologies.

Neither resource constraints nor policy, legal, ethi-
cal, and regulatory impediments will present significant 
barriers to the employment of 3D printing capabilities. In 
fact, the growing number of use cases, ubiquity of the 
technology that we expect to continue, that relatively few 
impediments could limit proliferation, and that relatively 
few unique parts are required for 3D printers will contrib-
ute to a rapid expansion in these capabilities that will go 
largely unchecked.

Given the ratings for the other four elements of 
TAV, we assessed that the final category of technol-
ogy accessibility will go from moderate to high by the 
medium term and remain so through the end of the 
ten-year period under consideration. Furthermore, we 
assessed that 3D printing was already a mature technol-

TABLE 1

Additive Manufacturing Technology Availability

Scenario

Science and 
Technology 

Maturity

Use Case, 
Demand, and 
Market Forces

Resources 
Committed

Policy, Legal, 
Ethical, and 
Regulatory 

Impediments
Technology 
Accessibility TAV Average

Short term 
(up to 3 years)

3.5 3 3.5 4 3.5 3.5

Medium term 
(3–5 years) 

4 3.5 4 4 4 3.9

Long term 
(5–10 years)

4.5 4.5 4.5 4 4 4.3

NOTE: The emerging technology risk assessment scale is 0 to < 2 = low impact or not likely feasible, 2 to < 4 = moderate impact or possible, and 4 to 
5 = high impact or likely feasible.
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istics highlight that the technology is likely to proliferate 
and therefore will be available to an increasing number of 
threat actors. For example, a July 2023 assessment high-
lights six industries that 3D printing is transforming: health 
care, aerospace, education, manufacturing, automotive, 
and robotics.49 Although these industries might be lead-
ing in AM applications, other industries are also moving to 
acquire these capabilities. In March 2023, a 110-foot-tall 
and 7.5-foot-wide 3D printed rocket “made entirely from 
3D-printed parts” was launched from Cape Canaveral 
Space Force Station in Florida. The 3D printed engines 
used a combination of copper, chromium, and niobium 
that allowed them to tolerate temperatures 40-percent 
higher than traditional copper alloys could.50 This demon-
strated both the increased speed to develop and manu-
facture such a system and the increased performance 
characteristics that are possible using AM.

With these growing use cases and scenarios, AM will 
likely continue to expand rapidly and find other areas that 
would benefit from these unique engineering capabili-
ties. The 24.3-percent annual projected growth rate from 
2022 to 2030 indicates the market’s growing potential. 
This growth also suggests a continued proliferation of 
the technology and more actors having access to the 
technology.

Vulnerability
Although counterfeiting can be accomplished in many 
industries and using many technologies, AM poses a 
unique risk because of the ease of additively manufactur-
ing products, the availability of the necessary manufactur-
ing tools (3D printers), and the associated cybersecurity 
risks posed by digital plans for 3D printed products. 

We assessed that the simpler the product, the more 
vulnerable it is to counterfeiting. Most threat actors could 
probably replicate a small product printed using readily 
available plastic material. On the other hand, we assessed 
that larger products using advanced or even composite 
materials will require specialty machines for manufactur-
ing that might not be as available for individual actors but 
will likely be available to businesses or states. Additionally, 
we assessed that, as use of AM grows, new categories of 
counterfeits will likely be identified.

Counterfeits could be created in a variety of ways, 
such as hacking printing instructions from the licensed 
manufacturer, reverse-engineering a product using 3D 
scanning, or modifying 3D printing instructions to develop 
a “new” product. Each poses a threat to a company’s IP 
rights if the company has exclusive rights to manufacture 
a certain item. Breaches in cybersecurity could also result 

of sophisticated products. The threats will come from 
foreign and domestic sources and include a multitude 
of actors—foreign governments, terrorist groups, crimi-
nal organizations, and lone wolves. However, the threat 
actors alone do not determine the variety of vulnerabili-
ties. These threats can be either deliberate or inadvertent 
in the case of substandard products that are being ille-
gally sold.

State actors could be involved in commercial 
counterfeiting, especially in the case of state-sponsored 
commercial industry. Terrorist organizations are less likely 
to use AM for commercial purposes but could use AM to 
create materials and products to further their interests. 
Criminal organizations will likely employ AM to further 
their economic interests and to profit from stolen IP. Even 
individuals are likely to gain access to and use 3D printing 
illicitly, although these use cases are less likely to result in 
widespread vulnerabilities and consequences. An exam-
ple is a home 3D printer being used to print a replace-
ment part for a refrigerator door.

Safety and national security threats can also occur 
from actors without the intent to cause harm, either from 
counterfeiters or from legitimate manufacturers. Dis-
persed AM multiplies the number of actors in a supply 
chain, which complicates the regulation and quality con-
trol of the products or technologies. In some cases, in 
which such products are printed offshore, the distribution 
and entry into the United States of 3D printed counter-
feited products might require an organized network (or 
supply chain).

Although threats could come from a variety of actors, 
we assessed that the severest and most-pervasive 
threats will come from commercial entities or organized 
criminal groups. Such threat actors could use AM to 
3D print illicit goods, both simple products (some which 
could even be printed by an individual) and products that 
are more advanced, given the resources and access 
to proper machinery. Depending on the location, these 
actors could be commercial entities or organized criminal 
groups.

As the technology becomes more readily available 
and more powerful, additional use cases across a wider 
array of fields and specialty areas will likely emerge. For 
example, 3D printed drones are in use in the Russia–
Ukraine War. Ukraine has employed AM for developing 
suicide drones;47 the Russians have developed a similar 
capability.48 The demonstrated benefit has been the rapid 
development and fielding of custom-printed products for 
highly specific purposes.

The positive projections for the industry and the 
potential for achieving improved performance character-
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AM introduces vulnerabilities into the current IP 
system, which could significantly affect corporate invest-
ments in research, development, and innovation, making 
the investment of funds in these activities less attrac-
tive for industry and entrepreneurs. AM also raises such 
questions as, “What types of changes to a product or 
technology would be required for it to be considered a 
new product?” This issue has important implications for 
protecting IP rights.

Although it is not directly related to the counterfeiting 
scenarios discussed previously, 3D printing of energetic 
materials (i.e., explosives) is worthy of mention. The indus-
trial application of 3D printing to manufacture energetics 
is to print complex shapes for use as explosives, propel-
lants, pyrotechnics, and warheads. However, these same 
capabilities could be used to print improvised explosive 
devices for use in assassinations or mass-casualty 
attacks. The authors of a 2022 article concluded that 
“generalizable methods for energetic material molding 
remain challenging.”53 Despite this assessment, by the 
end of the ten-year period of consideration, such capabili-
ties are likely to be available as “additive manufacturing 
shows the potential to significantly reduce the time and 
cost expenses associated with prototyping, transporta-
tion, and application of functional [explosive] devices while 
reducing the lifecycle environmental impact.”54

The economic impact of AM is challenging to predict. 
It will depend on how rapidly the technology continues 
to proliferate. The 24.3-percent annual global projected 
growth rate from 2022 to 2030 signals the market’s 
potential; however, even a $100-billion market by 2030 
is likely not transformative for the broader manufacturing 
market. Still, for DHS, the shift to AM, even if saturating 
only those six previously identified industries, could have 
important implications that the department would need to 
consider in terms of its responsibilities for border security, 
export controls, and customs enforcement.55

Anticounterfeiting measures exist, such as embed-
ding tagging materials, micro–quick-response (QR) 
codes, or visible or fluorescent light features into metal or 
polymer printing materials and designs.56 Although more 
research is necessary to make tagging more practical on 
an industrial scale, this technology is becoming important 
to companies that want to trace their products, prevent-
ing liability in the case of failure of a manufactured device, 
and detecting counterfeits.57 One should expect that such 
measures will continue being developed for protecting IP 
and economic investments.

in the hacking and adulteration of printing instructions, 
which could result in defective products reaching the 
market, albeit from legitimate and even trusted sources, 
including incidences of corporate sabotage. 

Consumer safety is also potentially at risk with these 
products, particularly if the product is intended for use in 
a critical industry, such as health care or aerospace; the 
counterfeiter might be creating an inferior product, using 
different material, or using an incorrectly calibrated printer. 
Alternatively, the counterfeiter could introduce variations 
in the design that pose a risk to safety. Consider a medi-
cal device scenario from health care in which a 3D printed 
structure was embedded in a patient and the material or 
the adhesive between the layers leached into the patient’s 
bloodstream, causing serious illness or death. In each 
of these cases, the counterfeit product might be visually 
indistinguishable from the original, including the use of 
company brand markings, making detection extremely 
difficult and posing risks to company reputation and liabil-
ity in the event of a deficiency.51 

During the 3D manufacturing process, concerns can 
arise that could result in safety issues and lower-quality 
products. Some of these issues relate to the quality of 
the equipment a counterfeiter might be using or to equip-
ment that is out of tolerance. Examples of problems that 
can occur during 3D printing are warping, which can be a 
result of the lack of adhesion to the printer bed or thermal 
contraction of the upper layers; cracking, which can be 
the result of poor adhesion between layers and thermal 
shrinkage based on the temperature differentials of differ-
ent sections of the printed object; and layer shift, which 
can be a result of excessive temperature in the motors 
or drivers, lack of power in the motors, or a mechanical 
failure.52 The results can be different and unpredictable 
failure modes or 3D printed technologies that do not 
perform adequately.

The vulnerability of the 3D printed products also 
stems from not having proper regulatory oversight of 
decentralized 3D printing manufacturing processes. As 
new equipment (e.g., a new printer) is employed, new 
materials used for printing products, and perhaps even 
purported upgrades to the existing (and approved) design 
are made, counterfeiters would not likely subject these 
modifications to any sort of approval process or licensure. 
In contrast, the licensed manufacturer would be required 
to gain approval for major modifications from the regula-
tory body that governs this product. This vulnerability 
could be particularly troubling to regulate, depending 
on which federal entities have regulatory authority over 
the product or the technology—in many cases, several 
departments and agencies would.
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Emerging Technology Risk Assessment
An overarching conclusion supported by our research 
and analysis is that AM offers new capabilities for devel-
oping and proliferating new technologies. It also provides 
a basis for setting the conditions for counterfeiting tech-
nologies. However, in this regard, AM is also affected 
by many of the same factors related to the protection of 
other emerging technologies, such as ensuring adequate 
cybersecurity to guard IP, ensuring key data protections, 
and retaining proprietary methods and processes. Table 2 
provides our AM risk assessment. 

In developing our technology assessment, we 
assessed a variety of threat actors across multiple use 
cases. In doing so, it was instructive to think about how 
such actors as foreign governments, nonstate actors (or 
terrorists), criminal organizations, and lone wolves could 
employ AM. To this end, we considered the potential 
vulnerability of counterfeiting untraceable and primi-
tive firearms, improvised explosive devices, weapons 
of mass destruction, and other weapons that could be 
developed by employing AM technologies. Our assess-
ment was that, despite advances in 3D printing, several 
of the less capable actors would likely be challenged to 
develop the weapons that would be the most sophisti-
cated and most dangerous. For example, a lone wolf, a 
criminal organization, and even a nonstate actor would 
likely be challenged to gain access to material to produce 
a weapon of mass destruction.58 We assessed that the 
same conclusion would apply to other technology areas. 
That is, 3D printing offers great capabilities, but often 
other supporting technologies would be needed to realize 
those capabilities.

In making our assessment, we have concluded that 
many issues are similar across the counterfeit categories 
that we discussed, but vulnerability and consequence 
can be vastly different. As a result, we have considered 

Consequence
Consequences vary greatly depending on the industry in 
which the 3D printing technology is being employed. In 
some cases, it could result in annoyances when a prod-
uct does not meet the stated technology specifications; 
in other cases, the stakes could be far higher and could 
even pose a threat to human lives. 

AM is already being used in safety-critical products, 
such as turbine blades for airplanes, customized tools, 
and medical implants. The failure of any of these devices 
could cause injury or death, and they come from highly 
visible industries in which failures are not well tolerated. 
In fact, these industries have sought to ensure that 3D 
printed parts have failure modes that are understood and 
have been assessed for overall risk. 

Despite the potential for high-consequence incidents 
involving 3D printed counterfeits during the ten-year time 
horizon of this study, we assessed that such incidents 
are likely to be more locally confined and unlikely to result 
in widespread and large-scale catastrophic events. The 
economic consequences could also be significant, caus-
ing loss of revenue for the legitimate manufacturers, loss 
of tax revenue, and losses as a result of accidents involv-
ing subpar counterfeited 3D printed materials. Counterfeit 
products already cause significant losses for many indus-
tries; we assessed that AM will exacerbate this problem 
because of its growing availability. However, we expect 
such losses to be confined as well, perhaps to no more 
than a handful of companies. 

In making these assessments, we recognize that 
serious, even catastrophic outcomes can result from both 
localized and large-scale failures. For example, failure 
of a specific part can have catastrophic implications for 
people on a plane, but the need to investigate that part’s 
failure across all planes to ensure safety can also have 
large-scale economic implications.

TABLE 2

Additive Manufacturing Risk Assessment

Scenario TAV Average Threat Vulnerability Consequence Average

Short term 
(up to 3 years)

3.5 2 3 1 2.4

Medium term 
(3–5 years) 

3.9 2.5 3.5 1.5 2.9

Long term 
(5–10 years)

4.3 3 4 2 3.3

NOTE: The emerging technology risk assessment scale is 0 to < 2 = low impact or not likely feasible, 2 to < 4 = moderate impact or possible, and 4 to 5 
= high impact or likely feasible.
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presidential directives, DHS management directives, and 
DHS delegations.”60 Although these responsibilities lie 
primarily with U.S. Customs and Border Protection, U.S. 
Immigration and Customs Enforcement, and the U.S. 
Coast Guard, most DHS management headquarters 
and components have some responsibilities for or over-
lap with border security, export controls, and customs 
enforcement.61 

Seizures of counterfeit goods at U.S. borders 
increased tenfold between 2000 and 2018, from 
3,244 seizures per year to 33,810.62 With the continued 
proliferation of AM and the difficulty that presents in 
identifying which goods have been counterfeited, this is 
an issue of high interest to DHS. In addition to the physi-
cal spread of goods, the digital spread of instructions 
that violate IP or ownership laws or are obtained through 
hacking involves other DHS entities, such as the Cyber
security and Infrastructure Security Agency (CISA).

DHS components and headquarters elements 
should consider raising the visibility of the risks of AM—
specifically, to mitigate vulnerabilities, develop protocols 
to more fully account for the changes wrought by 3D 
printing, and reduce negative consequences associ-
ated with the counterfeiting of 3D printed products. This 
could be done beginning with individual sectors that have 
been highlighted as industry leaders in AM: health care, 
aerospace, education, manufacturing, automotive, and 
robotics.63

The overlapping policy, legal, ethical, and regulatory 
issues inherent in AM demonstrate why such frame-
works are complex to establish and should focus on 
both AM capabilities and their use cases. This overlap 
has implications for collaboration across the interagency; 
for example, in commercial aviation, the Federal Aviation 
Administration, the Transportation Security Administra-
tion, CISA, and aviation trade associations all have a 
stake in addressing these policy, legal, ethical, and regu-
latory issues.

the risks associated with the counterfeiting of a criti-
cal infrastructure technology that could fail and result 
in deaths and injuries. We also recognize conceptually 
the economic and IP rights impacts of counterfeiting. 
However, we made no attempt to quantify these impacts 
because the 2030 projection of approximately $100 mil-
lion in annual AM production is dwarfed by the 2022 
global manufacturing production total of $44.5 trillion.59

We assessed that, during the ten-year period under 
consideration, the TAV will go from moderate or possible 
in the short term to high or likely feasible in the long-term 
assessment—this rating indicates a risk assessment of 
moderate and feasible. 

We assessed that the number of threat actors with 
access to 3D printers and the knowledge to use them 
will continue to increase. Threat actors will also continue 
to have greater access to 3D printers that are more 
sophisticated and a wider variety of materials that will aid 
them in custom-designing specialized technologies and 
products, including counterfeit goods. We assessed that 
the vulnerability resulting from 3D printed counterfeit 
products and technologies will also continue to increase 
as more sophisticated 3D printers become available and 
the types and complexity of the materials that can be 
3D printed grow. The vulnerabilities and the associated 
consequences of 3D printed counterfeits will have impli-
cations on product safety, the economy, IP issues, and 
the printing of illicit or banned products. Furthermore, we 
assessed that advances in AM will continue to be fueled 
by scientific discovery and technology development in AI, 
materials sciences, biology, chemistry, and nanotechnol-
ogy, to name a few.

U.S. Department of Homeland 
Security Equities
DHS has important responsibilities in securing the home-
land and protecting and supporting the U.S. economy 
in such areas as border security, export controls, and 
customs enforcement that are contained in “more than 
1,000 foundational documents, including federal statutes, 
EOs, presidential policy directives, homeland security 

DHS components and headquarters elements 
should consider raising the visibility of the risks of 
AM.
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number of threat actors with access to these capabili-
ties is likely to grow as the technology proliferates. In the 
vulnerability assessment, we determined that anticoun-
terfeiting measures, such as tagging, that are in develop-
ment will likely come to fruition by the end of the study 
period—however, this will not offset the increasing vulner-
ability resulting from the continued proliferation of the AM 
technology. Despite the potential for high-consequence 
incidents involving 3D printed counterfeits during the ten-
year time horizon of the study, we assessed that these 
incidents are likely to be more locally confined and unlikely 
to result in widespread events, which places them in the 
moderate risk category. These assessments could change 
if done for a longer time horizon.

Conclusion
AM is not a new technology, but it is a rapidly grow-
ing field with increasing prospects for additional use 
cases and continued growth. Our analysis of AM, which 
focused on the risks associated with counterfeiting 
products, indicates that this technology is continuing 
to mature. This maturation results from the intersection 
of improved 3D printers and newly available materials. 
Although the number and type of use cases of AM will 
continue to grow, as evidenced by predictions of more 
than a 24-percent annual increase in revenue from 2022 
to 2030, AM will likely remain focused largely in a handful 
of key areas. 

We also assessed that counterfeits will have implica-
tions in a wide variety of areas, including product safety, 
the economy, IP issues, and the printing of illicit or banned 
products. Furthermore, we assessed that advances in 
AM will continue to be fueled by scientific discovery and 
technology development in converging fields, such as AI, 
materials sciences, biology, chemistry, and nanotechnol-
ogy. These converging technologies have the potential 
to dramatically increase the annual growth projections 
for AM, which could result in a corresponding increase 
in associated risks, including for counterfeiting. Figure 2 
provides our overall risk assessment (by period). 

Overall, we assessed that the technology will continue 
to mature over the ten-year horizon of the analysis. The 

FIGURE 2
Additive Manufacturing Risk Assessment
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EO executive order
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