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About This Report 

This report was drafted in support of Executive Order (E.O.) 14110, “Safe, Secure, and Trustworthy 
Development and Use of Artificial Intelligence.” One goal of the E.O. is to assist the President of the 
United States in establishing a governance framework for the safe and responsible development and 
use of artificial intelligence (AI). Among other areas of research, the E.O. specifically cites the need to 
“evaluate the potential for AI to be misused to enable the development or production of CBRN 
[chemical, biological, radiological, and nuclear] threats, while also considering the benefits and 
application of AI to counter these threats.” In response to this goal, the Countering Weapons of Mass 
Destruction Office (CWMD) of the U.S. Department of Homeland Security (DHS) asked a team of 
researchers from the Homeland Security Operational Analysis Center (HSOAC), a federally funded 
research and development center operated on behalf of DHS by RAND, to develop and address several 
areas of support research: 

• understanding the current state and context of AI 
• understanding the potential for misuse of AI 
• understanding the state of U.S. AI regulations 
• determining the roles and responsibilities of U.S. departments and agencies that are, or could 

be, related to preventing and mitigating use of AI to develop or use chemical and/or biological 
weapons 

• developing an understanding of the current AI capabilities in chemical or biological research 
• assessing the accessibility of developed algorithms and datasets 
• developing an understanding of the dual-use potential of AI-enabled chemistry and biology 

that could lead to future threats 
• national security concerns related to the intersection of AI and chemical or biological weapon 

development and use 
• policy options for reducing the risk of AI for development and use of chemical or biological 

weapons. 

This research was sponsored by CWMD and conducted in the Management, Technology, and 
Capabilities Program of the RAND Homeland Security Research Division (HSRD), which operates 
HSOAC. The views expressed in this report are those of HSOAC and not those of DHS CWMD or the 
U.S. government. 

About the Homeland Security Operational Analysis Center  

The Homeland Security Act of 2002 (Public Law 107-296, § 305, as codified at 6 U.S.C. § 185) 
authorizes the Secretary of Homeland Security, acting through the Under Secretary for Science and 
Technology, to establish one or more federally funded research and development centers (FFRDCs) to 
provide independent analysis of homeland security issues. RAND operates the Homeland Security 
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Operational Analysis Center (HSOAC) as an FFRDC for the U.S. Department of Homeland Security 
(DHS) under contract 70RSAT22D00000001.  

The HSOAC FFRDC provides the government with independent and objective analyses and advice in 
core areas important to the department in support of policy development, decisionmaking, alternative 
approaches, and new ideas on issues of significance. HSOAC also works with and supports other 
federal, state, local, tribal, and public- and private-sector organizations that make up the homeland 
security enterprise. HSOAC’s research is undertaken by mutual consent with DHS and organized as a 
set of discrete tasks. This report presents the results of research and analysis conducted under 
70RWMD23F00000037, Countering Emerging and Enduring Biological and Chemical Threats 
(CEEBCT) 2.0. The results presented in this report do not reflect official DHS opinion or policy.  

For more information on HSRD, see www.rand.org/hsrd.   

For more information on this publication, see www.rand.org/t/RRA2990-1.  
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Executive Summary 

As artificial intelligence (AI) permeates into more areas of human activity, its potential benefits and 
risks have become the subject of increased public and government scrutiny, highlighting the need for 
stronger governance over the development and use of AI and a clearer sense of the potential threats it 
could pose. On October 30, 2023, President Joseph R. Biden Jr. issued the first executive order (E.O.) 
intended to mitigate potential AI risks and threats (E.O. 14110, “Executive Order on the Safe, Secure, 
and Trustworthy Development and Use of Artificial Intelligence”). The E.O. establishes a governance 
framework for the safe and responsible development and use of AI. In particular, the E.O. cites the 
need to “evaluate the potential for AI to be misused to enable the development or production of CBRN 
[chemical, biological, radiological, and nuclear] threats, while also considering the benefits and 
application of AI to counter these threats.” E.O. 14110 tasks the Secretary of Homeland Security with 
mitigating risks that might develop at the intersection of AI and CBRN threats. The U.S. Department of 
Homeland Security’s (DHS’s) Countering Weapons of Mass Destruction Office (CWMD) is the lead 
office responsible for generating this research and corresponding report, which focuses on AI-enabled 
chemical and biological agents.  

In response to the E.O., CWMD, with research and analytic support from the Homeland Security 
Operational Analysis Center (HSOAC), assessed the risks posed by AI to generate or exacerbate 
chemical and biological threats and how AI’s potential misuse could be mitigated or prevented. This 
report presents the results of HSOAC’s research efforts in support of CWMD’s larger effort. In this 
report, we examine the expansion of AI and its relationship to existing and future U.S. threats. We also 
identify AI models that might present chemical and biological threats to the United States. It is 
important to note that while the E.O. refers to all CBRN threats, this report focuses only on chemical 
and biological threats; however, some of the findings and recommendations extend to the radiological 
and nuclear domains. 

Trends in AI 

General Trends 
AI first emerged in the 1940s. Since the early 2010s, AI capabilities have expanded substantially, 
enabled by the vast increase in available computational power and growth in the number of 
individuals with the technical capability to use it. Now that processing power is more accessible, both 
individuals and organizations are capable of using AI at multiple scales. Advancements in the field of 
AI have proliferated through the amount of publicly available data, increases in computational power, 
and novel algorithms. These factors have contributed to and lowered the knowledge barriers required 
to carry out a successful biological or chemical attack against the United States.  

Among AI’s recent advances are generative AI, which can create content (as seen in the growth of such 
applications as generative pretrained transformers [GPTs]) and large training models called 
foundational models, which are able to carry out a variety of tasks, including those that were not 
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explicitly defined (or intended) in the training. Large language models (LLMs), a type of foundational 
model intended to respond to and simulate human language, have direct applications, such as chatbot 
services, writing and content generation, and coding assistance. In addition to foundational models, 
design tools can employ a variety of AI methods, such as rule-based systems, machine learning (ML), 
and deep learning. Rule-based systems can mimic the decisionmaking ability of subject-matter experts 
using rules, facts, and logic. ML algorithms can learn from data and make predictions or decisions 
without being explicitly programed for a task. Deep learning algorithms, a subset of ML, can process 
vast amounts of data—significantly more than traditional ML—and are the foundation of most current 
AI advancements. A hybrid approach could leverage a combination of more than one of these 
methods.  

Foundational models will continue to find applications in other fields. Foundational models’ 
application to a wide variety of fields outside of their original purpose—such as sequential task 
responses or image generation—is a function of their broad applicability, and foundational models will 
likely continue to proliferate into other areas. As a result, we can expect innovative applications of 
model inputs, outputs, outcomes, and refinements over time that could pose risks to the United 
States.  

A robust open-source community is training and sharing models. AI tools and platforms have 

proliferated, but the decentralized nature of developers and producers of these models means that 
regulation of them can be difficult. Even so, an awareness of what models are being produced is useful 

for evaluating applications or types of foundational models.  

AI is a powerful tool with the potential both to help individuals in multiple areas—including 
their employment, personal lives, and health care—and to complicate and compound existing 
dangers. The key challenge in regulating AI use is finding the right balance between governing the 
safe and ethical use of AI and fostering innovation. If the United States overregulates AI, there is a risk 
that future benefits could be limited by negative public reaction. Overly optimistic projections about 
the capabilities of AI and incorrect forecasts of what AI could accomplish have led to a boom-and-bust 
cycle of funding for AI development. Any U.S. government characterizations of AI will be heavily 
influential and therefore should be properly and accurately weighed to avoid unintended negative 
consequences. 

Artificial Intelligence in the Chemical and Biological Space 
AI has made significant contributions to synthetic biology and synthetic chemistry, and research in 
these fields can be done more quickly, easily, and inexpensively with the assistance of AI tools. Design 
tools heavily dominate the use of AI in the chemical and biological fields, although there have been 
strides to make domain-specific LLMs for these fields. Research at the intersection of AI, chemistry, 
and biology has been advancing rapidly over the past decade, more so than the ability of policy to 
keep pace. There are a growing number of concerns about AI-enabled chemical and biological 
research, especially pertaining to the development of chemical and biological weapons (CBW). As 
models and data become more accessible for beneficial applications, they may become useful for 
actors intending to use science and technology to harm humankind.  
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Chemical and biological AI tools are inherently dual-use technologies (that is, they can be used 

for beneficial or nefarious purposes). AI-enabled discoveries have dominated several fields within 

chemistry and biology, and the fields with the most significant dual-use potential for chemical and 
biological threats are novel chemical and biological synthetic pathways, drug discovery, nucleic acid 
sequencing and sequence prediction, and protein and peptide modeling and discovery. 

Discussions of dual-use concerns of research remain underrepresented, especially in the AI 
community. Open-source AI algorithms and models act as force multipliers for researchers, but they 
are currently available for any actor, benevolent or malicious, to use without significant restraint.  

When considering AI in the chemical and biological space, it is necessary to assess its critical 
components—algorithm, data, computing power, and physical translation—and these must 
be considered individually and holistically. In AI, the algorithm, the data, and the computing power 
are well-established key elements. When considering AI in the context of enabling development of 
CBW, the ability to translate the design to a physical weapon is an additional necessary consideration.  

Publicly available chemical and biological AI models are plagued with high failure rates, 
confabulations, and questions about the integrity of open-source datasets. Many large datasets 
are already publicly available; however, datasets must be thoroughly vetted for reliability and 
accuracy. Models trained on inaccurate data will likely produce unreliable outputs. This trend of high 
failure rates due to faulty datasets could be changing as developers acquire more and better data and 
continuously validate their models. This will likely lead to a significant improvement in the accuracy of 
AI models for chemical and biological applications within the next few years. 

The Threat Landscape 
The increased proliferation and capabilities of AI tools will likely lead to a significant change 

in the threat landscape. This landscape includes the possibility of intentional or unintentional 

misuse of AI. AI systems could be subject to both purposeful misuse and accidental or unintended 
misuse. The proliferation of AI could also expand the potential set of targets that could be affected by 
an attack, as AI systems are increasingly integrated across societal functions.  

Reduced barriers to data and AI tools pose the greatest threat. As access to data and AI tools 
becomes more commonplace, the potential for their use for malign purposes grows. Campaigns and 
attacks that use or target AI systems will likely increase. Insider threat remains a risk, as insiders with 
access to model weights or data could compromise an AI system’s confidentiality and security. Given 
the importance of modern AI methods and the technical skill set needed to use them successfully, AI 
experts also could be targeted by adversaries. 

AI can be leveraged to weaponize a chemical or biological agent at every stage of the 
weapons of mass destruction (WMD) pathway, from ideation through deployment. Currently, 
subject-matter expertise is required after the ideation phase to execute the physical translation of 
CBW. LLMs, however, have been shown to lower the educational and knowledge barriers for 
traditional agents by providing protocols and troubleshooting information at every step of the 
pathway, enabling non-experts to perform tasks with a greater degree of competency. Developing 
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advanced or novel agents with the use of advanced design tools, however, will likely still necessitate 
subject-matter expertise for most, or even all, stages of the pathway. 

Regulation 
Technological innovation often outpaces regulation; AI exemplifies this phenomenon. 
Mitigating the dangers of AI will likely require effort and resources from industry, the AI user 
community, and many other actors and regulatory bodies. Developers know that their research and 

finished products can be dual-use, but they are not necessarily designing AI with dual uses in mind.  

Communication, coordination, and collaboration among the U.S. government, the private 
sector, and international stakeholders will be vital to develop formal AI regulations. Emerging 
technologies, such as AI and biotechnology, pose significant regulatory challenges that must be 
addressed to ensure their safe and ethical use. The rapid pace of technological change poses 
significant challenges for existing legal and regulatory organizations to not only control AI, but also 
harness its great power. 

International cooperation and coordination are critical for regulating and monitoring 
chemical and biological agents. The Biological and Toxin Weapons Convention (BTWC) and other 
international and multilateral governance frameworks relevant to the production, trade, and use of 
biological weapons are in place, but they do not necessarily account for the novel threats posed by AI. 

Countering Chemical and Biological Threats Using Artificial 
Intelligence 
The United States and its allies and partners could use AI models to counter chemical and 
biological threats by applying the tools to help identify, prevent, and mitigate their impact. 
Researchers and international organizations have been considering how to apply AI to counter 
chemical and biological threats. Much of the research is ongoing, presenting an opportunity for the 
United States and its allies and partners to contribute to developing AI tools to identify chemical and 
biological threats, monitor and collect information on state and nonstate actor activities related to 
these threats, guide efforts to interrupt illicit procurement networks and threats, and develop and 
enhance defensive countermeasures, such as detectors, decontamination methods, and medical 
countermeasures.  

Researchers have been exploring the use of AI tools in a variety of areas in the chemical and 
biological sciences. This includes biochemistry, pharmacology, toxicology, and biosecurity; the 
response to the coronavirus disease 2019 (COVID-19) pandemic; and the prevention of future disease 
outbreaks.  
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The United States and its allies and partners could use AI tools in several ways to detect and 
respond to threats: 

• Identify chemical and biological threats from state and nonstate actors earlier, which could 
support efforts to interrupt and respond to such threats. Possible AI applications in this area 
could include 

- detecting and reporting disease outbreaks and anomalous chemical and biological 
incidents 

- mapping and analyzing terrorist networks, patterns, social media, and travel to predict and 
interrupt possible chemical- and biological-related activities and attacks 

- monitoring, tracing, and deploying resources for responses to disease outbreaks and other 
public health crises.  

• Use information gathered from such AI-enabled capabilities to support international efforts to 
prevent, respond to, and hold actors responsible for the development and use of CBW. 
Possible AI applications in this area include 

- analyzing data, photographs, and overhead imagery from chemical- and biological-related 
monitoring 

- verification efforts to help distinguish legitimate chemical and biological activities from 
weapon-related ones.  

• Identify and interrupt illicit chemical- and biological-related procurement networks. Possible AI 
applications in this area could include  

- predicting synthesis pathways of novel chemical and biological agents to identify new 
precursors or biological material to consider for export controls 

- analyzing procurement networks to determine noncompliance with export controls 
- screening commercial orders of precursors, material, and equipment related to chemical 

and biological development and use to distinguish legitimate from nefarious applications 
- mapping and analyzing networks related to procuring equipment, precursors, and 

biological material needed to produce chemical and biological agents and methods to 
disseminate them  

- identifying procurement network vulnerabilities to identify possible interdiction 
opportunities. 

• Help develop and enhance chemical and biological defensive countermeasures, including 
personal protective equipment, medical countermeasures, decontaminants, and detectors. 
Possible AI applications in this area could include  

- predicting properties and production and synthesis pathways of novel chemical and 
biological agents to aid in the design of personal protective equipment, medical 
countermeasures, and decontaminants 

- researching and developing novel medical countermeasures using AI drug design tools 
- predicting spectra for novel chemical and biological agents to program detection 

equipment to identify them. 
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• Attribute chemical and biological incidents to their origins or the actors responsible. Having a 
more robust process for attributing chemical and biological incidents would allow improved 
and more targeted options for policy responses and could deter further chemical and 
biological weapon development and use. Possible AI applications in this area could include  

- identifying signatures of chemical and biological samples that reflect intentional, 
engineered, or nonnatural origin  

- identifying signatures of chemical and biological samples that could help attribute them to 
their origin.  

Any efforts to mitigate the threat of the misuse of AI to develop or use CBW should consider 
that AI has substantial potential to counter these threats. 
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Chapter 1 

Introduction 

On October 30, 2023, President Joseph R. Biden Jr. issued a landmark executive order (E.O.) on the 
“Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence.” Given the tremendous 
pace at which artificial intelligence (AI) is progressing, the purpose of E.O. 14110 is to establish a 
governance framework for the safe and responsible development and use of AI. Among other areas of 
research, the E.O. specifically cites the need to “evaluate the potential for AI to be misused to enable 
the development or production of CBRN [chemical, biological, radiological, and nuclear] threats, while 
also considering the benefits and application of AI to counter these threats” (E.O. 14110, 2023). 

The Secretary of Homeland Security is tasked by E.O. 14110 to consider and reduce risks that could 
develop at the intersection of AI and CBRN threats. The U.S. Department of Homeland Security’s 
(DHS’s) Countering Weapons of Mass Destruction Office (CWMD) is the lead office responsible for 
generating this research and corresponding report, with particular emphasis on chemical and 
biological agents. CWMD asked a team of researchers from the Homeland Security Operational 
Analysis Center (HSOAC), a federally funded research and development center operated on behalf of 
DHS by RAND, to assist CWMD by providing research, analysis, consultation with relevant private-
sector and academic experts, and evaluative support and preliminary drafting of the report. While the 
E.O. contains language for all CBRN threats, HSOAC’s scope for this effort was focused on chemical 
and biological threats; however, some of the findings extend to the radiological and nuclear domains. 

To understand and mitigate the risk of AI and its potential misuse, CWMD must understand how AI can 
assist in the development and production of chemical and biological threats, with a particular 
emphasis on AI-enabled biological weapons. In this report, we discuss the outcome of consultations 
with experts from the public and private sectors to evaluate the capabilities of AI models to generate 
or exacerbate chemical and biological threats, and we summarize our extensive investigation of policy 
and legislative documents and relevant literature. We assess the types of AI models and datasets that 
are being generated within both public and private research communities that could present chemical 
and biological risks to the United States. We also consider the benefits and application of AI to counter 
these threats.  

Methodological Approach 
We deployed a mixed-method approach that consisted of a literature review and a series of 
semistructured interviews with government and private-sector representatives who are subject-matter 
experts (SMEs) at the intersection of AI, biology, and chemistry. In both our literature review and 
interviews, we primarily focused on open-source and unclassified data sources and interview content. 
The goal of our approach was to (1) understand the current state and context of AI, (2) understand the 
potential for misuse of AI, (3) understand the state of U.S. AI regulations, (4) determine the roles and 
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responsibilities of U.S. government (USG) departments and agencies that are, or could be, related to 
preventing and mitigating use of AI to develop or use chemical or biological weapons, (5) understand 
current AI capabilities in chemical or biological research, (6) assess the accessibility of developed 
algorithms and datasets, (7) understand the dual-use potential (that is, the potential to be used for 
beneficial or nefarious purposes) of AI-enabled chemistry and biology that might lead to future 
threats, (8) understand national security concerns related to the intersection of AI and chemical or 
biological weapon development and use, and (9) identify policy options for reducing the risk of AI 
being used for development and use of chemical or biological weapons. 

Literature Review 
We developed a targeted list of Boolean search strings that were then operationalized by RAND’s 
Knowledge Services staff, who used the search strings to query several unique academic, government, 

and military databases to ensure holistic data capture from the literature.1 We specifically searched 
academic journal articles; international organization and government publications; methodological 
surveys of AI techniques, their applications, limitations, or issues; methodological publications; articles 
from news organizations or specialized outlets; enacted and proposed legislation related to regulation 
of AI technology; and publications from nonprofit organizations with particular relevance to AI and its 
intersection with chemistry or biology.  

The foundation of our literature review is publicly available materials that were acquired from both 
CWMD and our own search. A small number of documents contained CUI. We recorded observations 
from the literature review within a spreadsheet for subsequent analysis. 

Our academic literature review consisted of documents mostly dating from 2015 to 2023.2 For these 
searches, we focused on technical papers published in high-impact science and technology journals, 
news articles, think tank publications, and openly published statements from leaders in the field. 

Interview Methodology 
To supplement the literature review, we conducted a series of interviews with stakeholder SMEs to 
gather information relevant to the field. SMEs belonged to stakeholder organizations that were from 
government, industry, and academia. Interviewees were identified in consultation with CWMD, using 

 

1 Knowledge Services staff provide numerous informational resources to RAND research teams. Knowledge Services 
staff maintain access to over 150 informational databases (e.g., ProQuest, EBSCOhost) that help to ensure a holistic 
collection of literature and reporting relevant to research topics. 
2 The search terms used were AI-enabled biosynthesis, AI-enabled biochemistry, AI-enabled biotechnology, AI-enabled 
chemistry, AI-enabled chemical synthesis, AI-enabled sequence prediction, AI-enabled drug discovery, AI-enabled nucleic 
acid sequencing, AI-enabled nucleic acid sequence prediction, AI-enabled protein modeling, AI-enabled protein 
modeling, AI screening for synthetic nucleic acid sequence, Bio-design tools, AI and biotechnology, AI and chemical 
security, AI-enabled peptide engineering, AI-enabled pathogen engineering, AI and genomic databases, AI and 
biosecurity threats, AI-enabled chemical threats, AI-enabled bioweapon/pathogen/chemical weapon, AI-enabled toxin 
development, self-driving labs/cloud labs, governance and AI, and biotechnology and governance. The term AI was also 
substituted with additional search terms (artificial intelligence OR machine learning OR generative AI/artificial 
intelligence OR foundational models OR deep learning).   
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our expertise, and through recommendations from other interviewees. The interviews were designed 
to assist our understanding of the current and historical development of AI and its intersection with 
chemistry and biology, as well as to identify deficiencies in the current regulation of AI, threats posed 
by these technologies now or in the near future, and areas for improvement in the mitigation of these 
threats. We conducted interviews using a semistructured approach, and SMEs’ names were de-
identified for anonymity. The interview team used a structured protocol to guide the discussion but 
used open-ended follow-up questions to preserve flexibility in the collection of additional, relevant 
data and to allow for probing of interview responses. 

We then analyzed the information gleaned across our literature review and interviews to provide a 
prioritized listing of findings and recommendations, which include policy options to prevent the 
misuse of AI for chemical or biological weapons or to reduce the associated risks for the USG within 
the context of E.O. 14110. 

Assumptions and Limitations 
The primary limitation of this report was the deadline for completion. It is also critically important to 
note that AI is a rapidly advancing technology, so policies and regulations designed to prevent AI 
misuse are also evolving. This report is accurate as of early 2024, but the state of AI is subject to major 
changes in the very near term. Please be aware that, as time goes on, some aspects of this report are 
likely to become dated.  

Our literature review was limited by the availability and language of open-source materials. Our 
literature review was limited to publications in English, and we recognize that this could bias our 
analysis to opinions of governments and individuals who primarily publish in English. We were further 
limited in our ability to identify and obtain relevant CUI documents.  

We did not find any official AI development or safety regulations in public law within the open-source 
literature, and this was corroborated by interviews with SMEs. Certain USG departments and agencies, 
however, might have unique, internal regulations regarding AI use that we were unable to collect 
during our initial exploratory research.  

Additionally, there could be a wealth of literature on the topics covered in this report that could 
provide further insight beyond what we have presented. We recommend that future research efforts 
be conducted and focus on the key themes identified in this exploratory work to understand additional 
mechanisms for regulating AI, which will assist the development of policy aimed at preventing the 
potential for misuse of AI by adversaries. 

Structure of This Report 
We present the results of this research effort in three parts. Part I sets the stage with an overview of 
the history and current state of AI, then turns to an exploration of the potential for misuse of AI and the 
current regulatory environment around AI. Part II examines why AI matters in the development and 
use of chemical and biological threats—the focus of this effort. In this part, we detail the intersection 
of AI, chemistry, and biology, including a discussion of the dual-use nature of these agents (that is, the 
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fact that they can be used for beneficial or nefarious purposes). This discussion is followed by an 
overview of how these agents are regulated and more in-depth exploration of how chemical and 
biological agents can become threats and the role AI might plan in that process. Finally, Part III 
discusses how AI can be used to mitigate future AI chemical and biological threats. 
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PART I 

Setting the Stage:  
An Overview of the 
History of Artificial Intelligence 
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Chapter 2 

The History and Current State of AI 

The term artificial intelligence can describe programs or general systems intended to simulate human 
decisionmaking or other cognitive activities (e.g., analysis). Although definitions of what constitutes an 
AI can vary depending on usage or context, the common elements involve autonomy and task-related 

functions, especially those comparable to cognitive tasks that humans would be expected to perform.3  

AI can include expert systems, which, as the nomenclature suggests, use expert knowledge or logic to 
program and define the operation of those systems. An example of an expert systems is Dendral, a 
program used to identify unknown organic molecules by analyzing their mass spectra (Flasiński, 
2016). In contrast to expert systems, which are based on human-provided information, machine 
learning (ML) systems are those that use algorithms to adapt and learn from data to achieve some 
function.  

For the purposes of the following discussion, artificial intelligence is defined here as  

a machine-based system that can, for a given set of human-defined objectives, 
make predictions, recommendations, or decisions influencing real or virtual 
environments. Artificial intelligence systems use machine- and human-based 
inputs to perceive real and virtual environments; abstract such perceptions into 
models through analysis in an automated manner; and use model inference to 
formulate options for information or action. (E.O. 14110, 2023) 

AI models come in a variety of forms, but all AI models need to be trained on a set of data that is 

representative of inputs they would encounter during their operation.4 This training can occur either in 
a supervised, unsupervised, or semi-supervised manner (Sun et al., 2020). Additionally, AI models can 
be distinguished by their purposes: Clustering models group observations based on certain features, 
whereas classification algorithms seek to predict or identify what something is based on features in the 
data, such as whether a set of pixels represents a person, car, or traffic light (Zhang and Lu, 2021). AI 
can make predictions about anything that can be characterized in data, including text, images, and 
videos. For example, a chatbot is considered a type of AI, and the most salient large language models 
(LLMs) today, such as ChatGPT, Bard, and Claude, represent a dramatic improvement in AI capabilities 
(Zhou et al., 2023). Indeed, the benchmark for current-generation AI models is based on generative 
pretrained transformer (GPT) models: Generative meaning that the models are able to generate 
synthetic data based on real-world examples, pretrained meaning that users do not have to train the 
models themselves, and transformer-based meaning that the models are able to leverage attention 

 
3 Appendix B contains examples of definitions of AI used across government organizations.  
4 In the use of AI systems, training a model involves providing the model with an initial set of data so that it can learn 
relationships, correlations, and to predict real cases it encounters in its operations. For expert systems, the training can 
consist of developing a knowledge base or set of formal rules. For ML-based models, training requires the collection of 
data that the model uses to train itself. Machine learning training falls into three categories: supervised, unsupervised, 
and reinforcement learning, depending on whether the training data is labeled, and the entailed reward system for the 
AI (Brown, 2021). 
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and self-attention in their processing (Harris, 2023). Sufficiently large and powerful models with 
multitask applications, known as foundational models, currently occupy most of the attention of 
researchers and professionals because of their promise in other fields (Singhal et al., 2023; 
Thirunavukarasu et al., 2023). Foundational models are the focus of much media and research 
attention, especially for more sensational applications, such as the creation of images in response to 
text prompts. Other, more purpose-built AI models can also assist the operation and automation of 
complex systems, such as communication networks, electrical grids, and systems for drug discovery. AI 
applications in these fields are likely to characterize the most impactful or important—but relatively 
less sensational—applications.  

The Development of Artificial Intelligence: A Timeline 
AI developed in three distinct phases, which are distinguished primarily by the capability and capacity 
of the AI models at the time. In the first phase (1940s–1960s), AI used handcrafted knowledge 
(Launchbury, 2017). AI models were built for specific tasking and lacked the ability to adapt or learn. 
While work in this period was critical for the models we employ today, it was only in the second phase 
(1970s–2010s), when sufficient computational power became available, that AI primarily began to rely 
on large quantities of data to train, picking up statistical regularities and correlations useful for analysis 
or specific tasks (Sejnowski, 2020). Statistical learning allowed AIs, primarily using ML techniques, to 
train on data and continually adapt as more data are introduced. The third, current phase is 
characterized by potent AI models that are able to contextualize knowledge or data, offering some 
degree of abstraction along with the same characteristics of models from the second phase 
(Launchbury, 2017). Current AI models, following developments in architectures and data, are able to 
generalize and adapt to other tasks they were not explicitly intended for, granting them the moniker of 
“foundation models.” The following subsections discuss some of the developments of AI leading to this 
point. A timeline of AI development leading back to 1951 is presented in Table 2.1 at the end of this 
chapter.  

The First Phase: Expectations and Methods Outpaced Capacity (1940s 
Through 1960s) 
Efforts to mimic a neuron electronically date back to the early 1940s (Muthukrishnan et al., 2020). The 
first neural network was created in 1951 by Marvin Minsky and Dean Edmunds. It consisted of 3,000 
vacuum tubes and simulated 40 neurons (Press, 2016). For comparison, modern LLMs used 6 to 7 
orders of magnitude more nodes than this first neural network (Marr, 2023). Despite the humble 
origins of the technology during this time, hopes were quite high for the technology. Early pioneers, 
such as Alan Turing, had long posed the question of “whether machines could think,” but a conference 
called “The Summer Research Project on Artificial Intelligence” at Dartmouth College in 1955 
cemented what the field was going to be called (Toosi et al., 2021). 

Achievements during this time built a positive feedback loop of optimism and further development. 
Researchers produced AI that could beat humans at checkers. The “Mark I Perceptron” was released in 
1957 and was able to demonstrate learning through trial and error, a major advancement in neural 
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networks (Lefkowitz, 2019). The programming language LISP was developed in 1958, which is still 
used by AI researchers today. IBM researchers developed a “geometry machine” that was capable of 
independently finding proofs for geometry theorems in 1959. (An algebraic proof AI would be 
developed in 1967.) The first chatbot was developed in 1966, named ELIZA. This program somewhat 
satirically took the approach of mimicking a psychotherapist to carry on a conversation in any topic 
and was able to convince users that it was a human responding to their questions, not a robot (Toosi et 
al., 2021). 

Although the achievements of these early AI efforts garnered academic and media attention, potential 
benefits were at times exaggerated by field experts (Toosi et al., 2021; Schorin, 2019). In contrast, two 
prominent reports, Language and Machines: Computers in Translation and Linguistics (National 
Research Council, Automatic Language Processing Advisory Committee, 1966) and “Artificial 
Intelligence: A General Survey” (more commonly known as the Lighthill Report; Lighthill, 1973), were 
skeptical of AI and critical in their prognosis for the future (they questioned the feasibility of AI models 
proposed at the time). There was also significant debate over technical and theoretical limitations of 
neural networks. These early technical debates would not be continued until the 1980s (Sejnowski, 
2020).  

The Second Phase: Widespread Increases in Availability of Computer-
Facilitated Advancements in Machine Learning (1970s–2010s) 
During the first half of this phase, expert systems had the greatest success in specific applications. 
Examples include Dendral, an expert system that assisted in the identification of unknown organic 
compounds, and IBM’s Deep Blue, an expert system focused on mastering chess. Extensive research 
went into branches of AI that had formal, transparent rules, such as fuzzy logic systems (Flasiński, 
2016). The lack of available computation relative to the demands of models such as neural networks 
favored systems that were easier to develop or computationally less expensive.  

When computation became more readily available, however, algorithms that allowed the analysis of 
vast quantities of structured and unstructured data using ML became more feasible. Algorithms 
improved their performance and efficiency, and wrangling large amounts of data became 
manageable. Some of the key uses of ML involved prediction and classification, clustering, natural 
language processing (NLP), and dimensionality reduction (Zhang and Lu, 2021). These methods were 
general in that they could be applied to any problem, but they were frequently employed in scientific 
and commercial endeavors. During this phase, universities were the locus of development and 
innovation (Maslej et al., 2023). This began to change as industry sectors realized they could use ML-
based systems to improve business operations, and this realization often coincided with increases in 
the availability of data (Cohen and Kharas, 2018; Bhat and Huang, 2021; Duan, Edwards, and Dwivedi, 
2019).  

Toward the end of this phase, academics and industry organizations continued to experiment with and 
deploy neural networks and other approaches as the promise of ML-based techniques for 
classification and clustering improved. The introduction of deep neural networks allowed for more 
complex function forms to be trained and for the training to be faster than alternative methods 
(including single-layer networks). This enabled the networks to be successfully applied to a wider 



 9 

range of problems. The so-called Cat Paper (Le et al., 2012) demonstrated the ability of ML methods 
to analyze data independent of human training, with an unsupervised approach that was able to 
identify and group images of cats together. As unsupervised training methods become more powerful, 
the onus of labeling vast quantities of data for training lessened, and these methods served as a power 
tool for researchers to get a grasp on large, unlabeled datasets. While supervised training sets are still 
useful for training ML-based AI, the expansion of options only served to further demonstrate the 
potential of AI. 

These new advancements were met with a second round of overhype. Due to renewed interest in 
neural networks and the promises of expert systems, expectations once again built precipitously at a 
rate that computational capabilities could not match (Muthukrishnan et al., 2020). The newly born 
sector of expert systems experienced a crash by the end of the 1990s, even leading marketers of AI to 
avoid the term AI itself, instead using buzzwords such as analytics or informatics (Toosi et al., 2021). 

The Third Phase: Advancements in Architecture, Techniques, and 
Capability; Transformers, Generative Models, and Dilemmas (2010s–
Present) 
The second phase of AI focused primarily on ML methods that could be used to cluster or classify 
information and data. In contrast, the third phase of AI models and architectures made extensive use 
of neural networks or reinforcement learning—which necessitated huge quantities of coded data on 
which to train models. This was facilitated and improved on by two major developments: (1) increases 
in available computation and (2) growth in the population of technically capable individuals to carry 
out these methods. The availability and use of specialized chipsets (e.g., tensor processing units, 
graphics processing units, or cloud computing services [Zhang and Lu, 2021]) helped boost the ability 
of organizations to train their models, and increasing storage capability allowed them to train their 
models on ever-increasing quantities of data (Abukmeil et al., 2021). Neural networks trained on 
reinforcement learning approaches required several training cycles to obtain a satisfactory level of 
performance. Neural networks were used in the second phase era, but the distinction here is the 
architectures and models that enabled the use of generative AI—defined in E.O. 14110 as the “class of 
AI models that emulate the structure and characteristics of input data in order to generate derived 
synthetic content.” There are different models that enable generative AI, such as diffusion-based 
models and transformers (Harris, 2023; Vaswani et al., 2017). 

Transformers, in particular, enabled LLMs and high-quality sequential text outputs. The integration of 
attention into this architecture enables it to provide more realistic text. Transformers can be efficiently 
optimized because they use deep neural networks with backpropagation that can be parallelized, 
which means one can use high computing power to train them, and the attention mechanism can be 
applied to several data types (e.g., text and images), which means that a similar architecture could be 
used for a wide variety of problems. Meanwhile, diffusion-based models excel at the generation of 
image data. Generally, diffusion-based models are trained by obscuring an image until it can no longer 
identify the subject, and then attempting to re-create the original subject (Croitoru et al., 2023). While 
other AI applications progress at a rapid clip, generative AI presents a capability shift, so much so that 
large trained models, often owned by companies, are dubbed foundational models based on their 
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ability to carry out a variety of tasks, especially if they are multimodal (e.g., text and image) (Seger et 
al., 2023). The potential applications of the foundational models stretch beyond simple plain text or 
code editing, and the models seem to have emergent capabilities, a quality that has been coined as 

capability overhang (Seger et al., 2023; Candelon et al., 2023; Harris, 2023).5 LLMs, a type of 
foundation model intended to input and output text, are finding direct applications in customer-
service chatbot services, writing or other content generation, and coding assistance (Harris, 2023). 
Application of these methods to field-specific needs, such as those of health care, is an area of active 
research and development (Singhal et al., 2023; Thirunavukarasu et al., 2023; Shamshad et al., 2022).  

Future applications could take advantage of AI’s ability to reduce the amount of human input 
necessary to carry out basic tasks, allowing humans to focus their effort and time on more complex 
tasks. The use of AI to supplement or augment human input by lessening the load or improving 
capabilities is a throughline that continues to less sensational aspects of AI. For example, AI-assisted 
predictive maintenance is intended to improve operations prior to systems breaking. For large 
networks that require a specific quality of service, efficient use of resources to maintain uptime is key, 
and methods that facilitate this would be very beneficial. Additionally, the use of AI to make 
autonomic (or self-controlled) systems is increasing and is currently evident in cloud infrastructure for 
efficient resource allocation (“self-optimizing”; Gill et al., 2022; Dehraj and Sharma, 2020). Other 
applications, such as small-molecule drug discovery (Hu et al., 2024), are actively being used to 
expedite the research and development (R&D) process. AI is being used in medical devices and in 
assisting in the diagnosis of medical conditions and illnesses (Benjamens, Dhunnoo, and Meskó, 2020; 
Ali et al., 2023; König et al., 2021). On the horizon are self-driving laboratories (SDLs), wherein 
research campaigns are conducted entirely by an autonomous laboratory that designs, carries out, 
experiments, evaluates, and iterates to produce materials that meet some parameters (Abolhasani and 
Kumacheva, 2023). So, while some applications of AI assist humans in the daily operations, others can 
be used to increase the speed at which iterations in development occur.  

Compared with previous phases in AI’s development, this modern phase is distinguished by industry 
rather than academia acting as the driving force behind new models and techniques. Private firms 
(Google, Meta, OpenAI) are all far better resourced than academic research centers, and as a result 
can afford greater technical and computational resources (Maslej et al., 2023). These resources are 
especially necessary for larger foundation models or LLMs, with several state-of-the-art models costing 
millions of dollars to develop.  

Following the same practice that evolved out of the second phase of AI, there are numerous open-
source models. At the moment, second movers are quickly gaining on the performance offered by the 
first foundational models. Those initial breakthroughs by the major players were quickly followed by 
the open-source community, which is activity developing its own models, as evidenced by the activity 
on such websites as huggingface.co. These models have much more permissive licenses, and although 
there might be a performance differential between them and the state of the art or proprietary 
models, the gap could close and absolute performance could improve as techniques and resources 
improve.  

 
5 These capabilities may not be beneficial or intended. As Candelon et al. (2023) give as an example, a text-to-image 
diffusion-based generative AI model was able output music by converting music data to spectrograms.  
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With the proliferation of different types of available models, individuals with various degrees of 
technical sophistication can use LLMs to draft cover letters, write papers, and create new pieces of art. 
Open access to these powerful tools could have great societal benefit, but these models can also be 
used to create misleading messages, such as deepfakes that sow disinformation or advance 
adversaries’ agendas (Office of Intelligence and Analysis, 2024).  

The performance gains and maturation of AI models have translated into the increasing use of AI by 
industries to improve efficiency in operations, and the public is becoming aware not only of AI’s 
promise but also its risks concerning privacy, bias, and trustworthiness. Issues in the operation of AI, 
such as models’ bias-perpetuating inequalities, vulnerability to adversarial attacks, malfunctions, lack 
of transparency, and information leakage, have presented societal or economic concerns related to AI, 
such as automation and associated job losses (Cummings, 2023). In total, the unique concerns posed 
by AI, along with its implications for dual use or malfeasance, have colored public opinion about AI in 
the United States. 

Weapons of Mass Destruction and Artificial Intelligence: 
Potential Threats in the Second and Third Eras 
The potential for AI’s use in weapons of mass destruction (WMD) is only tangentially mentioned in U.S. 
policy. For example, in DHS’s publicly released 2024 Homeland Threat Assessment, AI is mentioned 
with respect to its use in undermining “trust in our government institutions, social cohesion, and 
democratic practices” by creating “more believable mis-, dis-, and malinformation” (Office of 
Intelligence and Analysis, 2024). Cybersecurity is salient as well. The assessment notes: “[C]yber actors 
use AI to develop new tools and accesses that allow them to compromise more victims and enable 
larger-scale, faster, efficient, and more evasive cyber attacks,” noting that “foreign adversaries are 
exploring new technologies like AI to improve their tactics.” The assessment also mentions that “the 
growing nexus between AI and scientific research—especially in biotech—raises the potential for 
deliberate and incidental creation of novel chemical compounds that can risk public health.”  

In addition to cyber-related threats, the other salient application of AI for WMD has to do with AI’s use 
in autonomous agents. Various contemporary weapons, both offensive and defensive, have elements 
of automation, but they include humans in the loop—in other words, humans can intervene in the 
weapon’s operation before it causes unacceptable damage, and humans can set the target location for 
the weapon (Dresp-Langley, 2023). When humans are removed entirely from the weapon system, AI 
and ML programs are responsible for targeting and firing weapons. In the WMD context, AI can replace 
the human operators and be trained and/or authorized to scan a target area, select the type of 
weapon, and initiate launching sequences. Additionally, AI can also amplify the impact of 
nontraditional WMD: Often-cited examples include accidental escalation for human-out-of-the-loop 
systems and the creation of “drone swarms” using large numbers of antipersonnel drones (Javorsky 
and Chaudhry, 2023). Relative to these threats, the applications of AI in chemical and biological WMD 
have received less attention from policymakers. 
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Biological Weapons of Mass Destruction  
AI-enabled advances in biotechnology have been linked to several humanitarian and therapeutic uses: 
more effective drug treatments (Paul et al., 2021), disease detection (Al-Antari, 2023), and 
environmental monitoring (Himeur et al., 2022). One promising discovery has shown the efficacy of AI 
in producing new protein molecules that bind with exceptionally high affinity and specificity to a 
variety of challenging biomarkers (Torres et al., 2024). These advances in deep learning–induced 
protein synthesis have broad applicability to the biotechnology industry, yet might also have 
unintended consequences.  

While the use of AI in biotechnology has the potential to revolutionize the field and improve human 
health, it also presents a potential avenue for nefarious actors to develop novel, tailored biological or 
chemical WMD. These technologies can help would-be malign actors make new discoveries relatively 
inexpensively, as well as lower “barriers in the design stages of the design-build-test cycle and could 
be used to identify optimal mutations of a pathogen that enhance virulence factors, expand host 
range, alter routes of transmission, encode resistance to medical countermeasures, and intensify 
mortality” (O’Brien and Nelson, 2020). The same AI algorithms that can be used to develop new 
protein molecules for therapeutic purposes can also be repurposed to create more lethal and virulent 
bioagents—ones that could evade current regulations and international treaties. Moreover, 
increasingly digitized health records, publicly available datasets of genomic information, and other 
metadata across the spectrum of infectious diseases dramatically lower the entry barrier for malicious 
actors to cause harm. This unprecedented new access to genomic information presents a unique 
problem area—one defined by the possibility of augmented antibiotic-resistant pathogens, 
resurrection of extinct highly transmissible and lethal pathogens, and the bioengineering of entirely 
novel diseases or precisely engineered agents (Lentzos, 2022). 

Additionally, the interaction and availability of low-cost, commercial off-the-shelf products with 
evolving ML algorithms creates the potential for biological misuse. The utility of AI to craft, plan, and 
deliver novel biological threat agents extends to the physical realm through relatively inexpensive, 
customizable parts. In one study, researchers used a computer vision algorithm along with Arduino 
boards, solenoid valves, pressure and flow sensors, smartphones, webcams, and Raspberry Pis to 
selectively target crops for precision agriculture (Terra et al., 2021). These elements have the potential 
for misuse along agriculture, livestock, and human vectors, thereby endangering lines of critical 
infrastructure (Hersom, Irsik, and Thrift, 2008). This dual-use dilemma highlights the need for 
responsible development and use of AI in biotechnology, as well as the importance of regulating 
sensitive genomic data, installing safeguards on genomic data access, and international cooperation 
to prevent and respond to bio-related WMD threats. It is crucial to strike a balance between the 
benefits of AI in biotechnology and the potential risks associated with its misuse.  

Chemical Weapons of Mass Destruction 
While AI has the potential to contribute positively to society, the potential of catastrophic applications 
remains a deep concern. Perhaps the gravest concern, as evidenced in a special meeting of the United 
Nations Security Council meeting in July 2023, is the connection between AI and WMD. Known as 
convergence, this field “explores how the dual-use nature of AI systems can amplify the dual-use 
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nature of other technologies—including biological, chemical, nuclear, and cyber” (Javorsky and 
Chaudhry, 2023). Convergence also highlights how these threats cannot be studied in a vacuum. 

One key use of AI in the field of WMD harnesses its strength in processing vast quantities of data. It is 
no surprise that ML systems can more easily and effectively sort through vast quantities of a data than 
a human could. A recent Swiss study explained how, using an “in-house server,” it took less than six 
hours for the AI program to generate 40,000 potentially lethal molecules, including VX (Venomous 
Agent X) and similar compounds (Urbina et al., 2022a). Concerningly, the AI models were not trained 
on databases of nerve agents. The researchers did not physically attempt to synthesize these 
compounds, but they noted that proceeding to this next step is “not necessarily a very big step, and 
this area is poorly regulated, with few if any checks and balances to prevent the synthesis of new, 
extremely toxic agents that could potentially be used as chemical weapons” (Urbina et al., 2022a).  

This particular concern has been noted across the use of generative large language multimodal 
models (GLLMMMs or “Gollems”), which have themselves developed the capability to perform 
research-grade chemistry, outperforming AI models specifically designed for molecular synthesis 
(Jablonka et al., 2023). AI’s ability to sift through large quantities of data will likely not just assist 
would-be WMD manufacturers. This continually evolving digital skill set can also assist contemporary 
WMD powers in “sift[ing] through and mak[ing] sense of ever-growing streams of data from a myriad 
of sensors” while also contributing to data analysis and decisionmaking, both from a compellence and 
deterrence standpoint (Caves and Carus, 2021). Intentional or accidental errors in the data (such as 
through adversarial actors), however, could render these tools ineffective (Caves and Carus, 2021).  

This intersection between technology and the creation of novel chemical or biological agents, whether 
deliberate or accidental, highlights the potential misuse of AI, especially in research and other dual-
use industries (Office of Intelligence and Analysis, 2024). 

Conclusion 
The recent developments and capabilities of AI are a product of a long history of research that has 
gone through phases of booms and busts. The theory behind ML and AI has often been ahead of 
available computational resources for demonstration, particularly with regard to neural networks in 
the first and second “AI winters.” During the first and second eras of AI, neural networks were too 
computationally expensive to outperform other methods and, therefore, did not match their expected 
benefits. A reasonable assumption is that had there been cheaper and more plentiful computational 
resources, the theories and structures of AI at this time would have been able to fulfill more 
expectations of what AI could do (Muthukrishnan et al., 2020). More recently, AI has been paired with 
the necessary amount and quality of data to demonstrate significant capabilities, but with these 
significant capabilities come concerns about AI’s potential for harm, even as it is being actively 
employed in different ways.  

AI development requires, at a minimum, three elements to progress: computational power, effective 
academic theory, and massive datasets. Without all three elements, progress in AI will be significantly 
hindered. Historically, computational power has usually been the limiting factor in AI development, but 
now that processing power is cheap and plentiful, new theoretical advances, such as attention and 
self-attention, can catapult algorithmic capabilities at a new, sometimes exciting, sometimes 
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concerning, rate. Future policies toward AI should account for the necessity of these three elements for 
future work, whether to avoid unintentional hindering of future progress or as a potential lever point 
for algorithms that are deemed to be too risky. 

A corollary to this previous point is that industry actors’ relative strength in resources could continue, 
making them an important touchpoint. Investment and interest in AI have steadily increased, with the 
only recent drop occurring in 2023. Access to data, computational resources, and talent is likely to 
continue to increase, so we can expect industry to continue to innovate and develop models. Industry 
actors will likely be well positioned, as part of their business models seems to be providing application 
programming interface (API) access to their models. As a result, they can provide information about 
how models are being used and whether those uses present concerns. This will be beneficial if other 
companies use these API services for adapting or modifying their own services for other applications 
(e.g., applying foundational models to health care). 

Foundational models concentrated in the hands of a few companies could lead to difficulty in 
innovating and developing new variants. In practice, however, a robust community is training and 
sharing open-source models. This leads to the proliferation of models and opens the field for 
unfettered innovation, but might complicate any efforts to control or limit the development or use of 
foundational models. Therefore, there is a trade-off between open-source development and 
centralized control within a few companies.  

Conducting outreach to gain an awareness of what models are being produced could be useful for 
evaluating applications or types of foundational models. Additionally, should there be an issue with an 
open-source model, awareness of the model’s source could help diagnose remedy the issue and 
prevent future issues. Maintaining this awareness is difficult because forums, developers, and variants 
are so diffuse, but maintaining some inventory of available models could be useful for when issues 
arise and could help determine whether related models are also implicated.  

AI is a powerful tool with the potential both to help individuals in multiple areas—including their 
employment, personal lives, and health care—and to complicate or compound existing dangers. In the 
United States, given the wariness of AI, there is a significant risk that future benefits of AI could be 
hindered by overt negative public reaction. While the objective of regulating or restricting AI’s use to 
prevent negative externalities might be well intentioned, underutilization of AI presents an entirely 
different risk that could have severe, long-term implications. Without sufficient preparation for the 
safe use of AI or guardrails against AI misuse, the United States will find it harder to keep pace with 
countries already regulating AI.  

Just as overreaction to the potential harms of AI has its risks, so too does overenthusiasm about its 
potential benefits. In the past, well-meaning but overly optimistic projections about the capabilities of 
AI have led to disappointment and unfulfilled expectations, which, in turn, led to cut budgets and 
vastly decelerated technological progress. Genuinely impressive demonstrations of AI were 
overshadowed by incorrect forecasts of what AI could accomplish. If expectations had been properly 
anchored, there might not have been a boom-and-bust cycle for AI development funding. 
Furthermore, overly negative or ambitious projections about AI capabilities likely influence the general 
public’s perception of AI. This implies the executive office’s deontological obligation with future policy 
recommendations toward AI. Any characterizations of AI will be heavily influential and therefore 
should be properly and accurately weighed to avoid unintended negative consequences. 
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AI in its various models and manifestations has demonstrated itself to be a powerful tool. There are 
risks associated with AI’s dual-use nature, but it can also be an integral element of U.S. military and 
economic success. Given these concerns, especially about the use of AI for nefarious means, it is 
important not only to understand the specific applications, which are discussed in future sections, but 
also general ways that AI could be undermined, either directly by adversaries or because of 
vulnerabilities in the use of the technology. In the next chapter, we discuss this in detail by reviewing 
the different threats and vulnerabilities that arise from the use of AI.  

Table 2.1 
Artificial Intelligence Timeline 

Year Event Region 

1951 The first neural network is created. It consisted of 3,000 vacuum tubes to simulate 40 
neurons. 

United States 

1955 Cliff Shaw, Herbert A. Simon, and Allen Newell debut the “Logic Theorist” system at 
Carnegie Mellon University. 

United States 

1956 The term artificial intelligence is used for the first time at the “Dartmouth Summer 
Research Project on Artificial Intelligence.” 

United States 

1957 The U.S. Navy states its expectation that the Perceptron (a neural network) would be able 
to talk, walk, see, write, reproduce itself, and be conscious of its own existence. 

United States 

1964 Joseph Weizenbaum invents the first chatbot, ELIZA. United States 

1965 ELIZA is released. It consists of a program modeled after a psychotherapist, allowing it to 
carry on a conversation on any topic. This is considered a precursor to the LLMs we know 
today. 

United States 

1965 Herbert A. Simon predicts that machines will be able to do any work than man can do in 
20 years. 

United States 

1969 Marvin Minksy releases Perceptions, a publication about artificial neural networks. United States 

1972 Stanford Research Institute’s Artificial Intelligence Center develops Shakey, a mobile 
intelligent robot. 

United States 

1972 The Prolog language is developed by Alain Colmerauer with Philippe Roussel. European Union 

1973 The University of Edinburgh builds Freddy Robot, which can use visual perception to build 
models. 

United Kingdom 

1974 Paul Werbos lays the foundation for backpropagation, designed to aid in teaching neural 
networks how to recognize patterns. 

United States 

1986 The first driverless car drives at 55 mph. European Union 

1995 Richard Wallace presents A.L.I.C.E., a chatbot inspired by ELIZA but with enhanced NLP. United States 

1997 IBM’s Deep Blue chess-playing computer beats human world champion chess player Garry 
Kasparov. 

United States 
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Year Event Region 

1998 The Massachusetts Institute of Technology designs Kismet, the first robot able to express 
emotions. 

United States 

1998 The first Environment and AI Workshop is held in Europe. European Union 

2004 The Defense Advanced Research Projects Agency (DARPA) initiates Grand Challenge to 
develop autonomous vehicles. 

United States 

2007 Nvidia releases Compute Unified Device Architecture. United States 

2008 The Google app on iPhone allows for voice recognition. United States 

2010 Initial release of ImageNet. United States 

2011 Apple releases Siri, a voice-activated virtual assistant. United States 

2011 Google Brain is founded to focus on AI. United States 

2014 The first U.S. state driving test is passed by a self-driving car in Nevada, achieved by a 
team from Google. 

United States 

2014 Amazon releases Alexa, a voice-activated virtual assistant. United States 

2014 Meta’s DeepFace outperforms humans in performing the “Faces in the Wild” test, ushering 
in an era of deepfake and facial recognition applications. 

United States 

2014 SenseTime, one of the world’s most highly valued AI startups, is founded. China 

2015 Initial release of TensorFlow as an open-source tool. United States 

2016 AlphaGo beats top Go player Lee Seidol. United States 

2017 “Attention Is All You Need” (Vaswani et al., 2017), a seminal journal article about the 
mechanism of “attention,” is published. This mechanism is integral to LLMs. 

United States 

2018 Decoder-only LLMs, including GPT-1 and BERT, are developed. Roughly speaking, these 
could parse the logic of language but not generate new phrases. 

United States 

2018 China implements facial recognition in its mass surveillance system. China 

2018 The Beijing Institute of Technology opens first-ever course in military AI geared toward 
children. 

China 

2018 The European Lab for Learning and Intelligent Systems is established to compete with 
China and U.S. AI investment and efforts. 

European Union 

2019 China becomes the top publisher of AI-related papers. China 

2019 Allianz Insurance becomes the first to use AI to completely automate injury claims. European Union 

2020 OpenAI releases GPT-3, a natural language model that uses deep learning to produce 
human-like responses. 

United States 

2020 DeepMind’s AlphaStar reaches the Grandmaster level in the video game StarCraft II. United Kingdom 

2020 China becomes the biggest capital market for AI startups. China 
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Year Event Region 

2020 BMW integrates AI applications throughout its production process, maximizing efficiency 
and productivity. 

European Union 

2021 OpenAI releases Dall-E, a text-to-image model. United States 

2021 Midjourney, Inc., releases Midjourney, a text-to-image model. United States 

2021 Stability AI releases Stable Fusion, a text-to-image model. United Kingdom 

2022 ChatGPT is first released as an early demonstration. United States 

2022 DeepMind releases Gato, the first generalist AI model. United Kingdom 

2022 French AI firm Prophesee designs near-human-level vision for robotics. European Union 

2023 China’s investment (via ByteDance) in buying hardware from Nvidia. China 
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Chapter 3 

The Potential for Misuse of Artificial 
Intelligence 

Artificial Intelligence and the Changing Character of Threats 
AI is likely altering the character of threats. AI has the potential to enable attacks that are more 
sophisticated, targeted, and challenging to attribute (Brundage et al., 2018; Guembe et al., 2022; 
O’Brien and Nelson, 2020). AI might offer scalability and efficiency and might not require intensive 
labor and detailed expertise to carry out effective malign activities. Because of AI, attackers might no 
longer face the trade-offs between the frequency, scale, and effectiveness of their attacks (Brundage 
et al., 2018).  

The potential for AI to scale up existing risks is a significant cause for concern. Developments in 
computing resources and data storage capacity allow for AI models that can process billions of 
parameters and inputs and can address increasingly complex problems. Scalable AI is defined as “the 
ability of algorithms, data models, and infrastructure to operate at the size, speed, and complexity 
required for the mission” (Barmer et al., 2021). Open-access AI LLMs, such as OpenAI’s ChatGPT, 
Microsoft’s Bing Chat, and Google’s Bard AI, and many other openly accessible AI applications, such as 
Dall-E and Stable Diffusion, are available for anyone’s use, which includes individuals and groups with 
malign intentions. 

The costs of carrying out malign activities, such as cyberattacks, could decrease because of the ability 
of AI systems to carry out attacks with few human resource requirements. Moreover, AI systems might 
reduce the need for specific expertise to carry out specific activities and could facilitate malign actors’ 
ability to access valuable intelligence that would further facilitate the scale and precision of subversive 
actions. The potential geographic constraints would also be loosened, as AI tools could, for example, 
reduce the language barriers that would otherwise undermine the effectiveness of targeted phishing 
attacks and disinformation campaigns. The combination of reduced costs and the dissipation of 
language and geographical barriers—and the reduced need for expertise—could lead to a larger set of 
actors being able to carry out malign activities at a larger scale and at a higher rate (Brundage et al., 
2018). Applications might include the use of deepfakes (AI-created audio or visual media that appears 
authentic), AI-powered password cracking, AI-assisted hacking, and AI-enabled software and hardware 
supply chain attacks (Islam, 2023). Cyber criminals are among early adopters of AI technologies, and 
relevant examples already exist. AI has been used to help bypass the automated defenses of AI 
systems (such as antispam systems and antivirus software), break CAPTCHAs that are used on 
websites to ensure that the user is human, optimize malware and ransomware delivery, and analyze 
large sets of leaked passwords, revealing trends in how people modify their passwords (Morrison, 
2023). In one such example, criminals used AI tools to impersonate the voice of a Germany-based 
energy company CEO to order the transfer of $243,000 (Stupp, 2019). 
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New threats might also be introduced while using AI to complete tasks that are otherwise difficult or 
impractical for humans (Brundage et al., 2018). AI systems are vulnerable to “AI attacks” or 
“adversarial attacks” whereby attackers “can manipulate these systems in order to alter their behavior 
to serve a malicious end goal” (Comiter, 2019). Moreover, adversaries might exploit the tools used to 
help identify and defend against adversarial attacks. One such example is Google’s VirusTotal file 
analyzer, which allows users to upload virus variants to a central site, where they are evaluated by 
more than 60 security tools. This feedback loop is an opportunity to use AI to help create multiple 
variants of the same malicious code to determine which is the most effective at evading security tools 
(Brundage et al., 2018). 

The Dual-Use Nature of Artificial Intelligence 
The dual-use nature of AI presents overarching challenges, as AI technologies developed for 
benevolent uses might be repurposed for malicious uses. The U.S. Department of Commerce defines 
dual-use technology as items that have both commercial and military or proliferation applications 
(Bureau of Industry and Security, U.S. Department of Commerce, undated). This dual-use character 
fuels concerns about intentional misuse and unintended consequences from the use of AI. The dual-
use dilemma of AI lies in the ability to use an AI model for good or harmful applications, and the 
potentially universal use of AI (Pandya, 2019). In addition, AI could lead to more than just a “one shot 
effect” and expand the scale of potential risks (Grinbaum and Adomaitis, 2023). Dual-use concerns 
include AI’s ability to lower barriers to entry, as it relates to knowledge and expertise, and AI’s ability 
deploy into different environments and data situations. Developments in the private sector 
undoubtedly allow for faster development of AI tools. Moreover, AI development in academia and 
industry often happens in an open environment where models are publicly accessible, allowing for 
minimized “friction for further advances and in some instances can help improve the understanding of 
risks” (Sandbrink, 2023a). Nevertheless, dual-use concerns have led some scientists to call for the 
establishment of AI regulations that are similar to those regulating chemical and biological weapons 
(Grinbaum and Adomaitis, 2023). In November 2023, 28 countries and the European Union (EU) 
signed the “Bletchley Declaration,” which expresses concern over potentially harmful AI applications, 
calls for more work on identifying and understanding AI-related risks, and creates policies to address 
the risks (Government of the United Kingdom, 2023).  

Artificial Intelligence’s Potential for Unintended Misuse 
AI could be misused by accident, due to negligence, as a result of human failure to anticipate and 
adapt the specific AI/ML system to its operational environment and tasks for which it was not trained. 
A substantial portion of literature on the application of AI in health care is focused on the 
misapplication of AI in clinical settings (Federspiel et al., 2023). An inadvertently introduced 
discontinuity between training and operational data leading to “out-of-sample” inputs could 
undermine the ability to develop correct predictions and outputs. This is because AI/ML systems might 
not easily recognize and adapt to a change in data and its deployment context, leading to what is also 
known as distributional shift, which may force clinicians to operate outside their comfort zones 
(Challen et al., 2019). Discontinuity between training and operational data might also be caused by 
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changing customer requirements (Padmanabhan, 2021). Misapplied data could manifest in multiple 
ways, including an AI system not being able to understand medical data that has been acquired 
through a different scan (Challen et al., 2019).  

Limited availability of high-quality training data that have been correctly labeled for their intended use 
could also lead to erroneous outputs due to poor data reproducibility or bias (Challen et al., 2019; 
Mehta, Katz, and Jha, 2020). Biases inherent to the training data, or training methods that reinforce 
biases, introduced into the AI model might lead to faulty outputs and cause harm. One documented 
instance of harmful outputs due to incomplete training data is “an AI-driven pulse oximeter that 
overestimated blood oxygen levels in patients with darker skin, resulting in the undertreatment of their 

hypoxia” (Federspiel et al., 2023).6 Input and training data also need to be appropriately prepared—
standardized, defined, and categorized (Padmanabhan, 2021). Lastly, AI systems might fail to take into 
consideration real-world factors because of their focus on the training data, which could lead to 
critically erroneous outputs in applications for which real-world factors are particularly important, such 
as health care, emergency services, and other safety-critical areas (Challen et al., 2019). Thus, careful 
AI model training, selection, and customization; the need for high-quality data; and realistic customer 
expectations are at the core of the above issues.  

Overview of Artificial Intelligence Vulnerabilities That Might 
Be Exploited by Malign Actors 
AI offers many advantages, but it also creates new vulnerabilities that might be exploited by malign 
actors. Malign actors can manipulate the AI models’ integrity, functionality, confidentiality, and ethical 
use through so-called adversarial attacks, manipulating AI algorithm characteristics during 
development, training, and operational use. Moreover, AI systems are also vulnerable to physical risks 
to the data processing infrastructure used to maintain and operate them, or to the physical data and 
digital objects that might feed into the AI model and compromise its outputs. 

The spectrum and character of potential vulnerabilities that could lead to intentional or unintentional 
misuse of AI is vast, depends on the specific AI system and its purpose, and quickly changes with 
technological and software development. Various aspects of an AI system—such as the model; 
processes used for training, testing, and deploying the model; input data; and infrastructure—might be 
subject to misuse. To understand the potential areas of AI susceptibility to misuse, it is important to 
understand AI development stages: 

• First, during the training stage, the model learns.  

- If supervised learning is used during the training stage, the algorithm is provided with 

prepared and labeled training data.7  

 
6 Moreover, well-curated high-fidelity data tend to be more available from high-income settings, leading to concerns 
about the applicability and ethical use of such systems in AI models used elsewhere (Sjoding et al., 2020; Mehta, Katz, 
and Jha, 2020).  
7 Common supervised learning methods include classification, or using discrete labels or classes, and logistics 
regression, in which predicted labels or response variables are continuous (Vassilev et al., 2024).  
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- If unsupervised learning is used, the algorithm is trained using unlabeled data.  
- If semi-supervised learning is used, only a small set of examples are labeled.  

• The second stage is the validation and testing of the model.  
• Finally, the model is deployed.  

These stages are represented in Figure 3.1. 

Figure 3.1 
Illustrative Summary of Key Artificial Intelligence Model Development Stages 

 

SOURCES: Features information from National Institute of Standards and Technology (NIST), 2023; Vassilev et al., 2024; 
and Weedmark, 2021. 

All three of the AI development stages could fall victim to potential misuse through adversarial attacks. 
Most of the literature we reviewed, however, focuses on adversarial attacks during the training and 
deployment stages. During the training stage, an AI model could be targeted to undermine its integrity 
and the training data’s integrity through various types of poisoning attacks (Vassilev et al., 2024). 
These attacks could result in erroneous model outputs, opening the door for security breaches during 
the deployment stage. Such attacks could reveal training data or information about the model itself. 
During the deployment stage, attackers might seek to modify the testing samples to affect how the 
model makes its predictions, thus undermining the functioning of the model. Attackers might also 
seek to gain access to the data used by the model through membership interference or data 
reconstruction attacks, or by trying to undermine the integrity of the data to force the model to make 
faulty predictions. Finally, attackers might seek access to information about the model itself.  
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Conclusion 
The increased proliferation and capabilities of AI tools will likely lead to significant changes in the 
threat landscape. This landscape includes the possibility of intentional or unintentional misuse of AI. AI 
systems might be subject to purposeful and accidental or unintended misuse. Cases of accidental or 
unintended misuse of AI could be related to design and implementation flaws, data quality, algorithm 
biases, and inappropriate or unethical use of AI systems (for example, unintentionally using an AI 
system for tasks for which it was not designed or trained). For example, the invention of photo, video, 
and audio deepfakes has led to the likely unintended broader consequences of the usage of this 
capability for malign activities, such as political propaganda and disinformation campaigns, and 
automated phishing attacks (Zwetsloot and Dafoe, 2019; Giles, 2018). Literature suggests that AI will 
remove the expertise and skill barriers that have traditionally prevented individuals or groups from 
carrying out various sophisticated activities or attacks, as well as increase the rate of which malign 
actors might carry out attacks that might be facilitated by even simple AI systems. Lastly, the 
proliferation of AI might also expand the potential set of targets, as AI systems are increasingly 
integrated across societal functions. 

Both dual-use risks and vulnerabilities are likely to grow as AI tools proliferate and become more 
accessible via different usage models. As usage grows, the likelihood of AI tools being misapplied, 
either intentionally or unintentionally, will also grow. Unintentional misuse might involve the use of an 
AI model in an application for which it has been inappropriately or inadequately trained. Currently, AI 
systems are limited in application or scope, but the increased use of them for complex tasks, such as 
managing industrial systems or making health care decisions, increases the consequence of misuse.  

Technological innovation often outpaces regulation: AI exemplifies this phenomenon (Taeihagh, 2021; 
Thierer, 2018). Mitigating the dangers of AI will require input and effort from industry, the AI user 
community, and many other actors and regulatory bodies. Developers know that their research and 
finished products can be used for malign dual purposes, but “they are not designing with dual uses in 
mind” (Marijan and Pullen, 2023). This shortsightedness could occur for a variety of reasons. 
Developers might be hyper-fixated on the purpose of the model’s creation and not anticipate 
malicious uses of it, or might not consider that others do not share the same goals for the model’s use, 
creating a disconnect between the intended application and the actual application (Eliot, 2022). 
Developers could also be more careful about how and where the details of their AI products are 
shared, while also avoiding the dangers posed by a lack of transparency. This degree of safeguarding 
also includes physical security, given that AI programs can be stolen on small removable drives, which 
become near impossible to track (Marijan and Pullen, 2023). Another mitigation strategy proposed by 
literature involves using so-called ethical good AI to combat so-called bad AI, one can fight fire with 
fire by embedding these good AI programs into AI systems or allow a good AI to serve as an overhead 
monitor or watchdog of a particular model or the whole system. The idea has garnered the interest of 
U.S. and international governments, as well as industry groups who share various proposed 
frameworks (Eliot, 2022). 

Weaponizing AI still remains a difficult process, depending on the application. It is not clear how AI 
adaptability will affect the balance between offense and defense. Attackers will likely make use of the 
tools available and use reinforcement learning as the defenders of AI systems do. In fact, attackers 
might target the AI tools designed to help fend off attacks, similar to the feedback loops of Google’s 
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VirusTotal file analyzer, mentioned earlier. A characteristic that limits AI applications—the so-called 
black-box hallucination, in which a model uses unclear methods, or a “black box,” to arrive at an 
answer and ultimately creates an artificial solution or “hallucination”—could, in a way, serve as a 
check or limiting factor on intended malign use of AI. Even if such hallucinations might “frustrate or 
mislead potential malicious actors,” in the longer term, errors cannot provide a long-term counter or 
solution to prevent malign use of AI (Sandbrink, 2023a). Export controls on chip technology have 
become more robust and the advanced level of technology make some hardware difficult to access. 
More efforts and dialogue, however, at both the international and national levels, are important for 
better coordination, arms control, and damage mitigation. 
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Chapter 4 

Regulating Artificial Intelligence at the 
Intersection of Chemical and Biological 
Weapons 

Regulating AI platform and product (AI output) safety has lagged in the United States, likely because of 
an inherent tension between the regulation of and innovation in AI. The 2020 American Artificial 
Intelligence Initiative report notes that removing barriers to AI innovation is paramount:  

The United States must reduce barriers to the safe development, testing, 
deployment, and adoption of AI technologies by providing guidance for the 
governance of AI consistent with our Nation’s values and by driving the 
development of appropriate AI technical standards. (Office of Science and 
Technology Policy [OSTP], 2020, p. iii)  

A second challenge concerns the siloed nature of AI regulation development across the USG: The 
Office of Management and Budget (OMB) has released draft “Guidance for Regulation of Artificial 
Intelligence Applications” (OMB, 2020), and efforts by other departments and agencies to connect 
their own policies to AI deployment could complicate an intended unified effort to regulate AI 

efficiently and effectively in the near term.8 Although the research, development, production, and use 
of AI platforms are currently underregulated in the United States, there are several existing laws that 
could affect the development of AI-specific regulations.  

Ongoing Efforts to Regulate Artificial Intelligence  
Here we provide an overview of existing efforts to regulate AI across the USG. By understanding the 
existing USG capacity to regulate AI, we can gain insight into the current regulatory landscape and 
identify potential gaps or areas for improvement. This understanding is crucial to developing effective 
and comprehensive regulatory frameworks that balance the need for innovation with the need for 
safety, transparency, and ethical considerations. 

 
8 For example, Dor and Coglianese (2021) note that “[a]t the federal level in the United States, the Office of 
Management and Budget and the White House Office of Science and Technology Policy have advised agencies to 
focus on fairness, transparency, and risk management in their uses of AI,” and that “[i]ndividual agencies have crafted 
internal guidelines for their own adoption of machine-learning systems.” Also see OMB, 2020; and Vought, 2020.  
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Executive Branch Level  
Attempts to understand and regulate AI in the United States have been ongoing since at least 2016. 
That year, two reports released under the Obama administration (see the first two entries of Table 4.1) 
focused primarily on the current state of AI, its existing and potential applications, and understanding 
AI’s positive benefits to society while minimizing negative impacts (e.g., the effects of AI-driven 
automation on the U.S. job market and economy).9 

Table 4.1 
Evolution of U.S. Artificial Intelligence Strategy and Guidance 

Document Description 

“Preparing for the Future of Artificial Intelligence” 
(Executive Office of the President, 2016a) 

Surveyed the current state of AI, its existing and potential 
applications, and recommended actions for federal agencies. 

“Artificial Intelligence, Automation, and the Economy” 
(Executive Office of the President, December 2016b) 

Discussed advances in AI technology and investigated effects of 
AI-driven automation on the U.S. job market and economy. 

American Artificial Intelligence Initiative: Year One 
Annual Report (OSTP, 2020) 

Established several “strategic areas” for U.S. AI R&D, including 
investing in AI research, increasing access to data for testing 
purposes, removing barriers to innovation, and preparing the 
federal workforce for future needs. 

National Artificial Intelligence Research and 
Development Strategic Plan: 2023 Update (Select 
Committee on Artificial Intelligence of the National 
Science and Technology Council, 2023) 

Established a set of objectives for federally funded AI research to 
produce new AI knowledge and technologies that provide a 
variety of positive benefits to society while minimizing negative 
impacts. 

 

The Trump administration released the first U.S. strategy to outline potential AI “regulatory principles” 
in February 2020 (OSTP, 2020). The strategy suggested that while regulatory progress for AI 
innovation was already underway, further overarching guidance was needed to inform the 
development of regulatory and nonregulatory approaches by individual agencies regarding 
technologies and industrial sectors that are either empowered or enabled by AI (OSTP, 2020). The 
2020 strategy suggests three goals that should “underpin” AI regulation: (1) ensuring public 
engagement (e.g., “increase public participation in the policymaking process, building public trust and 
confidence in AI technologies”), (2) limiting regulatory “overreach” (e.g., “carefully assess risk and the 
costs and benefits before considering regulations related to the development and deployment of AI 
applications, with a focus on establishing flexible, performance-based frameworks rather than one-
size-fits-all regulation”), and (3) promoting “trustworthy AI” (e.g., “When evaluating regulatory and 
nonregulatory approaches to AI, Federal agencies must consider fairness, nondiscrimination, 
disclosure, transparency, safety, and security”) (OSTP, 2020, pp. 14–15). Figure 4.1 highlights USG 
actions to advance AI initiatives between 2018 and 2020. 

 
9 The Obama administration formed a subcommittee on ML and AI in May 2016, which led to reports and workshops 
on federal activity regarding AI. The Trump administration later created a Select Committee on AI and launched the 
American AI Initiative.  
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Figure 4.1 
Timeline of U.S. Government Actions to Advance American Artificial Intelligence 
Initiatives 

 
SOURCE: Reproduced from OSTP, 2020, Figure 1, p. 3. 
NOTE: DoD = U.S. Department of Defense; DoE = U.S. Department of Energy; DOT AV = U.S. Department of 
Transportation Autonomous Vehicles; FDA = U.S. Food and Drug Administration; NIH = National Institutes of Health; 
NOAA = National Oceanic and Atmospheric Administration; USPTO RFI = U.S. Patent and Trademark Office request for 
information; VA = U.S. Department of Veterans Affairs.  



 27 

The 2020 strategy notes that the United States should “lead in the development of appropriate 
technical standards and related tools in support of the safe development, testing, and deployment of 
AI technologies” and that “[s]uch standards promote the development of reliable, robust, trustworthy, 
secure, portable, and interoperable AI systems” (OSTP, 2020, p. 15). The report concludes that other 
existing U.S. laws might apply when developing and using AI platforms, such as “the expectation that 
employers will not discriminate when hiring workers, or that personally identifiable information will 
remain confidential” (OSTP, 2020, p. 13), and that “other existing laws and regulations could introduce 
unnecessary and unintended barriers to novel designs, such as a past regulation that may have 
presumed cars to always have human drivers” (OSTP, 2020, p. 13). Such statements highlight the 
tension between USG desires to remain at the forefront of AI technology and the ability to ensure that 
its use is consistent with U.S. law. 

The White House has released several E.O.s that provide additional context for emerging AI regulation 
(see Table 4.2). In February 2019, E.O. 13859 (“Maintaining American Leadership in Artificial 
Intelligence”) outlined the American Artificial Intelligence Initiative, the first coordinated federal 
government strategy to sustain and enhance the scientific, technological, and economic leadership 
position of the United States in AI R&D. Specifically, E.O. 13859 

• stipulated several guiding principles to promote AI advancement, including enhancing access 
to high-quality and fully traceable federal data and ensuring that technical standards minimize 
vulnerability to attacks from malicious actors 

• delegated AI initiative cross-USG coordination responsibilities to the National Science and 
Technology Council Select Committee on Artificial Intelligence (Select Committee) 

• provided guidance for OMB to issue a memorandum to the heads of all agencies that would 
(1) “inform the development of regulatory and non-regulatory approaches by such agencies 
regarding technologies and industrial sectors that are either empowered or enabled by AI, and 
that advance American innovation while upholding civil liberties, privacy, and American 
values” and (2) “consider ways to reduce barriers to the use of AI technologies in order to 
promote their innovative application while protecting civil liberties, privacy, American values, 
and United States economic and national security” 

• directed the “Secretary of Commerce, through the National Institute of Standards and 
Technology (NIST),” to issue “a plan for Federal engagement in the development of technical 
standards and related tools in support of reliable, robust, and trustworthy systems that use AI 
technologies.”  

In December 2020, the White House released E.O. 13960 (“Promoting the Use of Trustworthy Artificial 
Intelligence in the Federal Government”), which built on the foundations outlined in E.O. 13859 by 
advancing additional principles (i.e., that AI development and use is lawful, purposeful and 
performance-driven, accurate, reliable and effective, safe, secure and resilient, regularly monitored, 
traceable and transparent, and accountable) for the use of AI across the federal government. E.O. 
13960 also delegated OMB as the lead agency for ensuring implementation of the outlined principles. 

E.O. 14110 (“Safe, Secure, and Trustworthy Development and Use of Artificial Intelligence”) was 
released by the Biden Administration in October 2023, highlighting the need for increased regulation 
of AI, not only for the USG but also in response to the use of AI by adversaries to support harmful CBRN 
activities. E.O. 14110 also proposed several regulations intended to disrupt adversarial AI misuse, 
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including provisions that propose regulations that require U.S. Infrastructure as a Service (IaaS) 
providers to submit a report to the Secretary of Commerce when a foreign person transacts with that 
U.S. IaaS provider to train a large AI model that could be used in malicious cyber-enabled activity. E.O. 
14110 also requires that 

United States IaaS Providers prohibit any foreign reseller of their United States IaaS 
Product from providing those products unless such foreign reseller submits to the 
United States IaaS Provider a report, which the United States IaaS Provider must 
provide to the Secretary of Commerce, detailing each instance in which a foreign 
person transacts with the foreign reseller to use the United States IaaS Product to 
conduct a training run. 

The United States has been working to regulate AI since at least 2016, with ongoing efforts to 
understand and regulate AI, including the E.O.s issued by the Trump and Biden administrations. In 
addition, certain existing U.S. laws might apply when developing and using AI platforms, and technical 
standards and related tools are being developed to support the safe development, testing, and 
deployment of AI technologies.  

Table 4.2 
Executive Orders Relevant to Artificial Intelligence Regulation 

Executive Order Summary 

E.O. 14110, “Safe, Secure, and 
Trustworthy Development 
and Use of Artificial 
Intelligence,” October 30, 
2023.  

Outlined the USG’s policy and principles on the development and use of AI. The 
government aimed to promote responsible innovation, competition, and collaboration 
while prioritizing the safety, security, and privacy of citizens. The policy recognized the 
importance of protecting American citizens from potential harm from AI, ensuring 
compliance with consumer protection laws, and developing a framework for managing 
AI’s risks on an international scale while balancing its potential benefits and mitigating 
its risks. 

E.O. 13960, “Promoting the 
Use of Trustworthy Artificial 
Intelligence in the Federal 
Government,” December 3, 
2020. 

Outlined the USG’s policy on the use of AI in government operations and services. It 
recognized the benefits of AI and encouraged agencies to continue using it while 
establishing principles for its use. The principles included designing and using AI in a 
manner that is lawful, transparent, reliable, and respectful of the nation’s values. The 
E.O. identified nine areas of focus for AI standards, including trustworthiness standards 
that include accuracy, understandability, resiliency, safety, reliability, objectivity, and 
security. 

E.O. 13859, “Maintaining 
American Leadership in 
Artificial Intelligence,” 
February 11, 2019.  

Discussed the importance of the federal government’s role in maintaining the United 
States’ leadership position in AI by developing technical standards and related tools. 
Overall, the E.O. highlighted the importance of developing AI standards to ensure 
reliable, robust, and trustworthy AI technologies and promoting public trust and 
confidence in systems that use AI technologies. 

Office of Management and Budget: Existing Policy and Guidance 
In response to E.O. 13859, OMB released its draft “Guidance for Regulation of Artificial Intelligence 
Applications” for public comment in January 2020, and the guidance was later finalized in November 
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2020.10 In line with E.O. 13859, the OMB guidance noted that “Federal agencies must avoid regulatory 
or non-regulatory actions that needlessly hamper AI innovation and growth” (Vought, 2020b). While 
not authoritative (i.e., the OMB memo “sets out policy considerations that should guide, to the extent 
permitted by law, regulatory and non-regulatory approaches to AI applications developed and 
deployed outside of the Federal government”), the memo provided several additional considerations 
to guide AI regulation. Some key considerations are outlined in Table 4.3. 

Table 4.3 
Example Office of Management and Budget “Principles for the Stewardship of AI 
Applications” 

AI Application Principles Brief Description 

Public Trust in AI USG regulatory and nonregulatory approaches to AI should contribute to public trust in AI 
by promoting reliable, robust, and trustworthy AI applications. 

Public Participation USG regulations should involve public participation, which can improve agency 
accountability and regulatory outcomes, as well as increase public trust and confidence, 
especially in instances where AI uses information about individuals. 

Scientific Integrity and 
Information Quality 

USG regulatory and nonregulatory approaches to AI applications should leverage scientific 
and technical information and processes, and agencies should hold information to a high 
standard of quality and transparency. 

Risk Assessment and 
Management 

Regulatory and nonregulatory approaches to AI should be based on a consistent 
application of risk assessment and management across various agencies and technologies, 
using a risk-based approach to determine acceptable risks and those presenting the 
possibility of unacceptable harm, with transparency and reevaluation of assumptions and 
conclusions at appropriate intervals to foster accountability. 

Benefits and Costs Agencies should consider the societal costs and benefits, potential benefits and costs of 
employing AI, and risks and costs of not implementing the system when developing 
regulatory and nonregulatory approaches to AI. 

Fairness and  
Non-Discrimination 

Agencies should consider issues of fairness and non-discrimination and disclose 
information about AI applications in a format that is easy for the public to understand, to 
increase public trust and confidence in AI applications, while also being aware of the 
sufficiency of existing legal, policy, and regulatory environments. 

Interagency Coordination USG coordination is necessary for a coherent and whole-of-government approach to AI 
oversight. 

SOURCE: Features information from Vought, 2020. 
 

The finalized 2020 OMB guidance also included several “non-regulatory” approaches that the USG 
might explore toward achieving AI regulation. One such approach included the adoption of “voluntary 
consensus standards,” which are defined as “a type of standard developed or adopted by voluntary 
consensus standards bodies, through the use of a voluntary consensus standards development 

 
10 For the OMB draft for public comment, see OMB, 2020. For the final version, see Vought, 2020.  



 30 

process” (OMB Circular A-119, revised, 2016, p. 16).11 Although such standards are not enforceable, 
departments and agencies are encouraged to collaborate on informal regulations that could 

eventually become formalized.12 

One key challenge that could complicate a unified effort for regulating AI across the USG might result 
from the “workbook” nature of the guidance. As shown in Figure 4.2, the impetus for finding and 
connecting relevant, organizational specific AI regulations to existing U.S. laws has been delegated to 
individual federal departments and agencies, which could unintentionally create information silos, 
leading to continued delays in developing formalized USG AI regulations. 

Figure 4.2 
Guidance Template for Regulation of Artificial Intelligence Applications  

 

SOURCE: Reproduced from Vought, 2020, Appendix B: Template for Agency Plans. 

 
11 OMB A-119 consensus standards also seek  

to support efforts by the Federal government to ensure that: a. the benefits of regulations justify their 
costs, consistent with Executive Orders 12866, “Regulatory Planning and Review,” and 13563, “Improving 
Regulation and Regulatory Review,” and OMB Circular A-4, “Regulatory Analysis”; b. agencies modify, 
streamline, expand, or repeal regulations that could be outmoded, ineffective, insufficient, or excessively 
burdensome through the retrospective review process, consistent with Executive Orders 13563 and 
13610, “Identifying and Reducing Regulatory Burdens”; c. agencies work with their regulatory 
counterparts in other countries to address common health, safety, labor, security, or environmental issues, 
as well as unnecessary differences between the regulatory approaches of U.S. agencies and those of their 
foreign counterparts that may impair economic growth, innovation, competitiveness, and job creation, 
consistent with Executive Order 13609, “Promoting International Regulatory Cooperation”; and d. 
agencies consider the cumulative effects, including the cumulative burdens, of regulation, consistent with 
Executive Order 13610. (OMB Circular A-119, 2016, p. 15) 

12 For example, OMB-A-119 (2016, p. 16) notes that consensus bodies “often have intellectual property rights (IPR) 
policies that include provisions requiring that owners of relevant patented technology incorporated into a standard 
make that intellectual property available to implementers of the standard on non-discriminatory and royalty-free or 
reasonable royalty terms (and to bind subsequent owners of standards essential patents to the same terms).”  
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In response to E.O. 14110, OMB released in 2023 new draft implementation guidance for public 

comment (similar to OMB’s initial response to E.O. 13859 in 2019).13 In November 2023, OMB 
circulated a draft proposal on “Advancing Governance, Innovation, and Risk Management for Agency 
Use of Artificial Intelligence” for USG department, agency, and public comment (Young, 2023). This 
draft benefited from other informal USG AI frameworks released between October 2022 (OSTP’s 
Blueprint for an AI Bill of Rights) and January 2023 (NIST’s Artificial Intelligence Risk Management 
Framework [AI RMF 1.0]). 

This draft guidance (outlined in Table 4.4) focused on addressing risks related to AI use, governance, 
and innovation challenges across departments and agencies. The proposed language noted that the 
head “of each covered agency” would be “responsible for pursuing AI innovation and ensuring that 
their agency complies with AI requirements in relevant law and policy” and that each USG agency 
would “designate a Chief AI Officer” (per E.O. 14110) to oversee AI risk management responsibilities 
and to enforce (cease) AI use that is noncompliant with chief AI officer practices by August 1, 2024 

(Young, 2023).14 Agencies were also required to review each use of AI to determine whether it 
matched the definition of safety-impacting or rights-impacting, and the categories in the subsection 
identify only a subset of specific purposes for which AI is presumed to be safety-impacting or rights-
impacting by developing and implementing organization-specific AI enterprise strategies (Young, 

2023).15 

In addition to the designation of agency chief AI officers to monitor AI compliance, the draft proposal 
recommended that departments and agencies align enterprise strategies with federal procurement 
guidelines. First, the memo suggested that agencies should “ensure that procured AI . . . is consistent 
with the Constitution, and complies with all other applicable laws, regulations, and policies, including 
those addressing privacy, confidentiality, copyright, human and civil rights, and civil liberties” (Young, 
2023, p. 23). Second, the draft proposal recommended that agencies should “take steps to ensure 
transparency and adequate performance for procured AI” (e.g., “obtaining adequate documentation of 
procured AI” and regularly evaluating AI performance claims made by federal contractors). And third, 
the draft proposal suggested that agencies should “consider contracting provisions that protect 
Federal information used by vendors in the development and operation of AI products and services for 
the Federal Government so that such data [are] protected from unauthorized disclosure and use and 
cannot be subsequently used to train or improve the functionality of commercial AI offerings offered 
by the vendor without express permission from the agency” (Young, 2023, p. 23). 

 
13 Public comments on the draft 2023 guidance have yet to be resolved at the time of writing (early 2024). See the 
White House, 2023b.  
14 The proposal notes that “Because AI is deeply interconnected with other technical and policy areas including data, 
information technology (IT), security, privacy, civil rights and civil liberties, customer experience, and workforce 
management, CAIOs [chief AI officers] must work in close coordination with existing responsible officials and 
organizations within their agencies” (Young, 2023). 
15 The draft language notes that “each agency identified in the Chief Financial Officer (CFO) Act is required to develop 
an enterprise AI strategy.” For a list of covered organizations, see Public Law 101-576, Chief Financial Officers Act of 
1990, 1990. 
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Table 4.4 
Draft Office of Management and Budget Artificial Intelligence “Pillars”  

Pillar Description 

Strengthening AI 
Governance 

• Designate chief AI officers, who would have the responsibility to advise agency leadership on 
AI, coordinate and track the agency’s AI activities, advance the use of AI in the agency’s mission, 
and oversee the management of AI risks. 

• Establish internal mechanisms for coordinating the efforts of the many existing officials 
responsible for issues related to AI. As part of this, large agencies would be required to 
establish AI governance boards, chaired by the deputy secretary or equivalent and vice-chaired 
by the chief AI officer. 

• Expand reporting on the ways agencies use AI, including providing additional detail on AI 
systems’ risks and how the agency is managing those risks. 

• Publish plans for the agency’s compliance with the guidance. 

Advancing 
Responsible AI 
Innovation 

• Develop an agency AI strategy, covering areas for future investment as well as plans to improve 
the agency’s enterprise AI infrastructure, its AI workforce, its capacity to successfully develop 
and use AI, and its ability to govern AI and manage its risks. 

• Remove unnecessary barriers to the responsible use of AI, including those related to insufficient 
information technology infrastructure, inadequate data and sharing of data, gaps in the 
agency’s AI workforce and workforce practices, and cybersecurity approval processes that are 
poorly suited to AI systems. 

• Explore the use of generative AI in the agency, with adequate safeguards and oversight 
mechanisms. 

Managing Risks 
from the Use of AI 

• Mandate the implementation of specific safeguards for uses of AI that impact the rights and 
safety of the public (e.g., conducting AI impact assessments and independent evaluations, 
testing the AI in a real-world context, identifying and mitigating factors contributing to 
algorithmic discrimination and disparate impacts, monitoring deployed AI).  

• Define uses of AI that are presumed to impact rights and safety. 
• Provide recommendations for managing risk in federal procurement of AI. 

SOURCE: Features information from Young, 2023. 
 

One potential limitation of the proposed memorandum concerns covered entities: While the policy 
would apply to all USG “covered” departments agencies defined in 44 U.S.C. § 3502(1) and DHS chief 
financial officer agencies defined per 31 U.S.C. § 901(b), such regulations might not extend to the 
private sector, nor contain enforceable actions that would mitigate adversarial use of AI.16 

National Institute of Standards and Technology: Existing Policy and 
Guidance 
NIST is responsible for “developing standards and guidelines, including minimum requirements, and 
for providing adequate information security for all agency operations and assets” (Bowen, Hash, and 
Wilson, 2006). NIST released guidance in 2019 for Federal Engagement in Developing Technical 

 
16 The memo also would not apply to “elements of the Intelligence Community, as defined in 50 U.S.C. § 3003” (Young, 
2023, p. 3). 
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Standards and Related Tools in response to E.O. 13859, which prioritized achievement of “technical 
standards [that] minimize vulnerability to attacks from malicious actors and reflect Federal priorities 
for innovation, public trust, and public confidence in systems that use AI technologies” across USG 

organizations.17 The 2019 NIST plan outlined four recommendations to achieve E.O. 13859 outcomes: 

1. “Bolster AI standards-related knowledge, leadership, and coordination among Federal 
agencies to maximize effectiveness and efficiency” 

2. “Promote focused research to advance and accelerate broader exploration and understanding 
of how aspects of trustworthiness can be practically incorporated within standards and 
standards-related tools” 

3. “Support and expand public-private partnerships to develop and use AI standards and related 
tools to advance reliable, robust, and trustworthy AI” 

4. “Strategically engage with international parties to advance AI standards for U.S. economic and 
national security needs.” 

U.S. departments and agencies have been actively working to incorporate such factors since 2019. 
Table 4.5 highlights some initial actions and activities across USG departments and agencies—or 
“notable steps by agencies,” as NIST’s “AI Standards: Federal Engagement” webpage puts it (NIST, 
2022b). 

Table 4.5 
National Institute of Standards and Technology “Notable Steps by Agencies”  

Organization Actions and Activities 

National 
Institute of 
Science and 
Technology 

• “Established the role of Federal AI Standards Coordinator with responsibility to gather and share 
AI standards-related needs, strategics, roadmaps, terminology, use cases, and best practices in 
support of reliable, robust, and trustworthy AI in government operations.” 

• “Created the AI Standards Coordination Working Group (AISCWG) to facilitate agency activities 
related to development and use of AI standards.” 

National Science 
Foundation 

• “[S]upporting several grant programs related to AI trustworthiness. Among them is the National 
AI Research Institutes program, which includes a growing number of partnerships with federal 
agencies and private companies.” 

U.S. Department 
of State 

• Developed “A Plan to Establish Exchanges and Partnerships between the United States and Its 
Allies to Create Standards for Artificial Intelligence Technologies.” 

• “[C]hampioned development of the first international principles for the responsible use of AI at 
the Organisation for Economic Co-operation and Development (OECD). Also, the US became a 
founding member of the Global Partnership on AI (GPAI).” 

SOURCE: Features information from NIST, 2022b. 
NOTE: The AISCWG is subordinate to the Interagency Committee on Standards Policy (ICSP) at NIST and is “responsible 
for promoting effective and consistent federal policies leveraging AI standards cited in the AI Standards Plan” and is 
charged with “aligning its activities with the Federal AI Standards Coordinator” (NIST, 2022b). 
 

 
17 E.O. 13859 specifically directed the “Secretary of Commerce, through the National Institute of Standards and 
Technology (NIST),” to issue “a plan for Federal engagement in the development of technical standards and related 
tools in support of reliable, robust, and trustworthy systems that use AI technologies” (NIST, 2019, p. 3).  



 34 

NIST’s AI standards practices were formalized in the 2021 National Defense Authorization Act (NDAA), 
which “authorized NIST to carry out a wide range of AI standards-related functions” (Public Law 116-
283, 2021). Since 2021, NIST has “expanded and made noteworthy progress in carrying out research 
that specifically addresses standards-oriented research recommendations in the AI Standards Plan” 
(NIST, 2022b). NIST’s “AI Standards: Federal Engagement” webpage notes that  

Multiple agencies are reviewing options to position the Federal Government to 
gain access to new employees and to develop current employees to meet rapidly 
growing AI-capable workforce needs. That includes aiming to develop and provide 
a clear career development and promotion path that values and encourages 
participation in and expertise in AI standards and standards development. (NIST, 
2022b) 

Since 2021, NIST has been actively working to shape AI regulations by providing a series of guidance 
documents for USG department and agency reference. On January 26, 2023, NIST released the first 
cross-USG Artificial Intelligence Risk Management Framework (AI RMF 1.0) (NIST, 2023), along with a 

companion AI RMF Playbook, an explanatory video, an AI RMF Roadmap, and an “AI RMF Crosswalk.”18 
The framework notes, however, that it is “intended to be flexible and to augment existing risk practices 
which should align with applicable laws, regulations, and norms,” deferring such connections to 
departments and agencies (NIST, 2023, p. 7; emphasis added). On March 30, 2023, NIST also created 
the Trustworthy and Responsible AI Resource Center, to “facilitate implementation of, and 
international alignment with, the AI RMF” (NIST, undated-a). 

Collectively, OMB and NIST have released informal guidance documents for USG departments and 
agencies to reference when attempting to develop AI regulations. While the OMB guidance focuses on 
addressing risks related to AI use, governance, and innovation challenges, the NIST’s AI Standards plan 
explores how the further development of AI standards could improve AI governance and how federal 
agencies should be involved in this process. However, these guidance documents only pertain to 
government AI use; proliferation of AI platforms, systems, and uses in the private sector largely remain 
unenforced, which could allow adversaries to exploit unique system vulnerabilities.  

Existing U.S. Law Relevant to Artificial Intelligence 
Although AI remains underregulated in the United States (with regulation of AI primarily limited to the 
health care sector), several pieces of legislation have been enacted that begin to consider AI use 
across various sectors. Table 4.6 provides an overview of the primary public laws that govern AI as of 
January 2024. These public laws generally focus on AI research, education, training, and other 
initiatives intended to advance the U.S. government’s understanding of AI; none of them attempt to 
regulate AI development or safety, and this lack could expose AI platforms to external threats. Many AI 
tools represent dual-use technologies and information; for example, an AI algorithm designed to 
discover breakthroughs in combating systemic disease might be used to reverse-engineer bioweapons 
that could thwart U.S. medical countermeasures. 

 
18 For more, see NIST, undated-a.  
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Table 4.6 
Enacted Legislation Relevant to Artificial Intelligence (as of January 2024) 

Document AI Relevancy 

Public Law 117-328, Consolidated 
Appropriations Act of 2023, 
December 29, 2022. 

Section 1432 requires the U.S. Department of Health and Human Services (HHS) to 
conduct or support research on the health and developmental effects of media 
and related technology use, such as social media, websites, AI, and other content, 
on infants, children, and adolescents. 

Public Law 117-263, James M. Inhofe 
National Defense Authorization Act 
for Fiscal Year 2023, December 23, 
2022. 

A provision requires the Office of the Director of National Intelligence (ODNI) to 
establish and periodically review policies and procedures related to using AI to 
increase the adoption of AI capabilities within the intelligence community. 

Public Law 117-207, AI Training Act, 
October 17, 2022. 

This act requires OMB to establish or otherwise provide an AI training program for 
the acquisition workforce of executive agencies (e.g., those responsible for 
program management or logistics), with exceptions. The purpose of the program 
is to ensure that the workforce has knowledge of the capabilities and risks 
associated with AI. OMB must (1) update the program at least every two years, and 
(2) ensure there is a way to understand and measure the participation of the 
workforce and to receive and consider feedback from program participants. 

Public Law 117-173, An Act to Include 
Certain Computer-Related Projects in 
the Federal Permitting Program 
Under Title XLI of the FAST Act, and 
for Other Purposes, August 16, 2022. 

This act expands the expedited environmental review and permitting process for 
infrastructure projects under the Fixing America’s Surface Transportation (FAST) 
Act to include certain computer-related infrastructure projects. It specifically 
provides for the expedited review of infrastructure projects related to 
semiconductors, AI and ML, high-performance computing and advanced 
computer hardware and software, quantum information science and technology, 
data storage and management, and cybersecurity. 

Public Law 117-167, Chips and Science 
Act, August 9, 2022. 

This provision requires the U.S. Department of Energy (DOE) to establish an 
initiative focused on the development of engineered ecosystems through the 
application of AI, novel sensing capabilities, and other emerging technologies 
within the Biological and Environmental Research program. DOE is also directed to 
support a program of fundamental research and development of energy-efficient 
computing and data center technologies relevant to advanced computing 
applications, including high-performance computing, AI, and ML. Additionally, 
NIST shall carry out research and testing to improve the effectiveness of AI-
enabled cybersecurity. 

Public Law 116-283, William M. (Mac) 
Thornberry National Defense 
Authorization Act for Fiscal Year 2021, 
January 1, 2021. 

Section 5101 of this law establishes the National Artificial Intelligence Initiative to 
“(1) ensure continued U.S. leadership in AI research and development, (2) lead the 
world in the development and use of trustworthy AI systems in the public and 
private sectors, (3) prepare the present and future United States workforce for the 
integration of AI systems across all sectors of the economy and society, and (4) 
coordinate ongoing AI research, development, and demonstration activities 
among the civilian agencies, DoD, and the Intelligence Community to ensure that 
each informs the work of the others.” 

Public Law 116-260, Consolidated 
Appropriations Act of 2021, 
December 27, 2020. 

Establishes provisions related to homeland security and governmental affairs, 
including requirements regarding AI, synthetic opioid exposure, and countering 
unmanned aircraft systems. The Homeland Security and Governmental Affairs 
Provision (Division U) in the law creates the AI Center of Excellence to facilitate 
and coordinate federal government adoption of AI technologies. 
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Document AI Relevancy 

Public Law 115-232, John S. McCain 
National Defense Authorization Act 
for Fiscal Year 2019, August 13, 2018. 

Section 238 requires DoD to establish a set of activities to coordinate efforts to 
develop, mature, and transition AI technologies into operational use. Section 1051 
of the bill establishes an independent commission to review advances in AI, 
related ML developments, and associated technologies. 

Public Law 112-239, National Defense 
Authorization Act for Fiscal Year 2013, 
January 2, 2013. 

Section 253 expresses the sense of Congress that the Secretary of Defense should 
develop a plan to increase the use of emerging technologies in autonomous 
systems, the commercial gaming sector, and AI for training exercises for members 
of the Armed Forces. 

NOTE: One of the earliest attempts to regulate machine/computer automation was in 1983, when Congress passed 
Public Law 98-94, the Department of Defense Authorization Act of 1984, which prohibited “the use of funds by the 
Defense agencies for fifth-generation artificial intelligence computers until the Secretary reports a comprehensive plan 
to Congress.”  
 
The lack of existing USG AI regulations is well covered in the literature we examined. Speaking to the 
challenges of regulating AI, one report notes that “only few regulatory models of AI exist that support 
the strategic attempts by governments to find a balance between the support of unhindered 
progression and regulatory control” (Wirtz, Weyerer, and Sturm, 2020, p. 819). Another researcher has 
noted that “no adequate guidance exists to prevent the adversarial use of biological data and 
algorithmic models to produce pathogens of concern or produce a biosecurity consequence by 
exploiting vulnerabilities in the cyber-biosecurity infrastructure” (Pauwels, 2023, p. 182). Others have 
echoed such concerns, noting that “there are little to no regulations on the bioeconomy and similarly 
AI/ML. From the lack of regulation, corporations, developers, and others are essentially free to do 
anything they want without fear of serious repercussions,” which has direct relevance for 
understanding the availability of tools to mitigate adversarial misuse of AI (Nguyen, 2022, p. 32).  

Ongoing Artificial Intelligence Regulations in the U.S. Health Sector 
The use of AI or ML in heavily regulated areas, such as medical products and applications, might 
require prior regulatory approvals, but existing regulatory systems might not have the necessary 
capacity to evaluate all the actual and potential uses of AI in their regulatory domains, allowing AI 
applications to operate on the edges of existing regulatory perimeters or escape them entirely. 

The literature we reviewed notes that the existing regulations regarding liability in cases in which AI-
based decisionmaking tools cause harm in health care are unclear, making it challenging to assign 
blame to individuals. The lack of transparency in algorithms used in AI-based medical devices makes it 
challenging to establish accountability or legal responsibility, especially in the case of adaptive 
algorithms that respond to changing environments. While regulators have tended to approve AI-based 
medical devices that use locked algorithms, the use of adaptive AI can obscure decisionmaking 
processes and hinder validation efforts, highlighting the importance of transparency (Zakaria et al., 
2023, p. 52).  

Perry and Uuk (2019) divide AI governance into three subcomponents to better understand AI use in 
the health sector. These subcomponents are (1) the “technical environment, which considers how 
technological advancements are influenced by various factors and how they, in turn, affect 
capabilities;” (2) “ideal governance, which focuses on the best possible actions if full cooperation were 
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achievable;” and (3) “AI politics, which explores the influence of AI on domestic and international 

political systems, political economy, and international relations.”19 Furthermore, “AI systems, given 
their capability for self-learning and autonomy, pose questions regarding responsibility, transparency, 
and decision-making that are distinct from those posed by traditional software” (Khanna and 
Srivastava, 2021, p. 131). 

In addition, some researchers have expressed concerns about the lack of clarity regarding the lines of 
responsibility when AI agents guide clinical care. There are questions about who should be held 
responsible for errors that are due to the use of AI software or AI-augmented devices in the clinical 
context. The regulatory complexity is compounded by the “lack of explainability” in some algorithms 
and the lower effectiveness of treatment strategies in routine clinical practice. Therefore, there is a 
need for appropriate legal guidance to address the issue of responsibility when safety and quality 
problems arise from the use of AI medical software, as current medical malpractice or negligence laws 
might not be appropriate for the context of autonomous or semiautonomous medical software (Reddy 
et al., 2020). Reddy et al. (2020) have noted that governmental bodies and regulatory authorities play 
an important role in the approval stage of AI in health care delivery. Therefore, in this section we 
briefly highlight ongoing efforts to regulate AI use at the Food and Drug Administration (FDA) and 
HHS. 

Food and Drug Administration 
The FDA proposed and recently developed a regulatory framework that “would classify AI/ML as 
‘Software as a Medical Device’” (Nguyen, 2022, p. 35). This would allow for precertification by 
developers who demonstrate “organizational excellence” and should expedite the approval process 
for medical devices; the program would be voluntary, at least initially, and would provide an 
“exemption from premarket review for lower-risk SaMD [Software as a Medical Device] products or 
faster review for higher-risk SaMD products” (Nguyen, 2022, p. 277, quoting Jianxing et al., 2019). 
Several AI-based SaMD products have since been approved for use in health care delivery through the 
SaMD risk categorization and premarket approval process.20 

Collecting potentially sensitive patient information without informed consent raises several concerns, 
and there are also concerns about the safety and effectiveness of AI medical software that might not 
align with current models of care delivery (Reddy et al., 2020). Furthermore, regulatory standards to 
assess AI algorithmic safety and impact have yet to be established in many countries. The FDA process 
for reviewing SaMD could be adopted by regulatory agencies worldwide, and international bodies such 
as the World Health Organization can provide guidance and support to countries that lack established 
regulatory processes for SaMD evaluation and monitoring (Reddy et al., 2020). Nguyen (2022) 
additionally notes that “due to ML being an algorithm and not a medical device, ML is out of the scope 
for FDA regulation” (p. 35). Nguyen (2022) continues, “Currently, there is little to no regulatory 
oversight of artificial intelligence by the Food and Drug Administration,” which presents issues because 

 
19 Khanna and Srivastava, 2021, pp. 130–131, paraphrasing Perry and Uuk, 2019. 
20 Furthermore, “Algorithms that are unexplainable in their decision making, change continuously with use, and 
autoupdate, perhaps with features that go beyond the initial approved clinical trials, may require special policies and 
guidelines” (Reddy et al., 2020, p. 495). 
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“AI has been utilized widespread throughout healthcare and multiple artificially intelligent systems use 
machine learning.”21  

Khanna and Srivastava (2021, p. 131) note that “[w]hile governments play a central role in guiding the 
trajectory of AI, the foundation of the technology lies with researchers, developers, and the industry.” 
Therefore, by “collaborating closely with each other, they set the technical parameters, exploring 
what’s feasible and what’s not, and laying the groundwork for the technology’s practical applications” 
(Khanna and Srivastava, 2021, p. 131).  

U.S. Department of Health and Human Services 

HHS plans to issue a “final rule” by the end of 2024 that will require greater transparency about the 
use of AI in clinical settings by clinicians who use HHS-certified decision support software (Leonard, 

2023).22 The rule aims to help providers choose safer AI that avoids bias by requiring software 
developers to provide more data to customers, disclose information on how the software works and 
was developed, and inform customers about how representative the AI’s training data are, how the 
developers attempted to mitigate bias, and how often they update algorithms, among other things. 
Although the regulations do not intend to approve or guarantee the quality of algorithms, they allow 
users to make their own judgments and are not tied to the level of risk posed by algorithms, as some 
stakeholders had recommended. The final rule aims to fill a void in regulation and enhance 
transparency, empowering clinicians to make informed decisions about the use of AI in clinical settings 

(Leonard, 2023).23 

The efforts by the FDA and HHS to regulate AI in the health care sector highlight the challenges 
associated with regulating the use of AI in general, including the lack of transparency in algorithms 
and the difficulty of assigning responsibility when errors occur. These challenges are also present in 
the context of national security and defense, where the U.S. Department of Defense (DoD) and 
Intelligence Community are grappling with similar issues related to the use of AI.  

Department of Defense and Intelligence Community Artificial 
Intelligence Policy Developments 
The 2021 National Security Commission on Artificial Intelligence (NSCAI) report noted: 

There is an emerging consensus on principles for using AI responsibly in the 
defense and intelligence communities. If an AI-powered machine does not work as 
designed with predictability and guided by clear principles, then operators will not 

 
21 Nguyen (2022) continues further, “Specifically, with machine learning there is the imminent concern about black 
box algorithms. The phenomenon of black box algorithms occurs when there is not a perceivable way to understand 
how an algorithm reached a ‘noninterpretable’ outcome. . . . Similarly, the biased results stemming from AI/ML usage is 
also a problem. Machine learning is just an algorithm; therefore, it cannot be expected to distinguish between good 
data (non-biased, complete data) and bad data (biased, incomplete data)” (pp. 276–277).  
22 For more, see U.S. Department of Health and Human Services, 2023.  
23 For more, see U.S. Department of Health and Human Services, 2023. For more on emerging AI health regulations, 
see Özdemir, 2020. 
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use it, organizations will not embrace it, and the American people will not support 
it. (Schmidt et al., 2021, p. 24) 

DoD is actively engaged in developing AI policy and regulations across a variety of departments, 

components, and warfighting functions.24 In June 2022, DoD released its “Responsible Artificial 
Intelligence Strategy and Implementation Pathway” (RAI), which directs covered DoD departments and 

agencies to adhere to five DoD AI Ethical Principles.25 The five principles—responsible, equitable, 
traceable, reliable, and governable—are intended to garner stakeholder buy-in by generating trust (of 
AI systems) throughout the DoD community (Department of Defense Responsible AI Working Council, 
2022, p. 4; see Figure 4.3). 

Figure 4.3 
U.S. Department of Defense Desired End State for Its Responsible Artificial Intelligence 
Strategy and Implementation Pathway 

 

SOURCE: Reproduced from Department of Defense Responsible AI Working Council, 2022. 

 
24 A 2023 RAND report notes that  

significant public investment was made largely in the United States via DARPA, which spurred many of the 
early developments in ML symbolic systems; however, it was taken away in 1969 through the Mansfield 
Amendment, as promises of AI were perceived by the public and politicians as not coming to fruition, 
initiating a period of decreased research and investment in AI across the United States and United 
Kingdom.” (Zakaria, 2023, p. 34)  

25 These principles were first outlined in DoD, 2020.  
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DoD Directive 3000.09, Autonomy in Weapon Systems, issued in January 2023, (1) “Establishes policy 
and assigns responsibilities for developing and using autonomous and semi-autonomous functions in 

weapon systems, including armed platforms that are remotely operated or operated by onboard 
personnel,” (2) “Establishes guidelines designed to minimize the probability and consequences of 
failures in autonomous and semi-autonomous weapon systems that could lead to unintended 

engagements,” and (3) “Establishes the Autonomous Weapon Systems Working Group.”26 Additionally, 

this directive mandates that “the design, development, deployment, and use of AI capabilities in 

autonomous and semi-autonomous weapon systems will be consistent with the DoD AI Ethical 

Principles and the DoD Responsible Artificial Intelligence Strategy and Implementation Pathway.”27 

The U.S. Intelligence Community has adopted a similar approach to establishing AI use across its 17 
constituent organizations. The Office for the Director of National Intelligence (ODNI) released its 
“Principles of Artificial Intelligence Ethics” in 2021, which are intended to “assist with the 

implementation of these Principles, the IC [Intelligence Community] has also created an AI Ethics 
Framework to guide personnel who are determining whether and how to procure, design, build, use, 
protect, consume, and manage AI and other advanced analytics” (Office of the Director of National 
Intelligence, undated). Similar to the “workbook” style appendix that appears within the 2023 OMB 

draft memo, the AI Ethics Framework also delegates potential regulatory responsibilities to individual 

agencies to determine.28 

 
26 The 2021 NSCAI report notes that “DoD has established a cross-department legal group, the DoD Law of War 
Working Group, to ‘develop and coordinate law of war initiatives and issues, such as analysis regarding the legality of 
new means or methods of warfare under consideration by DoD components’” (Schmidt et al., 2021, quoting 
Department of Defense Directive 2311.01, 2020). The NSCAI report also notes that DoDD 3000.09 “provides 
important definitions and baseline requirements for such systems and must be reviewed annually as technology 
evolves” (Schmidt et al., 2021, p. 93).  
27 The 2021 NSCAI report notes that, “DoD has comprehensive processes for ensuring that the use of any weapon it 
fields is compliant with IHL [International Humanitarian Law] and has a demonstrated commitment to operating within 
IHL, minimizing civilian casualties, and learning from its mistakes” (Schmidt et al., 2021, p. 94). Also see Department of 
Defense Directive 3000.09, 2023, p. 5. 
28 Questions about potential legal obligations include the following:  

1. What authorities, agreements, or contracts govern the collection or acquisition of all sources of the data 
related to the model (training, testing, and operational data)? Who can clarify limitations from the 
agreements or contracts?  

2. What legal or policy restrictions exist on the use of data under this authority, agreement, or contract? (For 
example, data subject to the Privacy Act should be used for a purpose that is compatible with that for which 
the data was collected.)  

3. How must data be stored, shared, retrieved, accessed, used, retained, disseminated, and dispositioned under 
the authority/agreement/contract, as well as relevant constitutional, statutory, and regulatory provisions?  

4. What authorities or agreements apply to the AI itself, including the use, modification, storage, retrieval, 
access, retention, and disposition of the AI? Are there any proposed downstream applications of the AI that 
are legally restricted from using the underlying data?  

5. Does combining data with other inputs from the AI create new legal, records management, or classification 
risks relating to how the information is maintained and protected?  

See Office of the Director of National Intelligence, undated. 
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While DoD and the Intelligence Community have taken significant steps toward establishing policies 
and guidelines for responsible AI use, there are still general challenges in regulating AI in the United 

States. These challenges include the lack of a comprehensive federal AI regulatory framework, 
potential biases in AI systems, and the difficulty of assessing the risks and benefits of AI. We will 
explore these challenges in more detail in the following sections. 

Other U.S. Government Organizations with Responsibilities 
Related to Artificial Intelligence 

2020 National Artificial Intelligence Initiative/National Artificial 
Intelligence Initiative Office  
The 2020 National Artificial Intelligence Initiative Act (NAIIA) outlines numerous USG organizations 

responsible for addressing complex AI challenges.29 The purpose of this act was to establish and 
implement the National Artificial Intelligence Initiative (and Office), with the aim of ensuring continued 
U.S. leadership in AI research and development, leading the world in the development and use of 
trustworthy AI systems, preparing the workforce for the integration of AI systems across all sectors, and 
coordinating ongoing AI research, development, and demonstration activities among civilian agencies, 
DoD, and the Intelligence Community (NAIIA, Section 5101).  

Section 5102 of the NAIIA designated several responsibilities to a newly developed National Artificial 
Intelligence Initiative Office, which included 

1. providing “technical and administrative support to the Interagency Committee and the 
Advisory Committee” 

2. serving as “the point of contact on Federal artificial intelligence activities for Federal 
departments and agencies, industry, academia, nonprofit organizations, professional societies, 
State governments, and such other persons as the Initiative Office considers appropriate to 
exchange technical and programmatic information” 

3. conducting “regular public outreach to diverse stakeholders, including civil rights and disability 
rights organizations”  

4. promoting “access to the technologies, innovations, best practices, and expertise derived from 
Initiative activities to agency missions and systems across the Federal Government.”  

Section 5103 of the NAIIA directed OSTP to “establish or designate an Interagency Committee to 
coordinate Federal programs and activities in support of the Initiative,” co-chaired by OSTP and 
“representative[s] from the Department of Commerce, the National Science Foundation, or the 
Department of Energy,” as selected by OSTP. The NAIIA also delegated several responsibilities to the 
Interagency Committee, including (and as relevant to regulating AI) “support research and other 
activities on ethical, legal, environmental, safety, security, bias, and other appropriate societal issues 

 
29 The NAIIA was included as Division E of Public Law 116-283, 2021. 
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related to artificial intelligence.”30 Additional organizations and associated AI responsibilities are 
included in Table 4.7.  

Table 4.7 
Organizations and Artificial Intelligence Responsibilities Stipulated in the 2020 National 
Artificial Intelligence Initiative Act 

Organization Responsibility 

National Artificial 
Intelligence 
Advisory 
Committee 

• Explore whether “whether ethical, legal, safety, security, and other appropriate societal issues are 
adequately addressed by the Initiative.” 

• Explore opportunities for international cooperation with strategic allies on AI research activities, 
standards development, and the compatibility of international regulations. 

• Understand “accountability and legal rights, including matters relating to oversight of artificial 
intelligence systems using regulatory and nonregulatory approaches, the responsibility for any 
violations of existing laws by an artificial intelligence system, and ways to balance advancing innovation 
while protecting individual rights.” 

Subcommittee on 
Artificial 
Intelligence and 
Law Enforcement 

• Advisory Committee shall “establish a subcommittee on matters relating to the development of 
artificial intelligence relating to law enforcement matters.” 

• The subcommittee shall provide advice to the President on matters relating to the development of AI 
relating to law enforcement, including advice . . . [related to] “[l]egal standards, including those 
designed to ensure the use of artificial intelligence systems are consistent with the privacy rights, civil 
rights and civil liberties, and disability rights issues raised by the use of these technologies.” 

National Artificial 
Intelligence 
Research Institutes 

• Director of the National Science Foundation shall “establish a program to award financial assistance for 
the planning, establishment, and support of a network of Institutes” that might focus on “a particular 
economic or social sector, including health, education, manufacturing, agriculture, security, energy, and 
environment, and includes a component that addresses the ethical, societal, safety, and security 
implications relevant to the application of artificial intelligence in that sector.” 

National Institute 
of Standards and 
Technology 

• “[A]dvance collaborative frameworks, standards, guidelines, and associated methods and techniques 
for artificial intelligence.” 

• “[S]upport the development of a risk-mitigation framework for deploying artificial intelligence systems.” 
• “[S]upport the development of technical standards and guidelines that promote trustworthy artificial 

intelligence systems.” 
• “[S]upport the development of technical standards and guidelines by which to test for bias in artificial 

intelligence training data and applications.” 

 
30 Other responsibilities are as follows:  

(1) provide for interagency coordination of Federal artificial intelligence research, development, and 
demonstration activities and education and workforce training activities and programs of Federal 
departments and agencies undertaken pursuant to the Initiative; (2) not later than 2 years after the date 
of the enactment of this Act, develop a strategic plan for artificial intelligence (to be updated not less than 
every 3 years) that establishes goals, priorities, and metrics for guiding and evaluating how the agencies 
carrying out the Initiative will—(A) determine and prioritize areas of artificial intelligence research, 
development, and demonstration requiring Federal Government leadership and investment; (B) support 
long-term funding for interdisciplinary artificial intelligence research, development, demonstration, and 
education; (C) support research and other activities on ethical, legal, environmental, safety, security, bias, 
and other appropriate societal issues related to artificial intelligence; (D) provide or facilitate the 
availability of curated, standardized, secure, representative, aggregate, and privacy-protected data sets for 
artificial intelligence research and development. (Public Law 116-283, Section 5103) 
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Organization Responsibility 

General Services 
Administration  

• Created an “AI Center of Excellence” within the U.S. General Services Administration to “assist agencies 
in applying Federal policies regarding the management and use of data in applications of artificial 
intelligence,” and “consulting with agencies, including the Department of Defense, the Department of 
Commerce, the Department of Energy, the Department of Homeland Security, the Office of 
Management and Budget, the Office of the Director of National Intelligence, and the National Science 
Foundation, that operate programs, create standards and guidelines, or otherwise fund internal 
projects or coordinate between the public and private sectors relating to artificial intelligence.” The AI 
Center of Excellence was later added through Public Law 116-260, Consolidated Appropriations Act. 

SOURCES: Features information from the NAIIA (Division E of Public Law 116-283, 2021), Section(s) 5104, 5201, and 5301, and 
Public Law 116-260. 
NOTE: The NAIIA notes several other organization with AI responsibilities, although likely are not relevant to develop AI 
regulations or standards (e.g., National Science Foundation Artificial Intelligence activities, which are focused on funding 
research and education activities in “artificial intelligence systems and related fields,” and DOE, which is to carry out a “cross-
cutting research and development program to advance artificial intelligence tools, systems, capabilities, and workforce needs 
and to improve the reliability of artificial intelligence methods and solutions relevant to the mission of the Department”). 

Regulation of Artificial Intelligence in the Private Sector  
Private-sector advancements in AI have outpaced USG regulatory approaches. Scherer (2016, p. 376) 
has suggested that the government should consider mechanisms to encourage or require AI 
developers to incorporate safety features into their systems (e.g., incentives) while continuing to 
explore other international private sector AI regulations. For example, a group of researchers from 
Microsoft, the European Commission, and Singapore have offered unique factors for regulating AI in 
the private sector, including data discovery and management, which has culminated in an informal 
framework that offers guidance on fostering robust AI private-sector regulations (Papagiannidis et al., 
2021; Microsoft, 2020). Taeihagh (2021, p. 143) notes that such private-sector companies (e.g., 
Google, Microsoft, Apple) have a significant advantage over governments in regulating AI due to 
“possess[ing] huge informational and resource advantages over governments in regulating AI, which 
significantly supersedes governments’ traditional role in distributing and controlling resources in 
society.” Such resources have pushed the private sector to “[adopt] self-regulatory or ‘soft law’ 
approaches to govern AI design,” although “they remain limited in their effectiveness” (Taeihagh, 
2021, p. 145).31 

Additional research by Papagiannidis et al. (2023) suggests that “AI governance [in the private sector]  
. . . is not seen as a process but as a set of important aspects that need to be considered when 
designing and deploying practices and mechanisms, in order to ensure that the main challenges are 
overcome successfully and that AI applications are operating as planned.” Papagiannidis et al. (2021) 
cite one relevant private-sector practice to avoid potential regulatory issues: 

Another structural practice that was important was how to deal with sensitive data 
and law regulations. The firm’s approach was simple but efficient. The developer 
team built their applications using limited (or not at all) sensitive data in order to 
be complied with all regulations and there are two main reasons behind that 

 
31 Also see Wirtz, Weyerer, and Sturm, 2020.  
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decision. Firstly, most of the models did not need sensitive data and secondly their 
technical approach was implemented in a way to avoid the need for personal data; 
thus, the firm did not have to worry about future regulation changes. 

Concerns about allowing the private sector to promulgate its own AI standards were further explored 
by Schiff et al. in 2020, who noted that the private sector could struggle to connect ethical and 
responsible AI use policies to existing law because policies are sometimes written at an abstract level 
without specific plans for operationalization or a clear target audience.32 

Regulation of Artificial Intelligence in Academic Communities 
A technology policy SME with whom we spoke told us that AI regulations are not yet formalized within 
the academic research community, but that some research organizations have institutionalized 
practices that could have potential repercussions within traditional research practices (i.e., human 
subjects data, other health-related data). Hagendorff (2021) notes that there are several existing 
safeguards across academia that help to set restrictions dependent on the type of training data or 
algorithms used in ML research. Girosi et al. (2023) note that “The current legal and regulatory 
environment for accessing and sharing [research] health data is complex, often difficult to interpret, 
and contains components that are decades old and have not kept up with the most recent 
technologies” and that, “as a result, institutions holding large repositories of health data (e.g., health 
systems, insurers, government agencies, providers) face challenges in making their data available to 
researchers or developers and may fail to fully realize the benefits of the application of data science to 
the health sector” (p. 11). These two sources indicate that although there are potential safeguards in 
place that are likely relevant to AI, there is a potential disconnect between the existing safeguards in 
the academic community and the larger (and more complex) legal and regulatory environment for 
accessing and sharing research health data, which poses significant challenges for institutions holding 
health data. 

Other General Challenges Regulating Artificial Intelligence 
Noted in the Literature 
Abbott (2020) notes that the U.S. “legal system has not historically done the best job of limiting harm 
caused by technological disruption” (p. 65). While some existing laws might “already regulate AI,” such 
laws do not have the specificity needed, as they are “not designed with AI in mind” (Abbott, 2020, p. 

65).33 Dutton (2018) echoes this sentiment, adding that “Unlike other countries, the U.S. government 
does not have a coordinated national strategy to increase AI investment or respond to the societal 
challenges of AI.” 

 
32 Furthermore, “Since 2016, more than 80 AI ethics documents—including codes, principles, frameworks, and policy 
strategies—have been produced by corporations, governments, and NGOs” (Schiff et al., 2020).  
33 Furthermore, “The principles we have used to develop a legal system need to be, if not rethought, then at least 
retooled in respect to AI” (Abbott, 2020, p. 65).  
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Interagency Coordination and Other Institutional Challenges 
The U.S. government lacks a coordinated national strategy for AI. As noted in the executive branch 
section earlier in this chapter, the Obama administration issued two reports in 2016 that began to 
provide a baseline for a more comprehensive U.S. AI strategy (Executive Office of the President, 
2016a; Executive Office of the President, 2016b). However, the USG faced difficulties in connecting 
the strategies to specific U.S. laws. Later, under the Trump administration, the government began to 
focus primarily on maintaining U.S. AI leadership by removing potential barriers to innovation—at 
odds with the need to strictly regulate this emerging technology (Dutton, 2018). Zuiderwijk, Chen, and 
Salem (2021, p. 10) suggest that the use of AI could potentially undermine fundamental U.S. laws (due 
process, equal protection, and transparency) because AI systems can consist of unintelligible black-
box processes, making it unclear who is responsible and accountable for decisions made by AI systems 
and who has control of them. Such factors could be compounded as USG departments and agencies 
develop AI regulations specific and unique to their respective missions. 

Because of the complexity of AI, developing and enforcing criteria to assess AI ethical and legal 
principles requires buy-in from multiple stakeholders to assist in designing and implementing 
assessment frameworks and criteria that consider collective needs (d’Angelo et al., 2022). Assessing 
the ethical and legal characteristics of AI applications for different use cases and contexts, however, 
presents numerous challenges associated with predefining agreed-upon criteria for all scenarios and 
use cases, which, in turn, could conversely result in a lack of stakeholder buy-in. Communicating with 
and developing AI standards in tandem with the private sector can help achieve “legitimacy and 
accountability of initiatives through transparent third-party auditing,” although this could create 
additional challenges (d’Angelo et al., 2022).34 

No Lexical Agreement 
One fundamental challenge noted in the literature concerns the lack of an agreed-upon definition of 
artificial intelligence. The literature suggests that a definition of artificial intelligence is necessary for 
effective regulation, but, because there are no widely accepted definitions of artificial intelligence or 
machine learning, policy has struggled to keep pace (Scherer, 2016, p. 366). Authors have suggested 
that AI is not the first technology to present lexical issues for the legal system. Other technologies have 
surfaced challenges regarding regulation, particularly regarding issues such as privacy, security, and 
fairness. Scherer (2016) argues that while there is not a shared understanding of what AI is, there are 
legal tools available to manage the risks of AI usage without impeding progress. Additionally, the 
existing legal frameworks can be used to address the issues related to the complexity and 
transparency of AI systems (Scherer, 2016, p. 374). 

 
34 For example,  

The profusion of multiple different initiatives presents challenges for companies and consumers, and 
could lead to reduced trust. A fragmented ecosystem and the emergence of numerous initiatives—each 
containing different and often complex information—could potentially lead to decreased trust as well as 
challenges around comparing different AI systems on the market. (d’Angelo et al., 2022, p. x) 
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Potential for Self-Regulation (or “Soft” Governance) 
There is emerging literature focused on self-regulation among AI developers (sometimes referred to as 
“soft” governance). While interim self-regulation can provide a stepping-stone to more formal 
regulatory activities, external USG regulations are still needed. Researchers suggest that some soft 
governance mechanisms (e.g., community organizations creating recommendations for AI developers 
based on equity) has the potential to garner additional insight on the factors necessary for a more 
comprehensive law (Berdahl et al., 2023). The literature also suggests that regulating AI is complex 
because of its diverse applications, requiring numerous stakeholders and cross-coordination to 

establish practical regulatory frameworks (Berdahl et al., 2023).35 Soft governance factors (e.g., 
standardized measurement criteria, intellectual property concerns) might also lack inherent 
mechanisms to ensure compliance, which could present legal loopholes for U.S. adversaries (Berdahl 
et al., 2023). Others have noted that “when companies or research institutes formulate their own 
ethical guidelines, regularly incorporate ethical considerations into their public relations work, or 
adopt ethically motivated ‘self-commitments,’ efforts to create a truly binding legal framework are 
continuously discouraged” (Larsson, 2021, p. 98). U.S. adversaries, however, are not likely to be 
subject to similar regulations as the USG regarding the use of AI in the private sector. As a result, the 
USG will need to develop a method to balance private-sector regulation and innovation to maintain a 
competitive edge in the field of AI with respect to potential adversaries. 

Understanding and Categorizing Institutional Challenges 
Gasser and Almeida (2017, p. 3) suggest that the United States should move beyond a listing of 
regulations and focus on the “larger structural challenges.” They note that this approach might be 
more useful in identifying regulation synergies and identifying “information asymmetries,” that might 
help to achieve a “normative consensus” and identify department and agency use-cases to identify 
potential overlapping regulations (p. 3). 

Relevant research in this area also suggests that many of the same regulatory challenges in the AI 
realm share some institutional challenge similarities with regulating cybersecurity. Pauwels (2023) 
notes that the “resilience of cyber systems” faces “over-regulation” and “under-regulation” issues, and 
that cyber activities have long plagued attempted regulation because of their inherent “ambiguous” 
nature. 

Others note regulatory challenges within the context of quantum computing. For example, researchers 
have highlighted that regulations and compliance requirements might pose challenges when applying 
quantum computing and simulators to the biopharma industry, which is hindered by slow-moving 
regulations around the deployment of computer-based technologies. Additionally, issues surrounding 
the proprietary nature of early intellectual property patents in quantum computing research 
underscore the importance of collaboration, awareness, commercialization, funding, and government 
engagement among researchers and industry partners (Gunashekar et al., 2022, p. 44). Furthermore, 

While every industry relies on the state to provide the necessary policy and 
regulatory environment to enable its operations, an analysis of government 

 
35 Also see Wheeler, 2023.  
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interventions in quantum technology R&I shows that state initiatives in this 
instance have gone beyond simply enabling the industry’s activities, to actively 
promoting and fostering the development of the quantum technology industry. 
(Gunashekar et al., 2022, p. 50) 

While such challenges in regulating AI in the United States are significant, it is crucial to understand 

the existing USG capacity to regulate AI to overcome these obstacles.36 The USG has several 
organizations responsible for regulating AI, each with its own unique roles and responsibilities. These 
organizations play a crucial role in developing policies, regulations, and guidelines to ensure the safe 
and ethical development and deployment of AI technologies. 

General Calls for Additional Research 
Our exploratory research on AI regulation and governance in the United States identified several 
significant challenges. It is essential to note, however, that gaps in AI regulation research are well 
established and might encompass additional considerations beyond those we describe. Furthermore, 
there might be other areas related to AI regulation and governance that have not yet been explored. 
For example, several other literature reviews focused on this topic have found a general lack of 
research in connecting AI regulations to risks. Zuiderwijk, Chen, and Salem (2021, p. 16) found that 
“public governance scholarship on AI use in government,” has not kept pace with “practical 
development concerning AI implementation in government worldwide.” Therefore, the “lack of 
evidence-based, contextual, and localized research may lead to significant failures since failures due 
to the use of AI in government may have substantial negative implications for governments and 
society” (Zuiderwijk, Chen, and Salem, 2021, p. 16).  

Daly et al. (2019) note that the United States has been “less institutionally active regarding questions 
of ethics, governance and regulation compared to developments in China and the European Union.” 
Future research could consider “regulatory or policy arbitrage,” something “that is largely or 
completely unaddressed in current AI governance and ethics initiatives” (Daly et al., 2019). Such gaps 
in existing regulatory policy can, in turn, present gaps in academic research since it is difficult to 
comprehensively study and assess the implications of AI without a clear regulatory framework in place. 
Therefore, it is crucial to address these gaps in AI regulation and governance to ensure that academic 
research can provide a comprehensive understanding of the impact of AI on society and inform 
effective policymaking. 

Other Legal Considerations and Domains Relevant to the 
Regulation of Artificial Intelligence 
Several scholars have noted the complexity and ambiguity of AI governance across sectors, which, as 
discussed, has presented numerous challenges in developing efficient and effective regulation policies 

 
36 Gasser and Almeida (2017) note that “[t]o regulate ahead of time is difficult for any kind of industry. Although AI 
technologies are evolving rapidly, they are still in the development stages. A global AI governance system must be 
flexible enough to accommodate cultural differences and bridge gaps across different national legal systems.”  
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(Perry and Uuk, 2019, p. 11). Understanding how AI policy could be categorized across existing legal 
domains might foster a greater understanding of the types of AI inputs, outputs, and outcomes (e.g., 
data, platforms, and production) that should be accounted for when considering a more formalized 
regulatory approach. 

Although AI use is underregulated across the USG, there are several existing legal mechanisms that 
could be implemented toward the eventual regulation of AI. That is, existing law could provide a 
foundation for future AI regulation and governance, which could then be leveraged to address some of 
the challenges associated with mitigating adversarial use per E.O. 14110. 

For example, there are various policy options that could reduce AI risk directly or indirectly, but 
determining which policies to implement and in what order poses challenges (Perry and Uuk, 2019, p. 
13). Furthermore,  

Because different policy arenas have different political conditions, and the 
policymaking process itself draws a number of important challenges, this brings up 
questions as to what policies in what order are chosen, what strategies are used to 
get these policies passed and implemented by the government, and the larger 
impact of these choices on AI governance and risk as a whole. (Perry and Uuk, 
2019, p. 13) 

To contextualize attempts to regulate AI in the United States (and attempts to connect to existing law) 
Schmit, Doerr, and Wagner (2023) note that  

Although governments across the globe are wrestling with these issues, AI policy 
efforts have been slow to materialize. At least 60 countries and territories have 
proposed at least 700 AI-focused policy initiatives. In the United States, 17 states 
introduced general AI bills or resolutions in 2021 (6), and at least 164 bills 
mentioning AI have been introduced in the 117th Congress alone (for example, 
S.3035 Good AI Act of 2021, S.3175 Advancing American AI Innovation Act of 
2021, and H.R. 3723 Consumer Safety Technology Act).37 

Rather than attempting to categorize each legislative attempt currently in existence (see Appendix C 
for a list of existing and emerging legislation related to AI), we have identified several thematic legal 
areas under consideration for this study.  

Intellectual Property Law 
Intellectual property (IP) law encompasses a wide variety of legal statutes relevant to patents, 
copyrights, trademarks, and trade secrets. Patents provide inventors’ rights that can legally exclude 
others from using, making, selling, or importing original inventions and ideas (World Intellectual 
Property Organization, undated). Copyrights cover original works of expression, such as literature, 
music, drama, and art, and protect them from duplication and distribution. Trademarks are used to 
distinguish and identify goods or services and can consist of words, images, or symbols. Trade secret 

 
37 Furthermore, “Despite this flurry of legislative activity, many only convened task forces or commissions to study the 
use of AI and did not provide guidance for its use” (Schmit, Doerr, and Wagner, 2023).  
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law provides protection for proprietary information, including technology and business know-how that 

is kept secret.38 

Scholars note that there has been an increase in public awareness surrounding AI and IP issues, which 
has contributed to the U.S. Patent and Trademark Office and World Intellectual Property Organization 
issuing requests for comments on AI and patent and IP law (Abbott, 2020, pp. 20–21). Some of the 
responses to these calls for comments have referenced the author’s academic work, including those 
by the Information Technology & Innovation Foundation (Abbott, 2020, pp. 20–21). 

Others have highlighted that AI has been creating artistic and scientific works for decades and is likely 

subject to IP law.39 One researcher explains that ownership rights for IP initially go to an author or 
inventor, but most jurisdictions require that the author or inventor be a “natural” person (Abbott, 2020, 
pp. 50–52). George and Walsh (2022) highlight that AI-generated inventions can pose significant 

challenges to existing patent systems, because existing patent laws only consider human inventors.40 
The researchers note, however, that patent applications naming an AI system as the inventor have 
been logged in over 100 countries. This has recently prompted some governmental groups to conduct 
public consultations on AI and IP law. George and Walsh (2022) recommend establishing a new area 
of IP law, rather than “forcing old patent laws to accommodate new technology, national governments 
should design bespoke IP law known as AI-IP, which protects AI-generated inventions.” 

The 2021 NSCAI report (Schmidt et al., 2021) has also cited IP as a possible regulatory gap within the 
AI context. The report notes that the United States has yet to develop comprehensive IP policies that 
would “incentivize” investments in, and protect the creation of, AI and other “emerging technologies” 

(Schmidt et al., 2021).41 The report also importantly notes: 

The absence of data protection regimes may disincentivize parties from making 
necessary investments to develop data sets that are critical for machine learning 
(ML) and AI systems. Additionally, the absence of data governance policies (such 
as contracting best practices) for IP-type protections or ownership rules could 
undermine the willingness of companies to enter into the public-private 
partnerships that are crucial for creating cutting-edge technological innovations. 
This could also create challenges for U.S. collaboration with allies and other 
partners in vital AI R&D where data rights or ownership claims come into question. 
(Schmidt et al., 2021, p. 205) 

There is an increasing public awareness of AI and IP intersectional issues. There are still uncertainties, 
however, regarding whether AI-generated works are eligible for IP protections. This has prompted 
some researchers to recommend the creation of a new area of IP law known as AI-IP. As noted within 
the 2021 NSCAI report, the lack of proper data protection regimes and governance policies for IP-type 

 
38 Abbot (2020, p. 8) notes that the 1976 Copyright Act attempted to make copyright regulation neutral to emerging 
technologies, protecting works as long as they were fixed in any perceivable technology, regardless of whether it was 
specifically mentioned in the law. Also see Suffolk Law School, undated. 
39 See, for example, Crowell, 2023.  
40 Gutierrez Gaviria (2020) also considered the merits and challenges of viewing AI through an IP lens. 
41 Furthermore, the absence of explicit legal protections for data or policies on data ownership could present a 
significant obstacle to innovation and collaboration, particularly as technologies continue to evolve. This lack of clarity 
surrounding data ownership and protection might discourage organizations from sharing data, which, in turn, could 
limit the potential benefits of AI technologies (Schmidt et al., 2021, p. 201).  
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protections or ownership rules could potentially discourage companies from engaging in public-
private partnerships that are essential for developing innovative technologies. The issues surrounding 
AI and IP law identified in this section could have significant consequences for the advancement of AI 
and other emerging technologies and might hinder collaboration with allies and partners in vital AI 
research and development where data rights or ownership claims come into question. 

Tort Law 
Considering AI within the context of tort law, the supplier of AI technology could be held liable in 
negligence rather than strict liability, if the supplier could show that the AI is safer than a reasonable 
person and automates human activity that causes harm: 

[W]here a supplier can show that an autonomous computer, robot, or machine is 
safer than a reasonable person, the supplier should be liable in negligence rather 
than strict liability. The negligence test would focus on the computer’s act instead 
of its design, and in a sense, it would treat a computer . . . as a person rather than a 
product. Negligence-based liability would incentivize automation when doing so 
would reduce accidents, and it would continue to reward suppliers for improving 
safety. (Abbott, 2018) 

While this is one example of how AI might be handled using tort law, the reality of how this will be 
addressed in case law will be determined over many rulings. Tort law “would function as a market-
based mechanism to encourage the introduction of technologies that improve safety with the benefit 
of not requiring government funding, additional regulatory burdens on industry, or new administrative 
responsibilities” (Abbott, 2020, pp. 47–48). 

Scherer (2016) has also noted tort law’s potential utility in considering AI regulations. For example: 

The strengths and weaknesses of tort law as a mode of indirect regulation flow 
from the case-by-case basis on which the tort system operates and the wide 
variety of legal standards that the tort system employs. Tort law influences future 
behavior primarily through the deterrent effect of liability. But because tort cases 
cannot be brought until after harm occurs, courts have only a limited ability to be 
proactive in setting or influencing policy, a flaw that could prove quite significant if 
the pace of AI development accelerates further. (p. 388) 

Congress could develop a new “Artificial Intelligence Development Act,” or AIDA, that would 
“adjudicate individual tort claims arising from harm caused by AI, harnessing courts’ institutional 
strength and experience in fact-finding” (Scherer, 2016. p. 397). According to Scherer (2016), the 
proposed AIDA would “allocate responsibility between the designers, manufacturers, distributors, and 
operators of harm-causing AI,” and therefore would “[chart] something of a middle course—it is not as 
coercive as a regulatory regime that bans the production of uncertified AI systems, but it still provides 
a strong incentive for AI developers to incorporate safety features and internalize the external costs 
that AI systems generate” (pp. 397–398).  

Tax Law 
Although tax law is an emerging area of study within the literature, at least one researcher has 
examined its implications for AI regulation:  



 51 

Tax laws treat people and automation technologies like AI differently even when 
they are performing the same tasks. For instance, automation allows businesses to 
avoid employee and employer wage taxes. Employers and employees in the 
United States pay matching amounts totaling more than 12 percent of an 
employee’s salary and matching Medicare payments totaling nearly 3 percent 
(applied on the first $127,200 of earnings), plus almost 1 percent more for higher 
earners as a Medicare surcharge on earnings more than $200,000. In other words, 
employers can claim a large portion of the cost of some AI up-front as a tax 
deduction, which may be more valuable to some large companies than delaying 
wage expenses over time. Under the 2017 Tax Cuts and Jobs Act, the rate was cut 
to 21 percent, and corporate tax revenue has been trending sharply downward. 
Whatever the statutory rate, the effective corporate tax rate—what companies pay 
after taking tax breaks into account—is substantially less. (Abbott, 2020, pp. 39–
40)  

Export Control Laws  
The literature suggests that the USG might be able to regulate some aspects of AI components (e.g., 
semiconductors, computing power) through existing export control laws. The 2021 NSCAI report 
recommended several actions that can assist U.S. policymakers in regulating AI components through 
existing laws. First, that the Export Control Reform Act requires the Department of Commerce to, 
“identify emerging and foundational technologies that are essential to the national security of the 
United States” but that (as of 2021) the department had “not identified a single technology under this 
provision. This has left gaps in the U.S. approach to protecting its advantages in high-tech sectors, 

including AI, and created uncertainty for industry” (Schmidt et al., 2021, p. 237).42  

The NSCAI report also recommended that the United States could amend Committee on Foreign 
Investment in the United States (CFIUS) authorities and procedures that would enable it to address AI-
relevant challenges (e.g., dual-use technologies), which could enhance CFIUS’s ability “to monitor 
investments from competitors in critical U.S. technology industries to prevent theft of IP and ensure 
that the United States retains control of sensitive technologies” (Schmidt et al., 2021, p. 229). 
Furthermore, this would include using “targeted export controls on key semiconductor manufacturing 

equipment” (Schmidt et al., 2021).43 

Procurement Laws 
Some scholars have explored using procurement law as a vehicle to create targeted AI regulations. The 
use of AI in government has raised concerns about “transparency and accountability, comport with 
procedural due process, and avoid[ing] undue bias and error,” and these “concerns become 

 
42 Also see Public Law 115-232, Title XVII, Subtitle B, 132 Stat. 1636, 2208, as amended by Public Law 116-6, Division 
H, Title II, Section 205: Consolidated Appropriations Act, 2019, 133 Stat. 13, 476, as cited by Schmidt et al., 2021. 
43 The NSCAI report notes that semiconductor manufacturing equipment is a “critical choke point and an attractive 
target for export controls for the following reasons: 1) Advanced AI is increasingly dependent on high-end computing 
capabilities; 2) China relies on international firms for its supply of high-end semiconductors; and 3) SME manufacturing 
is specialized and dominated by the United States and its allies” (Schmidt et al., 2021, p. 230). 
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particularly salient when governments rely on AI tools, which by their nature can be difficult to 
understand and explain intuitively to the public” (Dor and Coglianese, 2021). In line with the previous 
section that explored soft governance approaches, Dor and Coglianese (2021) recommend that USG 
regulators approach AI through “‘soft law’ governance by promoting compliance with ethical norms” 
and that “[w]hen procurement standards call for transparency and ethical AI, not only will companies 
that provide products and services to governments need to adapt to these AI-related procurement 
standards but their actions could also inspire a broader diffusion of best practices throughout the 
industry.” Procurement laws in this context could help  

[e]nsure that particularly sensitive uses of AI—specifically, those that support 
consequential decisions made by governments—can be made more explainable, 
fair, and suitably unbiased. Furthermore, because such standards are based on 
contract, they can be both tailored to particular needs and more easily adapted 
over time. More broadly, they can provide a source of best practices and ethical 
norms that can diffuse throughout the AI industry—without any need for new 
legislation. (Dor and Coglianese, 2021) 

Dor and Coglianese (2021) conclude that “[u]sing procurement as an AI governance tool can serve 
multiple values.” First, procurement laws “can most immediately help ensure greater transparency 
about and public acceptance of the use of algorithms by government.” Second, “[s]tructuring public 
procurement to require disclosure of certain information about how these [AI] algorithms work will 
allow governments to provide the public and courts with public-facing justifications for the outcomes 
they generate.” Finally, “[c]ontract provisions can readily adapt and evolve as technology and best 
practices develop over time.” Dor and Coglianese (2021) conclude that operationalizing contract and 
procurement laws as a vehicle for AI regulation “holds promise as well in helping diffuse norms about 
algorithmic transparency and fairness, as the standards built into government contracts could spill 
over into the private sector.”  

Data Privacy and Protection Laws 
Existing data privacy and data protection laws might also offer some recourse on regulating AI. E.O. 
13859 (“Maintaining American Leadership in Artificial Intelligence,” 2019) specifically cites that the 
Federal Privacy Council should “identify any barriers to, or requirements associated with, increased 
access to and use of such data and models, including: 

(A) privacy and civil liberty protections for individuals who could be affected by 
increased access and use, as well as confidentiality protections for individuals and 
other data providers; 

(B) safety and security concerns, including those related to the association or 
compilation of data and model; 

(C) data documentation and formatting, including the need for interoperable and 
machine-readable data formats; and 

(D) changes necessary to ensure appropriate data and system governance.  

E.O. 13859's sentiments have been echoed throughout the academic literature. Gutierrez Gaviria 
(2020) conducted a systematic literature review of “50 regulatory gaps caused by AI methods” and 
applications. He noted two important distinctions that have hindered AI regulatory efforts. First: 
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As time passes, the number of regulatory gaps catalyzed by technology seems to 
have increasingly made it difficult for policymakers to match the pace of change. 
The former Office of Technology Assessment described this trend over 30 years 
ago stating that: “[o]nce a relatively slow and ponderous process, technological 
change is now outpacing the legal structure that governs the system, and is 
creating pressures on Congress to adjust the law to accommodate these changes” 
[Office of Technology Assessment, U.S. Congress, 1986]. (Gutierrez Gaviria, 2020, 
pp. 128–129) 

Second: 

With the power to introduce technology at any point in time, the private sector can 
directly affect government by generating regulatory gaps. According to Bennett-
Moses [2007], technology can challenge regulation in one of four ways: 
uncertainty, novelty, obsolescence, and targeting. (Gutierrez Gaviria, 2020, pp. 
128–129) 

Table 4.8 highlights additional data privacy and protection laws that could be leveraged toward more 
universal AI regulation. 

Table 4.8 
Existing Data Privacy and Protection Laws Applicable to the Regulation of Artificial 
Intelligence 

Public Law Justification 

Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) 
(Public Law 104-191) 

“[G]overns the disclosure of individually identifiable health information collected 
by covered health care entities and sets standards for data security.” 

Children’s Online Privacy Protection 
Act of 1998 (Public Law 105-277, 
Title XIII) 

“This act generally prohibits the online collection of personal information from 
children under 13 without verifiable parental consent.” 

Family Educational Rights and 
Privacy Act (created by Public Law 
93-380, 1974, Section 513) 

“[G]overns the disclosure of PII [personally identifiable information] from 
education records.” 

Fair Credit Reporting Act (created by 
Public Law 91-508, 1970, Title VI, as 
amendments to the Consumer 
Credit Protection Act) 

“[G]overns the disclosure of personal information collected or used for eligibility 
determinations for such things as credit, insurance, or employment.” 

Electronic Communications Privacy 
Act (Public Law 99-508, 1986) 

“[P]rohibits the interception and disclosure of electronic communications by 
third parties unless a specified exception applies.” 

Computer Fraud and Abuse Act 
(Public Law 99-474, 1986) 

“[P]rohibits obtaining information from a protected computer through the 
intentional access of a computer without authorization or exceeding authorized 
access.” 

Gramm-Leach-Bliley Act (Public Law 
106- 102, 1999) 

“[G]overns the disclosure of nonpublic information collected by financial 
institutions and sets standards for data security.” 

SOURCE: Adapted from Gutierrez Gaviria, 2020, pp. 153–160. 
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Criminal Law 
In the realm of criminal law, the literature once again offers a useful distinction for understanding AI 
regulation through existing law. Gutierrez Gaviria (2020, pp. 141–142) notes: 

Accountability for the decisions of a consumer-grade AI application depend on 
the: degree of operator control, the existence of an umbilical cord to the producer, 
or if a product’s ecosystem is closed or open to third parties. These variables 
determine who responds for the decisions of an AI agent. In this debate, the 
literature dedicates most of its attention to autonomous vehicles (AV), a 
technology that promises to reduce accidents caused by human error. AV serve as 
a good proxy for determining the accountability of AI applications because they 
share similar accountable parties (i.e. operators, owners, manufacturers, the AI 
application itself, and government). However, its usefulness is limited by a unique 
regulatory context. All vehicles, including AV, are under the jurisdiction of state 
and federal law. 

Abbott (2020, pp. 57–58) suggests that “AI is already autonomously engaging in activity that would be 
criminal for a natural person. Further, AI can do so in a way that is untraceable, or irreducible, to the 
wrongful act of a person.” Abbot suggests that in cases of AI-generated crimes, there are currently no 
“natural” individuals that could be criminally liable. He finds that challenges could arise when it 
becomes difficult to reduce AI-related crimes to an individual due to AI “autonomy,” “complexity,” or 
limited [algorithm] “explainability,” which could become a more significant problem as AI technology 
continues to evolve (Abbott, 2020, pp. 57–58). 

One emerging study area concerns “punishing” wrongdoing (or mens rea) by AI itself. Authors have 
noted that AI (itself) cannot be held criminally accountable under the current U.S. legal system. It 
might be possible, however, to amend existing criminal statutes to make AI criminally liable within 
certain contexts. The literature suggests that punishing AI-generated crimes could deter future misuse 
and set a baseline for future criminal standards (Gutierrez Gaviria, 2020, p. 120; Abbott, 2020, p. 

271).44 Although AI lacks the mental states and capacity for culpability, research suggests that it might 
be possible to derive mental states from AI owners, users, or developers, similar to how corporations 
are treated.  

Regulation and criminal statutes are being proposed and adopted to counter the risks associated with 
deepfakes, which could have future implications for AI. One RAND report notes that several states in 
the United States have passed bills to make it illegal to distribute “deceptive audio or visual media” of 
a candidate for office within a certain time frame before an election (Helmus, 2022, p. 13). At the 
federal level, there have been two initiatives to improve government reporting to Congress on the 
issue of deepfakes: The NDAA for 2020 (Public Law 119-92, 2019) requires DHS to publish an annual 
report on the extent of deepfake technologies being used to undermine national security and 
manipulate media, and it requires ODNI to publish a detailed report on weaponization of deepfakes 
and incentives for the development of deepfake detecting technologies (see Helmus, 2022). 

 
44 Also see Treyger et al., 2023. 
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Soft and Self-Regulation 
RAND Europe hosted a workshop in 2022 to examine how “the use of voluntary, self-regulatory 
mechanisms to help build trust in artificial intelligence (AI) systems” (Flanagan et al., 2022). The 
workshop elicited several observations that, while primarily focusing on public and private self-
regulation in the EU, could be used to inform USG policy actions that could shape private-sector AI 

regulation.45 Participants in the workshop noted that, “for self-regulatory tools to be useful and 
meaningful, they need to be robust and effectively managed; otherwise, there is a risk that 
organisations could treat these tools as ‘rubber stamps’ and use them as ‘marketing tools’, [which] 
could risk undermining trust” (Flanagan et al., 2022, p. 5). Workshop participants further noted that 
“due to the fast-developing nature of AI and the various complexities involved in its development and 
adoption, refining the vocabulary around self-regulatory mechanisms for AI systems is important” 

(Flanagan et al., 2022, p. 7).46  

Other literature has also considered self-regulatory (sometimes referred to as “soft regulation”) 
measures to fill AI regulation gaps. One article highlights that “[a]midst the issues with ‘hard’ 
regulatory frameworks, industry bodies and governments have increasingly adopted self-regulatory or 
‘soft law’ approaches to govern AI design, but they remain limited in their effectiveness. Soft law 
approaches refer to ‘nonbinding norms and techniques’ that create ‘substantive expectations that are 
not directly enforceable’” (Taeihagh, 2021, p. 9). 

Brockmann, Bauer, and Boulanin (2019, p. 17) note that the “black box problem means that AI cannot 
yet be used to demonstrate culpability. In an investigation, a conclusion arrived at by AI cannot be 
understood easily since the process by which the conclusion was drawn is not necessarily transparent 
or explainable to humans.” Furthermore,  

none of these emerging technologies is easy to control, notably because their 
development is mainly driven by the civilian and private sectors and is therefore 
beyond direct governmental control. Governments are trying to exert control, for 
instance by funding R&D directly or by controlling the funding of and foreign 

 
45 The workshop also noted that “[c]o-regulation can be considered an intermediate step between state-imposed 
regulation and self-regulation, entailing some degree of government involvement. An example of co-regulation is the 
government’s involvement in the development of accreditations or a code of practice, which is then enforced by an 
industry body or professional organization that has been accredited by the government” (Flanagan et al., 2022, p. 8). In 
addition,  

Some participants argued that self-regulatory tools would eventually need to be backed up with oversight 
and enforcement mechanisms to be robust, but others disagreed. The justification for voluntary 
mechanisms over enforceable regulation is that the development and application of AI is evolving so 
quickly that hard law approaches would not be technically feasible and could potentially stifle innovation. 
(Flanagan et al., 2022, p. 8) 

46 Workshop participants emphasized that the vocabulary used to describe self-regulatory mechanisms for AI is crucial, 
given the rapid development and complexity of AI. Two primary categories of mechanisms were discussed: labeling 
and certification schemes, and codes of conduct and ethics. Participants debated whether self-regulation operates 
from the assumption that these mechanisms align with statutes or legislative intervention and proposed that a more 
comprehensive approach might be more appropriate for AI technologies, such as responsible innovation practices that 
consider various factors that could affect AI’s development and adoption. The concept of self-regulation, however, can 
be challenging for AI since there is uncertainty about what is meant by self, and in some instances, the AI technology 
itself could potentially self-regulate.  
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investment in key firms, but they may not have the influence that they previously 
held in strategic industries.” (Brockmann, Bauer, and Boulanin, 2019, p. 32) 

Soft law approaches have been suggested, such as “nonbinding guidelines and recommendations, 
supported by multistakeholder bodies and transnational standards—provide the most promising 
institutions and instruments for near-term global AI governance capable of addressing these 
challenges” (Schmit, Doerr, and Wagner, 2023). It has also been suggested that the use of a “Copyleft 
AI with Trusted Enforcement” (CAITE) model could act as a “quasi-government regulator” that would 
administer a system similar to the Fast Track Product Recall Program to “remove potentially hazardous 
AI objects from the marketplace in a timely fashion” to supplement “existing oversight capacity” for 
regulatory agencies (Schmit, Doerr, and Wagner, 2023). 

Other Practices Relevant to the Regulation of Artificial 
Intelligence in the United States 
This section focuses on AI product and safety regulations in the United States. We note that there are 
additional U.S. privacy and data regulations (e.g., in the health care sector) that we do not consider in 

this section.47  

Involve Multiple Stakeholders, Develop a Common Baseline 
Hennen et al. (2023) suggests that “There is a need for a global ethical baseline for AI developers, 
implementers and users,” driven by input from a broad variety of stakeholders and individuals affected 
by the advent of AI. Such input should consider both scientific evidence as well as societal values. To 
create systems of accountability and control, there must be a certain level of transparency within AI 
systems. Hennen et al. (2023) further note, however, that “There is a gap between understanding this 
requirement and the often mentioned ‘black-box’ in AI, which supposedly makes it impossible to get 
full transparency over system-internal processes of decision-making.” Addressing the black-box 
transparency gap is one possible step toward achieving accountability and control toward more 
comprehensive AI regulation. A related solution is the establishment of “‘AI sunshine laws’ requiring 
the designers and operators of AI to publicly disclose the code and specifications of AI systems” to 
allow the public to identify potential concerns, risks, and benefits presented by systems (Scherer, 
2016, p. 399). This system would operate similar to Wikipedia, which allows users the ability to flag 
errors in entries. 

Regulators could also encourage information-sharing initiatives to allow AI stakeholders to pool 
information about risks, threats, and opportunities to improve AI safety. Suggestions made by 
researchers in other fields could be relevant here. For example, some have suggested creating a 
“knowledge bank about biosecurity measures, technology standards and frameworks,” which might 
“enable countries to contribute to and tap into collective best practices on bolstering biodefence” 
(Zakaria et al., 2023, p. 70). In addition, researchers have argued for the adoption of a “policy maturity 

 
47 For example, see the “Data Privacy and Protection Laws” section earlier in this chapter. 
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scale” in which the types of policy mechanisms used are adjusted in response to changes in 
“technology maturity and readiness levels.” This would allow policy and regulatory structures to evolve 
in tandem with technological innovation (Zakaria et al., 2023, p. 70). In the AI context, regulators 
might wish to consider the development of a framework that maps potential policy approaches to the 
different stages of AI development and deployment. 

Develop Common Certification Criteria and a Certification-Based 
Organization 
Another proposed solution is the establishment of an agency tasked with certification of the safety of 
AI programs. The proposed agency would be empowered to intervene within the R&D process with the 
purpose of ensuring “that AI is safe, secure, susceptible to human control, and aligned with human 
interests” (Scherer, 2016, p. 353). Such an agency could create a definition of artificial intelligence to 
define the purview of the agency. Definitions would then be continuously updated through an iterative 
process to account for the development of AI technology as it evolves. Instead of banning uncertified 
AI systems, the proposed agency “would operate by using a bifurcated tort liability system to 
encourage designers and manufacturers to go through the certification process and, even if they 
choose to forego certification, to ensure the safety and security of their AI” (Scherer, 2016, p. 353). 
Once certified, systems would be subject to limited tort liability, allowing for a partial regulatory 
compliance defense. Essentially, “plaintiffs would have to establish actual negligence in the design, 
manufacturing, or operation of an AI system in order to prevail on a tort claim” (Scherer, 2016, p. 353). 
Furthermore, the agency would be responsible for regulating the precertification research and testing 
process. This process would allow developers to test designs and gather data within a secure 
environment with the goal of informing certification decisions. Others note that the formation of a 
national “AI agency” would enable the United States to institutionalize the monitoring of technology 
and present mechanisms to manage privileged knowledge. The “AI agency” could determine what 
information should be deemed classified and inform the public of the consequences of such 
knowledge being spread (Hagendorff, 2021, p. 778). 

The literature suggests that developers and users of AI should work toward shared goals by using 
incentives to promote a standardized AI regulation culture. Dafoe (2018, p. 6) has identified three 
categories of AI governance: the technical landscape, politics, and ideal governance practices. While 
each of these categories contains unique problems and approaches, there is a need for interaction 
between them to share information and practices. This means that policymakers, regulators, and other 
stakeholders must collaborate, coordinate, and communicate effectively to develop a comprehensive 
and effective approach to AI regulation. By working together and sharing knowledge, stakeholders can 
identify best practices and overcome the challenges associated with regulating AI. 

The World Economic Forum is working to address global AI regulation commonality by “launching a 
global initiative on agile governance dedicated to reimagining policymaking for the fourth industrial 
revolution” (Winfield and Jirotka, 2018). Agile governance is an adaptable form of governance that 
focuses on creating cooperative, inclusive, sustainable policy in an environment in which policymaking 
is not solely under the purview of governments, but rather a process involving multiple stakeholders, 
including nongovernment actors. This means creating institutions in which knowledge can be gathered 
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from multiple sources in and out of government to help guide policy on innovative technologies 
(Winfield and Jirotka, 2018). 

Ensure Comprehensive Understanding of Risks Across Departments 
and Agencies 
Some have called for a comprehensive, collaborative approach toward the potential risks society faces 
due to the development of emerging technologies and lack of sufficient problem-solving capacity to 
address these issues within any individual set of actors among the government, the private sector, 

academia, and civil society. This suggests “a need to engage these stakeholder groups in a continuous 
dialogue and coordinate a profusion of roles, perspectives and goals in the process of the 
development and implementation of safe guidelines and good practices consistent with recent 
scientific advancements” (Linkov et al., 2018, p. 171). The guidance developed through such dialogue 

could include formal requirements, such as regulatory instruments, or informal requires such as 
voluntary agreements (Linkov et al., 2018).  

Rather than simply analyzing risk, assessments could also include practices such as “active horizon 

scanning and anticipatory review of emerging technologies, methodological aspects of safe-by-design 
approaches, effective risk communication” (Linkov et al., 2018, p. 173), as well as engagement with 
the public regarding traditional and nontraditional issues (e.g., health, ethical, financial, and social 
implications) related to emerging technologies. A collaborative approach to developing such an 

approach to risk assessment would help evaluate the potential risks and benefits of a technology while 
also addressing “public wariness to adopt and utilize such technologies as they enter the marketplace” 
(Linkov et al., 2018, p. 173).  

Connect Artificial Intelligence Regulation Gaps to Existing Laws 
It has been suggested that most technologies that can be harmful to individuals can be regulated to a 
certain degree of control. For example, biological, chemical, and traditional weapons are regulated by 
controlling access to the physical materials that constitute a threat. Technologies such as AI, however, 
might require regulations that control access to certain types of code or data, rather than physical 
materials. As a result, policymakers and regulators must consider new approaches to regulation that 
account for the unique characteristics of AI and other emerging technologies. This could involve a shift 
in focus from controlling access to physical materials to controlling access to data, algorithms, and 
other digital resources that are used in the development and deployment of AI. 

In addition to “hard” measures that can be legally enforced, such as regulations and standards, some 
AI regulatory gaps could also be addressed through soft law, such as voluntary norms. Soft law 
measures can provide guidance and encourage best practices, but they do not have the same level of 
legal force as hard law measures. By using a combination of hard and soft law measures, policymakers 
and regulators can develop a more comprehensive and flexible approach to AI regulation that can 
adapt to changing circumstances and technological advancements (Hagendorff, 2021, p. 774). Some 
examples of these measures include “statutory regulations or reporting requirements to security 
guidelines or pre-publication reviews up to codes of conduct, transparency measures or risk education 
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and general awareness raising with regard to the dual-use nature of machine learning techniques” 
(Hagendorff, 2021, p. 774).  

The proposed Algorithmic Accountability Act, which would mandate impact assessment on AI 
decisionmaking systems with a focus on “accuracy, bias, discrimination, privacy, and security” (Atlantic 
Council, 2021, p. 11), and the proposed AI in Government Act, which recommends approaches that 
promote the development and use of AI “while protecting civil liberties, civil rights, and economic and 
national security” might offer a baseline for AI regulation (quoted in Atlantic Council, 2021, p. 11). It 
has also been noted that other proposed legislation contains ideas such as reinforcing regulations that 
promote methods of collecting, protecting, and sharing data in ways that safeguard individuals’ rights 
to privacy. This could include prohibiting “the use of personal data and emerging technologies in a 
manner that discriminates based on protected classes” (Atlantic Council, 2021, p. 11).  

Institute Third-Party Auditing Mechanisms  
The literature suggests that the USG should consider third-party institutions to promote standards, 
verification, enforcement, and control that would function similar to the U.S. Government 
Accountability Office. One solution would be creating an international agency in charge of safety 
standards. The agency could facilitate the development of common knowledge of what constitutes 
compliance with regulations. Another solution might involve enhancing the purview of the agency to 
include a responsibility to verify and rule on noncompliance. If a state was determined to be 
noncompliant, other states would be authorized to sanction the noncompliant state. A third model 
would take a step further and empower the institution to enforce cooperation (Dafoe, 2018, p. 51). 
Finally, a fourth strategy—the “Atomic Development Authority” model—would allow said agency to 
control materials deemed dangerous, which “would involve building a global AI development regime 
sufficiently outside the control of the great powers, with a monopoly on this (militarily) strategic 
technology” (Dafoe, 2018, p. 51). Dafoe (2018, p. 51) notes that any of these models, and particularly 
the fourth, would require giving serious thought as to how to empower the institution to be effective, 
and that it is unlikely a solution to this question will be developed in the near future. 

Zuiderwijk, Chen, and Salem (2021, p. 3) suggest that transparency is critical to increasing public trust 
in the use of AI applications and to ensuring that such trust is not misplaced. They believe AI will 
require a level of scrutiny and oversight that the private sector might not be used to and will be 
difficult for regulators to keep pace with rapidly developing AI systems, particularly given the lack of 
regulatory and legislative systems currently in place. They further call for increased attention to these 
issues amongst policymakers and regulators, and improved governance structures. 

Understand and Adopt Other Relevant Emerging Technology 
Regulations 
There has been a recent shift in attention toward the ethics and regulation of AI, which presents a 
different set of issues than robotics because of AI’s complex and dynamic nature. The widespread use 
of AI in various applications increases the urgency for increased attention on AI’s societal and ethical 
impacts and the forms of governance and regulation required to mitigate negative impacts and 
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facilitate positive impacts. It is also critical to consider that AI will be embedded in modern forms of 
robots, such as automated vehicles and drones, and will make consequential decisions that directly 
affect human safety. Transparency will be necessary to understand the actions of AI systems and 
reduce risk. Policymakers and regulators should learn from the adoption of policies from other 
emerging technologies to develop a comprehensive and effective approach to AI regulation that 

promotes ethical and responsible development and deployment of AI.48 

Conduct End-to-End Mapping of Artificial Intelligence Use to Identify 
Regulatory Needs 
In his 2023 testimony before Congress, RAND researcher Jeff Alstott noted that “visibility into the full 
AI development lifecycle” might be a valuable goal for AI regulation (Alstott, 2023). Regulators who 
intervene in the later stages of AI development could be dealing with systems that have already had 
significant resources spent on them and that are already publicly accessible, making containing 
potential harms much more challenging (Alstott, 2023). In addition, international coordination, which 
will require deliberate engagement with “competitors” as well as “allies and partners,” will be 
necessary to reduce risks from AI (Alstott, 2023, p. 2). 

Alstott further notes that regulators should consider instituting “safety evaluations in each major stage 
of the AI development process.” These evaluations could include “risk assessments prior to model 
training, safety evaluations and red team tests at regular intervals throughout the training run, and 
rigorous safety reviews prior to model deployment.” This type of proactive and multifaceted regulatory 
approach could identify risk information and mitigation options more quickly. Moreover, regulators 
should consider assigning responsibility to AI developers to implement systems to protect their AI 
systems against unauthorized use. At the same time, regulators might want to encourage “safe harbor 
information-sharing” mechanisms for AI developers and users to exchange AI-related safety 
information (Alstott, 2023, p. 3). 

Some scholars have noted that bringing social science methods and expertise into the AI sphere could 
prove beneficial—for example, by helping to spotlight “potentially unacceptable security, ethical, 
social, or economical outcomes” for technical experts working on AI development or by advancing 
“research on risk assessment and communications that examine transparency and bias of AI 
algorithms” (Ligo et al., 2021, p. 10). Therefore, regulators could consider how social scientists can 
collaborate with AI developers and users to inform their work. 

Others believe that the potential industrial and societal impact of AI places governments in a position 
where their role to observe and regulate expands to include collaborating to guide the development of 
AI. This means governments acting “as a bridge, connecting the dots between AI researchers, 
developers, the industry at large, and the broader public” (Khanna and Srivastava, 2021). Creating a 
collaborative environment can simultaneously guide development toward alignment with public 

 
48 Others also suggest that labeling is another way to build trust when labels are connected to bodies of standards 
created for industries, or to an auditing process. Independent third-party audits are critical to many labeling and 
certification schemes. Such labels could serve as signals that an AI system has been evaluated and deemed safe, 
which, in turn, could increase user and consumer confidence. See d’Angelo et al., 2022; and IEEE Global Initiative on 
Ethics of Autonomous and Intelligent Systems, 2017.  
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interest while also reaping the benefits that could come with the rise of AI, including improved public 
welfare, economic development, and the advancement of society (Khanna and Srivastava, 2021). 

International Artificial Intelligence Regulations 
Although E.O. 14110 does not direct U.S. departments and agencies to consider existing international 
AI regulations as part of its charge, we will attempt to catalogue and categorize recent developments 
across the EU and other U.S. allies (and potential adversaries) that could be used to inform future U.S.-
centric regulations. Additionally, the 2021 NSCAI report notes that “there is little evidence that U.S. 
competitors have equivalent rigorous procedures to ensure their AI-enabled and autonomous weapon 
systems will be responsibly designed and lawfully used” (Schmidt et al., 2021, p. 92). Understanding 
the potential for adversaries to thwart regulations therefore becomes paramount—and integral to 
understanding the state of international AI regulations. 

This section provides an overview of the international regulatory environment for AI, including recent 
efforts to increase regulation. Regulations that originate in other countries, or through multilateral or 
international forums, present possible models and lessons learned for the United States as it considers 
additional regulation, although regulations will need to be tailored to the U.S. domestic context and 
legal structures. Capturing all relevant (existing and emerging) international AI regulations is a difficult 
task, and although we have attempted to capture the most up-to-date regulations for policymakers, 
readers should use this discussion as a baseline for follow-up research and cataloging that can help 
develop and define AI regulations within the U.S. policy context.  

General Challenges in Regulating Artificial Intelligence Internationally 
Wide-Ranging and Varying Applications of Artificial Intelligence Among Countries 
The literature on international AI regulation notes that AI might be especially challenging to regulate 
effectively and comprehensively because of the wide variety of applications for which it could be used. 
As Radu (2021, p. 182) observes, “Designing governance systems for all-purpose technology is not an 
easy task.” In addition, there are many policy orientations that can inform efforts to regulate AI, which 
can be seen in the contrast between different approaches that have been taken toward regulation 
internationally. Radu (2021, p. 184) notes that some countries approach AI governance as “guidance 
for industrial policy,” whereas others take a more “comprehensive approach merging sociopolitical 
and economic incentives.” Regulators also need to consider how to engage with countries that are not 
major centers of AI development and use but that nonetheless can be affected by AI and by AI 
regulations (Radu, 2021, p. 186). In these ways, international experiences with AI regulation can be 
valuable to U.S. policymakers and regulators by highlighting various regulatory orientations and 
bringing into relief potential trade-offs between them. 
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The progress of AI regulation internationally has also varied dependent on country and region (Jobin, 

Ienca, and Vayena, 2019).49 Daly et al. (2020) explained that the United States had fallen behind 
global AI regulations but was starting to catch up. They write that international actors are now focusing 
more on developing “legally enforceable outcomes,” but that such work can be complex and involves 
the “practical operationalising of norms” for AI (p. 2). 

Understanding Institutional Requirements and Needs for Artificial Intelligence  
Another challenge that regulators and policymakers face is understanding the power dynamics and 
institutional requirements within the AI landscape of a particular country, in addition to identifying 
regulatory priorities. Radu (2021, p. 188) surveyed national AI strategies and found that “the positions 
and interests of the public and for-profit sectors did not appear to be clearly defined in the national 
documents analyzed.” Radu also notes that, perhaps partly because of this uncertainty, as well as the 
desire not to hinder technological advancement, identified national AI strategies and plans focused 
more on developing ethical principles that could be used to inform future regulations than on 
developing binding, enforceable rules. U.S. policymakers and regulators will likewise have to 
determine the appropriate balance between identifying important ethical principles and concepts and 
instituting enforceable rules that predictably shape the development and usage of AI. 

Integrating Artificial Intelligence Regulations with Existing Technology Regulations  
A significant challenge in regulating AI is that it must be integrated with regulations for other 
technological domains, which might have different priorities. For instance, a 2023 RAND report found 
that while gene editing policies prioritize harm reduction, policies for ML tend to focus on increasing 
competitive advantage and promoting technological progress (Zakaria et al., 2023). The report also 
notes that policymakers have not given enough attention to the areas where these technologies 
intersect. Progress at the national level also tends to be sporadic, “reactive,” and subject to political 
influence (Zakaria et al., 2023, p. 38). 

Radu’s 2021 review of national strategy development found that oftentimes select groups, or even 
individuals, including private-sector representatives, were responsible for drafting the strategies, and 
that therefore other stakeholders were limited in their ability to shape the strategies with their input (p. 
186). To some extent, additional future research and analysis might help to delineate the AI landscape 
and identify the broad range of stakeholders and stakeholder interests that are affected by, and could 
influence, the development of AI regulations (Radu, 2021, p. 191). 

 
49 Jobin, Ienca, and Vayena (2019) note that “more than 60 countries have already released a national-level initiative, 
policy or strategy of AI development.” Larson (2021), citing Jobin, Ienca, and Vayena (2019), writes that, despite the 
proliferation of international guidelines,  

there is global convergence concerning at least five ethical principles: (i) transparency, (ii) justice and 
fairness, (iii) non-maleficence, (iv) responsibility and (v) privacy. Interestingly, at the same time, they find 
that there is substantive divergence regarding how these principles are interpreted: why they are deemed 
important; what issue, domain or stakeholders they pertain to; and how they should be implemented.  
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Ethical Considerations Vary Among Countries 
There is an emphasis in the literature on the ethical dimensions of regulating AI and its variance across 
international actors. Daly et al. (2019) note that AI has been introduced in various domains, such as 
finance, education, employment, marketing, and policing, each with its own implications for ethical 
regulation. The authors suggest that, because AI is still in a nascent stage, it is crucial to identify and 
consistently act upon relevant ethical principles. Additionally, it is important to consider the 
effectiveness of current laws in governing AI for its future development and deployment. Governments 
and private-sector entities have recently focused on developing guidance and policies on AI ethics, 
which has brought the topic of AI governance to the forefront of national discussions (Daly et al., 2020, 
p. 183).  

Difficulty Connecting Artificial Intelligence Regulations to International Law 
Similar to challenges within the United States, several other countries have faced difficulty in 
operationalizing exiting international (or host-nation) laws to AI regulation. One source notes that the 
lack of international laws specifically addressing AI has delayed progress at a national level. Some 
international organizations, such as the OECD and the UN, however, have promulgated standards that 

have served as a baseline for multiple nations.50 UNESCO, for example, initiated a process to produce 
the first global standard instrument on AI ethics by late 2021. Notably, an attempt to modify the UN 
Convention on Certain Conventional Weapons “to govern or prohibit fully autonomous lethal 
weapons” was unable to proceed due to the objections of several countries, including the United 
States. In addition, the formation of the Global Partnership on AI (GPAI) by various states aims to 
promote AI use that is responsible and consistent with a range of economic and social values, but its 
specific roles and responsibilities vis-à-vis other international entities and structures are not yet fully 
established (Daly et al., 2020, p. 184). 

Boyd and Wilson (2020, p. 2306) reviewed the contents of the UN Digital Library and argue that the 
UN documents did not seem to reflect the existential threat posed by AI, despite the mention of AI as 
“an amplifying factor with respect to chemical, biological, radiological, and nuclear weapons and 
global security.” Boyd and Wilson argue that international governance organizations should be 
concerned with developments in AI and synthetic biology, and actions to mitigate catastrophic risks 
should be started collaboratively now, as the response will likely take time, as seen with the 
management of climate change. 

The international community has made progress in developing principles for responsible stewardship 
of trustworthy AI, but challenges remain in integrating AI regulations with existing technology 
regulations, identifying ethical considerations, and connecting AI regulations to international law. 
While there have been proposals to create a World AI Organization and international standards for AI 
development, these efforts have been limited in scope and have not fully addressed the needs of 
developing countries. Boyd and Wilson (2020) have argued that international governance 
organizations should be more concerned with developments in AI and synthetic biology to mitigate 
potential catastrophic risks. 

 
50 The OECD has identified a set of principles “for responsible stewardship of trustworthy AI,” which included “human-
centred values and fairness,” “transparency and explainability,” and “robustness, security and safety” (OECD, 2019).  
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Cataloguing International Artificial Intelligence Regulation 
Developments 
Many countries around the world have international regulations, policy, initiatives, and guidance that 
pertain to AI. Table D.1 in Appendix D contains key documents and a description of each. The 
following sections describe the development of AI regulations internationally, focusing on the 
multilateral entities and select countries.  

European Union 

The European Union has been prolific in the development of AI regulations, guidance, and policies.51 In 
2018, the EU Commission developed a Communication on Artificial Intelligence that outlined how the 
EU would implement AI while also safeguarding against potential risks and harms. The commission 
developed a series of initiatives that included increasing investment in AI, forming a European AI 
Alliance, and developing new AI ethics guidelines. The commission has also coordinated with member 
states to develop a comprehensive AI plan to foster collaboration among member states (Dutton, 
2018). The EU has taken an active role in leading international policy discussions on AI governance 
and ethics. One example of the EU serving as an international role model is its General Data Protection 

Regulation (GDPR), which includes regulations on AI.52  

The GDPR has important implications for AI governance and regulations for the United States, as it 
provides specific protections to data subjects and provides a baseline explainable AI that provides 
some degree of visibility into the algorithms used by technological systems (Radu, 2021, p. 181). 

Although the GDPR includes regulations on AI, its application in the AI domain is still limited.53 
Scholars have noted that governance frameworks would need to be restructured to address the wider 
implications of AI (Radu, 2021, p. 181). 

There have been several other significant developments in the EU regarding AI governance and ethics 
that could be applicable within the AI context for the United States (Radu, 2021). These include the 
European Parliament Resolution on Civil Law Rules on Robotics of February 2017, which expressed the 

 
51 The EU’s project RoboLaw provides another example of attempts to modify international regulations that govern 
complex emerging technologies. The project aimed to examine the current state of robotics regulation and produced a 
2014 report called Guidelines on Regulating Robotics (Palmerini et al., 2014). The report was split into ethical and legal 
analysis with a focus on rights, liability and insurance, privacy, and legal capacity. The authors analyze these aspects 
across technologies such as autonomous cars, surgical robots, prosthetic robots, and care robots. The conclusion of the 
report notes that the scope of the field of robotics and affected legislative domains is far too wide to be governed by 
current legal frameworks and require a “lex robotica.” Within the field of some applications and regulatory domains, 
this could necessitate the creation of very specified rules tailored to individual issues. In many cases, however, existing 
law can be adapted to form adequate regulations.  
52 According to Dor and Coglianese (2021), “The E.U. has issued a General Data Protection Regulation (GDPR) that 
addresses privacy, transparency, and accountability issues raised by AI, and its officials have released a white paper 
and draft regulatory proposal that articulate principles and values for both private and public sector use of AI tools.” 
Also see Papagiannidis et al., 2021; and Daly et al., 2020.  
53 According to Ulnicane (2022, pp. 257–259), there has been a lot of debate in the EU regarding a proposal to 
establish an organization similar to the European Organization for Nuclear Research (CERN) for AI. The facility would 
provide a forum for AI experts to collaborate on the fundamentals of the technology and develop solutions that are 
open to peer review.  
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parliament’s opinion on the need to update and complement the existing legal framework with ethical 

principles for robotics (European Parliament, 2017).54 The European Commission’s “Artificial 
Intelligence for Europe” also outlines three main goals for fostering AI regulations: (1) “boost the EU’s 
technological and industrial capacity and AI uptake across the economy,” (2) “prepare for socio-
economic changes brought about by AI,” and (3) “ensure an appropriate ethical and legal framework, 
based on the Union’s values and in line with the Charter of Fundamental Rights of the EU” (European 
Commission, 2018a). In April 2019, the EU’s High-Level Expert Group on Artificial Intelligence also 
produced Ethics Guidelines for Trustworthy AI (European Commission, 2019a), and in June 2019 it 
produced Policy and Investment Recommendations for Trustworthy AI (European Commission, 

2019b).55 In 2020, the European Commission released a white paper on AI, proposing a regulatory 
framework for AI targeting “high-risk” applications, which would be subject to additional requirements, 
such as higher levels of documentation and oversight and the achievement of certain levels of 
robustness and accuracy (European Commission, 2020).56 The paper further emphasizes the 
importance of international cooperation and due consideration of rights in AI development and 
deployment (European Commission, 2020).  

Other sources have described key EU data protection laws that could affect eventual European AI 
regulation. Dempsey et al. (2024, p. 254) reference the GPDR (European Union, 2018), which “aims at 
digital privacy widely, including for AI.” Dempsey et al. (2024, p. 254) also discuss some relevant future 
EU laws: the Digital Services Act (DSA), which would focus on “impacts and remedies for familiar 
platform AI such as Websearch and social media and the EU Commission’s more recent proposed 
Artificial Intelligence Act (AIA), which focuses on identifying and regulating potentially hazardous 
applications of the technology.” Dempsey et al. (2024, p. 261) conclude that the DSA and the AIA 
proposals “represent a seismic shift in how the EU regards digital policy, moving from voluntary codes 
to legally binding regulatory structures to ensure more accountability, transparency, and responsible 

behavior from market participants.”57 

 
54 The European Parliament has also debated reports on aspects of AI, including civil liability, intellectual property, and 
ethics, highlighting issues such as inconsistent definitions and approaches to AI among EU Member States and the 
need for additional research to inform regulatory development. See Daly et al., 2020.  
55 See Daly et al., 2020; and Atlantic Council, 2021. 
56 See Daly et al., 2020. 
57 Dempsey et al. (2024, pp. 256–266) also highlight that the EU AIA would use  

a risk-based approach with different rules tailored to four levels of risk: unacceptable, high, limited, and 
minimal risk. At the highest level of risk are systems that conflict with European values and are thus 
prohibited. . . . High-risk systems cover a variety of applications where foreseeable risks to health, safety, 
or fundamental rights demand specific care and scrutiny. . . . Limited risk systems are those that interact 
with natural persons and therefore require specific transparency measures to maintain continued human 
agency and to avoid deceptive uses. The remaining AI systems—that is to say 70–95%—fall within the 
lowest risk category and therefore are not relevant for the AIA.  
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EU definitions of artificial intelligence appear to incorporate factors not currently accounted for in U.S.-

derived definitions.58 For example, European Commission (2018a) gives, and Larsson (2021) 
highlights, the European Commission’s definition:  

Artificial intelligence (AI) refers to systems that display intelligent behaviour by 
analysing their environment and taking actions—with some degree of 
autonomy—to achieve specific goals. AI-based systems can be purely software-
based, acting in the virtual world (e.g., voice assistants, image analysis software, 
search engines, speech and face recognition systems) or AI can be embedded in 
hardware devices (e.g., advanced robots, autonomous cars, drones or Internet of 
Things applications). 

Larsson (2021, p. 94) notes that, within the context of EU regulation of AI, “Some areas of AI 
development and application are undoubtedly already regulated, for example, with regard to privacy 
in the form covered by the General Data Protection Regulation (GDPR),” a similar sentiment indicated 
above in the “Other Legal Considerations and Domains Relevant to the Regulation of Artificial 

Intelligence” section of this report.59  

United Kingdom 
The literature suggests that, similar to the United States, the UK has primarily taken a reactionary 
policy stance to the advent of AI. Zakaria et al. (2023) note that “after officially leaving the European 
Union in 2020, the United Kingdom released its own AI national action plan. Other reactionary policy 
responses included establishing AI-specific committees to facilitate AI-specific policies, such as the 
U.K.’s Senior AI Council, created in 2019 as an advisory board on adopting AI, and most recently the 
Office for AI and the Foundation Models Taskforce.” The British government’s “AI Sector Deal,” 
released in April 2018, sought to strengthen private-sector investment and cooperation with 
government entities. The UK has invested in strengthening the Alan Turing Institute by creating Turing 

Fellowships and launching the Centre for Data Ethics and Innovation.60 Most recently, the UK launched 

 
58 Smuha (2019) notes that “Besides adopting national strategies to boost the development and uptake of AI systems 
to reap their benefits,” the EU is “also assessing the technology’s potentially harmful impact and exploring which policy 
measures are best suited to address it.” Smuha (2019) has summarized the EU AI strategy as revolving around three 
key pillars: “(1) boosting investments in AI, (2) preparing for socio-economic changes and (3) ensuring an adequate 
ethical and legal framework.” Furthermore, the EU AI strategy “[emphasizes] the need for coordination with Member 
States, so as to leverage joint efforts and [maximize] the impact of individual states’ action.”  
59 Wachter, Mittelstadt, and Floridi (2017) have also reflected on the EUs GDPR, noting the “tension . . . seen in recent 
European policy debate on the General Data Protection Regulation (GDPR) and the European Parliament’s resolution 
on ‘Civil Law Rules on Robotics.’” They also note that “one potential accountability mechanism has received great 
attention: the GDPR’s ‘right to explanation.’”  
60 Black and Murray (2019) write that,  

The UK government has responded to nascent AI and ML challenges by issuing general guidance on 
Understanding Artificial Intelligence Ethics and Safety, which requires anyone in the public sector involved 
in the design, production, and deployment of an AI project to consider ethical considerations which arise 
at every stage of their project. There is also sector specific guidance such as the Code of conduct for data-
driven health and care technology issued at the same time and which also employs an ethical framework. 
The focus on ethics is so strong that the new advisory body for AI in the UK, has ethics in its title. 

Also see Dutton, 2018.  
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its AI Safety Institute, which has a mission to understand the risks associated with AI and set the stage 

for effective AI governance.61 

Australia 
Daly et al. (2020) note that, “[w]hile Australia occupies a unique position as the only western liberal 
democracy without comprehensive enforceable human rights protections, there has been increasing 
attention on the human rights impacts of technology, and the development of an AI ethics 
framework.” Daly et al. (2020) further explain that the Australian AI Ethical Framework was proposed 
by the Australian Commonwealth Department of Industry, Innovation and Science in 2019, and it 
includes eight core principles: human, social, and environmental well-being; human-centered values; 
fairness; privacy protection and security; reliability and safety; transparency and explainability; 
contestability; and accountability—but it is entirely voluntary and has no legally binding effect.  

Canada 
According to Butcher and Beridze (2019), Canada “was one of the first governments to release its 
national AI strategy.” To inform development of its 2017 strategy, “Canada launched national 
consultations on digital and data transformations and other initiatives focusing on ensuring 
responsible and ethical implementation of AI.” Kuziemski and Misuraca (2020) trace Canada’s AI 
regulatory developments, noting that the Canadian Institute For Advanced Research (CIFAR) has 
played a leading role in driving domestic Canadian AI policy efforts and is in charge of developing Pan-
Canadian AI Strategy, launched in March 2017 and supported with CAD$100M government funding: 
“The governments of Canada and France announced in July 2018 that they would work together to 
establish a new International Panel to guide the responsible adoption of AI systems that are human-
centered and grounded in human rights, inclusion, diversity, innovation and economic growth” (p. 7).  

Canada has issued a “Directive on Automated Decision-Making” that includes requirements for 
algorithmic impact assessments and standards for transparency (Government of Canada, 2023; 
Kuziemski and Misuraca, 2020, p. 7). Dutton (2018) highlights that “Canada’s AI strategy is distinct 
from other strategies because it is primarily a research and talent strategy”: 

Its initiatives—the new AI Institutes, CIFAR Chairs in AI, and the National AI 
program—are all geared towards enhancing Canada’s international profile as a 
leader in AI research and training. The CIFAR AI & Society Program examines the 
policy and ethical implications of AI, but the overall strategy does not include 
policies found in other strategies such as investments in strategic sectors, data and 
privacy, or skills development. That is not to say that the Canadian government 
does not have these policies in place, but that they are separate from, rather than 
part of, the Pan-Canadian Artificial Intelligence Strategy. 

 
61 “The research of the AI Safety Institute will inform UK and international policymaking and provide technical tools for 
governance and regulation” (Government of the United Kingdom, Secretary of State for Science, Innovation and 
Technology, 2023).  
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India 
India has three primary initiatives that have shaped its AI approach: “Digital India,” “Make in India,” 
and the “Smart Cities Mission” (Daly et al., 2019, pp. 194–195). India has also instituted a 
governmental AI task force to shepherd AI initiatives across the country. Daly et al. (2019) note, 
however, that while some documents mention ethics, “they fail to meaningfully engage with issues of 
fundamental rights, fairness, inclusion, and the limits of data-driven decision making. These are also 
heavily influenced by the private sector, with civil society and academia, rarely, if ever, being invited 
into these discussions.” Dutton (2018) notes that, despite attempts to regulate AI in India, most 
initiatives appear focused on leveraging AI for economic gain. 

China 
Cheng and Zeng (2023, p. 801) write that “China’s leadership ambition in global AI governance lies in 
the wider context of its aspiration to shift from a norm-taker towards a norm-shaper, if not maker” and 
that China faces challenges to realizing these leadership ambitions due to structural exclusion in 
existing global governance institutions where initial efforts to govern AI are emerging (e.g., G7, UN, 
OECD). 

China is using existing national-level IP policies as a tool to inform its AI regulation strategies (Schmidt 
et al., 2021, p. 220). China has also developed several organizations focused on emerging 
technologies (e.g., the China Electronics Standardization Institute) within its Ministry of Industry and 
Information Technology to aid in the development of technology standards (Cihon, 2019). Daly et al. 
(2020, pp. 187–188) write that China has been actively generating a series of AI governance and 
ethics initiatives that incorporate national-level economic interests. Daly et al. (2020) note that China’s 
State Council issued its first plan to regulate AI in 2017, when it released the New-Generation AI 
Development Plan (AIDP) (China State Council, 2017), which outlined a framework for AI regulations 

that included “criminal liability, privacy and cybersecurity.”62 Daly et al. (2020) conclude that 

A possibly novel inclusion [within China’s AI strategies] is the idea of ‘agile 
governance’, that problems arising from AI can be addressed and resolved ‘in a 
timely manner’. This principle reflects the rapidity of AI development and the 
difficulty in governing it through conventional procedures, for example through 
legislation which can take a long time to pass in China, by which time the 
technology may have already changed. (pp. 187–188) 

Russia 
Understanding Russian AI regulation developments is complicated within the open-source literature. 
Dutton (2018) notes that the Russian Ministry of Defence released a list of ten policies in 2018, which 
include “creating a state system for AI education and talent retainment, establishing a national center 
for AI, and hosting war games to study the impact of AI on military operations.” Furthermore, “[w]hile 
the list is not an official strategy for the Russian government, it does lay the foundation for a national 
AI strategy” (Dutton, 2018).  

 
62 Also see Allen, 2019.  
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The Threat: Why Artificial 
Intelligence Matters Regarding 
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Chapter 5 

The Intersection of Artificial Intelligence, 
Chemistry, and Biology 

Rapid advancements in AI have greatly enabled its use in chemical and biological research. AI allows 
researchers to explore challenging topics that were previously underdeveloped due to physical 
limitations or the inability to process large datasets. AI holds the advantage over traditional analytic 
methods because of its ability to process and find trends in vast amounts of different types of data, 
including numeric data, language data, pictures, pixels, and others. A recent publication exemplifies 
this unique ability (Korot et al., 2021). Deep learning models were able to determine patients’ 
biological sex from retinal scans, identifying distinct features that clinicians were unaware existed 
(Korot et al., 2021). Whereas a clinician would have to study camera images for long periods of time to 
distinguish microscopic variations in the human eye, AI was quickly and easily able to process the 
images and identify patterns (Korot et al., 2021).  

AI-enabled breakthroughs such as those seen in Korot et al. (2021) are possible because of ML, which 
Brown (2021) describes as an algorithm that is trained on a large set of data and can “learn” the 

patterns and trends in that data.63 When the algorithm later encounters similar data, it can assess the 
same patterns and trends in the new data. Over the past ten years, all AI-enabled research within the 
chemistry and biology disciplines has been based on ML, and that foundation will be the basis for 
continuing discoveries at the intersection of AI, chemistry, and biology (Brown, 2021).  

AI-assisted research has made significant contributions to synthetic biology and synthetic chemistry, 
with notable examples in AI-enabled drug discovery, protein and peptide prediction, and novel 
synthesis pathway discovery. New discoveries within these fields result from AI’s ability to rapidly 
process large amounts of data, which previously researchers would need to validate slowly and 
independently. For example, traditional drug discovery requires vast amounts of research into the 
target of the drug; synthesis of the drug; testing on cells, animals, and in clinical trials; and large-scale 
production (Heaven, 2023). Research at each of these steps could take years to complete, leading to a 
final product that might have taken a decade to become marketable (Royal Society, 2023). AI has 
been used to aid a number of these steps, from LLMs to help speed up fundamental research, to 
chemical and biological design tools that can predict structures, to individualized AI algorithms that 
can predict the effectiveness and toxicity of the drug (Heaven, 2023). With the advancements of AI, 
research in many chemical and biological fields can be done faster, easier, and cheaper.  

There are a growing number of concerns about AI-enabled chemical and biological research, 
especially pertaining to the development of chemical and/or biological weapons (CBW). Research at 
the intersection of AI, chemistry, and biology has been rapidly advancing over the past ten years, more 
so than policy has been able to keep pace. The rate of publications and patents in this field has been 

 
63 See also IBM, undated-a.  
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doubling every couple of months, and increasingly more information is being shared publicly (Baum et 
al., 2021). Because the knowledge barrier to entry has been significantly lowered, chemical and 
biological threats could be developed more easily. 

AI has led to a vast number of beneficial uses in the life sciences, as models and data become more 
accessible for beneficial applications, but these uses could be adapted by actors with the intention to 
harm humankind (Gladstone AI, 2023). For example, drug discovery AI models could be misused to 
design biochemical weapons (Urbina et al., 2022a), AI models can be misused to develop 
psychoactive drugs (Skinnider, Wang, et al., 2021), and fentanyl analogs can be designed by AI (Zhang 
et al., 2022).  

These cases highlight the possibility that malicious actors would intentionally use AI to either search 
for these misuse cases or to procure, develop, or deploy CBW in a way that overcomes existing 
barriers. Again, policies and guardrails preventing these scenarios are currently lacking. Before 
safeguards can be developed, policymakers need to understand the enablers and limitations of AI to 
create chemical and biological threats so that effective policy can be created without impeding U.S. 
progress and innovation in AI and chemical, biological, and biomedical research. 

This chapter and Chapter 7 discuss the implications of AI on chemical and biological research and how 
that could lead to accidental or intentional creation of CBW. Current trends, open-source data and 
models, limitations, and threats are discussed.  

Current Trends 
AI models have been increasingly integrated into scientific research and are accelerating the pace of 
critical tasks in such areas as chemical design, synthetic biology, and drug discovery (Wang et al., 
2023). Here, we highlight how AI is aiding researchers to make significant advancements despite 
critical challenges in fields that had previously stymied or slowed progress. 

AI models have helped scientists to augment research tasks, develop hypotheses, design and assist in 
performing experiments, and gain insights that were undiscovered using traditional methods alone 
(Rives et al., 2021; Skinnider, Stacey, et al., 2021). AI models have become indispensable tools for 
automatic data collection; identifying, visualizing, and processing scientifically relevant patterns from 
large datasets; and suggesting relevant experiments. The success of protein folding prediction tools, 
such as DeepMind’s AlphaFold2 and the AI-driven laboratory assistant “Coscientist,” which is capable 
of (semi-) autonomously designing, planning, and executing multistep scientific experiments, are 
notable examples of how AI is advancing the field of scientific discovery in this space (Jumper et al., 

2021).64 

AI has also aided data collection, labeling, and curation for scientific research tasks, and thus aided 
targeting research problems of ever-increasing scale and complexity (Repecka et al., 2021). For 
instance, deep generative models have helped with data generation, and surrogate models have 
helped with data labeling (Wan and Jones, 2020). Geometric deep learning formulations have helped 
in understanding scientific data’s geometry, structure, and symmetry, which could have applications in 

 
64 See also Boiko et al., 2023.  
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designing molecules and interpreting medical imagery (Bronstein et al., 2017). AI has been employed 
to efficiently drive experimentation and optimization tools, which can enhance traditional scientific 
methods, decrease the number of experiments needed, and save resources. AI is also being used to 
assist in automating scientific workflows, optimizing large-scale simulation codes, and operating 
instruments. 

AI has been employed to interpret patterns in large volumes of data and predict properties of new 
data inputs. The growth of NLP algorithms and biological sequence processing methods continue to 
influence and inform the development of each other. For example, protein language models can 
translate amino acid sequences to 3D structural predictions (Madani et al., 2023). These predicted 
structures can be used to predict functional properties, which can be further used to evaluate the 
evolutionary fitness of viral variants. In chemistry, chemical language models facilitate more efficient 
exploration of a chemical research problem, including prediction of chemical properties and planning 
multistep syntheses of a proposed chemical (Toniato et al., 2023). 

Programmable generative AI models, such as Chroma, have proved the potential for AI to generate 
high-quality, diverse, and innovative proteins structures with user-specified structures and desired 
properties, a feat which is has not been accomplished by conventional computational methods 
(Ingraham et al., 2023). This work demonstrates how to generate proteins conditioned on a wide 
range of user-specified properties, namely protein functions. By leveraging proteins sampled over 
more than 3 billion years of evolution, and by finding new ways to assemble stable protein matter, 
generative models such as Chroma have the potential to drive biomolecular diversity. 

Additionally, AI can inform the formulation of scientific hypotheses, which has traditionally been a 
time- and resource-intensive task (Liu, Catacutan, et al., 2023). AI is being used to identify and 
optimize hypotheses for efficient testing and empowering computer simulations to link observations 
with hypotheses. AI can assist by identifying candidate hypotheses from noisy observations, by 
providing counterexamples, and by using Bayesian methods to generate hypotheses that align with 
domain knowledge. Such methods have assisted in designing molecules that bind to therapeutic 
targets. 

Another trend in AI-enabled chemical and biological research is self-driving laboratories, in which AI 
assists in automating scientific workflows, optimizing simulation codes, operating instruments, and 
performing repetitive experiments, enabling greater automation of full experimental workflows. 
Examples include combining logical AI and robotics to autonomously generate hypotheses about 
functional genomics and experimentally test these hypotheses using laboratory automation (King et 
al., 2009). In chemical synthesis, AI optimizes candidate synthesis routes, and then robotics execute 
the chemical reactions (Coley et al., 2019). Boiko et al. (2023) showed success using AI to 
semiautonomously plan, design, and execute complex reactions. In this work, software modules 
allowed the AI model to search for publicly available information about chemical compounds, find and 
read technical manuals on how to control robotic laboratory equipment, write computer code to carry 
out experiments, and analyze the resulting data to determine what succeeded or failed. These robots 
were controlled by computer code written by AI. 

The development of more integrated scientific tools for LLMs has potential to greatly accelerate new 
discoveries (Boiko et al., 2023). Coupling and/or integrating different types of AI models (e.g., LLMs 
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with robotic controls) has demonstrated advanced reasoning and experimental design capabilities and 
the potential to address complex scientific problems.  

Concerns About Artificial Intelligence Enabling Chemical and Biological 
Threats 
There are growing safety risks associated with AI as the potential grows to repurpose algorithmic 
implementations for dual use, thus creating vulnerabilities and threats (Wang et al., 2023). AI 
capabilities are growing exponentially, AI tools are becoming easier to use, and data and software are 
widely distributed for reproducibility. As AI is deployed and integrated with other technologies 
(synthetic biology, automation and robotics, and self-driving laboratories), the capabilities and threats 
will grow (Moodie and Revill, 2022). It is important to note that AI advances can also assist in 
mitigating some of these threats by alerting to dangerous genetic and peptide constructs (Lee, Cowan, 
and Tankard, 2022); however, AI is potentially lowering the barriers for nefarious use. 

Urbina et al. (2022a) demonstrated how a bio-design tool that was used in drug discovery can also be 
used to generate molecular structures for a variety of chemical weapons, including some as-yet-
unknown candidate compounds predicted to be more toxic than the potent and banned nerve agent 
VX (Venomous Agent X). In a red-teaming exercise by graduate students, LLMs provided ways to 
synthesize 1918 pandemic influenza and suggested which companies will synthesize DNA orders 
without screening them for pathogens or restricted agents (Gopal et al., 2023).65 Current versions of 
chatbots have additional guardrails to prevent such type of information from spilling over, but it is 
possible to circumvent those guardrails. To date, no one has claimed that AI models are providing 
classified information or suggesting previously unknown pathways to bioweapon development (Berke, 
2023).  

Not all AI algorithms for chemical and biological research can be easily, cheaply, and conveniently 
repurposed for creating WMD, but the variety of applications and steps in which AI is embedded in the 
scientific discovery process raises concerns about significant negative impacts and compounding of 
risks. A careful mix of domain knowledge, access to data and AI models, and computing capability is 
essential for the risks to materialize. It is important to pay thoughtful attention to the nuanced 
understanding of actors, capabilities, and scaling laws in this space. 

AI research has the potential for dual use in developing both chemical and biological threats. 
Benchtop DNA synthesis devices, which provide faster and convenient access to DNA, combined with 
democratized access to data, code, and models, might empower nefarious actors to obtain biological 
agents (Carter, Yassif, and Isaac, 2023). Currently, this requires significant knowledge and expertise in 
AI, chemistry, and biology, but knowledge and technical skill might not be a barrier in the future, 
especially as self-driving laboratories or coupling AI capabilities becomes commonplace. While this 
could facilitate innovative discoveries, the lack of guardrails both nationally and internationally 
regarding oversight and safe use of these new devices could exacerbate the threat.  

 
65 See also Service, 2023.  
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With current technology, state actors are more likely to have the expertise and resources to create an 
AI-enabled CBW than terrorists or lone actors. Terrorist threats cannot be neglected, but it remains 
unclear whether the tools available would enable an unsophisticated bad actor to create CBW and 
whether such actors would choose this mode of attack over simpler, more accessible attack vectors. 
The rapid rate of AI advancement is likely to continue and might eventually reach a point at which 
nonstate actors with less expertise in AI and chemical or biological research might be able to create 
CBW. 

Experts generally agree that AI is accessing information available on the internet and that using AI 
models requires subject-matter expertise to produce toxins or pathogens at scale. Critical questions 
remain on the details and specificity of those who would have the intent and capability to use AI tools 
to create and disseminate CBW. The threats from AI-enabled chemical and biological research are 
further discussed in Chapter 7.  

Artificial Intelligence Models That Enable Chemical and 
Biological Research 
A multitude of AI techniques are being used to enable chemical and biological research at various 
institutions spanning academia and industry. These techniques include ML, NLP, neural networks, and 
robotics and are often used in conjunction with each other to integrate into various systems and tools. 
Here, we describe how AI systems and tools are applied in targeted areas of chemical and biological 
research. 

Large Language Models, Biological Design Tools, and Chemical Design 
Tools 
LLMs are tools that have been trained on massive amounts of text, including discussion forums, books, 

articles, and scientific documents (Sandbrink, 2023a).66 LLMs and similar “AI assistants” have been 
shown to provide scientific data, encompass relevant online tools and resources, and help inform 
research (Sandbrink, 2023a). Examples of LLMs that are dominating this space include ChatGPT and 
Bard, which enable the generation of content, answering questions, and conversing with users for 
greater information transfer (Meyer et al., 2023). There has also been a push toward developing LLMs 
for chemical and biological research, leading to models including BioGPT, SciBERT, BioNLP, 

BioMegatron, BioBERT, PubMedBERT, DARE, and ScholarBERT (Luo et al., 2022).67 These scientific-
centered LLMs have demonstrated the ability to utilize curated biomedical and scientific data through 
both discriminative and generative language modeling, although most are in very early stages of 

development (Singhal et al., 2023).68 

 
66 See also Meyer et al., 2023.  
67 See also Beltagy, Lo, and Cohan, 2019; Lewis et al., 2020; Shin et al., 2020; Lee, Yoon, et al., 2020; Gu et al., 2022; 
Papanikolaou and Pierleoni, 2020; Hong et al., 2023; and Singhal et al., 2023.  
68 See also Singh, 2023.  
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Chemical and biological design tools are another subset of AI tools that enable the design of 
molecules and agents using ML models. Biological design tools (BDTs) allow the design and further 
understanding of biological processes (Kuiken, 2023). AI-powered BDTs are focused on characterizing 
proteins, designing new biological structures, drug discovery, and protein modeling (Kuiken, 2023). 
These tools could also assist in the design of novel organisms and DNA synthesis (Kuiken, 2023). 
Datasets incorporating molecular structure data, image data, sequence data, omics data, and time-
series all can be pulled for the utilization of AI-enabled BDTs (Kuiken, 2023). One example of a BDT is 
AlphaFold2, a deep learning model that enabled the ability to predict protein structures (Kuiken, 
2023). BDTs have also been shown to be frequently open-sourced, whether they originate from 
industry or academia (Sandbrink, 2023a). This model will be further elaborated in the next section, on 
the link between AI systems and chemical and biological research.  

Chemical design tools (CDTs) can be used to design chemical molecules, structures, and agents, which 
are useful in applications such as drug discovery (Kuiken, 2023). AI-enabled tools have demonstrated 
the ability to produce de novo designs of chemical compounds and peptides, conduct property 
prediction, conduct synthesis planning, and execute retrosynthetic approaches (Hessler and 
Baringhaus, 2018). Property prediction associated with ML models requires large datasets to predict 
new targets and anti-targets (Hessler and Baringhaus, 2018). Tools such as adversarial auto-encoders 
(AAEs) use generative AI to help produce novel chemical structures (Hessler and Baringhaus, 2018). 
Additionally, variational auto-encoders (VAEs) have demonstrated molecular generation by enabling 
the mapping of encoded potential chemical spaces to molecular properties, allowing the model to 
more efficiently explore chemical space (Gómez-Bombarelli et al., 2018). Generative adversarial 
networks (GANs) have been used for the generation of chemical molecules, and reinforcement 
learning was introduced to these models to assess the degree to which these molecules meet the 
desired targets (He et al., 2023). Transformer architecture applied to molecular data has been the 
most popular candidate in enabling chemistry to be processed as a language, which has led to the 
development of well-known retrosynthetic models (He et al., 2023).  

Further Discussion of Artificial Intelligence Systems by Targeted Areas 
ML models are being used in prominent areas within the proteomics space. As mentioned before, 
DeepMind’s AlphaFold2 enabled a further understanding of protein-protein interactions and the 
prediction of over 200 million protein structures, in which a majority were uploaded to an open-source 

database (Bertoline et al., 2023).69 Furthermore, the AlphaFold-Multimer model, which trained on 
protein complexes, has helped improve on the prediction of protein-protein interactions (Callaway, 

2022). Versions of both these models were published and are open source to the public.70  

The development of AlphaFold2 represented one of the most prominent breakthroughs that could 
revolutionize many biological fields, including drug discovery, enzyme design, antimicrobial resistance, 

and vaccination research (He et al., 2022).71 Models such as AlphaFold2 or DeepTracer, a deep neural 

 
69 See also Zou, 2022.  
70 GitHub, “Alphafold,” undated.  
71 See also Royal Society, 2023.  
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network–based software that predicts the atom structure of a protein complex, have even been used 
to predict structures of SARS-CoV-2, further elucidating the scientific community’s knowledge of the 

virus (Swayamsiddha et al., 2021).72 Still, various limitations exist in the AlphaFold2 technology, 
including its inability to predict the consequences of mutations in proteins, to account for multiple 
protein structures in different conformations, and to accommodate the dynamic relationship between 
proteins with other cellular structures, leading to a restrictive outlook on the technology in today’s 

clinical space (Yang et al., 2023).73  

Meta has also developed a protein folding AI, ESMFold (Evolutionary Scale Modeling), an LLM 
designed to rival AlphaFold2 (Callaway, 2022). Rather than using multiple sequence analysis like 
AlphaFold2 does, it was built to predict entire atomic protein structures from a single input protein 
sequence, allowing it to predict over 600 million protein structures nearly 60 times faster than 
AlphaFold2, although less accurately (Rosenbush, 2023). Meta laid off the AI team that created the 
ESMFold model in early 2023, however, suggesting a shift in focus toward commercializing AI 
(Wodecki, 2023). 

There is a pronounced buzz in drug discovery research about the potential for AI-enabled drugs to 
make a breakthrough. There has been a push away from manually defined heuristics to deep learning 
methods for creating new molecules from existing molecular structures for de novo molecular design 
(Walters and Barzilay, 2021). Deep learning models that predict structure-activity relationships have 
also enabled molecular property design and property uncertainty quantification (He et al., 2023). The 
two prominent model types that have enabled molecular property prediction are graphical neural 
networks and sequence-based neural networks (He et al., 2023).  

For experimentally validated results, there are two novel generative open-source ML models called 
Adversarial Threshold Neural Computer (ATNC) and Entangled Conditional Adversarial Autoencoder 
(ECAAE) (Zhavoronkov, 2018). ATNC enables the de novo design of novel small molecule organic 
compounds (Putin et al., 2018). ECAAE, meanwhile, enables the design of molecular structures based 
on various properties, such as activity against a specific protein, solubility, or ease of synthesis 
(Zhavoronkov, 2018). These molecular design methodologies underscore the shift to in silico modeling 
within drug discovery and the larger scientific paradigm (Ekins, Mestres, and Testa, 2007). Drug 
discovery projects can use a wide array of learning techniques, including supervised learning, 
unsupervised learning, semi-supervised learning, active learning, reinforcement learning, transfer 
learning, and multitask learning (Yang et al., 2019).  

Although there is potential for generative models to discover and design new drug candidates, very 
few such candidates exist. One leading example is Insilico Medicine’s potential first-in-class pan-
fibrotic inhibitor, called ISM018_055, which is the first AI-designed drug to reach phase II of clinical 

trials (“AI’s Potential to Accelerate Drug Discovery Needs a Reality Check,” 2023).74 Discovery and 
development of this compound have been accelerated through Insilico Medicine’s streamlined 
Pharma.AI platform, which includes PandaOmics, for discovery and prioritization of new targets; 

 
72 See also Pfab, Phan, and Si, 2021.  
73 See also Bertoline et al., 2023. 
74 See also Buntz, 2023.  
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Chemistry42, for generation of novel molecules; and inClinico, for the design and prediction of clinical 
trials (Insilico Medicine, undated).  

The Chemistry42 model is available through licensing or collaboration (Ivanenkov et al., 2023). Insilico 
went through the process of novel target discovery to Phase I in less than 30 months, which is roughly 
half the time for traditional drug discovery (Insilico Medicine, 2023). Another breakthrough within the 
generative AI drug creation space was Absci’s creation and validation of de novo antibodies in silico 
through zero-shot generative AI (“Zero-Shot Moonshot: Absci Uses AI Platform to Create and Validate 
De Novo Antibodies,” 2023). This was done through the generation of antibodies that bind to specific 
targets without including any training data on antibodies that have been known to bind to those 
designated targets, enabling the model to design the antibody de novo (“Zero-Shot Moonshot,” 2023).  

The Absci team generated zero-shot antibody sequences for known antibodies using AI models, 
showing the capability using trastuzumab, a well-established antibody used in treating breast cancer, 
and its target antigen, human epidermal growth factor receptor 2 (HER2) (“Zero-Shot Moonshot,” 
2023). Following this, 440,000 unique antibody variants of trastuzumab were designed (“Zero-Shot 
Moonshot,” 2023). They were screened to see whether they bind to HER2, and 421 were functionally 
validated using surface plasmon resistance (He, 2023). It is claimed that this model and approach 
might dramatically improve the odds of antibodies passing through clinical trials while also driving 
down the time for the drug to reach the clinic (Buntz, 2023).  

Various other drug discovery tools are also being used. One classic experiment to assess drug 
permeability across intestinal lining uses Caco-2 cells grown in a laboratory, and this method is well 
established and used in drug discovery screening. In recent years, drug permeability across intestinal 
lining is also being modeled using AI (Yang et al., 2019). Furthermore, determining toxicity is a major 
step in estimating efficacy and safety of drug candidates. DeepTox has been one of the most 
prominent tools in this area and has been used to determine the toxicity of over 12,000 drugs, 

although various others exist (Paul et al., 2021).75 FAME is a tool that that has enabled researchers to 
better predict the sites of metabolism (Yang et al., 2019). Still other tools have been used for drug 
repurposing (Yang et al., 2019). 

There are some other models that are also open source: DeepChem to find suitable drug candidates; 
DeepNeuralNetQSAR, a Python-based system that enables detection of the molecular activity of 
compounds; ORGANIC, a molecular generation tool that formulates molecules with customizable 
properties; Hit Dexter, an ML technique able to predict molecules that might respond to biochemical 

assays; and the Neural graph fingerprint algorithm to predict properties of novel molecules.76 LLMs 
have also been key in enhancing descriptions of protein sequences, elucidating key information, 
mining unstructured data in medical records, and enabling the aggregation of research (Royal Society, 

2023).77  

The space of precision medicine in drug discovery has been ripe for AI inroads, as can be surmised 
from the spectrum of drug variations described. Exscientia has served as a key building block in this 

 
75 See also Yang et al., 2019.  
76 GitHub, “Neural Fingerprint,” webpage, undated; Paul et al., 2021; GitHub, “Deepchem,” webpage, undated; GitHub, 
“Deep Neural Net-QSAR,” webpage, undated; GitHub, “Organic,” webpage, undated; and Universitat Wien, undated.  
77 See also Rane, 2023. 
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area. The company and others in the drug discovery space have used NLP to mine data from archives 
of scientific reports incorporating several hundred thousand gene sequences and millions of published 
academic articles (Heaven, 2023). This information is encoded in knowledge graphs (Heaven, 2023). 
Following a successful match with a patient, the company took tissue samples from several cancer 
patients that had undergone at least two failed courses of chemotherapy and evaluated the effects of 
139 existing drugs on their cells (Heaven, 2023). Exscientia identified a drug that would be effective 
for more than half those patients (Heaven, 2023). Exscientia, along with other organizations, including 
Recursion, Insilico Medicine, BenevolentAI, Evotec, and Relay Therapeutics, have used AI to design 
drugs to combat diseases in clinical trials (Arnold, 2023). Digital twins have also been used to stratify 
patients based on their risk profile and their expected treatment response, such as showcasing the 
variability in tumor cells and understanding their associated mechanisms (Stahlberg et al., 2022). 

Genetic and genome research have been affected by AI models. ML models, such as support vector 
machines, have helped in classifying various genome sequences of viruses that cause such diseases as 
coronavirus disease 2019 (COVID-19), severe acute respiratory disease (SARS), Middle East respiratory 
syndrome (MERS), and Ebola (Ahmed and Jeon, 2022). This could enable the understanding of these 
diseases’ origin, structure, behavior, and variants, helping enable scientists to produce effective 
antiviral therapeutics, efficacious vaccines, and preventative measures (Ahmed and Jeon, 2022). ML-
based algorithms also are being trained on datasets containing known pathogenic or benign DNA 
variants to recognize specific patterns and predict whether novel DNA variants appear to have 
pathogenic capabilities (Aradhya et al., 2023). EVE, an open-source deep generative unsupervised 
model, has strongly demonstrated the ability to predict pathogenicity of DNA variants (Frazer et al., 

2021). It has outperformed computational approaches that rely on labeled data (Frazer et al., 2021).78 
EVE is on par, and possibly better, at predicting variant pathogenicity than are high-throughput 
experiments, which are the current gold standard but may be replaced as EVE becomes more prolific 
(Frazer et al., 2021). Next-generation sequencing has enabled sequencing on a massive scale, 
generating large quantities of data to process into readable formats for further analysis (Schmidt and 
Hildebrandt, 2017). Illumina, the dominant sequencing vendor, has used the AI-integrated DRAGEN 
pipeline to further accelerate data processing (Aradhya et al., 2023). AI models have also been 
usurping benchmark gene sequencing technologies in the market. For example, Google’s open-source 
deep learning model DeepVariant has outperformed the industry gold-standard, GATK’s 
HalotypeCaller, in both accuracy and execution time in identification of variants from DNA sequences 
in clinical samples and gold-standard samples (Lin et al., 2022). 

Disease detection and prevention have also been deeply affected by AI models. PathAI has used its 
platform of AI technologies for pathology assessments across research and clinical development in 
oncology, nonalcoholic steatohepatitis, and inflammatory bowel disease (PathAI, 2023). This 
translational research has enabled landmark insights on disease pathophysiology and biomarker 
discovery and has driven better understanding of drug response (PathAI, undated). Convolutional 
neural networks (CNNs), which are used for image recognition; support vector machines, which are 
used for pattern recognition; and recurrent neural networks (RNNs), which are used for NLP and 
speech recognition, are prevalently used ML techniques for disease detection (Ghaffar Nia, 

 
78 See also Aradhya et al., 2023.  
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Kaplanoglu, and Nasab, 2023).79 For example, detection of Alzheimer’s disease has used support 
vector machine models within traditional ML techniques while using CNNs and RNNs for processing 
multiple data streams to better predict patient outcomes (Arya et al., 2023). Another review suggests 
that CNNs are the most accurate and extensively used for breast cancer detection (Nasser and Yusof, 
2023). 

Robotics technology has also seen a rise with the advent of AI systems. AI-driven robots have been 
introduced into the chemistry and biology spaces. AI and robotics have helped improve the field of 
radiology screening (Boiko et al., 2023). AI and robotics have also led to a rise in self-driving 
laboratories (SDLs), which have enabled the automation of experimental tasks and analysis 
(Abolhasani and Kumacheva, 2023). SDLs are anchored by two components (Abolhasani and 
Kumacheva, 2023). Robotics machinery serves as the first component for the automation of 
experiments and the collection of data (Abolhasani and Kumacheva, 2023). AI systems serve as the 
second component, analyzing the output data and use the data to recommend follow-up experiments 

(Martin et al., 2023).80 Currently, proof-of-concept SDLs are being actively adopted in some 
laboratories in the areas of chemistry, biology, and materials science (Abolhasani and Kumacheva, 
2023). This sector of AI and robotics is still in relatively nascent stages, but developing work is ongoing. 

In the chemicals industry, supervised learning models account for around 70 percent of the models 
used (He et al., 2023). Hybrid, unsupervised learning, and combinatorial methods are used far less 
frequently and are primarily used for the areas of data mining and analytics in the chemical space (He 
et al., 2023). Reinforcement learning, however, has applications that are limited to robotics, 
navigation, and gaming (He et al., 2023). AI systems have also shown to be used primarily for forward 
reaction predictions (He et al., 2023). Furthermore, ML models are also used to predict outputs of a 
retrosynthesis planning software directly from target molecular structures (Liu et al., 2022). 

The Importance of Training Data  
The increasing availability of open-source data has been the main enabler of AI discoveries, allowing 
for the rapid improvements in the training, testing, and performance of ML models (Royal Society, 
2023). All AI and ML algorithms, whether they are LLMs, generative models, or individualized codes, 
need to be trained on large datasets (Brown, 2021). With the rapid advancements in AI and ML 
capabilities came the need for more open-source datasets to train the models thoroughly and 
accurately. Thus, in 2010, the creation and publication of large open-source datasets became 
increasingly popular, with more companies starting to curate and sell large datasets specifically for this 
purpose (Baum et al., 2021). 

Because of the open-source nature of the chemistry and biology fields, there is a wealth of information 
available for training datasets (Baum et al., 2021). AI-enabled discoveries have dominated several 
fields within chemistry and biology, and the fields with significant dual-use potential for chemical and 
biological threats are primarily the fields of novel chemical and biological synthetic pathways, drug 
discovery, nucleic acid sequencing and sequence prediction, and protein and peptide modeling and 
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discovery. Within these fields, several curated, open-source datasets have advanced AI’s role in 
research. The breadth and diversity of training data matter. AI methods allow for some extrapolation 
and discovery of totally new things but tend to be much better at finding novel combinations or small 
variations. This means, for example, that these approaches are likely to find improved variations of 
existing molecules or combinations of existing molecules. More-novel variations can be generated but 
might require additional testing in vivo versus in silico. 

Chemical and Biological Synthesis 
One of the most challenging aspects of chemical and biological synthesis is the experimental design of 
the synthesis pathways. AI models can aid experimental design by proposing possible synthetic routes 
or starting materials. Chemical synthesis often requires retrosynthesis, whereby a target molecule is 
identified, and chemists work backward to create a series of chemical transformations that produce 
the molecule from simple starting materials. Training data for chemical synthesis models often contain 
libraries of chemical molecules that can be used to create novel compounds, libraries of chemical 
reactions that can be used to create synthetic pathways, and libraries of starting materials. Biological 
synthesis often focuses on using enzymes and metabolic pathways to create identified molecules. 
Data libraries often consist of enzymes and their catalytic activities, which might indicate whether they 
can be adapted to other uses, and series of metabolic pathways that can help researchers design the 
appropriate pathway to create their target compound.  

The open access to these datasets democratizes synthetic pathway information, potentially making it 
easier for a malicious actor to design and create a chemical weapon. The data and models, however, 
often generate thousands of potential molecules and synthetic pathway options that then need to be 
vetted for accuracy and feasibility.  

Drug Discovery 
Traditional drug discovery happens over several process steps: identification of a target within the 
body, ideation of a drug suitable for the target, design of synthetic pathways to create the drug, testing 
of the drug both in vitro and in vivo, clinical trials, and large-scale production. AI models can assist at 
any step in this process. Training data often span across multiple fields in chemistry and biology, 
including synthesis, nucleic acids, proteins, and peptides. Datasets can consist of series of disease 
targets within the body and annotations related to the target, libraries of drug compounds annotated 
with their uses and targets, synthesis pathways and starting materials, toxicology information, patient 
data, and production data. Negative data, such as on failed compounds and lethal compounds, are 
also an important part of training sets, as they direct the AI models away from these types of 
compounds. Negative data are rarely published.  

Open access to these data could potentially enable a malicious actor to reverse-engineer the drug 
discovery process to find lethal compounds that can be used in CBW. An SME with whom we spoke 
told us that several drugs designed this way cannot feasibly be produced, so some level of expertise is 
needed to assess the results. 
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Nucleic Acid Sequencing and Discovery 
AI-enabled nucleic acid research can be twofold. First, AI models can be used to understand the 
interactions of nucleic acid sequences and discover new ones. The training datasets consist of large 
genetic data libraries and patient data. Second, AI models can be used for detection of pathogens or 
other malicious agents. The datasets for this use often incorporate genetic sequence information from 
flagged pathogens, such as Select Agents, and are controlled datasets that might not be publicly 
available.  

Open access to these datasets raises serious concern that a malicious actor could discover either a 
novel agent that will overcome existing guardrails or agents similar in function to controlled agents but 
will not activate existing guardrails. Again, however, not all agents discovered this way will be feasible 
to produce. Additionally, agencies are beginning to limit access to certain datasets because of the lack 
of regulations around AI and chemical and biological threats. One such dataset that AI models for 
biological design have been trained on is a USG-operated repository of sequence information called 
NCBI GenBank. As an example, the authors of a recent work on “Autonomous Chemical Research with 
Large Language Models” (Boiko et al., 2023) have not released their data, code, and prompts publicly, 
owing to the lack of U.S. regulations in AI and its potential for dual use. 

Protein and Peptide Modeling and Discovery 
Protein and peptide AI models enable several discoveries, such as novel large molecule drugs, enzyme 
binding predictions, and vaccine development. Datasets could consist of sequence information, 
structural information, binding energies and catalytic activity, toxicology data, and patient data. This 
data can lend itself to understanding structure-property relationships.  

The open access to these datasets could enable a malicious actor to seek proteins and peptides that 
are potentially toxic and could be used in a bioweapon. It is important to note that complex protein 
structure predictions will not necessarily be accurate and often result in high error rates (Arowora et 
al., 2022). Common datasets from the above subsections are listed in Table 5.1 (additionally, an 
expanded version of this table can be found in Appendix G). 
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Table 5.1 
List of Common Training Databases  

Category Example Databases Citations 

Chemical and Biological 
Synthesis  
 

KEGG Database, ATLAS, BiGG, MetRXN, MetaCyc, 
BioCyc, BioModels, Rhea, ChEBI, ChEMBL, 
BRENDA, BLAST databases, Network of Organic 
Chemistry (maintained by Reaxys), ZINC, MOSES, 
GDB17, COBRA 

Helmy, Smith, and Selvarajoo, 2020; 
Tan et al., 2023; Wang, Warden-
Rothman, and Voigt, 2019; Wang, 
Upadhyay, and Maranas, 2021; He et 
al., 2023; Gao and Coley, 2020; 
Walters and Murcko, 2020; National 
Center for Biotechnology Information, 
undated; Yang et al., 2019; Liu et al., 
2022; Fechner and Schneider, 2006 

Drug Discovery  
 

Tox21 Data Challenge, BGC Databases 
(antiSMASH database, DoBISCUIT, IMG-ABC, 
MIBiG, ClusterMine360, Bactibase, DeepBGC), 
PRISM, ARTS, EvoMining, SMURF, MIPS-CG, DNP, 
MarinLit, StreptomeDB, NPEdia, NPAtlas, 
NAPROC-13, NP-MRD, DEREP-NP, GNPS, 
DisGeNET, Open-Target platform, Therapeutic 
Target Database (TTD) 

Paul et al., 2021; National Center for 
Advancing Translational Sciences, 
undated; Vinodh et al., 2022; MIBiG, 
undated; Kim et al., 2021 

Nucleic Acid Sequencing 
and Discovery 

 

Gene expression profiles from CMap, PubChem, 
ChemBank, DrugBank, ChemDB, Comparative 
Toxicogenomics Database (CTD), LinkedOmics, 
DepMap portal, HMDD, STRING, DeepHF dataset, 
STITCH, RNAcompete, ChIP-seq 

Zhavoronkov, 2018; Santorsola and 
Lescai, 2023 

Protein and Peptide 

 
TOUGH-M1, Vertex, ProSPECCTs, Protein Data 
Bank (PDB), ClinVar Database at NIH, Global 
Initiative on Sharing All Influenza Data (GSAID), 
Price-149, New-392 datasets, NCBI database 
(Genbank or RefSeq), BAGEL, BindingDB, UniRef, 
UniProt, Swiss-Prot, AlphaFold2 Protein Structure 
Database, Protein Binding Microarray (PBM), HT-
SELEX. 

Vijayan et al., 2022; Aradhya et al., 
2023; Swayamsiddha et al., 2021; Yu 
et al., 2023; Jang et al., 2022; Tan et 
al., 2023; Lin, Warden-Rothman, and 
Voigt, 2019; Vinodh et al., 2022; 
Santorsola and Lescai, 2023; He et al., 
2022; Zou, 2022 

NOTE: This table is not a comprehensive list of every dataset available in the chemical or biological sciences, merely a 
compilation of common ones seen in the subset of the literature that we reviewed. It is important to note that several 
more datasets exist beyond this list.  

Compiling Datasets from Open-Source Materials 
It is a common practice in academic literature to assemble and publish data that were generated by 

experimental results from individual laboratories’ research (Gao and Coley, 2020).81 It is also common 

to compile data from open repositories, such as public patient data (Pun et al., 2022).82 One 

 
81 See also Zhavoronkov, 2018; Pyzer-Knapp et al., 2022; Walters and Murcko, 2020; Santorsola and Lescai, 2023; 
Arowora et al., 2022. 
82 See also Kumar and Saha, 2022; and Arowora et al., 2022. 
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researcher with whom we spoke noted that their research aims to create more robust datasets for 
fields with sparse data, particularly biochemistry. Although federal funding often requires publication 
of all relevant data, negative data, such as failed experiments, are rarely published in academic 
journals. Several interviewees, however, noted the importance of negative data results as they train AI 
models to avoid these failures. Data are published at the researcher’s discretion, and usually only data 
relevant to the most important findings are shared and not data that might have been used to create, 
train, refine, or optimize the model. Additionally, datasets are typically included in Supplemental 
Information (SI) documents or GitHub links that accompany the final journal article but are not 
necessarily called out within the article itself. Recently, LLMs have been shown to compile these 
nontraditional datasets through data mining (Royal Society, 2023). LLMs, such as ChatGPT, can be 
trained on scientific texts and can enable scientists to rapidly search for novel insights in scientific 
literature (Rane, 2023). It is important to note, however, that LLMs cannot selectively train on one part 
of the internet over another, which might lead to increased error rates, as data on the internet are so 
vast that they cannot be vetted for accuracy (Service, 2023).  

A recent trend in chemical and biological fields that have sparse datasets is to supplement training 
data with synthetic data. Synthetic data are computer-manufactured data that mimic the information 
and trends found in experimental (real) data (Rajotte et al., 2022; Savage, 2023). Synthetic data can be 
intermixed with real data to generate a dataset that is sufficient for training the AI algorithm, and is 
especially useful for niche fields that do not have large amounts of publicly available data (Volgin et 
al., 2022). An additional benefit of synthetic data is that they do not directly map to specific patients, 
alleviating privacy concerns (Rajotte et al., 2022).  

Moving Away from Publicly Available Datasets 
Currently, however, the trends have moved more toward privately held datasets for industry 
applications (Heaven, 2023). Researchers in both academia and industry with whom we spoke noted 
that they consider the datasets to be the most important component of the AI, even above the 
algorithm itself or the computing power needed to perform the models. Experts in industry and 
academia with whom we spoke also noted that the integrity of the data is what causes the model to 
succeed or fail. There have long been concerns that both open-source datasets and open-source AI 
models provide highly inaccurate results because of the lack of vetting for accuracy by SMEs before 
publication (Sarkar et al., 2023).  

Private companies, such as large pharmaceutical companies or medical companies, might curate their 
own internal datasets (Hutson, 2023). An AI industry expert told us that their research uses an 
internally curated dataset that has been generated over the past decade from company data with 
confirmed accuracy. This expert also noted that open-source datasets are rarely used in their research, 
and never without vetting each data point for accuracy. Other researchers reiterated this message, 
telling us that AI algorithms trained on open-source data fail frequently, mainly because of the lack of 
integrity of the datasets.  
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Limitations of Current Artificial Intelligence Components in 
Chemical and Biological Sectors 
Although progress has been made in the intersection of AI with chemical and biological research, 
there are still various barriers currently present that limit the vast potential of these spaces. Error rates, 
false positives, data limitations, and human bottlenecks interfacing with AI are among the numerous 
limitations. 

Computing power is another potential limitation. Few organizations have the funds and server space 
to build, store, train, and modify the biggest LLMs (Leffer, 2023). As a result, there is a relative 
monopoly in terms of who has the capability of working with these power systems. Limitations in 
compute power prevents small institutions and research laboratories from being able to fully take 
advantage of these types of AI systems (National Institutes of Health, undated-b). There are datasets 
that are outgrowing laboratories’ local infrastructure (National Institutes of Health, undated-b). As a 
result, computing requirements to process these large datasets could lead to further difficulties in data 
analysis (National Institutes of Health, undated-b). In addition, there could be concerns in downloading 
large swaths of data to a local machine (National Institutes of Health, undated-b). One possible 
solution is the use of cloud computing services that enable datasets to be uploaded to a platform that 
can hold massive amounts of data (National Institutes of Health, undated-b). Biofoundries, which are 
laboratories that contain a wide array of molecular biology or chemistry equipment as well as 
advanced robotics, democratize access to physical laboratory spaces and enable semi- or fully 
automated experimental analysis (National Science Foundation, 2023). Biofoundries provide a means 
for researchers in the chemical and biological industry to have space to process biological samples by 
enabling the design, build, test, and learn cycles that enable experimentation at massive scale (Holub 
and Agena, 2023). One SME with whom we spoke noted that supercomputers also enable the use of 
AI systems with the combination of massive computing power. Another explained that these 
supercomputers exist on higher education campuses and are owned by select companies. This space 
is still limited, however, because of the resource- and cost-intensive nature of supercomputers. 

Because the availability of large sets of high-quality data is a critical component of developing an AI 
tool, the current data limitations in the chemical and biological fields pose another major constraint in 
the intersection of AI with chemistry and biology. There are still shortages in the quality and size of 
training data to train robust and predictive models in areas such as drug discovery (Vijayan et al., 
2022). Databases that aggregate chemical and biological findings also tend to be imbalanced or have 
large redundancies, which leads to biases and faulty output (Rodrigues, 2019). This has been seen in 
the case noted in Chapter 3 in which an AI-driven pulse oximeter overestimated blood-oxygen levels 
in patients with darker skin tones and resulted in poorer care for these patients (Sjoding et al., 2020; 
Mehta, Katz, and Jha, 2020). In addition, several data resources are not practical for direct use for AI 
applications, because they might require vast levels of curation by expert biologists, chemists, and 
data scientists to extract relevant and instructive data while eliminating noise that could compromise 
output results (Rodrigues, 2019).  

Temporal biases might favor newer sources, geographic bias could focus on research and results from 
only certain regions, and citation biases could cause the algorithms to prioritize higher citation papers 
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(Stelmakh et al., 2023).83 Overfitting of models also limits performances when applied to novel 
datasets that are fed into the model (Nazer et al., 2023). Overfitting occurs when the model starts to 
learn the irrelevant noise within the training data and fits too closely to the data, causing it to fail at 
generalizing to new scenarios (IBM, undated-b). Overfit AI models cannot adapt to new data and 
generate unreliable outputs. Potential utilization of “one-size-fits-all” models can also lead to data 
biases, as different datasets have varied distributions and are quite heterogenous (Stuart, Watchorn, 

and Gu, 2023).84 

As noted previously, chemical and biological data for certain applications can be lacking for niche 
research areas. Synthetic data have been used to overcome the limitations of sparse datasets. 
Synthetic datasets have even been adopted by companies, such as Synthea, that develop open-source 
tools that can automate the generation of high-quality and clinically realistic synthetic datasets 
(Giuffrè and Shung, 2023). It is important to note that synthetic data are fabricated from small data 
replicates that have been determined to be “perfect” data points (Taylor and Nitschke, 2018). There 
are conflicting opinions as to whether this is a viable option moving forward, and caution should be 
taken before adopting this strategy outright. 

Human bottlenecks also exist when interacting with AI models. One limitation is the discernment of 
black-box models, as these models are created directly by data from algorithms (Savage, 2022). 
Individuals who are creating these models, such as deep neural networks, might not be able to 
understand the relationship between the inputs and outputs in the layers of their interconnected 
nodes (Zewe, 2022). Furthermore, human expertise is still integral for selecting data, because human 
users are still deemed necessary for collection, annotation, and validation of data (Sylolypavan et al., 

2023).85 Validation of the various outputs and combinations outputted by ML models through testing 
and experimentation is also necessary and could be time-consuming and resource-intensive. As a 
result, these areas could be bottlenecks in the development and deployment of algorithms (“AI’s 
Potential to Accelerate Drug Discovery Needs a Reality Check,” 2023).  

AI models might also have limited capability to help fast-track clinical trials so that drugs can be 
commercialized (“AI’s Potential to Accelerate Drug Discovery Needs a Reality Check,” 2023). Although 
there has been evidence of improvement in the time and cost of producing drug candidates for clinical 
trials, there are still human limitations to consider. When clinical trials are designed, consideration 
must be taken for inclusion criteria (who may partake in the trial), endpoints (length of the trial), and 
statistical significance (Lösch and Neuhäuser, 2008). Additionally, recruiting diverse patient 
populations to test results and engaging with those patient populations remains a challenge (Varse et 
al., 2019). Lack of budget and skilled staff can also limit the formulation and execution of the clinical 
trial (Varse et al., 2019). These challenges and limitations may not be improved or accelerated by AI in 
clinical trial execution.  

 
83 See also Yuan et al., 2021; and Lynch, 2020.  
84 See also Nazer et al., 2023.  
85 See also Tubis, 2023.  
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Future Outlook 
SDLs are one area where we could see the pace of scientific innovation reach unprecedented levels. 
As mentioned before, proof-of-concept SDLs are being implemented in some laboratories in the areas 
of chemistry, biology, and materials science (Abolhasani and Kumacheva, 2023). In the chemistry 
space, Granda et al. (2018) helped develop an SDL platform that predicts the reactivity of possible 
reagent combinations utilizing an organic synthesis robot in conjunction with an ML model. In biology, 
Adam, a robot scientist, helped determine gene function through the gene deletion and auxotrophic 
experiments in yeast (Martin et al., 2023). Furthermore, EVE, another automated robot scientist, has 
been able to repurpose drugs through the identification of angiogenesis-inhibiting anticancer drug for 

antimalarial use (Williams et al., 2015).86 There have been numerous other attempts and proof-of-
concept SDLs that have been used in areas such as pharmaceuticals (Sagmeister et al., 2022), 

automated nanoparticle synthesis (Abdel-Latif et al., 2021),87 and complex organic molecules (Steiner 

et al., 2019).88 ML models and neural network architectures have also coupled with the development 
of complex microfluidic device technologies, which will also be instrumental in the rise of SDLs 
(Soldatov et al., 2021).  

SDLs provide numerous benefits. They can potentially function continuously (24 hours per day, 365 
days per year), outpacing the progress of any current research operations (Martin et al., 2023). SDLs 
could also progress science forward in terms of pure knowledge acquisition and dissemination from AI 
models (Abolhasani and Kumacheva, 2023). One intriguing variation and potential extension of SDLs 
is cloud laboratories. Cloud laboratories are similar to biofoundries but do not require the user to be 
physically present to run the experiment, and the current cloud laboratories are building toward a 

higher degree of automation (Jessop-Fabre and Sonnenschein, 2019).89 This could provide a fully 
automatic access to a repository of starting reagents and reliable sample preparation, synthesis, and 
characterization techniques (Abolhasani and Kumacheva, 2023). Cloud laboratories could enable 
collaboration and transparency across research institutions; however, there is also a risk of a malign 
actor using a cloud laboratory to complete tasks for which they have no materials, equipment, or 
expertise.  

Some companies are building remote “next-gen” standardized, scalable, highly automated, and 
increasingly compatible laboratory facilities that are guided by AI-based experimental control systems 
and supplemented by AI-driven data mining and analytics capabilities (Buvailo, 2023). Leading remote 
laboratory providers—including, for example, Strateos, Emerald Labs, Automata Labs, and Culture 
Biosciences—are helping the push to make preclinical drug research more scalable (Buvailo, 2023). 
There are inherent limitations. One is the constraints in ML and robotic technology to match the 
complexity of required experiments. Novel AI algorithms would need to exist that can incorporate prior 
knowledge seamlessly into the data analysis and subsequent experimental design created by the 
algorithm (Martin et al., 2023). Funding is also a constraint in this area (Martin et al., 2023). 

 
86 See also Martin et al., 2023.  
87 See also Tao et al., 2021.  
88 See also Coley et al., 2019.  
89 See also Hayden, 2014.  
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Furthermore, biases in the ML models that were mentioned earlier would also need to be refined. 
because they could cause massive amounts of issues for data output (Belenguer, 2022). 
Understanding the sociological interactions between researcher and machine is also an integral step, 
as is determining the training requirements for researchers to interact with complex ML-integrated 
robotic systems (Martin et al., 2023). 

With the advent of generative AI, there are potential future risks of AI being able to write its own code. 
There have been multiple breakthroughs in this space. OpenAI’s Codex, a descendant of GPT-3, has 
used NLP to take in English language prompts and code them in several programming languages 
(Finnie-Ansley et al., 2022). However, the program has struggled with more complex tasks (Hutson, 
2022). DeepMind’s AlphaCode also has the capability to write code (Hutson, 2022). When presented 
with a problem, it has been able to generate up to 1 million candidate code solutions (Hutson, 2022). 

In coding competitions, AlphaCode performed similar to a midrange competitor (Li et al., 2022).90  

Although there have been advances in the relative automation in AI writing code, there are still heavy 
limitations that would restrict it. The massive levels of computing power needed can only be afforded 
by select cash-heavy institutions (Hutson, 2022). Furthermore, industry representatives told us that 
there is still a heavy dependence on human input in the chemical and biological space because of the 
subject-matter expertise needed to perform the experiments and validate the training data. Code-
generating AI systems might be further advanced because of the growing automation cycle and 
diminished human interactions through the growth of SDLs and cloud laboratories. 

Brain-computer interfaces (BCIs), also called brain-machine interfaces (BMIs), are another area of 
medical device technology that is being turbocharged by AI to help experts make neurophysiological 
discoveries and improve clinical outcomes for neurologically linked ailments (Zhang et al., 2020). AI-
based applications of BCIs have been progressing in motor control, speech assistance, and sensory 
augmentation (Zhang et al., 2020). Existing BCI technologies include deep brain stimulation devices, 
which can facilitate the treatment of movement disorder symptoms (Watts et al., 2020). Using ML 
models, deep brain stimulation can become more adaptive and potentially enhance candidate 
selection, improve surgical targeting, and optimize programming approaches, leading to more robust 
clinical results (Watts et al., 2020). The BCI space has been getting even more buzz as multiple 
companies in the industry—including Synchron and Neuralink—have gained FDA approval to enter 
human clinical trials (Hollister and Peters, 2023). Synchron and Neuralink will focus their current 
efforts to help patients who suffer from paralysis through control of technological devices directly from 
the brain (Levy, 2022).  

Still, there are challenges in the intersection of AI and BCI technology. The combination of AI and BCIs 
for cognitive training is still early in its development (Zhang et al., 2020). Furthermore, the 
nonstationary and nonlinear nature of input brain signals remains a big challenge in designing a 
robust model for processing, analyzing, and interpreting those signals (Barnova et al., 2023). The 
limitations of diverse datasets that are primarily only available for electroencephalograms (EEGs) also 
pose another challenge (Barnova et al., 2023). There are also potential privacy and security risks 
associated with breaches or hacking with BCIs that might occur when a threat agent gains access to 

 
90 See also Hutson, 2022.  
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private data of an individual that has a neural implant (Chaudhary and Agrawal, 2018).91 Another 
concern is that neural implants could inadvertently give individuals the capability to harness 
capabilities that could be harmful to others (Chamberlain, 2023). 

  

 
91 See also Binnendijk, Marler, and Bartels, 2020.  
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Chapter 6 

Regulating Chemical and Biological 
Agents 

Governments have an important role to play in regulating and overseeing AI and biotechnological 
research (potential threat-based inputs) and managing associated risks (potential AI-enabled outputs 
and outcomes). There is little agreement, however, on what such regulation should entail and to what 
degree regulation should be limited so as to avoid inhibiting domestic technology development, 
innovation, and the benefits of AI-enabled biotechnological research. For example, the aim of 
government regulation should not be to impede advancements in AI and biotechnology that have led 
to breakthroughs in the development of COVID-19 vaccines and more efficient diagnoses through 
computer vision techniques (Schmidt et al., 2021). Rather, government regulation of AI-enabled 
chemical and biological research should be targeted to mitigate the potential for AI-enabled chemical 
and biological warfare.  

The United States has implemented policies to regulate life sciences dual-use research of concern, 
which applies to research involving specific agents and toxins and using experiments of concern 
(Leung, 2019). Regulation should serve to protect the advancement of the domestic biotechnology 
research and development ecosystem and not disincentivize it or make such efforts too cumbersome 
or perceptually high-risk. For example, funding for world-class biobank and biomanufacturing facilities 
to keep pace with AI’s transformative impact on the bioeconomy would serve U.S. interests in 
discovery and fabrication of advanced drugs and materials, and the democratization of biotechnology 
innovations (Schmidt et al., 2021). Moreover, retaining leadership in biomanufacturing is crucial for 
the United States to remain competitive in the global economy (Schmidt et al., 2021). 

Specifically, a differentiated approach to AI-enabled biotechnology regulation would account for both 
the benefits and risks associated with dual-use technology. Regulators must continuously evaluate the 
risk-benefit trade-offs for different modalities of AI and ML in various contexts (Black and Murray, 
2019). To show legitimacy and accountability in such regulation, regulators should address the 
following four components (Black and Murray, 2019): 

• constitutional values (e.g., rule of law, procedural fairness, accountability) 
• normative values (e.g., justice, fairness, privacy, sustainability) 
• democratic values (e.g., dialogue, participation, representation) 
• claims based on functional performance (e.g., effectiveness, expertise, efficiency). 

The U.S. government has three key touchpoints with the biotechnology industry: regulation of 
biotechnology products, biosafety and biosecurity capabilities, and biotechnology-enabled military 
capabilities (Leung, 2019). More than two dozen entities and organizations are involved in protecting 
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the United States against chemical and biological threats.92 The regulation of biotechnology products 
focuses on consumer and environmental regulation, which are delivered by the Environmental 
Protection Agency, the FDA, and the U.S. Department of Agriculture (USDA) (Leung, 2019). The 
biotechnology research community has turned to researcher-led self-governance measures to manage 
biosafety and biosecurity risks, and the synthetic and do-it-yourself biology communities have taken 
an active role in preemptively defining and addressing governance issues (Leung, 2019). Researchers 
are mandated to assess potential risks, and research institutions must provide oversight through an 
Institutional Review Entity (Leung, 2019). Pursuing military capabilities is done through the Defense 
Advanced Research Projects Agency, which has established a Biological Technologies Office and 
enabled a portfolio of bio-based programs (Leung, 2019). The Intelligence Advanced Research 
Projects Activity is also involved in the prevention of biothreats, enabled by its Biointelligence and 
Biosecurity for the Intelligence Community program (Intelligence Advanced Research Projects Activity, 
2023). 

In this chapter, we first provide an overview of the U.S. capacity to regulate chemical and biological 
agents, the literature on emerging U.S. chemical and biological agent policies, and the literature on 
international chemical and biological agent regulations. We then synthesize, analyze, and evaluate this 
information.  

U.S. Capacity to Regulate Chemical and Biological Agents 
As AI continues to evolve, the U.S. government faces several regulatory challenges. U.S. patent law 
imposes restrictions on the types of computer-implemented and biotech-related inventions that can 
be protected, leading to inventors pursuing trade secret protection instead of patent protection 
(Schmidt et al., 2021, p. 201). This trend could have long-term effects on AI and other emerging 

technological developments, and on U.S. competitive advantage.93 For example, China leads the 
domestic patent application filings for AI inventors, putting the United States at a competitive 
disadvantage. This discrepancy in IP protection and patent filings could limit U.S. competitiveness in 
the AI field, as many inventors might choose to pursue opportunities outside the country. 

The development of AI and ML poses significant regulatory issues that must be addressed to ensure 
their safe and ethical use. AI/ML, however, is not the first emerging technology to face regulatory 
challenges: Discussions regarding the regulation of AI and ML resemble those regarding internet 
regulation in the 1990s (Black and Murray, 2019). Although AI and ML do not present any scarcity 
problems, the potential risks of harm are considered individual risks rather than systemic or structural, 
resulting in the use of soft self-regulation and codes of practice (Black and Murray, 2019). 

 
92 Appendix E contains a list of relevant authoritative documents pertaining to the regulation of biotechnology and 
chemical and biological agents. 
93 In 2019, the total number of “invention” patent applications filed at the China National Intellectual Property 
Administration was approximately three times as many as utility patent applications filed at the U.S. Patent and 
Trademark Office (Schmidt et al., 2021, p. 201). 
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Categorizing Relevant Artificial Intelligence Regulatory Concepts 
The development of new technologies, such as AI and biotechnology, can occur at a faster pace than 
most societies can regulate their use (Holmes, 2021, p. 55; Black and Murray, 2019; Pauwels and 
Dunlap, 2017). This revolutionary rather than evolutionary pace of change poses challenges for 
adapting quickly to the opportunities and challenges that arise from these changes in the norms of 
international competition and conflict (Holmes, 2021, p. 55). Such a revolutionary pace of change 
amplifies existing regulatory challenges in the bioeconomy and AI and ML and need to be addressed 
to avoid misuse by perpetrators and create a global biothreat (Jha, 2023, p. 407). Existing policies and 
surveillance systems need to be strengthened to prevent this from happening. 

Various agencies, including the FDA, the USDA’s Animal and Plant Health Inspection Service, and the 
Environmental Protection Agency, currently regulate the bioeconomy (Nguyen, 2022, p. 31). 
Nonetheless, there is a deficiency in regulating the bioeconomy and AI/ML, which is largely a function 
of lack of defined roles and responsibilities across regulators and inherent communication challenges 
across communities (Nguyen, 2022, p. 32). Given the myriad definitions of artificial intelligence across 
communities, there are similar but varied debates on what fundamental concepts should underly its 
regulation. Therefore, coordination and collaboration among regulatory groups and stakeholders are 
vital to develop a structured regulatory framework while avoiding leaving markets to control 
technologies that can create systemwide risks and impacts. 

It is essential to note that regulation is a complex system composed of several elements that require 
constant interaction. The debates surrounding regulation tend to be focused on the technology and its 
associated actors, and it is relatively rare to draw on analyses of regulatory systems in other domains 
(Black and Murray, 2019). For instance, the historical distinction between the two forms of 
intervention in the context of telecommunication technologies was based on resourcing and scarcity, 

rather than on the nature of risks posed to health or life.94 Recent moves toward market deregulation 
have seen public regulators less likely to get involved in approval or licensing on market or scarcity 
issues (Black and Murray, 2019). 

Emerging U.S. Chemical and Biological Agent Policies  
An example of an emerging biotechnology policy is President Biden’s call to develop a test that can 
detect a hypothetical pathogen within 12 hours and produce enough vaccines to protect the nation 
within 130 days (National Security Memorandum 15, 2022, p. 3). President Biden’s National 
Biodefense Strategy and Implementation Plan for Countering Biological Threats, Enhancing Pandemic 
Preparedness, and Achieving Global Health Security: 

reflects the Biden-Harris Administration’s comprehensive plan to protect our 
nation from future pandemics and biological threats. It outlines a set of bold goals 
to transform the nation’s biodefenses and health security by launching a whole-of-
government effort across 20 Federal Agencies to detect, prevent, prepare for, 

 
94 Alexander Graham Bell patented the telephone in 1876, holding a monopoly in the U.S. market until 1894, when the 
technology entered the public domain. With thousands of competitors connecting users, legal regulation entered the 
market in 1910 through the Mann-Elkins Act of 1910 (Black and Murray, 2019). 
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respond to, and recover from biological incidents, in partnership with our 
international, state, local, tribal, territorial, and private sector partners. (The White 
House, 2022c) 

Concerns have been raised about the governance mechanisms that are in place to prevent accidental 
or deliberate misuse of DNA synthesis that could lead to the spread of dangerous agents, and there 
have been calls for transparency surrounding research conducted in laboratories that work with 
dangerous chemical and biological agents (Intelligence Advanced Research Projects Activity, 2021; 
Morhard, 2022, p. 4). To address these concerns, the Office of Science and Technology Policy released 
a framework for nucleic acid synthesis screening (National Science and Technology Council, 2024). 
Intelligence Advanced Research Projects Activity has developed new tools that can detect the theft of 
engineered organisms and provide early warnings of bioweapons (Morhard, 2022, p. 4). The United 
States and its allies should more quickly develop and test new approaches to quickly detect biothreat 
agents, standardize treatment methods, and enable mass deployment and remediation through 
various global means (Atlantic Council, 2021, p. 3). 

International Chemical and Biological Agent Regulations 
The Biological and Toxin Weapons Convention (BTWC) is a multilateral arms control treaty that 
prohibits the development, production, acquisition, transfer, and stockpiling of biological agents, 
toxins, and weapons for hostile purposes or in armed conflict (Arms Control Association, 2022; 
Brockmann, Bauer, and Boulanin, 2019, p. 26). Signed in 1972 and enacted in 1975, the BTWC was 
the first multilateral treaty to ban an entire class of weapons and requires parties to the treaty to 
destroy and divert all biological agents and toxins, weapons, and means of delivery to peaceful 
purposes (Nuclear Threat Initiative, 2019). While the treaty did not initially explicitly ban the use of 
biological weapons, upon consideration of the proposal by the Islamic Republic of Iran concerning the 
prohibition of the use of biological weapons, the 1996 Fourth Conference Review rendered their use in 

violation of the convention.95 

The BTWC is accompanied by other international and multilateral frameworks, including other 
international and multilateral governance frameworks relevant to the production, trade, and use of 
biological weapons (Brockmann, Bauer, and Boulanin, 2019, p. 27). Yet, even with a more robust 
international legal regulatory framework for CBW than the current U.S. framework, gaps could present 
between the intersection of AI and biotechnology. For example, 

If the Elements of Crimes had fully incorporated the parallel standard of the 
Chemical Weapons Convention, it would have extended Article 8 of the Rome 
Statute to provide the ICC [International Criminal Court] with jurisdiction regarding 
the use of riot control agents as a method of warfare. It appears, instead, that the 
use of teargas and other agents of riot control as a method of warfare in 
international armed conflicts, while being prohibited under the Chemical Weapons 

 
95 Fourth Review Conference of the Parties to the Convention on the Prohibition of the Development, Production and 
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on Their Destruction (BTWC), Geneva, 1996, pp. 11, 
14–15, 17–19, 21–27, 32, 34–35, 28–29, 40–46, 50–51, 55, 56–57; Nuclear Threat Initiative, 2019. 
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Convention, does not per se constitute a war crime under the Rome Statute. 
(Zimmerman and Sener, 2014, p. 440)  

The mandates, political differences, working practices, and levels of stakeholder engagement 
associated with these frameworks could affect their ability to review and ensure adequate coverage of 
relevant existing and emerging technologies (Brockmann, Bauer, and Boulanin, 2019, p. 40). For 
example, the increasing use of advanced bioengineering techniques has raised significant concerns 
about the effectiveness of current governance frameworks. Synthetic biology, which emerged in the 
early 2000s, has created a new set of opportunities and risks in the development of biological 
weapons (Hennen et al., 2023, pp. 157–159). The governance of synthetic biology is evolving, as 
different countries follow different approaches without moving toward global harmonization (Hennen 
et al., 2023, pp. 157–159). 

Synthetic biology is often mentioned as one of the technologies that has the potential to converge 
with other technologies, such as AI, neuroscience, nanoscience, and robotics, which could have 
disastrous consequences for the global balance of power (Hennen et al., 2023, pp. 157–159). Thus, to 
mitigate the risks of synthetic biology, there is a need for the promotion of safe and responsible 
scientific community norms, closer links between scientists and biosecurity experts, and increased 
awareness of dual-use technologies (Boyd and Wilson, 2020). Improvements to the world’s ability to 
respond to pandemics or engineered pandemics are also essential—governance of new 
biotechnologies must be based on common, broadly accepted values and build on existing 
frameworks (de Lorenzo et al., 2018; Boyd and Wilson, 2020). 

Coordination at both the international and intranational levels is necessary to establish such a broad, 
commonly accepted framework. At the international level, the World Health Organization’s (WHO’s) 
updated 2005 International Health Regulations provide guidelines, technical materials, and training to 
foster networks for sharing expertise and best practices in international bio-community (World Health 
Organization, undated; Atlantic Council, 2021, p. 62). At the intranational level, public engagement 
and social debate are required for developments in biotechnology, but it is difficult to organize on a 
global scale and define a set of values and principles that take into account all existing cultural and 

social perspectives.96 

The implementation and evaluation of a global and agile biosecurity framework that covers the entire 
spectrum of public health interventions, emphasizing ethical education from early educational levels, 
is highly recommended (Jha, 2023, pp. 412–413). The role of science, technology, and innovation is 
vital. For example, the Australia Working Group and the International Gene Synthesis Consortium 
provide biosecurity screening through a two-pronged approach to prevent the synthesis of dangerous 
DNA sequences (Pauwels and Dunlap. 2017, p. 7). The ability to connect oligonucleotides together to 
form larger genes or entire genomes, however, poses a gap in the current governance surrounding the 
access to and sales of biological agents and technologies (Pauwels and Dunlap, 2017, pp. 7–8). The 
barriers to edit genes and genomes are steadily decreasing, and, with other advances forthcoming, 

 
96 Biotechnology and the need to include public perspectives have been important factors in the establishment of 
threat assessment institutions throughout Europe and the development of approaches to threat assessment that 
emphasize public participation. See Hennen et al., 2023, pp. 168–169. 
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current governance surrounding the access to and sales of biological agents and technologies could 
be easily circumvented (Pauwels and Dunlap, 2017, p. 11).  

The governance and regulation of AI-enabled biotechnology requires an integrated global threat 
assessment framework (Hennen et al., 2023, pp. 148, 167–169). Such a task will be challenging 
because of major differences in regulation and governance of the academic and industrial sectors 
between countries—which stem from different needs, interests, traditions, cultural differences, and 
public perceptions (Hennen et al., 2023, pp. 162–164)—but a global threat assessment framework is 
critical to regulating effectively current and emerging chemical and biological technologies. The 
principles of proportionality and nondiscrimination can provide helpful guidance in reconciling 
conflicts and tensions between fundamental values and regional or local values and preferences (de 
Lorenzo et al., 2018). The precautionary principle requires that any intervention must be 
proportionate, nondiscriminatory, and consistent to achieve a balance between protecting society 
against unacceptable risk while not unnecessarily stifling innovation (de Lorenzo et al., 2018). 
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Chapter 7 

Chemical and Biological Threats 

Emerging technologies are lowering barriers to entry through multiple processes: research assistance, 
efficient cost reductions, and automation. Notable areas relevant to biology and chemistry include 
drug design and discovery and scientific modeling. Deep neural networks, LLMs, and BDTs all have 
applications in the life sciences and could be used to produce CBW. Much of the research on AI’s use 
to the life sciences examines the potential for LLMs, BDTs, and deep neural networks to aid in novel 
pathogen design, robotic automation, vaccine research, and laboratory assistance (Buvailo, 2023). 
LLM chatbots can act as laboratory assistants; BDTs could serve to design biological agents with 
detrimental effects to human health; and deep neural networks can parse expansive datasets to make 
connections that scientists might not immediately see, thus increasing the usability of data that are 
being used in drug discovery to rapidly accelerate in vitro and in vivo testing (Director-General of the 

Scientific Advisory Board, 2023).97  

Because of the unprecedented speed of growth in the use of AIs in the life sciences, their capabilities 
and potential to lower barriers is not fully understood. Moreover, techniques to study AI are being 
developed to understand to what extent barriers are being lowered. These studies hope to understand 
whether LLMs reduce existing knowledge barriers such that non-SMEs, aided by an LLM, can conduct 
research at the level or ability of an expert.  

Although there is much work being done by private companies, there is a growing amount of research 
done at academic institutions and in an open-source framework, which some believe is catching up to 
frontier laboratories such as Anthropic, OpenAI, and Google DeepMind. We have not found instances 
in open literature (not that we would expect to) of AI actually being used in the development of CBW, 
but we have found instances in which AI systems have been ready-made to begin producing CBW. 
One AI system used for drug discovery was given a simple tweak and was able to suggest 40,000 
possible dangerous molecules in six hours (Urbina et al., 2022a). In November 2022, Google’s 
DeepMind was able to predict the structure of 600 million proteins that have not been characterized, 
and Meta has begun using NLP on protein sequences instead of human language (Buvailo, 2023). 
Therefore, although we have not seen a state or nonstate actor use AI for CBW creation, some believe 
it is possible or near possible to do, potentially by 2027 (Gladstone AI, 2023). Given the current 
constraints, a bad actor would need to be highly resourced to acquire the necessary skilled personnel 
and laboratory equipment and materials (Montague, 2023). It is unlikely that less-resourced actors 
would be able to generate a weapon. Additionally, acquisition of some traditional agents by means 
other than AI might be significantly easier than using AI to generate the CBW. For example, one SME 
told us that leveraging an insider threat—such as from individuals who work with sensitive data or 
materials and have access to digital and physical resources that are owned by their institutions—is 
currently a simpler route to obtaining materials or data. These resources could consist of laboratory 
equipment, chemicals, reagents, biological samples, databases, or code, all of which are susceptible to 

 
97 See also Sandbrink, 2023c.  
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theft. The threats that existed before the adoption of AI in the chemical and biological domain remain 
unchanged, but AI introduces an additional threat layer because of the lowered knowledge barrier. 

Two of our SME interviewees said that another future threat area is the further development and 
expanded availability of cloud laboratories and SDLs. These facilities provide warehousing for reagents 
and potentially reduce the expertise and resource barriers for bad actors to conduct complex 
biological experiments that generate harmful products. One of these SMEs said that the major security 
concern in this area is that individuals with limited training and knowledge could gain access to these 
laboratories and produce harmful results.  

Barriers Are Being Lowered That Increase the Potential for 
Dual Use  
As with many advancements, AI and ML have the potential to reduce difficulties in day-to-day 
operations. This can be seen in popular uses of AI, such as using an LLM for writing reports, providing 
recipes, and other search-based operations. AI as a tool has been used to lower barriers in time, cost, 

expertise, workforce, and ideation (Jahanyar, Tabatabaee, and Rowhanimanesh, 2023).98 When 
considering these lowered barriers, it is important to acknowledge the dual-use nature of such 
advancements. For example, LLMs might be great at outlining a report and giving an author something 
to work from, but they also increase the possibility of dishonesty and plagiarism. Considering the ways 
in which general applications can be misused can prepare an individual to see the dual-use potential 
not just in current AI functionality, but also new technologies as they arise. 

AI and ML programs can harness the immense computing power that has been developed in recent 
years, creating an incredible boon in the reduction of the time barrier for accomplishing their 
programmed tasks. For the sciences, the reduction in time requirements is twofold: reduced 

development time and reduced production time (Pun, Ozerov, and Zhavoronkov, 2023).99 A reduction 
in production time can come from automation, which overlaps with a lessened need for expertise 

(Williams et al., 2015).100 Rather than needing skilled and perhaps highly educated laborers, 
automated production performs difficult operations, often on reduced timelines and with extreme 
precision (Williams et al., 2015). AI models could also be used to identify inefficiencies in production, 

further reducing production time (Gopal et al., 2023).101 Additionally, AI models reduce the time 
requirements for development at the ideation stage (Qiu and Wei, 2023). The earlier example of 
asking AI to write a recipe is an example of this. ML models are not capable of creating new concepts, 
but they are capable of filtering through known material to propose new products with high likelihood 

for success (Vatansever et al., 2021).102 This capability aids experienced personnel during the initial 
creative steps by effectively reducing the time-consuming phase of research of determining an 

 
98 See also Lewis, 2021. 
99 See also Sarkar et al., 2023.  
100 See also Lentzos, 2022.  
101 See also Boniolo et al., 2021.  
102 See also Blanco-González et al., 2023.  
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experimental plan. In the chemical or biological space, this could involve suggesting drugs to yield a 
desired activity, predict enzyme activity, personalize medical treatment plans, and more (Vatansever 

et al., 2021).103 

AI modeling reduces the requirements for expertise by both reducing the number of experienced 
professionals needed and lowering the education requirements of the workforce (Sandbrink, 2023b). 
A well-trained model can serve as a fount of expert knowledge that novices can draw on to fill 
education gaps, and/or it can provide experts in one field of research the knowledge they need to 
apply their skills more readily in other fields. In some cases, AI models might be used to remove the 
education requirements altogether, providing step-by-step instructions to accomplish the desired goal. 
AI models can be used as an enhanced search feature that can provide step-by-step solutions to 
specific problems. 

Inherently tied to the reduction of all the previous barriers is the reduction of cost. Enhanced ideation 
saves material costs that would come from failed endeavors. Workforce reduction and a lessened 
need for experts reduces staffing costs. Optimization reduces the costs associated with previously 

intermediate process steps (Qiu and Wei, 2023).104  

Finally, troubleshooting simultaneously but incrementally reduces time, cost, and expertise barriers 

(Sandbrink, 2023b).105 AI-enabled troubleshooting reduces or otherwise removes the need for hiring 
outside entities to solve issues for which an organization lacks an expert with the required expertise. 
The benefits of barrier reduction in time, costs, expertise, and workforce are apparent, but so is the 
dual-use potential. For every barrier reduction that can be built and harnessed for the common good, 
there is a potential for it to be applied in an adversarial way. 

Implications of Lowered Barriers for Chemical and Biological 
Weapons  
AI can reduce barriers in the development of CBW by making information and process design more 
accessible to non-SMEs, SMEs, and large organized scientific organizations (Director-General of the 
Scientific Advisory Board, 2023). In terms of CBW creation, AI is decreasing time to potentially 
engineer pathogens and toxins and assisting in circumvention of access barriers such as screening 
(Dybul, 2023). 

While the lowering of barriers regarding time, cost, expertise, workforce, and ideation has inherent 
dual-use concerns in terms of CBW creation, it is critical to highlight that, to date, there is no public 
record of AI being used to develop such weapons. Although several studies (primarily focused on 
biological weapon development; Mouton, Lucas, and Guest, 2023) have investigated AI’s usefulness in 
carrying out such an act, these studies aim to understand the landscape of the intersection of AI and 
biological weapons. Understanding the possible implications of lowered barriers on CBW creation will 

 
103 See also Xu et al., 2020; Johnson et al., 2021.  
104 See also Casey et al., 2021. 
105 See also Talens-Perales et al., 2020.  
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increase understanding of potential current capabilities and help identify potential areas for policy 
intervention. 

AI-enabled reductions in the time, cost, expertise, workforce, and ideation necessary to perform 
scientific inquiry and experimentation have led to rapid advancement in basic and translational 
chemical and biological research. These advancements, while carried out to further scientific discovery 
and done under nonmalicious intentions, have highlighted the utility of AI in the chemical and 
biological research space. It is necessary to point out that the dual-use potential of chemical and 
biological discoveries is not a new phenomenon nor unique to AI involvement. Many basic research 
discoveries in chemistry and biology have, in many ways, always held dual-use potential. The 
integration and advancement of AI, however, might now make the realization of these dual-use 
potentials by malicious actors more feasible or might create new, previously unknown dual-use risks. 

AI’s ability to lower barriers has implications in three broad areas—procure, develop, and deploy—
which pose dual-risk potential for CBW creation. For our analysis, the following definitions apply: 

• Procure: To obtain resources including, but not limited to, materials, data, information, or 
expertise related to creating chemical or biological products. 

• Develop: To carry out acts including, but not limited to, ideation, modeling, or 
experimentation related to creating chemical or biological products. 

• Deploy: To use chemical or biological products for real-world applications including, but not 
limited to, using products on humans or animals. 

This discussion focuses on how lowered barriers pose dual-use risk for CBW creation assuming 
purposeful intent and not accidental creation (as discussed in another section of this report). For 
simplicity, dual-use barriers have been placed under the area (i.e., procure, develop, or deploy) for 
which they have the potential to contribute to the most. Many dual-use barriers, however, have the 
potential to be cross-cutting and can have implications beyond the area they are included under. In 
discussing the potential of AI to lower the barriers to procure, develop, or deploy CBW, it is important 
to note that an actor’s ability to carry out such acts is not dependent on the use of AI. In other words, 
capabilities to create CBW already existed prior to the creation of AI. The purpose of this section, 
however, is to discuss the ways in which AI can lower barriers as a result of dual-use AI capabilities 
being employed in the chemical and biological spaces. 

Procurement: Lowered Barriers That Increase the Potential for Dual 
Use 
AI applications in chemistry and biology research have demonstrated areas in which AI can assist with 
procuring resources for the creation of chemical or biological products. These areas include easier 
access to large quantities of information and data, providing protocols for carrying out experiments, 
troubleshooting, data augmentation, and bypassing security measures. Below is a discussion of some 
of these potential dual-use areas, informed by academic literature, interviews, and SMEs. It should be 
noted that the topics discussed here do not represent an exhaustive list of the potential areas where 
procurement barriers are lowered by AI. 
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Easier Access to and Use of Technical Data 
AI models, particularly LLMs, offer alternatives to traditional web searching for finding publicly 
available technical literature, data, and other necessary information required to carry out chemical or 
biological research. A myriad of technical information, such as omics data, publications, patents, and 
chemical structure data, can be pulled from multiple sources and provided to a user via AI. All these 
types of data can be used to design experiments and inform ideation. Easier access to this wide array 
of scientific information presents dual-use potential, as it could lower the bar for malicious parties to 
use this information for CBW creation (Sandbrink, 2023a). 

One of LLMs’ biggest strengths comes from their varied utility and use. “LLMs can often answer 
questions, summarize, paraphrase and translate text on a level that is nearly indistinguishable from 
human capabilities” (Clusmann et al., 2023). Multiple SMEs with whom we spoke expressed the idea 
that a less knowledgeable individual would be aided by the inclusion of AI into their production 
process. One of these interviewees expressed the notion that, for novices, an LLM can serve as a 
troubleshooter, and, for more experienced scientists, it can serve to enable cross-field knowledge. 
Moreover, an LLM can be useful for all skill levels (Gladstone AI, 2023). Not only does this decrease 
the barrier of entry for an individual to create CBW, but the perceived decrease in difficulty could 
invite actors to try who would previously believe themselves to be incapable of the feat (Sandbrink, 
2023c). AI systems, and more specifically LLMs, are not just being used as tutors, assistants, and 
troubleshooters but also as mechanisms for novel research by automating tasks that could take a 
substantial amount of time and effort (Buvailo, 2023). AI’s use in potential CBW development was 
shown in a study that involved nonscientist Massachusetts Institute of Technology graduate students, 
which suggests that LLMs can assist an actor to identify a bioweapon agent and formulate a plan for 
production of a weaponizable agent, despite a lack of biological training and experience (Soice et al., 
2023). 

In the chemistry space, ML has been used to sift through large quantities of data and information and 
extract relevant findings to be used for chemical product design and development. AI cloud-based 
target discovery platforms, which can extract and synthesize data from multiple sources, including 
grants, technical literature, patents, and other publications, have been used to identify potential drug 
targets with customizable filter settings (Pun et al., 2022). 

In the biology space, ML and deep learning have assisted researchers with sorting through and 
identifying patterns and relationships from large quantities of complex genomic data (Lentzos, 2022), 
potentially lowering the barrier for those with less expertise to do the same. ML has proven to assist 
with identifying valuable insights into design optimization for research challenges influenced by a 
multitude of factors (Bai et al., 2024), simplifying the design process and expertise required for the 
procurement of complex biological products. 

Assisted Identification of Previously Reported Small Molecules and Sequences  
In the chemistry space, the development of small molecules with beneficial therapeutic properties 
often goes hand-in-hand with the accidental development of harmful small molecules that possess 
unwanted properties. The publishing of molecular structures that possess both good and bad 
properties is common in academic literature. Drug repurposing, or the use of existing data on drug-
target pairs that have been approved or disapproved (Boniolo et al., 2021), is a common approach to 
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drug development. AI and ML models are assisting with the drug repurposing process (Vatansever et 
al., 2021) to accelerate the identification of drug-target pairs and have numerous applications in 

improving pharmaceutical R&D (Zhavoronkov, 2018).106 Some experts have suggested that use of AI 
and ML to identify beneficial drug-target pairs might allow for the exploitation of existing toxicity and 
pharmacodynamic profiles of unwanted and potentially dangerous small molecules (Boniolo et al., 
2021). 

Similar to chemistry, the biological research space sometimes involves the identification and reporting 
of harmful mutated sequences. Identification of these sequences is essential for identifying medicinal 
or biomedical solutions. To accelerate the identification of these novel sequences, ML models have 
been applied (Xu et al., 2020). While AI and ML are being frequently use to further beneficial medical 
discoveries, some have raised concerns that potential dual use might allow for publicly available 
information on sequences to be leveraged for identifying immune system vulnerabilities that could 
assist with development of CBW (O’Brien and Nelson, 2020). 

Easier Obtainment of Reagent Lists, Protocols, and Troubleshooting Tips 
Information on necessary reagents, required expertise, and companies to purchase from has been 
suggested by LLMs (Soice et al., 2023). In the chemistry space, LLMs are being developed to assist with 
the planning of scientific experiments. In one example, researchers designed an LLM to predict 
synthetic routes of chemical reactions and offer necessary reagents and quantities (Boiko et al., 2023). 
Although the LLM used in this case was not always accurate in its prediction of reagents and 
quantities, the LLM was successful in many cases and was named “Coscientist” by its developers. The 
authors of the study observed that the LLM demonstrated “chemical reasoning” and was able to use 
chemistry-related information to help guide actions (“AI-Powered ‘Coscientist’ System Designs and 
Executes Chemical Reactions,” 2023), similar to how a trained chemist would search the internet for 
information on a particular reaction and necessary reagents. The development of LLMs and other AI 
tools to assist scientists in the laboratory with tasks such as identifying reagents and protocols almost 
certainly presents dual-use potential. By potentially reducing both time and required knowledge, these 
tools likely help simplify the planning and research process for individuals who might otherwise not 
know how to obtain that level of technical information.  

Development: Lowered Barriers That Increase the Potential for Dual 
Use  
AI and ML are becoming increasingly used for chemical and biological product development. With the 
use of AI to advance beneficial discoveries arise potential dual-use areas for CBW development. Below 
is a non-exhaustive list of some of these dual-use areas, informed from academic literature, interviews, 
and SMEs. 

 
106 See also Sarkar et al., 2023.  
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Chemical Design Tools  
Chemical design tools (CDTs), or systems trained on biological data that can help design new chemical 
molecules or agents have become increasingly useful in the drug discovery space. These tools assist 
the user with actions such as target binding prediction, optimization of existing compounds, creation 
of novel molecules, and suggested synthetic routes (Nguyen, Nguyen, and Tran, 2023). The dual-use 
potential of CDTs arises from their ability to reduce the knowledge barriers, technical know-how, 
speed of discovery, and costs associated with developing chemical molecules or agents that can be 
characterized as CBW. 

Biological Design Tools  
Biological design tools (BDTs), or systems trained on biological data that can help design new proteins 
or other biological agents (Sandbrink, 2023a), have become increasingly used in biological research 
(Ding, Nakai, and Gong, 2022). Protein-folding models are helping researchers further structural 
systems biology by accurately predicting ligand-protein and protein-protein complexes (O’Reilly et al., 
2023). Some models, such as AlphaFold2, use deep learning to predict protein structures based on 
amino acid sequences (Eisenstein, 2023), while others use deep-learning to predict protein function 
from amino acid sequences (Yu et al., 2023). These prediction models are helping to accelerate the 
establishment of structure-function relationships across the proteome, paving new opportunities for 
biomedical discoveries. As mentioned earlier regarding AI’s ability to identify previously reported 
sequences, BDTs can suggest new protein variants based on these sequence screenings (Qiu and Wei, 
2023). As a result, BDTs have proven useful in suggesting post-translational modifications for protein 
engineering to improve protein function (Mandeep and Shukla, 2019). De novo protein design is also 
being explored with the help of BDTs, with the goal of eventually creating proteins that can carry out 
desired functions or produce desired outputs (Howes, 2023). 

BDTs belong to a larger group of AI tools trained on biological data (Rose and Nelson, 2023). With the 
rise of BDT use in biological research, some have speculated on the dual-use implications of the 
technology and potential risks of biological misuse (Sandbrink, 2023a). Similar to CDTs, the dual-use 
potential of BDTs arises from their ability to reduce the knowledge barriers, technical know-how, 
speed of discovery, and cost for developing biological products that could double as biological 
weapons. BDTs’ ability to be used to identify optimal mutations for a pathogen to “enhance virulence 
factors, expand host range, alter routes of transmission, encode resistance to medical 
countermeasures, and intensify mortality” has been discussed (O’Brien and Nelson, 2020). In addition 
to being able to identify favorable genetic variations in pathogens that confer higher pathogenicity 
(Yakimovich, 2021), some have raised concerns that BDTs might offer an easier means of identifying 
vulnerable genetic variations in specific human subpopulations that could be leveraged to develop 
“precision maladies” (O’Brien and Nelson, 2020). Given that BDTs are trained on biological data and 
can assist with the designing of new proteins and other biological agents, concerns over whether BDTs 
might be able to help circumvent sequence-based biosecurity measures have been raised (Sandbrink, 
2023a). Although BDTs will likely contribute positively to biological research, their ability to equip 
users with skills traditionally obtained through extensive technical training lowers the barrier for BDTs 
to be potentially misused for the development of CBW. BDTs’ ability to further equip those who 
already have the technical training by reducing time and effort also contributes to their potential for 
dual use. 
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Simulations and Other Test Tools Reducing Need for Physical Equipment and 
Experiments 
AI-driven simulations are reducing costs by allowing researchers to simulate experiments, reducing 
need for physical equipment and experiments in some cases. Examples of such simulations include 
multiscale simulations of molecular systems (Casalino et al., 2021) and simulations that give 
researchers the ability to study potential drugs more extensively and reduce time to clinical trials 
(Patel and Shah, 2022). Immune simulations are also helping researchers and pharmaceutical 
companies identify vaccine candidates, such as those designed against SARS-CoV-2 variants 
(Bhattacharya et al., 2023). Deep learning models have also been used to expedite research on 
CRISPR/Cas systems, helping researchers to more quickly identify and validate guide RNA activity with 
reduced experimentation (Lee, 2023). 

Considerations for Subject-Matter Experts 
When exploring factors that lower the barrier for AI-enabled CBW development, one consideration is 
the dependence on areas of expertise. While an AI SME expert might know how to create ML models 
or LLMs effortlessly, without the knowledge of biology or chemistry, the knowledge barrier for further 
development of CBW might remain unchanged. Conversely, a biology or chemistry expert could create 
datasets with protein sequences or genomics data needed for additional development, but without AI, 
they might not be able effectively to utilize these data.  

Differences in Barriers Depend on Expertise 
Artificial Intelligence Subject-Matter Expertise 
AI models and chemical and biological datasets kept separately will not lower the barrier for 
development. With the trends of the intersection of AI models and chemical and biological datasets, 
however, it is possible for this barrier to be reduced. For instance, an AI expert who also has expertise 
in biology or chemistry could smoothly create a model that serves as an aid to others in that field or 
provide a means for novices to create a product. With expertise in AI, one could use an LLM to provide 
scientific information, access relevant online resources and tools, and instruct research.  

LLMs could increase the accessibility to existing knowledge and capabilities, and thus might lower the 
barriers to misuse. For example, an AI expert with knowledge about biology can fine-tune the model 
with scientific documents and discussion forums that provide information to non-experts (Sandbrink, 
2023a). To fine-tune an LLM, one must be able to prepare the model and adjust the parameters for it 
to work on a domain-specific dataset. For AI experts, the missing piece would be the knowledge in 
biology and chemistry. If an AI expert also has knowledge in these domain-specific datasets, however, 
the barrier would be lowered tremendously, since this expert would understand how to create a model 
that performs the desired outcome and supply models that are practical to the world. Yet, in the hands 
of someone lacking laboratory expertise, even the ability to obtain items and execute procedures still 
might not lead to the successful development of an agent due to failures of technique. 
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Aside from LLMs, there is the more traditional approach to using ML for chemical and biological 
development. ML algorithms—including deep neural networks, reinforcement learning, principal 
component analysis, and generative ML, such as variational autoencoders—could be applied to open-
source databases of bioactive molecules, such as ChEMBL, to design novel small drug molecules and 
propose feasible chemical synthesis pathways. Synthesizability of a generated molecule could be 
assessed with neural networks (Sarkar et al., 2023). With this approach, traditional ML algorithms can 
be used to lower the barrier to chemical and biological development if the model created produces 
the desired novel small drug molecule using the required dataset. In this example, an AI SME can 
create an ML model that creates a novel small drug molecule, but the barrier will only be lowered in 
the case that this expert is knowledgeable about databases such as ChEMBL or works with someone 
who is. In the same way that employing AI can enable the creation of novel small molecule drugs, AI 
can also reduce the barrier for development in toxic molecules. It should be noted that the physical 
translation of novel chemical or biological agents from an AI-enabled design is not trivial. For example, 
the suggested methodology might not work due to methodological issues or lack of technical skills. 
Additionally, the predicted properties and interactions of the molecules might be inaccurate. Bench 
scientists see this behavior routinely as they work with AI systems and must validate the predictions in 
a real experiment. 

Chemistry and Biology Subject-Matter Expertise 
Traditional chemical and biological research has generated data siloed from other disciplines and 
analyzed by eye or simple spreadsheet operations. Wet laboratory work takes the bulk of scientists’ 
time, and computational biology and chemistry have been thought of as separate disciplines. Because 
of this, many senior scientists are unfamiliar with or distrustful of AI applications—preferring to 
operate in the familiar way. As generated dataset size has increased, this has become increasingly 
difficult. The sheer size of data is often overwhelming—paralyzing efforts to draw out robust 
conclusions. Consequently, AI integration in chemistry and biology is simultaneously an enormous 
barrier and a necessity. The field is already trending toward integration, but growing pains are 
inevitable. In the coming years, chemistry and biology experts with some AI expertise will be in high 
demand, and such expertise might even become the standard. 

Perhaps the primary discipline within chemistry and biology that exhibits this barrier/benefit 
relationship with AI is genomics. The generation of data requires both sequencing and assembly of 
sample nucleic acids. Assembly involves taking the raw sequencing data, which consists of hundreds 
or thousands or millions of short fragments and using algorithms to put these together into a longer 
sequence or set of sequences. This can be challenging if dealing with repetitive nucleic acid elements, 
novel organisms, or a sample containing multiple sequences, such as in the sequencing of wastewater 
(Chan, Naphtali, and Schellhorn, 2019). The assembly of such sequences is increasingly reliant on 
complex algorithms, such as ALLPATHS or metaSPAdes (Gnerre et al., 2011; Nurk et al., 2017).  

Following genome assembly, ML approaches are crucial in data analysis. Whole genome data are 
notoriously large and complex, so this stage is usually the bottleneck. While the simple function of 
genes is increasingly understood, gene regulatory networks and genotype/phenotype relationships are 
still rather opaque. Tools such as PrimateAI (Sundaram et al., 2018), which enables the prediction of 
gene variant pathogenicity, among other things, or ML strategies to predict complex traits, such as 
height, from genomic information (Lello et al., 2018) are required to progress the field. 
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AI and ML are being used in other fields within chemistry and biology. Notably, AI and ML have made it 
easier for researchers to improve the efficiency and accuracy of drug discovery and development. 
Employing AI in this space could help expedite the entire drug discovery process, potentially reducing 
the time to clinical trials and assisting with clinical trial design. Examples include assisted toxicity 
predictions and filtering of potential drug candidates (Pu et al., 2019) and recommended drug dosage 
regiments for patients (Paul et al., 2021). These approaches can help reduce costs and even ethical 
issues if the drugs sent for human trials are more likely to be safe and effective and reduce potential 
toxic or unwanted side effects (Patel and Shah, 2022; Qureshi et al., 2023). These advances have 
effectively lowered the barrier for drug development, as AI and ML are assisting researchers in their 
work, allowing them to focus resources on further development activities. The reduction in time and 
resources necessary to move through the early stages of drug discovery and development enables 
rapid societal benefits; however, the same tools might also be used by bad actors to develop harmful 
agents. As noted above with AI expertise, the predictions made by AI are not always accurate in real 
systems.  

Table 7.1 contains a summary of the information found in the “Differences in Barriers Depend on 
Expertise” section. 

Table 7.1 
Summary of the Considerations for Subject-Matter Expertise 

Primary Expertise Other Expertise Example Capabilities Limitations 

AI and/or ML • Chemical/biological 
datasets 

• Fine-tune an LLM with 
scientific data 

• Physical translation may still 
require skills that AI 
assistance cannot easily 
overcome 

 • Domain expertise in 
chemistry or biology 

• Familiarity with the 
availability/use of BDTs 
or CDTs 

• Design a novel drug  • Even experienced 
researchers cannot 
completely predict if 
designed molecules will 
have the predicted 
properties 

• Physical translation may still 
require skills that AI 
assistance cannot easily 
overcome 

Chemistry or Biology • Familiarity with using 
AI models in their work 
(e.g., researchers in 
genomics or drug 
discovery) 

• Identify or predict 
pathogenicity of gene 
variants 

• Chemical agent discovery 

• Predictions may not yield 
accurate results 

• Synthesis or the designed 
agent may require 
techniques or equipment 
that are unfamiliar to the 
bad actor 
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Considerations for Bad Actors 
Understanding the shared and unique barriers to AI-enabled CBW research and development by bad 
actors is useful in threat assessment and risk analysis. Several assumptions guide how we consider the 
topic in this section: 

• First, we assume that the bad actors are attempting to conduct CBW research and 
development in a covert manner and that every step taken by the bad actors is intended to 
obfuscate and circumvent traditional CBW detection and security measures.  

• Second, we assume that current regulatory measures around chemical and biological 
materials are intact and functioning as designed and intended.  

• Third, we assume that there are no major local, regional, or world events that would 
significantly affect any phase of the CBW research and development lifecycle.  

Deviations from these three assumptions could facilitate or hinder a CBW program or project and 
introduce additional variables that ultimately alter the calculus behind an analysis of barriers for 
different actors. In this section, we present shared and unique barriers for actors pursuing CBW, 
integrating the role of AI where appropriate. It should be noted that actors and their capabilities exist 
on a continuum and will affect how “successful” a CBW program is. We take a more nuanced approach 
to explaining the differences among actors and provide examples where relevant.  

Shared Barriers 
Access to a variety of SMEs on relevant CBW topics is necessary for a CBW program, as had been 
detailed in prior publications (Ouagrham-Gormley, 2012; Smithson, 2006). Subject areas that might be 
needed for CBW broadly include microbiology, chemistry, and bioprocess engineering. Specialists 
from several more subdisciplines and other related fields would also likely be needed for a robust 
CBW program. Deployment of a CBW agent might require expertise from individuals with a 
background in biophysics, as well as explosives and energetic sciences, to name a few. The complexity 
of the agent and the scale of the agent production will also affect the number of SMEs needed. SME 
access, acquisition, and retainment are shared across all actor types and are necessary for a successful 
CBW program. Developments in AI, however, could lower the barrier to the number and perhaps even 
type of SMEs that are required. AI, in the near term, will likely not be replacing SMEs entirely but rather 
augment existing workflows and value chains. In addition, AI-assisted automation approaches could 
even further simplify some types of technical skills required for a CBW program.  

While some AI tools are publicly available, not all such tools are. Advanced AI models require 
computing clusters for which most individuals do not have access. Other AI models might be hosted 
on public servers or require some level of computer programming skills. Difficulties in implementing AI 

in different fields have been widely described (Pappas, 2023).107 Thus, access and use of AI tools are 
also a shared barrier but do depend on the level of technological prowess that actors can acquire or 
intrinsically possess in existing actor talent pools. Once an AI tool is used, how well can the actor 
interpret the results and know how to incorporate the results into a CBW pipeline? In an overlap with 

 
107 See also “10 Hurdles Companies Are Facing When Implementing AI (And How to Overcome Them),” 2023.  
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the previous SME barrier discussion, a truly AI-enabled or AI-assisted CBW program will need to have 
AI engineers who understand how to appropriately integrate in silico results with wet-laboratory 
capabilities and requirements. If the actors are dependent on the design and use of an indigenous AI 
tool, then an AI specialist might be necessary. 

Current regulations surrounding gene synthesis orders and scrutiny from interested parties could 
complicate efforts to maintain a CBW program covertly. For a biological weapon, gene synthesis 
orders are likely necessary for the design and construction of a pathogen, and numerous commercial 
DNA synthesis vendors are members of the International Gene Synthesis Consortium, which sets 
standards for gene sequence and customer screening (International Gene Synthesis Consortium, 
undated). Attempting to use these vendors to synthesize a sequence of concern will likely result in 
outright denial and reporting to authorities. However, sequence-based searches may become less 
effective as understanding of the restricted sequences improves and alternative sequences are 
identified that do not trigger a denial through a sequence-only screen (Batalis et al., 2023). At the state 
level, various intelligence apparatuses might already have sources on the ground that can alert to a 
CBW program or at least monitor for indications of a CBW program. Sources inside nonstate actor 
groups might also similarly alert security officials to the presence of CBW efforts. Although lone actors 
might be outside the direct view of intelligence collection, their individual actions could trigger a wider 
response. The incidental checkup of a building in Reedley, California, by a code enforcement officer 
unveiled an illegal biomedical laboratory that was not following medical device rules and resulted in 
the arrest of an individual (U.S. Attorney’s Office, Eastern District of California, 2023). Although this 
example did not enter the realm of CBW, seemingly innocuous blunders or accidents by nefarious lone 
actors could result in revealing private CBW laboratories. Use of AI tools by unauthorized users might 
also trigger a security response and uncover covert CBW activities. 

A plan that might seem perfect on paper can be difficult to implement in the “real world.” This is 
common in research laboratories, where assays and experimental workflows that are straightforward 
in theory or able to be implemented in one setting often involve technical difficulties and issues with 
reproducibility, perhaps at no fault of the researcher themselves. Reproducibility of research has been 

studied and is a noted concern in the life sciences (Begley and Ellis, 2012).108 Likewise, while actors 
might have access to different resources and numbers of individuals working on a topic, each actor 
must deal with troubleshooting steps in protocols, adjusting for variations in equipment and 
conditions. Even when AI tools are considered, these technical issues will still be present. Although an 
AI system might produce likely candidates for a designed protein or molecule, these candidates will 
still have to be experimentally verified for activity and likely extensively characterized. These steps 
could include numerous in vitro and in vivo experiments that each could have points of failure and 
produce inconsistent or undesired results. The stochastic failure rate of experiments and steps along 
the CBW value chain could be a barrier faced by all actors in CBW programs. 

Unique Barriers 
State, nonstate, and lone actors face several barriers in the successful development of CBW, including 
that supported by AI tools, as the following sections detail. While AI can be an enabler and provide 

 
108 See also Prinz, Schlange, and Asadullah, 2011.  
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design capabilities and niche knowledge, actors must still contend with real-world barriers ranging 
from international scrutiny to SME acquisition to technical issues with in vitro and in vivo experiments. 
Despite these barriers, security cannot purely rely on the status quo of current barriers. As more 
powerful AI systems are introduced, a layered approach to preventing actors from producing a usable 
CBW agent are needed.  

State Actors 
A state typically has the capabilities and requirements to start a CBW program. However, a state 
actor’s unique, and perhaps primary, barrier is scrutiny from the international community. Numerous 
states are assessed to be engaging in conduct that raises compliance concerns or to be in outright 
violation of measures set forth by the Chemical Weapons Convention and BWC (U.S. Department of 

State, 2023b).109 These countries include China, Myanmar, Russia, Syria, North Korea, and Iran. A 
poignant example of this is when the Assad regime deployed rockets carrying sarin gas over 
Damascus, killing approximately 1,400 Syrians, followed years later by repeated uses of chemical 
weapons on Syrian citizens. The international community responded with both diplomatic means and 
military actions. Syria was asked to dismantle its program, and, although this was not accomplished, 
the regime transferred large amounts of chemical weapons to international regulators for destruction. 
Such penalties might create a more adverse environment and force a state to use different methods of 
deceit, misdirection, and compartmentalization that insulate and obscure its CBW program.  

While access and use of AI tools was initially presented as a shared barrier, a state actor might be met 
with different considerations than a nonstate or lone actor. A state actor might be seeking to develop 
indigenous AI systems and thus be met with hardware limits. The United States currently limits the sale 
of more advanced AI chips to China (Public Law 117-167). Such export control measures can hinder a 
state’s work on more powerful AI but do not prevent the use of narrow AI tools or other AI systems that 
do not rely on restricted hardware imports and might be computationally less intensive.  

State-level actors could also vary greatly in their capabilities regarding chemistry, biology, physics, 
explosives, and AI. In each of these topics, a state actor could acquire the necessary materials, 
compounds, formulas, and results through a variety of methods—both legitimate and illegitimate—to 
enable and enhance its capabilities. When the Soviet Union collapsed, there was concern about 
biological weapon SMEs taking their research and knowledge to other countries that want to develop 
their own biological weapon programs, highlighting the reality that many states may not have the 
desired expertise needed for a CBW program. 

Nonstate Actors 
Various nonstate actors have expressed interest (or followed through) in obtaining, developing, and 
using CBW. Examples include Aum Shinrikyo, al Qaeda, the Islamic State of Iraq and the Levant (ISIL), 

and domestic U.S. terror groups (Monterey Institute of International Studies, 2001).110 Nonstate actors 
face a set of barriers that are similar to shared barriers across other actor types but unique to their 
nonstate status. Nonstate actors may lack SMEs that are able to cover all steps of CBW research, 

 
109 See also U.S. Department of State, 2023a.  
110 See also Mowatt-Larssen, 2010; United Nations, 2023; and Vasilogambros and National Journal, 2023.  
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development, and weaponization that a state level actor may employ. To that end, nonstate actors 
would need to recruit talent. In the case of ISIL, scientists were documented to have been recruited 
into its chemical weapon program (Warrick, 2019). After ISIL’s invasion of Mosul in 2014, an Iraqi 
geologist was tasked with helping procure equipment. Over the course of 15 months, he helped a 
team of ISIL scientists organize efforts to manufacture mustard gas. In addition, if a nonstate actor 
intends to use AI tools in the creation of CBW agents, the nonstate actor may also have a harder time 
than state actors in accessing that talent pool. 

One example of how technical knowledge limited the extent of a nonstate actor’s damage is how the 
World Trade Center bombing in 1993 failed to disperse a chemical weapon agent. The perpetrators 
had originally intended for the blast to cause the release of cyanide gas; however, the heat of the 
explosion destroyed the cyanide (Mylroie, 1995/1996). In this case, unregulated AI programs might 
have shown the actors that cyanide decomposes at different temperatures and proposed alternative 
delivery approaches that allow for a relevant fraction of cyanide to remain viable.  

While capital is likely not an issue for a state-level CBW program, for nonstate actors, access to enough 
capital for a functional CBW research program may be a barrier. Some nonstate actor organizations, 
such as Aum Shinrikyo and al Qaeda, were extremely well funded but still failed to successfully 
develop and deploy CBW agents.  

Another barrier to consider is the covert status of a nonstate actor’s CBW program. While a state actor 
could potentially disguise their program under legitimate research, as the Soviet Union did with its 
CBW program, a nonstate actor would need to devote effort and resources into establishing research 
“fronts,” such as the use of legitimate clinical research, that can withstand scrutiny from various 
biomaterial and chemical vendors, who now operate in a much stricter regulatory environment. 
Maintaining a long-term, covert, nonstate CBW program may be difficult in today’s world. Nonstate 
actors engaged in active conflicts with other groups, including states, may face kinetic operations that 
limit potential for a new, or continued CBW program, regardless of whether AI tools are involved. ISIL 
is suspected of turning university chemistry laboratories in Iraq into weapon facilities (“Chemical 
Weapons Found in Mosul in Isis Lab, Say Iraqi Forces,” 2017). In another case, the United States 
bombed an ISIL chemical weapon plant inside a pharmaceutical factory (Starr, 2016). 

Lone Actors 
A lone actor faces many of the same barriers as the other types of actors, but to different extents. Most 
lone actors may not have the necessary combination of skill sets and knowledge (from SMEs) that are 
required for CBW research, development, weaponization, and delivery that can result in many 
casualties. Thus, pursuing CBW may be too difficult in general, a sentiment that was noted by mass 
murderer James Holmes (Gurman, 2015). However, the decision to use a CBW agent could be altered 
by access to the agents themselves. Bruce Ivins, the individual suspected in the 2001 anthrax letter 
attacks, was a military anthrax researcher. His proximity to anthrax cultures and expertise in handling 
the bacterium without infecting himself may have played a significant role in selecting anthrax as 
opposed to another agent. In the case of the 2018 terrorist plot in Cologne, although Sief Allah H. 
produced ricin using recipes and advice from conspirators, his in vivo experiment on a hamster failed, 
presumably due to the test itself and not a reflection of the purity or efficacy of the CBW agent (Flade, 
2018). Expertise in animal experimentation and delivery of an agent is something that actors may lack, 
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and this may severely impact the scale of a CBW attack. AI tools could facilitate acquisition of expert-
created protocols for how to conduct various experiments and provide dissemination- or delivery-
related advice. While there are many methods and video demonstrations for laboratory protocols 
available online, AI may provide tailored steps that synthesize relevant sections and include 
troubleshooting notes in one concise, easy-to-follow document. 

Similar to the barrier with nonstate actors, lone actors, depending on their background, may or may 
not have access to or the know-how of how to use and interpret certain specialized AI/ML programs; 
however, this can be taught, perhaps by an LLM, and a lone actor could be guided in how to access, 
use, and interpret the results of AI tools for weapon construction or pathogen design. 

Lastly, another potential barrier for a lone actor is access to capital. While this is also a likely barrier for 
many nonstate actor organizations, the amount of capital available to both actor groups may differ 
drastically. This will then affect the CBW R&D lifecycle by limiting what materials the actor can acquire. 
Here, an AI tool, such as an LLM, could provide suggestions on how to acquire and perhaps even 
maximize capital through legitimate means (Allcot, 2023).  

Conclusion 
While one AI tool alone is unlikely to cause harm without significant subject-matter expertise, the 
combination of multiple AI tools in sequence may pose a significant threat. The combination of 
generative tools that can ideate a novel agent and LLMs that can walk a researcher through the steps 
of creating that novel agent increases the potential for AI-enabled threats. There seems to still be a 
need for an SME after the ideation phase stops and the creation phase begins. However, AI has been 
shown to lower the education barrier and enable non-PhDs to perform in an increased capacity. The 
successful application of AI tools in the chemical and biological sciences, however, is currently 
tempered by the high failure rates and questionable integrity of open-source data. Interviewees noted 
that developers of AI tools are fixing these error rates quickly and that we should expect to see 
significant change to their accuracy in the next few years. The datasets required for production of CBW 
have many limitations, but it is the democratization of data that is the greatest concern. Current 
capabilities are flawed, but this trend is changing, and future datasets may be less prone to error and 
more easily accessible.  

Reduced barriers to data and AI tools pose the greatest threat. As more data and AI tools become 
publicly available, the potential for their use in malign purposes grows and proliferates. Targeted 
campaigns and attacks on AI systems, or that use AI systems, will likely increase. Insider threat remains 
a risk, as insiders with access to model weights or data could compromise their confidentiality and 
security. Given the importance of modern AI methods and the technical skill set needed to successfully 
utilize them, AI experts also may be targeted by adversaries. 
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Chapter 8 

Mitigating Future Artificial Intelligence 
Chemical and Biological Threats 

AI is a potentially transformative general-purpose technology (Lipsey, Karlaw, and Bekar, 2005). 
Policymakers and technology experts have compared AI to the printing press (Hetzner, 2023), the 
internet (Gates, 2023), electricity (Bosonin, 2017), nuclear energy (Philbrick, Prasad, and Wright-
Piersanti, 2023), and even fire (Buchanan and Imbrie, 2022). AI models are distinguished from other 
significant technological advances by their low cost of replication: Although an AI model can be 
expensive to train, it might be readily replicated and shared. AI models’ breadth and depth of 
application, as the previous chapters of this report have discussed, make them an extreme example of 
dual-use technology—meaning that the technology “has civilian applications and military, terrorism, 
weapons of mass destruction, or law-enforcement-related applications” (50 U.S.C. § 4801). Just as 
with prior technology revolutions, ensuring net societal benefits from AI will require balancing societal 
costs—including risks of mass harm through the facilitated design, synthesis, acquisition, and use of 
CBW. 

Mitigating the Risks of Artificial Intelligence–Enabled 
Development and Deployment of Chemical and Biological 
Threats 
Attempts to balance benefits and risks are complicated by the nature and pace of AI development and 
deployment. Unlike the birth of nuclear energy, to which access was extremely limited and related 
data were generally “born classified,” AI development is overwhelmingly private, increasingly global, 
and remarkably accessible (Vipra and Korinek, 2023). The current frontier of AI progress is propelled 
by exponential increases in computational power, algorithmic performance, and data. Each of these 
factors doubles in timescales measured in months (johnswentworth, 2023), while adoption of AI 
applications has achieved millions of users in mere days (UBS Editorial Team, 2023). Although the 
inputs to AI development predictably increase through time, AI system capabilities have repeatedly 
demonstrated the capacity to create surprise—both in specific tasks, such as game-playing (Google 
DeepMind, undated) or protein folding (Google DeepMind and EMBL-EBI, undated; Jumper et al., 
2021; Varadi et al., 2022), and in more general and emergent capabilities, such as the understanding 
or generation of visual imagery, computer code, genetic sequences, and natural language (Wei et al., 
2022).  

Governance dilemmas from the mismatched paces of technology development and policymaking are 
not new (Collingridge, 1980; Downes, 2009). What may be unprecedented in the AI policy challenge is 
the potent combination of the technology’s breadth of application, magnitude of potential effects, 
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speed and unpredictability of progress, ease of proliferation, complexity of implications, and vast 
scope of coordinating actions required to manage risk (Kissinger and Allison, 2023). Currently, there 
are significant barriers to using AI to develop CBW, but as technology advances, this might no longer 
hold true. Swift action toward a governance strategy is necessary to minimize the risks of the risks of AI 
model misuse to generate or exacerbate CBW threats. 

The AI revolution is not happening in isolation. As AI increasingly intersects with other transformative 
technologies, particularly in the chemical and life sciences (E.O. 14081), it has the potential to 
significantly amplify long-standing national security challenges—especially biosecurity and 
biodefense. This convergence is well captured in the 2023 Annual Threat Assessment of the U.S. 
Intelligence Community: 

New technologies—particularly in the fields of AI and biotechnology—are being 
developed and are proliferating faster than governments can shape norms, protect 
privacy, and prevent dangerous outcomes. The convergence of emerging 
technologies is likely to create potentially breakthrough technologies not 
foreseeable by examining narrow science and technology areas, which could lead 
to the rapid development of asymmetric threats to U.S. interests. (Office of the 
Director of National Intelligence, 2023b, p. 26)  

This combination of dangerous potential outcomes, asymmetric threats to U.S. interests, and risk of 
strategic surprise has profound implications for a broad spectrum of national security missions, 
including homeland security (DHS, 2023), national intelligence (Office of the Director of National 
Intelligence, 2023a), resilience (E.O. 13961), defense (DoD, 2022), counterterrorism (The White 
House, 2023a), biodefense (DoD, 2023), biosecurity (The White House, 2022a), and pandemic 
preparedness (The White House, 2021). Most significantly, by affecting the core enduring interest of 
protecting the security of the American people, the intersection of AI with CBRN threats poses risks to 
U.S. national security—from America’s safety and economic prosperity to its alliances and leadership 

abroad (The White House, 2022b).111  

The significance of AI safety for security, particularly from the threat of CBRN misuse, is now codified in 
public commitments from frontier AI laboratories (The White House, 2023c), dozens of national 
governments (Government of the United Kingdom, 2023), and the White House (Young, 2023). 

The threat posed by actors interested in applying AI to chemical and biological threats depends on 
their access to AI algorithms, sources of data, computational resources, and physical laboratory 
resources capable of assisting in the development and use of chemical and biological threats. The 
threat overall is a combination of the actor’s intent, capability (as derived from the aforementioned 
factors; Rynes and Bjornard, 2011), and opportunity to use AI for such purposes. State and nonstate 
actors, including lone actors, have varying levels of access to AI tools and resources required to 
develop or use CBW. Therefore, mitigating the risks of AI misuse for CBW will require a range of 
tactical options that consider the capabilities of actors who might seek such applications. 

AI algorithms constitute the backbone of AI systems, such as ChatGPT (Ouyang et al., 2022), 
empowering computers to learn from data. These algorithms span a spectrum from basic linear 
regression models to intricate neural networks based on deep learning. Essentially, they incorporate 
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methods for processing data and can extract meaningful numerical representations of text, audio, and 
imagery.  

The development of such algorithms dates to within the past few centuries (Stanton, 2001), with early 
regression models being notable examples. A significant leap has occurred, however, due to the 
revolution in computing power and the burgeoning quantity and quality of datasets (Vipra and West, 
2023). This advancement has facilitated the creation of more accurate representations and 
sophisticated algorithms, exemplified by such developments as transformers (Vaswani et al., 2017) 
and diffusion models (Chang, Koulieris, and Shum, 2023), which can create large foundation models. 
AI systems heavily rely on data, with their performance and capabilities intricately linked to the nature 
and quality of the data they process (Vipra and West, 2023). AI algorithms can be uniquely crafted to 
adapt to varying data scenarios. This adaptability is crucial, as it allows AI models to function 
effectively across diverse contexts and applications, from structured datasets in finance to 
unstructured data in NLP. Such flexibility in algorithms ensures that AI systems can handle data 
irregularities, evolve with new data inputs, and remain robust against data-centric challenges such as 
noise, bias, and incompleteness. This inherent adaptability underscores the dynamic nature of AI 
systems and their potential to continuously improve and refine their performance over time.  

Data play a foundational role in the functionality and evolution of an AI system, as data are the source 
from which AI derives its intelligence (Vipra and West, 2023). High-quality, diverse, and extensive 
datasets enable AI algorithms to develop more accurate and reliable models. This is particularly 
evident in recent developments regarding LLMs. Large quantities of textual data, trained with AI 
algorithms that can appropriately encode and store the information, have enabled the creation of 
conversational agents, language models, and multimodal models, as well as these systems’ ability to 
synthesize information from multiple sources (OpenAI, undated). 

Scientists who collect, generate, and/or compile sources of publicly accessible data may not be 
accustomed to considering the potential misuse of data. Among scientific researchers, a culture of 
openness, data sharing, and publication has fostered progress, replicability, and public trust in the 
scientific process. The widespread public dissemination of advanced scientific knowledge and 
powerful methodologies, however, has created or increased the potential for misuse (Office of the 
Director of National Intelligence, 2023b). Thus, guidance surrounding security of sensitive data, such 
as chemical and biological data, should be developed (American Association for the Advancement of 
Science, Federal Bureau of Investigation, and United Nations Interregional Crime and Justice Research 
Institute, undated). Frameworks that consider who is accessing data and for what purpose, as well as 
mechanisms for detecting and responding to potential misuse, may provide for continued data 
democratization through registered and controlled account users (National Institute of Standards and 

Technology, undated-b).112 

The increase in computational power in recent decades has been a key catalyst in advancing AI system 
capabilities. This surge has enabled the training of more sophisticated and capable AI models using 
algorithms that scale effectively with both data volume and computational resources (Vipra and West, 
2023). Central to this advancement is the widespread availability of cloud computing services, which 
provide on-demand access to vast computational power without the need for substantial upfront 
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investment in physical infrastructure (Rajasekaran, 2023). This democratization of computational 
resources has significantly lowered the barrier to entry for AI R&D, allowing a broader range of 
organizations and individuals to participate in the field. The role of graphical processing units (GPUs) 
has been particularly transformative. Originally designed for rendering graphics in video games, GPUs 
have proven to be exceptionally efficient at handling the tasks foundational to AI and ML (e.g., matrix 
operations; Desislavov, Martínez-Plumed, and Hernández-Orallo, 2023). As a result, GPUs have 
become a staple in AI research, enabling faster and more efficient training of complex models. 

Large-scale computational investments by AI research laboratories and major technology companies 
have pushed the boundaries of what is possible in AI (Benaich and Air Street Capital, 2023). These 
resources have enabled the training of foundation models, such as generative pretrained transformer 
(GPT) models and large-scale neural networks, which require massive amounts of computational 
power and data. Such models are driving significant progress in areas such as NLP (Patwardhan, 
Marrone, and Sansone, 2023), computer vision (Liu, Zhang, et al., 2023), and predictive analytics 
(Quiñones et al., 2023). In addition, these models have the flexibility to be applied to research in 
chemistry and biology. These models have enabled significant scientific discovery and lowered the 
barrier to engage in research activities because of the lessened cognitive resources required to 
perform analysis or conduct research (Boiko et al., 2023). Considering the substantial resources 
needed to train these models, however, the accessibility of these resources remains an open question. 
Research is actively underway to explore methods for democratizing access to these vital resources 
(National Artificial Intelligence Research Resource Task Force, 2023). 

The challenge of AI is composed of parts: humans, hardware, energy, information, enterprises, etc., 
that remain constrained by the forces of physics, economics, and (in the United States) the rule of law. 
This means that, in principle, any available means of governance relevant to the constituent parts can 
be brought to bear on the problem of AI. The pace and complexity of AI, however, make this mapping 
and adaptation of existing tools, and augmentation with emerging technologies, especially challenging 
in practice. Success will likely require a portfolio approach to shape the development and proliferation 
of dual-use CBRN-enabling AI technologies, manage access by those who might misuse them, and 
accelerate the use of defensive technologies both to prevent misuse, and mitigate the magnitude of its 
potential consequences (National Academies of Sciences, Engineering, and Medicine, 2018). 

Accelerating Learning About Artificial Intelligence by Building 
Education Programs and Investing in Additional Research  
Having sound and updated understanding of AI capabilities is critical to developing and implementing 
effective policies and regulations. For example, the Institute of Electrical and Electronics Engineers 
(IEEE) Global Initiative on Ethics of Autonomous and Intelligent Systems calls for policies that “[e]nsure 
governance and ethics are core components in research, development, acquisition and use,” 
“[r]egulate to ensure public safety and responsible system design,” “[e]ducate the public on societal 
impacts of related technologies” and argues that developing “government expertise in related 
technologies” is critical for ensuring that AI development and AI policies serve the public interest (IEEE 
Global Initiative on Ethics of Autonomous and Intelligent Systems, 2019, p. 6). Evidence suggests a 
need for further education and training to achieve this level of expertise. For example, a 2020 survey 
of scientists and policymakers found large differences in AI perceptions and understanding, with 
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policymakers more likely to be associating AI with human-like capabilities that have yet to be 
developed (Krafft et al., 2020). The NSCAI recommends developing and scaling up digital talent in 
government, which can include educating more AI experts and establishing justified confidence in AI 
systems (Schmidt et al., 2021).  

As the world becomes increasingly reliant on AI technologies, it is important to consider the potential 
risks associated with their use. One area of concern is the potential for AI to be misused for the 
development of CBW, as the previous part of this report explored. To address this issue, we 
recommend increasing investments in AI-assisted chemical and biological research. 

By increasing funding for chemistry and biology research that utilizes AI methodologies, we can gain 
greater insights into the capabilities and limitations of AI. This will help us better understand how AI 
can be misused for dual-use purposes and develop strategies to prevent such misuse. Collaborative 
research initiatives that bring together diverse expertise and viewpoints can also lead to more 
comprehensive research outcomes. Joint AI research projects with academia and industry can help 
identify potential risks and develop effective mitigation strategies. 

To ensure realistic expectations and informed decisionmaking in the adoption of AI technologies, the 
United States must also expand public awareness and education. Programs and initiatives aimed at 
educating the public and policymakers about the potential and limitations of AI can help prevent the 
misuse of AI for dual-use purposes. This can be achieved through the efforts of various USG agencies, 
including NIST, National Science Foundation, National Institutes of Health, National Laboratories, HHS 
(Centers for Disease Control and Prevention [CDC]), and DHS. 

Finally, supporting research is needed on the benefits and risks of democratizing or limiting access to 
tools that could contribute to chemical or biological threats. This will help maximize any potential 
public benefit to equitable access while minimizing the risks associated with the misuse of AI for dual-
use purposes. 

Thus, increased investments in AI-assisted chemical and biological research can shed insight onto how 
AI can be misused via dual-use for CBW. By taking a collaborative and proactive approach, we can 
develop effective strategies to prevent such misuse and ensure the safe and responsible use of AI 
technologies. 

Safeguarding Data and the Future of Chemical and Biological Data 
Regulation 
Data are crucial for training effective AI models, as they heavily rely on data to make predictions or 
decisions. The accuracy and reliability of AI models are directly affected by the quality and quantity of 
data used to train them. Without access to diverse and relevant data, AI algorithms may not be able to 
accurately represent the real-world scenarios they are intended to address. Data regulations vary by 
country and region, with some having more stringent requirements than others. In our interviews with 
several U.S.-based industry biology and chemistry researchers, we found that there is little regulation 
on data (other than patient data) and their use in AI-enabled experiments, and that most of the 
regulation comes from individual institutional practices. In the EU, data privacy laws, such as the 
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General Data Protection Regulation (GDPR),113 exist for personal identifiable information and even 
biometric data, but there is little regulation regarding the use of biological or chemical data in the 
training of sophisticated AI models for those domains. Working groups are needed to identify and 
determine several high-risk categories of chemical and biological information that may be used in the 
training of models that can aid in the creation of CBW, and measures should be imposed to either 
track or limit access to such sources of information. 

Safeguarding the Digital-to-Physical Frontier 
Unlike other pathways to societal harm from AI, such as algorithmic discrimination, disinformation, or 
cybercrime, threats from the misuse of AI-enabled biology must enter the physical world to cause 
widespread harm. This frontier between the in silico world of AI and the in vivo domain of biology is a 
potential “choke point” for detecting and mitigating misuse risks (Carter, Wheeler, et al., 2023). 
Although the digital-to-physical frontier exists in other AI applications, aspects of biological data 
acquisition, integration, and automation may present unique opportunities to manage dual-use AI 
risks. Importantly, both directions of this digital-to-biological interface are amenable to existing 
approaches to governing dual-use technology access and information security, although application of 
existing approaches and authorities will require creative adaptation to meet the demands of AI-
enabled biology (Urbina et al., 2022b).  

OMB’s proposed OMB memorandum, released for public review in November 2023, offers minimum 
practices for safety-impacting AI to take effect on August 1, 2024 (Young, 2023). Such practices 
include completion of an AI impact assessment for each application, testing the AI application for 
performance in a real-world context, independent evaluation of the AI application, ongoing monitoring 
and establishing thresholds for periodic human review, mitigating emerging risks to safety by 
continuous monitoring, ensuring adequate human training and assessment, providing human 
consideration into decisions for safety, and plain-language documentation and notice of using AI in 
applications. But a greater effort is needed and will be crucial for safeguarding the digital-to-physical 
frontier against the potential misuse of AI-generated candidates for CBW. 

International Cooperation to Restrict the Use of Artificial Intelligence 
for Chemical and Biological Weapon Development 
The globally distributed development of and access to AI capabilities restricts the regulatory reach of 
the United States such that limiting the use of AI for automating or facilitating CBW development will 
likely be aided by (or perhaps even require) international cooperation. The World Economic and Social 
Survey from 2018 stated that “the immense scope of frontier technologies and the rapid pace of their 
diffusion across national boundaries . . . demand global collective action. While national 
responsibilities will remain paramount, no nation alone can harness the full potential of emerging 

 
113 European Parliament and Council of the European Union, Regulation (EU) 2016/679 of the European Parliament 
and of the Council of 27 April 2016 on the Protection of Natural Persons with Regard to the Processing of Personal 
Data and on the Free Movement of Such Data, and Repealing Directive 95/46/EC (General Data Protection 
Regulation), 2016a.  
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technologies and mitigate associated risks” (United Nations, 2018). Indeed, “it would be impossible to 
regulate [domestic] research into AI without empowering the worst nations on earth” (McGinnis, 2010, 
p. 366). More specifically, “nations are unlikely to unilaterally relinquish [AI] technology. . . . Thus, the 
only realistic alternative to unilateral relinquishment would be a global agreement for relinquishment 
or regulation of AI-driven weaponry” (McGinnis, 2010, p. 374). Such agreement, however, could face 
similar challenges as nuclear disarmament, given the prestige associated with both technologies and 
the difficulties in verification and monitoring (McGinnis, 2010, p. 374). A potential alternative to global 
agreements on relinquishment could be the establishment of agreed-upon global standards for AI 
development, use, and regulation. Previous examples from cybersecurity, environmental sustainability, 
and quality management demonstrate the ability of global standards to disseminate best practices 
(Cihon, 2019). Standards also have their limits, as they require voluntary adoption and 
implementation. Both the United States and China have expressed support for the idea of developing 
international AI standards (Cihon, 2019). 

One challenge to such standard-setting is the capacity of the AI community (Cihon, 2019). While the 
community already has technical expertise and financial resources, the community requires “up-to-
date information on proceedings within standards bodies” and “the institutional knowledge required 
to successfully intervene” (Cihon, 2019, p. 26).  

Increased international cooperation will be needed to restrict the misuse of AI for CBW development. 

Applying Artificial Intelligence Models to Counter Chemical 
and Biological Threats 
The United States and its allies and partners could use AI models to counter chemical and biological 
threats by applying the tools to help identify, prevent, and mitigate their impact. While there are many 
promises of AI, it is important to assess and understand the biases that can be (re)produced in the use 
of AI. Because AI model are trained on datasets that often contain biases (e.g., biases surrounding 

race, gender, language, and culture; Akselrod, 2021114), the resulting AI models often perpetuate or 

exacerbate existing inequities (Ferryman, Mackintosh, and Ghassemi, 2023).115 For example, LLMs 
often rely on English datasets, making them less reliable in non-English languages (Blodgett et al., 

2020).116 While these justice issues have important human rights implications (Stahl et al., 2023), 
these biases could also lead to security threats, as AI systems might incorrectly assume behavior based 
on certain cultural norms (and not others) or might overlook or misinterpret some threats (Davies, 

2019).117  

In addition to bias in the representation and reliability of datasets, there are also inequities in who has 

access to AI technologies (Yu, Rosenfeld, and Gupta, 2023).118 This means that some countries, 

 
114 See also Leavy, 2018.  
115 See also National Institute of Standards and Technology, 2022a; and Benjamin, 2019.  
116 See also Abid, Farooqi, and Zou, 2021; and Hadgu, Azunre, and Gebru, 2023.  
117 See also Sanclemente, 2022.  
118 See also Sanclemente, 2022.  



 118 

regions, or people could have less access to the development of algorithms and datasets used in AI, 
leading to further biases and/or assumptions made in the algorithms (Parikh, Teeple, and Navathe, 

2019).119 Disparate access could affect AI systems’ ability to recognize a biological threat because of 
the inadequate data infrastructure.  

Researchers have applied and proposed using AI tools in a variety of areas in the chemical and 
biological sciences, including in biochemistry, pharmacology, toxicology, and biosecurity, and in 
responding to the COVID-19 pandemic and preventing future disease outbreaks (Krin and Jeremias, 
2023). Recent developments of applications of AI to counter chemical and biological threats include 

• surveillance for detecting and reporting anomalous disease outbreaks and biological agent 

releases (Krin and Jeremias, 2023)120 
• frameworks to screen commercial orders of biological materials for possible intended misuse 

(Krin and Jeremias, 2023)  
• forensic attribution models that can predict the origin of biological agents (Krin and Jeremias, 

2023). 

Researchers and international organizations have also been considering how to apply AI to counter 
chemical and biological threats. Much of the research is ongoing, presenting an opportunity for the 
United States and its allies and partners to support, enhance, and contribute to such work to develop 
AI tools to identify chemical and biological threats, monitor and collect information on state and 
nonstate actor activities related to these threats, guide efforts to interrupt illicit procurement networks 
and threats, and develop and enhance defensive countermeasures, such as detectors, 
decontamination methods, and medical countermeasures.  

Enhance Identification of Chemical and Biological Threats from State 
and Nonstate Actors 
The United States and its allies and partners could use AI tools to identify chemical and biological 
threats from state and nonstate actors earlier, which could support efforts to interrupt and respond to 
such threats. Possible AI applications in this area could include 

• detecting and reporting disease outbreaks and anomalous chemical and biological incidents, 
including intentional, natural, and accidental (Krin and Jeremias, 2023) 

• mapping and analyzing terrorist networks, patterns, social media, and travel—especially for 
those terrorist organizations that have a reported interest in developing CBW—to predict and 
interrupt possible chemical- and biological-related activities and attacks (McKendrick, 2019) 

• monitoring, tracing, and deploying resources for responses to disease outbreaks and other 
public health crises (Brownstein et al., 2023). 

 
119 See also Davies, 2019.  
120 See also Ramchand et al., 2023.  
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Helping Monitor and Characterize Chemical- and Biological-Related 
Activities 
The United States and its partners and allies could use AI tools to monitor for and characterize CBW-
related activities and help distinguish them from legitimate chemical- and biological-related 
commerce and scientific efforts. The United States could use information gathered from such AI-
enabled capabilities to support international efforts to prevent, respond to, and hold actors 
responsible for development and use of CBW. Possible AI applications in this area could include  

• analyzing data, photographs, and overhead imagery from chemical- and biological-related 
monitoring and verification efforts—including inspections and fact-finding missions by the UN 
and Organization for the Prohibition of Chemical Weapons—to help distinguish legitimate 

chemical and biological activities from weapon-related ones (Krin and Jeremias, 2023).121 

Informing Efforts to Identify and Interrupt Illicit Chemical and 
Biological Procurement Networks 
The United States and its partners and allies could use AI tools to identify and interrupt illicit chemical- 
and biological-related procurement networks. Possible AI applications in this area include  

• predicting synthesis pathways of novel chemical and biological agents to identify new 
precursors or biological material to consider for export controls (Krin and Jeremias, 2023) 

• analyzing procurement networks to determine noncompliance with export controls (Krin and 
Jeremias, 2023) 

• screening commercial orders of precursors, material, and equipment related to chemical and 
biological development and use to distinguish legitimate from nefarious applications (Krin and 

Jeremias, 2023)122 
• mapping and analyzing networks related to procuring equipment, precursors, and biological 

material needed to produce chemical and biological agents and methods to disseminate them 
• identifying procurement network vulnerabilities to address and possible interdiction 

opportunities (Rajani and Deng, 2023) 
• identify anomalies in procurement activities that might indicate nefarious intent: use of shell 

companies for transactions, abnormally large orders, combinations of precursors that are used 
in producing chemicals of concern, and equipment suitable for processing or handling 
dangerous chemicals and biological materials (e.g., glass-lined reactors, engineering controls, 

materials and equipment needed for BSL-3 and -4 laboratories; Rajani and Deng, 2023).123 

 
121 See also Cropper, Rath, and Teo, 2022.  
122 See also Lee, Cowan, and Tankard, 2022. 
123 See also DeepStream, undated.  
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Helping Develop and Enhance Chemical and Biological Defensive 
Countermeasures 
The United States and its partners and allies could use AI tools to develop and enhance chemical- and 
biological-related defensive countermeasures, including personal protective equipment, medical 
countermeasures, decontaminants, and detectors. Possible AI applications in this area could include  

• predicting properties and production and synthesis pathways of novel chemical and biological 
agents to aid in the design of personal protective equipment, medical countermeasures 

(including vaccines and antidotes), and decontaminants (Krin and Jeremias, 2023)124 
• researching and developing novel medical countermeasures using AI drug design tools (Krin 

and Jeremias, 2023) 
• predicting spectra—including Raman, infrared, nuclear magnetic resonance, and mass 

spectrometry—for novel chemical and biological agents to program detection equipment to 
identify them (Organisation for the Prohibition of Chemical Weapons Scientific Advisory 
Board, 2023; Organisation for the Prohibition of Chemical Weapons Executive Council, 2023). 
Spectra from these methods are commonly used to characterize and identify chemical and 
biological molecules.  

Helping Identify and Attribute Chemical and Biological Incidents 
The United States and its partners and allies could use AI tools to attribute chemical and biological 
incidents—including accidental, natural, and intentional ones—to their origins or the actors 
responsible. Having a more robust process for attributing chemical and biological incidents would 
allow for improved and more targeted options for policy responses to such incidents and could also 
deter further CBW development and use. Possible AI applications in this area could include  

• identifying signatures of chemical and biological samples that reflect intentional, engineered, 
or nonnatural origin 

• identifying signatures of chemical and biological samples that could help attribute them to 
their origin(s). In the case of natural origin, attribution might include strain or zoonotic origin. 
For intentionally developed chemical and biological samples, attribution could refer to a 
specific actor, group, nation-state, or laboratory (Alley et al., 2020). 

Conclusion 
The United States, along with its allies and partners, can adopt several mitigation strategies to reduce 
the risk and threat that AI models may pose in enhancing an actor’s ability to develop or procure CBW 
and to help prevent disrupt and respond to chemical and biological threats.  

Any regulations or efforts to mitigate the threat of the misuse of AI to develop or use CBW should 
consider that AI has substantial potential to counter these threats, as well as to advance the chemical 

 
124 See also Organisation for the Prohibition of Chemical Weapons Scientific Advisory Board, 2023.  
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and biological sciences. Table 8.1 contains examples of AI models and tools with possible application 
for countering chemical and biological threats. Conducting initial research to understand the ways in 
which AI could be used to counter chemical and biological threats and AI’s limitations would help to 
inform AI-related regulations. 

Table 8.1 
Artificial Intelligence Models and Tools with Possible Applications for Countering 
Chemical and Biological Threats 

Potential Uses to Counter Chemical and 
Biological Threats  Example AI Model Categories Example AI Tools 

Identifying and analyzing chemical and 
biological threats from state and nonstate 
actors 

• AI-enabled surveillance tools and 
models 

• AI-enabled predictive tools 
• AI-enabled detection of chemical 

and biological agents and diseases 
• Hybrid deep learning platforms 
• ML techniques 

• Spike protein structure model 
• Large protein transformer 

language model 
• Convolutional neural network 
• Facial recognition technology 
• Long Short-Term Memory 

model 
• Enhanced Detection System for 

Healthcare-Associated 
Transmission 

Monitoring and analyzing chemical- and 
biological-related activities 

• AI-enabled models to analyze 
photographs and overhead imagery 

• Data harmonization 
• Text mining 

• Nonproliferation 
Cheminformatics Compliance 
Tool 

Identifying and analyzing illicit chemical 
and biological procurement networks 

• AI-enabled chemical reaction 
prediction and retrosynthesis 

• Generative AI 

• RXN for Chemistry 
• AIZynthFinder 

Developing and enhancing chemical and 
biological defensive countermeasures 

• AI-enabled chemical reaction 
prediction and retrosynthesis 

• AI drug design tools 

• RXN for Chemistry 
• AIZynthFinder 

Attributing chemical and biological 
incidents to causes or actors 

• RNNs for genetic attribution of 
biological agents to their sourcesa  

 

SOURCES: Features information from McKendrick, 2019; Saidi and Trabelsi, 2022; Beguir et al., 2023; Jo et al., 2017; 
Brownstein et al., 2023; Cropper, Rath, and Teo, 2022; Krin and Jeremias, 2023; Bran et al., 2023.  
a Alley et al., 2020.   
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Appendix A 

Executive Order Language  

The following is an excerpt from E.O. 14110, Section 4.4, defining the tasking for the DHS report:  

4.4. Reducing Risks at the Intersection of AI and CBRN Threats. (a) To better 
understand and mitigate the risk of AI being misused to assist in the development 
or use of CBRN threats—with a particular focus on biological weapons—the 
following actions shall be taken:  

(i) Within 180 days of the date of this order, the Secretary of Homeland Security, in 
consultation with the Secretary of Energy and the Director of the Office of Science 
and Technology Policy (OSTP), shall evaluate the potential for AI to be misused to 
enable the development or production of CBRN threats, while also considering the 
benefits and application of AI to counter these threats, including, as appropriate, 
the results of work conducted under section 8(b) of this order. The Secretary of 
Homeland Security shall:  

(A) consult with experts in AI and CBRN issues from the Department of Energy, 
private AI laboratories, academia, and third-party model evaluators, as 
appropriate, to evaluate AI model capabilities to present CBRN threats—for the 
sole purpose of guarding against those threats—as well as options for minimizing 
the risks of AI model misuse to generate or exacerbate those threats.   
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Appendix B 

Definitions of Artificial Intelligence 

Table B.1 contains definitions of artificial intelligence that are used across government organizations.  

Table B.1 
Definitions of Artificial Intelligence Across Government Organizations 

Definition Source 

An AI system is a machine-based system that, for explicit or implicit objectives, 
infers, from the input it receives, how to generate outputs such as predictions, 
content, recommendations, or decisions that can influence physical or virtual 
environments. Different AI systems vary in their levels of autonomy and 
adaptiveness after deployment. 

Organisation for Economic Co-
operation and Development  
(OECD.AI Policy Observatory, undated)  

Artificial intelligence (AI) refers to systems designed by humans that, given a 
complex goal, act in the physical or digital world by perceiving their 
environment, interpreting the collected structured or unstructured data, 
reasoning on the knowledge derived from this data and deciding the best 
action(s) to take (according to pre-defined parameters) to achieve the given 
goal. AI systems can also be designed to learn to adapt their behavior by 
analyzing how the environment is affected by their previous actions. As a 
scientific discipline, AI includes several approaches and techniques, such as 
machine learning (of which deep learning and reinforcement learning are 
specific examples), machine reasoning (which includes planning, scheduling, 
knowledge representation and reasoning, search, and optimization), and 
robotics (which includes control, perception, sensors and actuators, as well as 
the integration of all other techniques into cyber-physical systems). 

European Commission  
(European Commission, 2018c) 

The term “artificial intelligence” includes the following: Any artificial system that 
performs tasks under varying and unpredictable circumstances without 
significant human oversight, or that can learn from experience and improve 
performance when exposed to data sets. An artificial system developed in 
computer software, physical hardware, or other context that solves tasks 
requiring human-like perception, cognition, planning, learning, 
communication, or physical action. An artificial system designed to think or act 
like a human, including cognitive architectures and neural networks. A set of 
techniques, including machine learning, that is designed to approximate a 
cognitive task. An artificial system designed to act rationally, including an 
intelligent software agent or embodied robot that achieves goals using 
perception, planning, reasoning, learning, communicating, decision making, 
and acting. 

General Services Administration  
(General Services Administration, 
undated)  

AI can generally be thought of as computerized systems that work and react in 
ways commonly thought to require intelligence, such as the ability to learn, 
solve problems, and achieve goals under uncertain and varying conditions, 
with varying levels of autonomy. AI is not one thing, rather, AI systems can 
encompass a range of methodologies and application areas, such as natural 
language processing, robotics, and facial recognition.  

Congressional Research Service  
(Harris, 2023) 
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Definition Source 

(1) Any artificial system that performs tasks under varying and unpredictable 
circumstances without significant human oversight, or that can learn from 
experience and improve performance when exposed to data sets. (2) An 
artificial system developed in computer software, physical hardware, or other 
context that solves tasks requiring human-like perception, cognition, planning, 
learning, communication, or physical action. (3) An artificial system designed to 
think or act like a human, including cognitive architectures and neural 
networks. (4) A set of techniques, including machine learning, that is designed 
to approximate a cognitive task. (5) An artificial system designed to act 
rationally, including an intelligent software agent or embodied robot that 
achieves goals using perception, planning, reasoning, learning, 
communicating, decision-making, and acting. 

2019 National Defense Authorization 
Act  
(Public Law 115-232) 

AI is the ability of machines to perform tasks that typically require human 
intelligence—for example, recognizing patterns, learning from experience, 
drawing conclusions, making predictions, or taking action—whether digitally or 
as the smart software behind autonomous physical systems. 

NATO (Christie, 2020) 

While there is not one single definition of AI, it is commonly agreed upon that 
machines which are based on AI, or on “cognitive computing”, are potentially 
capable of imitating or even exceeding human cognitive capacities, including 
sensing, language interaction, reasoning and analysis, problem solving, and 
even creativity. Moreover, such “intelligent machines” can demonstrate 
human-like learning capabilities with mechanisms of self-relation and self-
correction, on the basis of algorithms that embody “machine learning” or even 
“deep learning”, using “neural networks” that mimic the functioning of the 
human brain. 

United Nations  
(United Nations Educational, Scientific 
and Cultural Organization, 2019b)  
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Appendix C 

Enacted U.S. Legislation Related to 
Artificial Intelligence 

Appendix C presents an overview of bills with AI-related provisions that have been enacted into law at 
the federal level in the United States. Table 4.6 describes the purpose of this legislation, and the 
following text details specific requirements contained within them. Although the AI-related provisions 
span a wide range of topics and applications, one common theme is bolstering the use of AI in public 
sector programs and activities, indicating congressional interest in ensuring that government agencies 
are effectively leveraging these technologies. 

Requirements set forth in the NDAA for Fiscal Year 2023 (Public Law 117-263) are 

• ODNI is to establish policies and procedures related to using AI to increase the adoption of AI 
capabilities within the intelligence community. 

• Periodically review the policies and procedures to ensure they are up to date with the latest AI 
advancements. 

Requirements set forth in the 2022 AI Training Act (Public Law 117-207) are 

• OMB is to establish an AI training program for the acquisition workforce of executive agencies 
with exceptions. 

• Ensure the AI training program is updated at least every two years to ensure the workforce has 
knowledge of the capabilities and risks associated with AI. 

• Ensure there is a way to understand and measure the participation of the workforce and to 
receive and consider feedback from program participants. 

Requirements set forth in the 2022 bill to include certain computer-related projects in the federal 
permitting program under title XLI of the FAST Act (Public Law 117-173) are 

• Expand the expedited environmental review and permitting process under Title 41 of the FAST 
Act, commonly known as FAST-41, to include certain computer-related infrastructure projects. 

• Ensure that infrastructure projects concerning semiconductors, AI and ML, high-performance 
computing and advanced computer hardware and software, quantum information science and 
technology, data storage and data management, or cybersecurity are eligible for expedited 
review. 

• Increase the speed at which reviews are conducted for eligible computer-related infrastructure 
projects to improve the efficiency of the environmental review and permitting process. 

Requirements set forth in the 2022 Chips and Science Act (Public Law 117-167) are 

• Establish within the DOE Biological and Environmental Research program an initiative focused 
on the development of engineered ecosystems through the application of AI, novel sensing 
capabilities, and other emerging technologies. 
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• Support a program of fundamental research and development of energy efficient computing 
and data center technologies relevant to advanced computing applications, including high-
performance computing, AI, and scientific ML. 

• Carry out research and testing to improve the effectiveness of AI-enabled cybersecurity. 
• Report to Congress on the need for and feasibility of a program to recruit and train the next 

generation of AI professionals to meet the needs of federal, state, local, and tribal 
governments. 

• Establish a federal AI scholarship-for-service program to recruit and train AI professionals to 
lead and support the application of AI to the missions of federal, state, local, and tribal 
governments, upon submitting the report on the need and feasibility of such a program. 

Requirements set forth in Section 1432 of the Consolidated Appropriations Act of 2023 are (Public 
Law 117-328): 

• HHS is to conduct or support research on the health and developmental effects of media and 
related technology use on infants, children, and adolescents. 

• Include in the research media such as social media, websites, AI, and other content. 
• Obtain a better understanding of the health and developmental effects of media and related 

technology use on infants, children, and adolescents through the research. 

Requirements set forth in the NDAA for Fiscal Year 2021 (Public Law 116-283) are  

• Establish the National Artificial Intelligence Initiative to ensure continued U.S. leadership in AI 
research and development, lead the world in developing and using trustworthy AI systems in 
public and private sectors, prepare the workforce for AI integration across all sectors of the 
economy, and coordinate AI research and development activities among agencies. 

• Carry out activities that include sustained support for AI research and development through 
grants, support for K–12 and postsecondary education, interdisciplinary research and 
workforce training programs, interagency planning and coordination of AI research and 
development activities, outreach to diverse stakeholders, leveraging existing federal 
investments, support for a network of interdisciplinary AI research institutes, and international 
cooperation with strategic allies. 

• Establish the National Artificial Intelligence Advisory Committee to advise the President and 
the Initiative Office on matters related to the initiative and establish the National Science and 
Technology Council to coordinate federal programs and activities in support of the initiative. 

• Conduct a study of the current and future impact of AI on the workforce of the United States 
and a study of AI computer hardware and computing required to maintain U.S. leadership in AI 
research and development. 

• Award financial assistance to eligible entities or their consortia to establish and support 
Artificial Intelligence Research Institutes. 

• Develop voluntary standards for artificial intelligence systems. 
• Fund research and education activities in AI systems and related fields. 

Requirements set forth in the Consolidated Appropriations Act of 2021 (Public Law 116-260) are 

• Establish the AI Center of Excellence to facilitate and coordinate federal government adoption 
of AI technologies. 
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• Issue guidance for agency use of AI through OMB. 
• Establish or update an occupational series to include AI positions through the Office of 

Personnel Management. 
• Establish an office within DOE to expand the commercial impact of DOE’s research and 

investments and to focus on commercializing technologies that support its missions. 
• Foster partnerships between the National Laboratories and public- and private-sector entities 

through a pilot program. 
• Extend through FY2030 certain DOE contracting authority. 
• Establish a research program in AI and high-performance computing for veterans’ health care. 
• Operate an Established Program to Stimulate Competitive Research grant program to increase 

the number of researchers capable of performing research in support of DOE’s mission. 
• Study and submit reports on the state of specified technology industries (e.g., artificial 

intelligence, quantum computing, blockchain technology, and unmanned delivery services) 
and the impact of these industries on the U.S. economy through the Department of Commerce 
and the Federal Trade Commission. 

Requirements set forth in Sections 238 and 1051 of the NDAA for Fiscal Year 2019 (Public Law 115-
232) are 

• DoD is to establish a set of activities to coordinate its efforts to develop, mature, and transition 
AI technologies into operational use. 

• Establish an independent commission to review advances in AI, related ML developments, and 
associated technologies. 

Requirements set forth in Section 253 of the NDAA for Fiscal Year 2013 (Public Law 112-239) are  

• Expresses the sense of Congress that the Secretary “should develop a plan to increase the use 
of emerging technologies in autonomous systems, the commercial gaming sector, and 
artificial intelligence for training exercises for members of the Armed Forces.” 

• Increase the use of emerging technologies in autonomous systems, the commercial gaming 
sector, and AI in training exercises for members of the Armed Forces, as suggested by 
Congress. 

Requirements set forth in Title II of the Department of Defense Authorization Act of 1984 (Public Law 
98-94) are  

• Authorize appropriations for FY 1984 for use of the armed forces and defense agencies for 
research, development, test, and evaluation. 

• Set specific limitations on the use of these funds to include earmarking certain amounts for 
specified weapon systems. 

• Prohibit the use of funds for the Army’s Military Computer Family System and specified Navy 
computers until the Secretary of Defense gives the Armed Services Committees a plan for the 
introduction and integration of advance micro-electronic computers into weapon systems. 

• Prohibit the use of funds by the Navy for the Mid-infrared Advanced Chemical Laser program. 
• Prohibit the use of funds by the Air Force for the Airborne Laser Laboratory program. 
• Prohibit the use of funds by the Defense agencies for fifth-generation AI computers until the 

Secretary reports a comprehensive plan to Congress.  
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Appendix D 

International Regulations, Policies, and 
Initiatives Governing Artificial Intelligence 

This appendix catalogues AI governing regulations, policies, and initiatives discussed in Chapter 4. 

Table D.1 
International Regulations, Policies, and Initiatives Related to Artificial Intelligence 

Document Description 

Multilateral 

The Global Partnership 
on Artificial Intelligence 
(GPAI) 
(Global Partnership on 
Artificial Intelligence, 
undated) 

• The GPAI was created in 2020 as a “multi-stakeholder initiative which aims to bridge the 
gap between theory and practice on AI by supporting cutting-edge research and applied 
activities on AI-related priorities.” 

• GPAI seeks to serve as “mechanism for sharing multidisciplinary research and identifying 
key issues among AI practitioners, with the objective of facilitating international 
collaboration, reducing duplication, acting as a global reference point for specific AI 
issues, and ultimately promoting trust in and the adoption of trustworthy AI.” 

• GPAI collaborative work is centered around four focus areas: Responsible AI, Data 
Governance, the Future of Work, and Innovation and Collaboration. Working groups 
based in Paris and Montreal are dedicated to the four GPAI focus areas. 

• GPAI’s mission is centered around the OECD’s five principles for “responsible stewardship 
of trustworthy AI: 
– Inclusive growth, sustainable development and well-being 
– Human-centered values and fairness 
– Transparency and explainability 
– Robustness, security and safety 
– Accountability.” 
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Document Description 

OECD Principles on AI  
(OECD.AI Policy 
Observatory, undated) 

• The OECD Principles on AI, adopted in May 2019, set forth broad guiding concepts for AI 
deployment and use.a 

• Specifically, the OECD Principles “promote use of AI that is innovative and trustworthy 
and that respects human rights and democratic values,” while remaining “practical and 
flexible enough to stand the test of time.” 

• The OECD Principles are: 
– Inclusive Growth, Sustainable Development and Well-Being 
– Human-Centered Values and Fairness 
– Transparency and Explainability 
– Robustness, Security, and Safety 
– Accountability. 

• The OECD defines AI as a “machine-based system that, for explicit or implicit objectives, 
infers, from the input it receives, how to generate outputs such as predictions, content, 
recommendations, or decisions that can influence physical or virtual environments.” 

• The OECD’s work is based in a recognition that there is a “need to shape a stable policy 
environment at the international level to foster trust in and adoption of AI in society.” 

• Adhering countries include the United States, Canada, the United Kingdom, Japan, South 
Korea, Australia, New Zealand, France, and Germany. 

G20 Human Centered AI 
Principles 
(G20 Trade Ministers and 
Digital Economy 
Ministers, 2019) 

• The G20 Human Centered AI Principles were included in a G20 Ministerial Statement on 
Trade and Digital Economy that was promulgated after a meeting of G20 ministers and 
representatives of certain other countries in Tsukuba City, Japan, in 2019. 

• The Ministerial Statement stated that AI “can help promote inclusive economic growth, 
bring great benefits to society, and empower individuals” and that “responsible 
development and use of AI can be a driving force to help advance the Sustainable 
Development Goals and to realize a sustainable and inclusive society, mitigating risks to 
wider societal values.” 

• At the same time, the Statement acknowledged that AI “may present societal challenges, 
including the transitions in the labor market, privacy, security, ethical issues, new digital 
divides and the need for AI capacity building.” 

• The G20 Ministers emphasized a “human-centered” approach to AI rooted in the OECD’s 
AI Principles (see above). 

• An annex to the statement reaffirmed these principles (Inclusive Growth; Sustainable 
Development and Well-Being; Human-Centered Values and Fairness; Transparency and 
Explainability; Robustness, Security and Safety; and Accountability) and linked policy 
recommendations (related to Investing in AI Research and Development, Fostering a 
Digital Ecosystem for AI, Shaping an Enabling Policy Environment for AI, Building Human 
Capacity and Preparing for Labor Market Transformation, and International Co-operation 
for Trustworthy AI). 
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Document Description 

UNESCO Beijing 
Consensus on Artificial 
Intelligence and 
Education 
(United Nations 
Educational, Scientific 
and Cultural 
Organization, 2019a) 

• The UNESCO consensus document contains findings and recommendations related to AI 
and education that were agreed to at a meeting of UNESCO member countries and other 
partners and stakeholders in Beijing in May of 2019. 

• The consensus statement stated that “the development of AI should be human-controlled 
and centered on people, that the deployment of AI should be in the service of people to 
enhance human capacities, that AI should be designed in an ethical, nondiscriminatory, 
equitable, transparent and auditable manner, and that the impact of AI on people and 
society should be monitored and evaluated throughout the value chains.” 

• Contains recommendations related to “education-related opportunities and challenges 
presented by AI” in several key areas: 
– Planning AI in Education Policies 
– AI for Education Management and Delivery 
– AI to Empower Teaching and Teachers 
– AI for Learning and Learning Assessment 
– Development of Values and Skills for Life and Work in the AI Era 

European Union 

Artificial Intelligence Act 
(AIA) 
(European Parliament, 
2023) 

• The AIA is a major AI regulatory effort undertaken by the EU; the European Parliament 
has described it as “the world’s first comprehensive AI law.” 

• The European Commission first proposed the regulations in 2021. 
• The proposed regulations “establish obligations for providers and users depending on the 

level of risk from artificial intelligence.” 
– AI that is classified as Unacceptable Risk “are systems considered a threat to people 

and will be banned.” 
– AI that is classified High Risk can “negatively affect safety or fundamental rights.” 
– High Risk AI technologies “will be assessed before being put on the market and also 

throughout their lifecycle.” 
• Under the AIA, “[g]enerative AI, like ChatGPT, would have to comply with transparency 

requirements” and “[l]imited risk AI systems” would need to “comply with minimal 
transparency requirements that would allow users to make informed decisions.” 

Digital Services Act 
(European Commission, 
undated) 

• The DSA is a forthcoming EU law that “regulates online intermediaries and platforms such 
as marketplaces, social networks, content-sharing platforms, app stores, and online travel 
and accommodation platforms.” 

• Per the European Commission, the DSA’s “main goal is to prevent illegal and harmful 
activities online and the spread of disinformation.” 

• More specific goals of the DSA are oriented toward beneficial outcomes for: 
– Citizens (“better protection of fundamental rights, more control and choice, stronger 

protection of children online, less exposure to illegal content”) 
– Providers of Digital Services (“legal certainty, a single set of rules across the EU, easier 

to start-up and scale-up in Europe”) 
– Business Users of Digital Services (“access to EU-wide markets through platforms, 

level-playing field against providers of illegal content”) 
– Society at Large (“greater democratic control and oversight over systemic platforms, 

mitigation of systemic risks, such as manipulation or disinformation”). 
• The DSA is geared toward regulating several classes of “online intermediary services”: 

Very Large Online Platforms and Search Engines, Online Platforms, Hosting Services, 
Intermediary Services. 
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Document Description 

European Commission 
White Paper on AI  
(European Commission, 
2020) 

• Explores policy mechanisms to meet the European Commission’s dual AI objectives of 
“promoting the uptake of AI and of addressing the risks associated with certain uses of 
this new technology.” 

• Calls for the development of an “Ecosystem of Trust” for AI deployment and use in the 
EU. 

• Notes that while “[d]evelopers and deployers of AI are already subject to European 
legislation on fundamental rights (e.g. data protection, privacy, non-discrimination), 
consumer protection, and product safety and liability rules,” additional rules might be 
necessary to address the particular characteristics of AI. 

• Specifically, the White Paper identifies potential areas for additional regulation of “high-
risk AI applications,” including: 
– Training Data 
– Data and Record-Keeping 
– Information to be Provided 
– Robustness and Accuracy 
– Human Oversight. 

Ethics Guidelines for 
Trustworthy AI  
(European Commission, 
2019a) 

• The Ethics Guidelines for Trustworthy AI were formulated by a High-Level Expert Group 
on AI in 2019. 

• The Ethics Guidelines set forth three general characteristics of trustworthy AI systems: 
– Lawful (“respecting all applicable laws and regulations”) 
– Ethical (“respecting ethical principles and values”) 
– Robust (“both from a technical perspective while taking into account its social 

environment”). 
• The guidelines also listed seven “Key Requirements” for AI systems “to be deemed 

trustworthy”: 
– human agency and oversight 
– technical robustness and safety 
– privacy and data governance 
– transparency 
– diversity, nondiscrimination, and fairness 
– societal and environmental well-being 
– accountability. 

General Data Protection 
Regulation (GDPR)  
(European Parliament 
and Council of the 
European Union, 2016a) 

• The GDPR is a wide-ranging “data privacy and security law” adopted by the EU that 
“imposes obligations onto organizations anywhere, so long as they target or collect data 
related to people in the EU” (European Union, undated). It became effective in 2018. 

• Specifically, the GDPR “lays down rules relating to the protection of natural persons with 
regard to the processing of personal data and rules relating to the free movement of 
personal data” (European Parliament and Council of the European Union, 2016b). 

• Article 5 (European Parliament and Council of the European Union, 2016c) contains six 
“Principles Relating to Processing of Personal Data” which address: 
– Lawfulness, Fairness, and Transparency 
– Purpose Limitation 
– Data Minimization 
– Accuracy 
– Storage Limitation 
– Integrity and Confidentiality 
– Accountability. 

• Other provisions of the GDPR lay out data protection systems and structures, specific 
“Rights of the Data Subject” (Chapter 3), and data protection enforcement mechanisms.b 
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EU Commission 
Communication on 
Artificial Intelligence for 
Europe  
(European Commission, 
2018a) 

• This policy statement from the EU Commission noted that the EU “should have a 
coordinated approach to make the most of the opportunities offered by AI and to 
address the new challenges that it brings.” 

• The EU Commission defined AI as “systems that display intelligent behaviour by analysing 
their environment and taking actions—with some degree of autonomy—to achieve 
specific goals.” 

• The intention of the EU Commission Communication is to outline a “a European initiative 
on AI” that will focus in three areas: 
– Enhancing EU “technological and industrial capacity and AI uptake across the 

economy, both by the private and public sectors.” 
– Readying the EU for “socio-economic changes brought about by AI by encouraging 

the modernisation of education and training systems, nurturing talent, anticipating 
changes in the labour market, supporting labour market transitions and adaptation of 
social protection systems.” 

– Creating an “appropriate ethical and legal framework, based on the Union’s values 
and in line with the Charter of Fundamental Rights of the EU.” 

• The Communication refers to the EU General Data Protection Regulation (see above), 
noting that it “contains provisions on decision-making based solely on automated 
processing” and that the EU Commission will “closely follow the Regulation’s application 
in the context of AI.” 

• The Communication further calls for the drafting of guidelines for AI ethics (see Ethics 
Guidelines for Trustworthy AI above). 

European Commission 
Communication on a 
Coordinated Plan on AI 
(European Commission, 
2018b)  
 

• The European Union’s Coordinated Plan on AI was intended to serve as a “strategic 
framework for national AI strategies.” 

• The primary goals of the Coordinated Plan are to “maximise the impact of investments at 
EU and national levels, encourage synergies and cooperation across the EU, including on 
ethics, [and] foster the exchange of best practices and collectively define the way 
forward.” 

• Sets forth several key considerations and proposed actions to bolster EU coordination 
related to AI. 

European Parliament 
Resolution on Civil Law 
Rules on Robotics  
(European Parliament, 
2017) 

• This 2017 European Union Parliament resolution presented a series of recommendations 
and observations concerning the future of robotics and AI and relevant ethical and 
governance principles. 

• The resolution notes that “machine learning offers enormous economic and innovative 
benefits for society by vastly improving the ability to analyse data, while also raising 
challenges to ensure non-discrimination, due process, transparency and understandability 
in decision-making processes.” 

• The resolution observes that “the European industry could benefit from an efficient, 
coherent and transparent approach to regulation at Union level.” 

• Sets forth both General Principles and Ethical Principles that should guide robotics and AI. 
• Notes that the “existing Union legal framework should be updated and complemented, 

where appropriate, by guiding ethical principles in line with the complexity of robotics 
and its many social, medical and bioethical implications.” 

• Calls for the creation of a European Agency for Robotics and Artificial Intelligence. 
• Includes an Annex with specific recommendations related to the Resolution’s findings. 
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United Kingdom 

National AI Strategy  
(Government of the 
United Kingdom, 2021) 

• This ten-year national AI strategy aims to help Britain “remain an AI and science 
superpower fit for the next decade.” 

• The strategy is oriented around three pillars: 
– “Investing in the long-term needs of the AI ecosystem” 
– “Ensuring AI benefits all sectors and regions” 
– “Governing AI effectively.” 

• Sets forth action steps under each pillar. 
• Identifies 10 action steps under the effective AI governance pillar, including: 

– “Pilot an AI Standards Hub to coordinate UK engagement in AI standardisation 
globally.” 

– “Continue our engagement to help shape international frameworks, and international 
norms and standards for governing AI, to reflect human rights, democratic principles, 
and the rule of law on the international stage.” 

– “Develop a cross-government standard for algorithmic transparency.” 
– “Work with The Alan Turing Institute to update the guidance on AI ethics and safety in 

the public sector.” 

AI Sector Deal  
(Government of the 
United Kingdom, 2019) 

• The UK AI Sector Deal is oriented toward facilitating the growth of AI and AI-related 
industries in the UK, specifically toward identifying “actions to promote the adoption and 
use of AI in the UK.” 

• The Deal outlines potential financial commitments from the UK government to support 
development of the AI industry in Britain. 

• It also identifies a variety of other planned activities by the governmental and private 
sector entities to advance AI in the UK. 

• The Deal sets forth goal to make the UK a “a global centre for AI and data-driven 
innovation by investing in R&D, skills and regulatory innovation.” 

Understanding Artificial 
Intelligence Ethics and 
Safety 
(Department for Science, 
Innovation and 
Technology, Office for 
Artificial Intelligence, and 
Centre for Data Ethics 
and Innovation, 2019) 

• This guidance is aimed at assisting those working with AI “to make sure the impact of 
your AI project is positive and does not unintentionally harm those affected by it.” 

• It is a condensed version of instructions on AI ethics developed by the Alan Turing 
Institute. 

• AI ethics are defined as “a set of values, principles, and techniques that employ widely 
accepted standards to guide moral conduct in the development and use of AI systems.” 

• It highlights four dimensions of ethical AI:  
– ethically permissible 
– fair and nondiscriminatory 
– worthy of public trust 
– justifiable. 

• It describes a “governance architecture” that can be implemented at the AI project level 
to help minimize the risk of ethical violations, consisting of 
– a “framework of ethical values” 
– a “set of actionable principles” 
– a “process-based governance framework.” 
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Australia 

Artificial Intelligence 
Ethics Framework  
(Government of Australia, 
2019) 

• Australia’s AI Ethics Framework is designed to assist Australian “businesses and 
governments to responsibly design, develop and implement AI.” 

• The Framework is built around eight principles: 
– human, societal and environmental wellbeing 
– human-centered values 
– fairness 
– privacy protection and security 
– reliability and safety 
– transparency and explainability 
– contestability 
– accountability. 

• The framework notes that these principles are “aspirational” and unbinding and do not 
take the place of AI regulations. 

• The framework also includes guidance to assist AI users in understanding the relevance of 
the AI principles to their individual circumstances. 

Canada 

Directive on Automated 
Decision-Making 
(Government of Canada, 
2023) 

• The directive, issued in 2019, defines AI as “[i]nformation technology that performs tasks 
that would ordinarily require biological brainpower to accomplish, such as making sense 
of spoken language, learning behaviours or solving problems.” 

• The goal of the Directive is to “to ensure that automated decision systems are deployed 
in a manner that reduces risks to clients, federal institutions and Canadian society, and 
leads to more efficient, accurate, consistent and interpretable decisions made pursuant to 
Canadian law.” 

• Contains provisions related to topics such as Algorithmic Impact Assessments, 
Transparency, and Quality Assurance. 

• Specifies expected outcomes from implementation of the Directive, including that 
“[d]ecisions made by federal institutions are data-driven, responsible and comply with 
procedural fairness and due process requirements.” 

Pan-Canadian AI 
Strategy  
(Government of Canada, 
2022) 

• The Pan-Canadian AI Strategy, published in 2017, serves as a mechanism for the Canadian 
government to support “efforts to drive the adoption of artificial intelligence across 
Canada’s economy and society.” 

• The Strategy is composed of three pillars: 
– Commercialization 
– Standards 
– Talent and Research. 

• Canada’s National Artificial Intelligence Institutes and Global Innovation Clusters are to 
support activities under the Commercialization pillar. 

• Under the Standards pillar, the Standards Council of Canada will contribute to “efforts to 
advance the development and adoption of standards related to artificial intelligence.” 
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India 

National Strategy for 
Artificial Intelligence  
(NITI Aayog, 2018) 

• India’s National Strategy for AI states that India “has the potential to position itself among 
leaders on the global AI map” and, consistent with its “#AIforAll” approach, seeks to 
deploy AI’s “transformative technologies to ensure social and inclusive growth” in India. 

• The Strategy describes AI as “a constellation of technologies that enable machines to act 
with higher levels of intelligence and emulate . . . human capabilities.” 

• The Strategy is centered around five sectors: Healthcare, Agriculture, Education, Smart 
Cities and Smart Mobility and Transportation. 

• The Strategy identifies five barriers to further AI growth in India: 
– “Lack of broad based expertise in research and application of AI,  
– Absence of enabling data ecosystems—access to intelligent data,  
– High resource cost and low awareness for adoption of AI,  
– Privacy and security, including a lack of formal regulations around anonymisation of 

data, and  
– Absence of collaborative approach to adoption and application of AI.” 

China 

Beijing AI Principles  
(Beijing Academy of 
Artificial Intelligence, 
2019) 

• The AI Principles outline guidelines for appropriate AI research and development: Do 
Good, For Humanity, Be Responsible, Control Risks, Be Ethical, Be Diverse and Inclusive, 
Open and Share.  

• It also lays out principles for usage of AI (Use Wisely and Properly, Informed-Consent, and 
Education and Training) and for governing AI (Optimizing Employment and Harmony and 
Cooperation). 

• The AI Principles were developed by the Beijing Academy of Artificial Intelligence (BAAI). 

Joint Pledge on Artificial 
Intelligence Industry Self-
Discipline  
(Joint Pledge on Artificial 
Intelligence Industry Self-
Discipline, 2019) 

• Contains pledges from Chinese “enterprises, universities, research institutes, and industry 
organizations” involved in AI to “to promote ethics and self-discipline in China’s artificial 
intelligence industry” and “to guide and standardize the behavior of practitioners” 

• Includes as General Provisions that AI deployment should do: 
– [be] Human-Oriented 
– Enhance Wellbeing 
– [be] Fair and Just 
– Avoid Harm 

• Identifies relevant principles that AI should: 
– [be] Secure/Safe and Controllable 
– [be] Transparent and Explainable 
– Protect Privacy 
– Clarify Responsibilities 
– [support] Diversity and Inclusivity 
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Governance Principles for 
a New Generation of 
Artificial Intelligence  
(National New 
Generation Artificial 
Intelligence Governance 
Expert Committee, 2019) 

• The goals for the development of these governance principles include “the healthy 
development of a new generation of AI” and making sure “that AI is safe/secure, reliable, 
and controllable.” 

• Eight governance principles are identified: 
– Harmony and Friendliness 
– Fairness and Justice 
– Inclusivity and Sharing 
– Respect [for] Privacy 
– Secure/Safe and Controllable 
– Shared Responsibility 
– Open Collaboration 
– Agile Governance. 

• The principles were formulated by the National New Generation Artificial Intelligence 
Governance Expert Committee. 

China’s National AI 2030 
Strategy 
(China State Council, 
2017) 

• The Plan states that it was developed “to seize the major strategic opportunity for the 
development of AI, to build China’s first-mover advantage in the development of AI, [and] 
to accelerate the construction of an innovative nation and global power in science and 
technology. . . .” 

• Sets forth four “Basic Principles” guiding the strategy: 
– Technology-Led 
– Systems Layout 
– Market-Dominant 
– Open-Source and Open 

• Lays out Strategic Objectives for Chinese growth in the AI domain that are mapped to 
2020, 2025, and 2030. 

• Includes six “Focus Tasks”: 
– “Build open and coordinated AI science and technology innovation systems, 
– Fostering a high-end, highly efficient smart economy, 
– Construct a safe and convenient intelligent society, 
– Strengthen military-civilian integration in the AI domain, 
– Build a safe and efficient intelligent infrastructure system, 
– Plan a new generation of AI major science and technology projects” 

a A 2023 RAND report highlighted that the “OECD has also published value-based principles in AI, which consider not 
just inclusive and equitable development, but the role of AI in sustainability, fairness, transparency, safety and security, 
and accountability—all a result of complex ethical debates and discussions by techno-ethicists, intellectual property (IP) 
experts, academics and a plethora of other relevant stakeholders” (Zakaria et al., 2023, pp. 38–40). Furthermore, “the 
OECD’s principles also provide clear recommendations for policymakers at the state level, which include swathes of 
frameworks they can use when investing in AI R&D, incentivising a digital ecosystem that can enable AI, preparing a 
labour market for AI, and so forth” (Zakaria et al., 2023, pp. 38–40). 
b In addition, Gasser and Almeida (2017, pp. 6–7) have noted that  

Governance processes can range from market-oriented solutions to government-based structures and 
can be applied nationally or internationally. On the regional level, a rich example is the General Data 
Protection Regulation (GDPR), a wide-ranging and complex regulation intended to strengthen and 
unify data protection for all individuals within the European Union (www.eugdpr.org). It offers a 
(limited) “right to explanation” that will oblige companies to explain the purpose of an algorithm and 
the kind of data it uses when making automated decisions. Absent an AI-specific international legal 
framework, a global oversight body, which can take the form of a multistakeholder committee, could 
be the curator of global principles and emerging norms for AI systems. 

  

http://www.eugdpr.org
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Appendix E 

Existing U.S. Biotechnology Authoritative 
Documents 

Table E.1. lists relevant authoritative documents pertaining to the regulation of biotechnology and 
chemical and biological agents, which provides insight into how the United States is currently 
considering biotechnology regulation.  

Table E.1 
Existing U.S. Biotechnology Authoritative Documents 

Document Description 

7 U.S.C. § 5921, Biotechnology 
Risk Assessment Research 

Authorizes the Secretary of Agriculture to support research for environmental 
assessments to identify and analyze the environmental effects of biotechnology. 
Additionally, research is authorized to help regulators develop long-term policies for 
the introduction of such technology. 

Public Law 107-296, Homeland 
Security Act of 2002, 
November 25, 2022 

The DHS Under Secretary for Science and Technology is responsible for developing 
countermeasures to emerging terrorist threats, including the establishment of 
definable goals and measurable objectives. They also prioritize, direct, fund, and 
conduct research, development, and procurement of technology and systems related 
to preventing and responding to terrorist attacks. Additionally, DHS collaborates with 
other agencies to determine new biological agents and toxins, and the National Bio-
weapons Defense Analysis Center is established to develop countermeasures to 
potential attacks by terrorists using weapons of mass destruction. 

National Security 
Memorandum 16, 
“Strengthening the Security 
and Resilience of United States 
Food and Agriculture,” 
November 10, 2022 

Outlines a policy to ensure that the U.S. food and agriculture sector is secure and 
resilient in response to the possibility of high-consequence and catastrophic incidents. 
The federal government will identify and assess threats, vulnerabilities, and impacts 
from incidents such as CBRN threats, climate change, and cybersecurity, and prioritize 
resources to prevent, protect against, mitigate, respond to, and recover from the 
threats and hazards that pose the greatest risk. These actions will be consistent with 
Presidential Policy Directive 8, National Preparedness, Presidential Policy Directive 21, 
Critical Infrastructure Security and Resilience, and Presidential Policy Directive 41. 

National Security 
Memorandum 15, “Countering 
Biological Threats, Enhancing 
Pandemic Preparedness, and 
Achieving Global Health 
Security,” October 18, 2022 

Preparing for, preventing, detecting, responding to, and recovering from biological 
threats is a vital interest of the United States, particularly in light of the COVID-19 
pandemic. Foundational policies for U.S. biodefense include the National Biodefense 
Strategy, its Implementation Plan, American Pandemic Preparedness, and the U.S. 
Global Health Security Strategy. The Assistant to the President for National Security 
Affairs is directed to lead policy coordination and review, provide strategic input, and 
facilitate policy integration for federal biodefense efforts, as well as coordinate federal 
efforts to prepare for, prevent, detect, respond to, and recover from biological threats 
and advance global health security. Agency heads are directed to implement the 
Biodefense Strategy and federal response efforts in the event of a significant biological 
incident, while coordinating and sharing information with relevant organizations. 
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E.O. 14081, “Advancing 
Biotechnology and 
Biomanufacturing Innovation 
for a Sustainable, Safe, and 
Secure American 
Bioeconomy,” September 12, 
2022 

Establishes a whole-of-government approach to advance biotechnology and 
biomanufacturing while requiring concrete steps to reduce biological risks associated 
with these advances. The approach seeks to elevate biological risk management as a 
cornerstone of the life cycle of biotechnology and biomanufacturing R&D through 
research and investment in applied biosafety and biosecurity innovation. Additionally, 
a proactive approach to assessing and anticipating threats, risks, and potential 
vulnerabilities in the bioeconomy is adopted to secure and protect the United States 
bioeconomy. The Director of National Intelligence will lead a comprehensive 
interagency assessment of ongoing, emerging, and future threats to national security 
from foreign adversaries against the bioeconomy, as well as from foreign adversary 
development and application of biotechnology and biomanufacturing. This includes 
working closely with DoD to assess technical applications of biotechnology and 
biomanufacturing that could be misused for military purposes or pose a risk to the 
United States. 

Public Law 115-387, Countering 
Weapons of Mass Destruction 
Act of 2018, December 21, 2018 

The creation of the Countering Weapons of Mass Destruction (CWMD) mission is 
established to plan for, detect, and protect against the possession, storage, 
transportation, development, or use of unauthorized chemical, biological, radiological, 
or nuclear materials, devices, or agents in the United States. This mission is also 
intended to protect against an attack using such materials, devices, or agents against 
the people, territory, or interests of the United States. The Domestic Nuclear Detection 
Office and Office of Health Affairs are consolidated into the CWMD Office, and the 
Securing the Cities Program is established. Additionally, a Chief Medical Officer is 
established to serve as the principal advisor on medical and public health issues to the 
Secretary, the Administrator of the Federal Emergency Management Agency, the 
Assistant Secretary, and other Department officials. 

42 U.S.C. § 262a, Enhanced 
Control of Dangerous 
Biological Agents and Toxins 

HHS is directed to establish requirements for the approval, suspension, and revocation 
of biologics licenses. Additionally, the HHS is responsible for establishing and 
maintaining a list of each biological agent and toxin that has the potential to pose a 
severe threat to public health and safety. The criteria for inclusion in this list include the 
effect on human health of exposure to the agent or toxin, the degree of 
contagiousness of the agent or toxin and the methods by which it is transferred to 
humans, and the availability and effectiveness of pharmacotherapies and 
immunizations to treat and prevent any illness resulting from infection by the agent or 
toxin. 

Presidential Policy Directive 21, 
“Critical Infrastructure Security 
and Resilience,” February 13, 
2013 

Outlines a policy of the United States to strengthen the security and resilience of its 
critical infrastructure against physical and cyber threats. To achieve this, the Federal 
Government will refine and clarify functional relationships to advance national unity of 
effort, enable effective information exchange by identifying baseline data and system 
requirements, and implement an integration and analysis function to inform planning 
and operations decisions regarding critical infrastructure. 
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Homeland Security Presidential 
Directive 21, “Public Health and 
Medical Preparedness,” 
October 18, 2007 

Establishes a National Strategy for Public Health and Medical Preparedness, which 
builds upon principles set forth in “Biodefense for the 21st Century” (April 2004) and 
aims to transform the national approach to protecting the health of the American 
people against all disasters. It describes critical components of public health and 
medical preparedness, which might include 
• biosurveillance 
• community preparedness and resilience 
• countermeasure stockpiling, distribution and dispensing 
• emergency operations coordination 
• healthcare system preparedness and surge capacity 
• medical countermeasure development and manufacturing 
• nonpharmaceutical interventions 
• public health and medical intelligence 
• public health and medical laboratories 
• risk communication and public education 
• situational awareness 
• standards of care 
• training, exercises, and evaluation. 

 

Public Law 110-53, 
Implementing 
Recommendations of the 9/11 
Commission Act of 2007, 
August 3, 2007 

The National Biosurveillance Integration Center aims to enhance the U.S. government’s 
capability to rapidly identify, characterize, localize, and track biological events of 
national concern, by integrating and analyzing data from various monitoring systems. 
The center will also disseminate alerts and information to member agencies and 
relevant federal, state, local, and tribal agencies. Additionally, the Comptroller is 
directed to provide a report describing the state of biosurveillance efforts at all levels 
of government, identifying any duplication of effort, and providing recommendations 
for the integration and effective use of biosurveillance resources and expertise. 

Public Law 109-417, Pandemic 
and All-Hazards Preparedness 
Act, December 19, 2006 

Updates and amends the Public Health Security and Bioterrorism Preparedness and 
Response Act of 2002, changing references to “biological, chemical, or radiological 
attacks” to “public health emergencies.” The National Science Advisory Board for 
Biosecurity is created under HHS to provide guidance on training requirements for 
maximum containment biological laboratories and evaluate the need for increased 
laboratory capacity. Biomedical Advanced Research and Development Authority 
(BARDA) responsibilities and definitions for bio-countermeasures are established under 
HHS, and a strategic plan is directed to integrate biodefense and emerging infectious 
disease requirements with research and development and procurement of qualified 
countermeasures (Administration for Strategic Preparedness and Response, undated). 
The Biodefense Medical Countermeasure Development Fund is established, along with 
a national biodefense science board and working groups to advise on current and 
future trends and challenges related to infectious diseases and chemical, biological, 
radiological, and nuclear threats. Project Bioshield’s coverage of countermeasures is 
also clarified. 

Public Law 109-347, Security 
and Accountability for Every 
Port Act of 2006, October 13, 
2006 

Directs HHS to perform clinical health and mental health examinations, as well as take 
biological samples, in the event that the HHS Secretary determines that one or more 
hazardous substances have been released in an area declared a disaster and disrupting 
the transportation system of the United States. These examinations and samples would 
be performed both initially and during follow-up evaluations. 
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Document Description 

Homeland Security Presidential 
Directive 10, “Biodefense for 
the 21st Century,” April 28, 
2004 

Outlines the essential pillars of a national biodefense program, including Threat 
Awareness, Prevention and Protection, Surveillance and Detection, and Response and 
Recovery. Three areas of Threat Awareness are described, including Biological Warfare 
Related Intelligence, assessments, and anticipation of future threats. Two areas for 
Prevention and Protection are listed, including proactive prevention and Critical 
Infrastructure Protection, with a focus on vulnerability assessments and the use of bio-
detection technologies and decontamination methodologies. Surveillance and 
Detection includes attack warning and attribution, while response and recovery 
encompass response planning, mass causality care, risk communication, medical 
countermeasure development, and decontamination. 

Homeland Security Presidential 
Directive 9, “Defense of United 
States Agriculture and Food,” 
February 3, 2004 

Establishes a national policy to defend the agriculture and food system against terrorist 
attacks, major disasters, and other emergencies. DHS will coordinate with the 
Secretaries of Agriculture and HHS, the Administrator of the Environmental Protection 
Agency, and the heads of other federal departments and agencies to create a new 
biological threat awareness capacity that enhances detection and characterization of 
an attack. This capacity builds upon improved and upgraded surveillance systems and 
integrates and analyzes domestic and international surveillance and monitoring data 
from human health, animal health, plant health, food, and water quality systems. 
Additionally, the Secretary of Agriculture and DHS are directed to develop a plan to 
provide safe, secure, and state-of-the-art agriculture biocontainment laboratories for 
researching and developing diagnostic capabilities for foreign animal and zoonotic 
diseases. 

Homeland Security Presidential 
Directive 8, “National 
Preparedness,” December 17, 
2003 

Establishes policies to strengthen the preparedness of the United States to prevent and 
respond to domestic terrorist attacks, major disasters, and other emergencies by 
requiring a national domestic all-hazards preparedness goal, establishing mechanisms 
for improved delivery of federal preparedness assistance to state and local 
governments, and outlining actions to strengthen preparedness capabilities of federal, 
state, and local entities. It is a companion to Homeland Security Presidential Directive 
(HSPD)-5, which identifies steps for improved coordination in response to incidents. 
Federal preparedness assistance will support state and local entities’ efforts including 
planning, training, exercises, interoperability, and equipment acquisition for major 
events as well as capacity building for prevention activities such as information 
gathering, detection, deterrence, and collaboration related to terrorist attacks. 

Homeland Security Presidential 
Directive 5, “Management of 
Domestic Incidents,” February 
28, 2003 

Outlines a policy to prevent, prepare for, respond to, and recover from terrorist 
attacks, major disasters, and other emergencies by establishing a single, 
comprehensive approach to domestic incident management. DHS’s National Incident 
Management System is established to provide a consistent nationwide approach for 
federal, state, local, tribal, and territorial agencies to work effectively and efficiently 
together to prepare for, respond to, and recover from domestic incidents, regardless 
of cause, size, or complexity. Additionally, the establishment of a National Response 
Plan is directed. 

7 U.S.C. § 8401, Regulation of 
Certain Biological Agents and 
Toxins 

Directs the Secretary of Agriculture to establish and maintain a list of biological agents 
and toxins that have the potential to pose severe threats to animal or plant health or 
their products. The criteria for including an agent or toxin on the list includes the effect 
of exposure on animal or plant health and production, the pathogenicity or toxicity of 
the agent or toxin, and the availability and effectiveness of treatments or prophylaxis 
for illnesses caused by the agent or toxin. 
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Document Description 

Public Law 107-188, Public 
Health Security and 
Bioterrorism Preparedness and 
Response Act of 2002, June 12, 
2002 

Directs the Assistant Secretary for Public Health Emergency Preparedness to develop 
and maintain medical countermeasures and stockpiles against biological agents and 
toxins involved in emergencies. Additionally, working groups on bioterrorism and 
other public health emergencies are directed to conduct research on pathogens likely 
to be used in biological threats or attacks and develop shared standards for 
equipment to detect and protect against biological agents and toxins. Enhanced 
regulatory control of dangerous biological agents and toxins is established, and the 
CDC, FLSTTs (federal, local, state, tribal, and territorial agencies), and others are 
directed to review methods to prevent, detect, and respond to the intentional 
introduction of contaminants into community water systems and source water for 
drinking water. This includes evaluating methods, means, and equipment for 
monitoring and detecting contaminants, as well as providing notice to operators of 
public water systems and individuals served by such systems. 

SOURCE: Reproduces information from Congress.gov, undated, accessed December 2023. 
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Appendix F 

International Regulation of Chemical and 
Biological Agents 

The BTWC is accompanied by other international and multilateral frameworks, including other 
international and multilateral governance frameworks relevant to the production, trade, and use of 
biological weapons, which are outlined in Table F.1. The table is adapted from Table 3.1, “The main 
international and multilateral governance frameworks relevant to the production, trade and use of 
biological weapons,” in Brockmann, Bauer, and Boulanin (2019, p. 27). 

Table F.1 
International Regulation of Chemical and Biological Agents  

Document Description 

World Health Organization Laboratory 
Biosafety Manual, 4th ed., 2020 

The WHO Laboratory Biosafety Manual is widely used globally at all levels of 
clinical and public health laboratories, as well as other biomedical sectors, 
and serves as a de facto global standard for biosafety. The Laboratory 
Biosafety Manual presents best practices and sets trends in biosafety. 

Amendment to Article 8 of the Rome 
Statute of the International Criminal 
Court, 2017 

The Kampala Review Conference resulted in the extension of the list of 
prohibited weapons for use in non-international armed conflicts. The 
Kampala amendment to Article 8 added Article 8(2)(e)(xiii) and (xiv) to the 
Rome Statute, which stipulates that the use of “poison or poisoned weapons” 
and “asphyxiating, poisonous or other gases, and all analogous liquids, 
materials and devices” constitutes a war crime in non-international armed 
conflicts.a 

United Nations Security Council 
Resolution (UNSCR) 2325, Calling for 
Framework to Keep Terrorists, Other 
Non-State Actors from Acquiring 
Weapons of Mass Destruction, 2016 

The council called on all states to strengthen their national anti-proliferation 
regimes in accordance with Resolution 1540 (2004), which aims to prevent 
nonstate actors from acquiring nuclear, biological, and chemical weapons of 
mass destruction, and to submit timely reports on their efforts. It urged for 
greater assistance in building state capacity, including through voluntary 
contributions, and for greater cooperation among all stakeholders, including 
civil society and academia. 

World Health Organization, Biorisk 
Management: Laboratory Biosecurity 
Guidance, 2006 

The laboratory-acquired SARS-CoV infections in Singapore, Taipei, and 
Beijing in 2003–2004 had economic consequences and raised scientific 
concerns, leading to increased biosafety awareness and review by the 
scientific community and national regulatory bodies. The incidents triggered 
the improvement of national biosafety policies and sparked wide-ranging 
concern among affected countries. WHO has seen a rise in demand for 
biosafety guidance and support, culminating in 2005 with the adoption by 
the World Health Assembly of Resolution WHA58.29 on Enhancement of 
Laboratory Biosafety. 
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Document Description 

UNSCR 1540, On Non-Proliferation of 
Nuclear, Chemical and Biological 
Weapons, 2004 

UNSCR 1540 is an international resolution aimed at preventing nonstate 
actors from acquiring nuclear, biological, and chemical weapons, their means 
of delivery, and related materials. It was created to address a gap in 
international law by addressing the risk of terrorists obtaining, proliferating, 
or using weapons of mass destruction.b 

Convention on the Prohibition of the 
Development, Production, Stockpiling 
and Use of Chemical Weapons and on 
Their Destruction (Chemical Weapons 
Convention), 1993 

The Chemical Weapons Convention (CWC) is the most comprehensive 
disarmament treaty ever negotiated, containing elaborate verification 
measures, and laying down certain rules of interstate behavior in both peace 
and war. Its overall purpose is to prevent the possibility of the use of chemical 
weapons and the destruction of existing chemical weapons.c 

Missile Technology Control Regime, 
1993 

The 1993 Missile Technology Control Regime was expanded to include missile 
systems capable of delivering chemical and biological weapons. The regime 
defines WMD-capable missiles as those capable of carrying a 500-kilogram 
payload over 300 kilometers.d 

United Nations, Secretary-General’s 
Mechanism for Investigation of Alleged 
Use of Chemical and Biological 
Weapons, 1987 

The UN requests the Secretary-General to carry out investigations in 
response to reports of possible use of chemical, bacteriological (biological), 
or toxin weapons that might constitute a violation of the Geneva Protocol or 
other relevant rules of customary international law. The purpose of these 
investigations is to ascertain the facts of the matter and to report promptly 
the results of any such investigation to all Member States.e 

Australia Group Controlled Substance 
List(s), 1985 

The Australia Group is an informal arrangement between countries that 
establish export controls to minimize the risk of assisting chemical or 
biological weapons proliferation. The group publishes a list of controlled 
substances, including viruses, bacteria, toxins, and fungi, as well as a separate 
list of dual-use biological equipment, such as fermenters, clean room filters, 
and certain software.f 

Convention on the Prohibition of the 
Development, Production and 
Stockpiling of Bacteriological (Biological) 
and Toxin Weapons and on Their 
Destruction (BTWC), 1972 

The BTWC, also known as the Biological Weapons Convention (BWC), was the 
first multilateral treaty to categorically ban a class of weapon, mandating the 
elimination of existing biological weapons and prohibiting the development, 
stockpiling, or use of biological and toxin weapons. The treaty prohibits the 
development, stockpiling, production, or transfer of biological agents and 
toxins of “types and quantities” that have no justification for protective or 
peaceful use. Additionally, the treaty bans the development of weapons, 
equipment, or delivery systems to disseminate such agents or toxins. States 
possessing any agent, toxin, or delivery system for them have nine months 
from the entry into force of the treaty to destroy their stockpiles or divert 
them for peaceful use.g 

1925 Geneva Protocol The 1925 Geneva Protocol prohibits the use of chemical and biological 
weapons in war.h 

1919 Treaty of Versailles Article 171 of the 1919 Treaty of Versailles prohibited the use of asphyxiating, 
poisonous, or other gases, and all analogous liquids, materials, or devices in 
Germany. The manufacture and importation of such materials were also 
prohibited.i 

1907 Regulations Concerning the Laws 
and Customs of War on Land 

The 1907 Regulations Concerning the Laws and Customs of War on Land, 
included several provisions, such as the prohibition of employing poison or 
poisoned weapons, the prohibition of using arms, projectiles, or material to 
cause superfluous injury, and more.j 
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Document Description 

Brussels Convention of 1874 Although the conference did not achieve disarmament in the literal sense, 
delegates did attempt to revise customary laws of war by revisiting the draft 
code prepared at the Brussels Convention of 1874 and considering the issue 
of unnecessary suffering with regards to newly invented weapons. The 
conference produced Declaration II, which pertained to the use of projectiles 
with the intent of diffusing asphyxiating or deleterious gases.k 

Brussels Declaration of 1874 The Brussels Declaration of 1874 aimed to restrain the instruments of war and 
included Article 13(a), which prohibited the use of poison or poisoned 
weapons.l 

1863 Lieber Code The Lieber Code established rules of conduct for Union soldiers during the 
U.S. Civil War and continues to serve as the basis for most regulations of the 
laws of war for the United States (Brockmann, Bauer, and Boulanin, 2019). It 
inspired other countries to adopt similar rules and served as a template for 
international efforts to codify the laws and customs of war. Article 16 of the 
code prohibits the use of poison, cruelty, maiming, wounding, and torture for 
the sake of suffering or revenge, as well as the “wanton devastation of a 
district.” Military necessity allows for deception but “disclaims acts of perfidy” 
and “does not include any act of hostility that makes the return to peace 
unnecessarily difficult.”m 

SOURCES: Adapted from Brockmann, Bauer, and Boulanin, 2019, p. 27, and supplemented with information from the 
sources listed below. 
a Zimmerman and Şener, 2014, p. 441. 
b Arms Control Association, 2021.  
c Stockholm International Peace Research Institute, 1997, pp. 1, 4. 
d Arms Control Association, undated. 
e Tudor, undated, slide 2. 
f “The Australia Group was originally founded in 1985 in response to chemical weapons use in the Iran-Iraq war and was 
expanded to cover biological weapons in the early 1990s” (Australia Group, undated). 
g Nuclear Threat Initiative, 2023.  
h Brockmann, Bauer, and Boulanin, 2019, p. 27. 
i Tuzmukhamedov, 2019, p. 2. 
j Schmitt and Greed, 1991, p. 248. 
k Jefferson, 2014, pp. 649–650. 
l Jefferson, 2014, p. 649. 
m Gesley, 2018. 
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Appendix G 

Descriptions of Training Databases 

Table G.1 
Descriptions and Availability of Common Training Databases 

Category  Databases Description Availability 

Chemical and 
Biological Synthesis 

KEGG Database  16 databases consisting of biological pathways, 
molecular networks, genomic data, biochemical 
reactions, metabolites, diseases, drugs, and 
variants.  

Publicly available with 
site subscription 

 ATLAS (of 
biochemistry) 

Includes all theoretical biochemical reactions 
based on known compounds. Contains more 
than 150,000 reactions.  

Publicly available with 
subscription 

 BiGG databases Biochemical genetic and genomic information, 
reactions, and metabolites. Includes access to 
additional external datasets.  

Publicly available 
through free license 

 MetRXN Includes metabolite and reaction descriptions 
integrated from KEGG, BRENDA, MetaCyc, and 
others into a single, unified dataset.  

Publicly available 

 MetaCyc Includes metabolic pathways, enzyme kinetics, 
and enzymatic and enzyme-catalyzed reactions. 

Publicly available 
through paid 
subscription 

 BioCyc Includes genomes, metabolic pathways, gene 
functions, and some regulatory networks.  

Publicly available 
through paid 
subscription 

 BioModels Repository of mathematical models of 
biological/biomedical systems, including 
physiological and pharmaceutical models.  

Publicly available 
through free download 

 Rhea Annotated reactions database for chemical and 
transport reactions with a biological focus.  

Publicly available 
through free download 

 ChEBI Dictionary of small chemical compounds of 
biological interest. 

Publicly available 
through free download 

 ChEMBL Include biomolecules with drug-like properties or 
applications, chemical data, bioactivity, and 
genomic data.  

Publicly available 
through free download 

 BRENDA Database of enzyme functional data.  Publicly available 
through free download 

 BLAST databases BLAST is not a download database but can be 
used to search across several other databases for 
information on nucleotides, proteins, and their 
corresponding translations. The queries can be 
human, mouse, rat, or microbiome related.  

Publicly available 
through website 
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Category  Databases Description Availability 
 Network of Organic 

Chemistry  
Database of known chemical reactions, starting 
materials, and products.  

Maintained by Reaxys. 
Publicly available 
through institution 
license or paywall 

 ZINC  Database of commercially available compounds. Publicly available 
through free download 

 MOSES Training and testing datasets for molecular 
generation.  

Publicly available 
through GitHub 

 GDB-17 Database of organic molecules with sizes 
comparable to drug molecules. Focuses on 
heterocycles with quaternary centers and 
stereoisomers. 
Preceded by GDB-13 and GDB-11.  

Publicly available 
through free download 

 COBRA Database of reference molecules compiled from 
scientific literature and annotated receptor and 
activity information. 

Publicly available 
through GitHub 

Drug Discovery Tox21 Data Challenge Database of training data for chemical 
compounds. 

Maintained by NIH. 
Publicly available 
through free download 

 BGC Databases A series of databases for biosynthetic gene 
clusters. Individual databases listed below: 
• antiSMASH – secondary metabolite gene 

clusters. 
• DoBISCUIT – collection of PKS and NRPS 

biosynthetic gene clusters compiled from 
literature.  

• IMG-ABC – biosynthetic gene clusters 
identified in microbial genome sequences. 

• MIBiG – secondary metabolites. 
• ClusterMine360 – biosynthetic gene 

clusters annotated with product 
classifications, taxonomic information, and 
links to sequence data.  

• Bactibase – characterization of bacterial 
antimicrobial peptides/bacteriocins.  

• CSDB/r-CSDB – PKS, NRPS, and 
combination biosynthetic gene clusters and 
recombinant gene clusters.  

Publicly available 
through free download 

 ARTS Search engine for a repository of antibiotics, 
targets, genomes, and metagenomes. 

Publicly available 
through website 

 EvoMining Expansion and recruitment events in enzyme 
families from bacteria and archaea. 

Publicly available 
through GitHub 

 SMURF database Secondary metabolome genetic sequences and 
metabolites. 

Only SMURF tool 
publicly available, not 
dataset 

 MIPS-CG Secondary metabolites from fungi. Not publicly available 
 DNP Structural database of natural products. Publicly available 

through website 



 147 

Category  Databases Description Availability 
 MarinLit Database of marine natural products. Publicly available with 

subscription 
 StreptomeDB Database of compounds isolated from the 

bacteria species Streptomyces. 
Publicly available 
through free download 

 NPEdia Database for natural products. Publicly available 
through website 

 NPAtlas Database of microbial-derived natural products. Publicly available 
through website 

 NAPROC-13 Database from C13
 NMR data for dereplication of 

natural products. 
Publicly available 
through free download 

 NP-MRD Database of structural and NMR data of natural 
products. 

Publicly available 
through free download 

 DEREP-NP Database of MS and NMR experiments for 
dereplication. 

Publicly available 
through GitHub 

 GNPS Genomic and LC-MS/MS data. Publicly available 
through free download 

 DisGeNET Collection of genes from and variants of human 
diseases. 

Publicly available 
through free download 

 Open-Target platform Database of public domain data human genetics 
and genomics data for drug discovery. 

Publicly available 
through free download 

 Therapeutic Target 
Database (TTD) 

Collection of anti-coronavirus drugs and their 
therapeutic targets.  

Publicly available 
through website 

Nucleic Acid 
Sequencing and 
Discovery 

CMap Gene expression profiles and genetics database. Publicly available 
through free download 

 PubChem Database of chemical information, such as name, 
molecular formula, and structure. 
 

Publicly available 
through free download 
 

 ChemBank Database of small molecules and 
cheminformatics. 
 

Not available 
 

 DrugBank Database for drug and target information. 
 

Publicly available 
through account 
 

 ChemDB Database of commercially available small 
molecules for systems biology. 
 

Publicly available 
through free download 
 

 Comparative 
Toxicogenomics 
Database (CTD) 

Database of chemical-gene/protein interactions, 
chemical-disease relationships, and gene-disease 
relationships 
 

Publicly available 
through free download 
 

 LinkedOmics Omics database. 
 

Publicly available 
through free download 
 

 DepMap portal Database of cancer information and genomics. 
 

Publicly available 
through free download 
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Category  Databases Description Availability 
 HMDD Database of miRNA and disease. 

 
Publicly available 
through free download 
 

 STRING Database of protein-protein interactions. Publicly available 
through free download 
 

 DeepHF dataset CRISPR guide RNA. Publicly available 
through GitHub 
 

 STITCH Database of chemical and protein interactions. Publicly available 
through free download 
 

 RNAcompete Database of sequence binding preferences and 
RNA binding proteins.  

Publicly available 
through free download 
 

 ChIP-seq Genomics data repository. Publicly available 
through free download 
 

Protein and Peptide TOUGH-M1 Database of ligand-binding pockets extracted 
from proteins. 

Publicly available 
through free download 
 

 ProSPECCTs Database of protein sight pairs. Publicly available 
 Protein Data Bank 

(PDB) 
Database of biomolecules. Publicly available 

through free download 
 

 ClinVar Database  Database of genomic variation and relationship 
to human health. 

Maintained by NIH.  
Publicly available 
through free download 
 

 Global Initiative on 
Sharing All Influenza 
Data (GISAID) 

Database of COVID-19 sequences. 
*This database has vetting requirements, which 
could be used as a starting template for other 
databases. 

Publicly available with 
account and identity 
confirmation 
 

 Price-149 (ProteInfer) Dataset of bacterial genomes, functional 
properties of protein sequences. 

Publicly available 
through GitHub 
 

 New-392 datasets Dataset of enzyme sequences. Publicly available 
through GitHub 
 

 NCBI databases Genbank – NIH genetic sequence database. 
RefSeq – reference sequences such as genomic, 
transcript, and protein. 

Maintained by NIH.  
Publicly available 
through free download 
 

 BindingDB Database of binding data, compounds, target 
proteins, and assays curated from journals and 
patents.  

Publicly available 
through free download 
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 UniProt UniRef – Database of clustered sets of 

sequences. 
Swiss-Prot – Database of protein descriptions, 
such as function, domain structure, and 
subcellular location. 

Publicly available 
through free download 
 

 AlphaFold Protein 
Structure Database 

Proteomic data for select organisms. Publicly available 
through free download 
 

 Protein Binding 
Microarray (PBM, 
UniPROBE) 

Database of protein binding for DNA-protein 
interactions. 

Publicly available 
through free download 
 

 HT-SELEX Database of transcription factor binding sites. Publicly available 
through free download 

 

  



 150 

Abbreviations  

AI artificial intelligence 

AIA Artificial Intelligence Act 

BCI brain computer interface 

BDT biological design tool 

BTWC Convention on the Prohibition of the Development, Production and Stockpiling of 
Bacteriological (Biological) and Toxin Weapons and on Their Destruction 

BWC Biological Weapons Convention 

CBRN chemical, biological, radiological, and/or nuclear 

CBW chemical and/or biological weapons 

CDC Centers for Disease Control and Prevention 

CDT chemical design tool 

CIFAR Canadian Institute for Advanced Research 

CNN convolutional neural network 

COVID-19 coronavirus disease 2019 

CUI Controlled Unclassified Information 

CWC Chemical Weapons Convention 

CWMD Countering Weapons of Mass Destruction Office 

DARPA Defense Advanced Research Projects Agency 

DHS U.S. Department of Homeland Security 

DoD U.S. Department of Defense 

DOE U.S. Department of Energy 

DSA Digital Services Act 

EEG electroencephalogram 

E.O. executive order 

EU European Union 

FAST Fixing America’s Surface Transportation Act 

FDA U.S. Food and Drug Administration 

FFRDC federally funded research and development center 

GDPR General Data Protection Regulation 

GPAI Global Partnership on AI 

GPT generative pretrained transformer 

HHS U.S. Department of Health and Human Services 
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HSOAC Homeland Security Operational Analysis Center (RAND) 

HSRD Homeland Security Research Division (RAND) 

IaaS Infrastructure as a Service 

IEEE Institute of Electrical and Electronics Engineers 

IP intellectual property 

ISIL Islamic State of Iraq and the Levant 

LLM large language model 

ML machine learning 

NAIIA National Artificial Intelligence Initiative Act 

NATO North Atlantic Treaty Organization 

NDAA National Defense Authorization Act 

NIST National Institute of Standards and Technology 

NLP natural language processing 

NSCAI National Security Commission on Artificial Intelligence 

ODNI Office of the Director of National Intelligence 

OECD Organisation for Economic Co-operation and Development 

OMB Office of Management and Budget  

OSTP Office of Science and Technology Policy  

RAI Responsible Artificial Intelligence Strategy and Implementation Pathway 

RMF risk management framework 

RNN recurrent neural network 

R&D research and development 

SaMD software as a medical device 

SARS-CoV-2 severe acute respiratory syndrome coronavirus 2 

SDL self-driving laboratory 

SME subject-matter expert 

UK United Kingdom 

UN United Nations 

UNESCO United Nations Educational, Scientific and Cultural Organization 

USDA U.S. Department of Agriculture 

USG U.S. government 

WHO World Health Organization 

WMD weapons of mass destruction 
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