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About This Report

The advent of Starlink and other proliferated constellations in low earth orbit (LEO) has
profoundly influenced Chinese military perceptions of space as a warfighting domain and LEO as a
subdomain of space. With both the United States and China planning to deploy additional
proliferated constellations into LEO or expand existing ones, the degree to which People’s Liberation
Army (PLA) leaders perceive these systems as threatening will have important implications for U.S.-
China escalation dynamics in space. This report draws on open-source literature across the Chinese
defense enterprise to assess PLA perspectives of LEO as a warfighting domain and the systems being
deployed in LEO, with special attention given to Starlink. The report additionally identifies specific
factors of PLA threat perceptions for systems in LEO and details the countermeasures that the PLA
is developing in response, including developing its own proliferated constellation. The report
concludes with recommendations for the U.S. Department of Defense, the Department of the Air
Force, and the U.S. Space Force.

The research reported here was commissioned by the U.S. Space Force Deputy Director of
Strategy, Requirements, Plans, and Programs (SF/CSRO) and conducted within the Strategy and
Doctrine Program of RAND Project AIR FORCE (PAF) as part of a fiscal year 2024 project,
“Adversary Perceptions of and Reactions to U.S. Proliferated Low Earth Orbit.” This portion of the
project is intended to provide a brief overview of Chinese thinking about space power in LEO. It is
part of a series of reports that contribute to the overall project.

RAND Project AIR FORCE
RAND Project AIR FORCE, a division of RAND, is the Department of the Air Force’s (DAF’s)

federally funded research and development center for studies and analyses, supporting both the
United States Air Force and the United States Space Force. PAF provides the DAF with independent
analyses of policy alternatives affecting the development, employment, combat readiness, and support
of current and future air, space, and cyber forces. Research is conducted in four programs: Strategy
and Doctrine; Force Modernization and Employment; Resource Management; and Workforce,
Development, and Health. The research reported here was prepared under contract FA7014-22-D-
0001.

Additional information about PAF is available on our website:

www.rand.org/paf/

This report documents work originally shared with the DAF on September 20, 2024. The draft
report, dated August 2024, was reviewed by formal peer reviewers and DAF subject-matter experts.

The views expressed in this report are those of the authors and do not reflect the official policy or
position of the Department of Defense or the U.S. government. Review of this material does not
imply Department of Defense endorsement of factual accuracy or opinion.
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Summary

Issue

Proliferated constellations in low earth orbit (LEO) have demonstrated significant battlefield
utility in the Russia-Ukraine war beginning in 2022 and are likely to continue serving as an important
component of space power in wartime. How Chinese leaders view these continued developments will
have important implications for managing military escalation in space.

Approach

This report draws on official Chinese Communist Party (CCP) media and People’s Liberation
Army (PLA) literature to assess the PLA’s understanding of LEO as a military domain and how the
PLA views U.S. systems deployed to LEO. We surveyed approximately 120 journal articles and ten
PLA textbooks, which we identified through a word search using relevant terms, such as LEO

(IKHIE], micro satellites (143 T2 ], and Starlink [224E]. The report highlights Starlink as an
influential development shaping PRC views of LEO to contextualize these findings.

Key Findings

e PLA observers of the United States assume an extremely high degree of coordination between
U.S. policy, military doctrine, and commercial development. When observing the overall
development of U.S. power in space, PLA researchers assume that White House policy on
space, U.S. Department of Defense (DoD) doctrine for space operations, and SpaceX
launches of Starlink satellites are coordinated and mutually supporting steps toward a
common objective of advancing U.S. military dominance in the space domain.

e The PLA takes Starlink as a model for the capabilities it wants to develop in or regarding
LEO. PLA thinking on LEO as a subdomain of space matured by observing U.S. policies on
resilient space architecture and the Starlink constellation, leading to PLA assessments that
Starlink is the capability fulfilling U.S. Space Force (USSF) requirements for resilient space
architectures. Because of this, the PLA has a strong tendency to equate LEO, proliferated low
earth orbit (pLEO), and Starlink as functionally identical concepts.

o DPLA researchers’ view is that the United States reached an inflection point in space power
around 2020. After observing developments in U.S. policy and doctrine alongside SpaceX
launches of Starlink satellites, these researchers concluded that the United States had
“integrated space combat into its joint operations and is eager to give space warfare a try.”
PLA analysts almost certainly believe this assessment was validated when Starlink began
operations in Ukraine in February 2022.

! Li Meihong [Z5341] and Tang Yafeng [ 174%), “The United States’ Militarization of Space Has Moved Many Countries to
Concern” [“F& R T EFAET| % E L"), PLA Daily, October 14, 2021.



Proliferated constellations such as Statlink directly and significantly undermine the PLA’s
preferred method of conducting operations. The PLA's core operational concept depends on
neutralizing key nodes in an adversary’s system of systems, causing systemwide paralysis that
creates a more permissive environment for the PLA’s offensive operations. PLA analysts
appear to believe that Starlink demonstrates resilience through the quantity of satellites
networked in a decentralized system, securing key nodes in LEO.

The PLA’s threat perceptions are inflated by its tendencies to exaggerate and catastrophize
U.S. capabilities, leading to assessments and potential responses that prepare for the worst
possibilities even before evidence indicates such. PLA researchers insist that Starlink satellites
carry electronic warfare payloads and can intercept hypersonic missiles, or serve as a co-orbital
kinetic kill vehicle targeting against other satellites.

PLA responses to new U.S. capabilities in space are driven by perceived threats to the PLA’s
ability to conduct operations, fear of falling behind in U.S.-China competition, and
exaggerated assessments of U.S. capabilities. CCP assumptions of U.S. hegemonic intent
inflate PLA threat perceptions of new U.S. capabilities. Because of this, capabilities able to
significantly disrupt PLA operations or that make significant technological leaps appear
potentially destabilizing to the PLA.

China has designated a national priority of developing Project SatNet, a pLEO
megaconstellation intended to function as “China’s Starlink.” Given the highly militarized view
that PLA leaders have of Starlink and explicit PLA discussions of a proliferated constellation
as a potential countermeasure for Starlink, Project SatNet will be a militarized pLEO
capability intended to support PLA warfighting capabilities.

Recommendations

DoD planners should avoid attempts to manage Chinese threat perceptions in ways that
impose costs on U.S. budgets, acquisition timelines, or operational readiness. While these
efforts should not be abandoned entirely, given their value in demonstrating U.S. policies of
crisis prevention and communication to allies and partners, PLA researchers are almost certain
to maintain their tendency to catastrophize about U.S. military capabilities. Chinese threat
perceptions regarding the United States are already ossified and unlikely to soften with U.S.
assurances or carefully managed messaging.

The USSF should anticipate and develop policies for addressing an environment in which the
PLA believes it can prosecute more provocative operations against the United States without
risk of escalation. Because the PLA views Starlink as opening a vulnerability gap between the
United States and China in space, the PLA likely assesses more offensive operations against a
resilient system to be less escalatory. Conversely, prior to Project SatNet’s completion, the
PLA would likely view U.S. counterspace operations against China to be more escalatory.
DoD and the USSF should anticipate and be prepared to counter disinformation campaigns
directed toward both government and commercial U.S. assets. The CCP and PLA make little,
if any, distinction between public and private assets in space and consider the commercially
owned Starlink to be a tool of U.S. military power.
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Chapter1

Introduction

Space is a critical domain for the Chinese Communist Party’s (CCP’s) vision of future power and
military competition with the United States. Chinese space industry officials view China as being on
track to surpass the United States as the world’s foremost space power by 2045.> China’s space
program has the second-most satellites in orbit behind the United States, including sophisticated
capabilities, such as an all-weather 24-hour remote sensing system and the GPS-like Beidou
navigation system.’ It is also developing a number of counterspace capabilities, including direct ascent
antisatellite (ASAT) weapons; co-orbital ASAT weapons, such as the Shijian (S]) series satellites;*
electronic warfare capabilities, such as ground-based jammers targeting satellite communications
(SATCOM) and synthetic aperture radar (SAR); and offensive cyber capabilities intended for
strategic deterrence to counter U.S. influence in the Indo-Pacific region.’

Central to the space domain’s importance in CCP thinking is the potential for the People’s
Liberation Army (PLA) to leverage space assets for conducting informatized joint operations. PLA
analysts frequently refer to space as the “ultimate high ground” enabling modern informatized
operations through space-based command, control, communications, computers, intelligence,
surveillance, and reconnaissance (C4ISR) systems.® Accordingly, the PLA has been adjusting its
warfighting doctrine and forces around the goal of obtaining space superiority so that it is better
positioned to achieve information superiority, or the ability to freely use information and deny the
adversary’s use of information. In 2015, China’s defense white paper designated space a critical
military domain, and the PLA established the now-reorganized Strategic Support Force (SSF),

% Kevin Pollpeter, “China’s Space Program: Making China Strong, Rich, and Respected,” Asia Policy, Vol. 15, No. 2, April 2020,
p-. 65.

> Elsa B. Kania, “China Has a ‘Space Force, What Are Its Lessons for the Pentagon?” Defense One, September 29, 2018;
Pollpeter, 2020, p. 13.

* While past experiments involving this satellite series have been oriented toward space maintenance and debris cleanup,
observers note that SJ-17's robotic arm could easily be used to tamper with and disable adversary satellites. See Defense
Intelligence Agency, Challenges to Security in Space, March 2022.

> Kania, 2018; Kevin Pollpeter, China’s Role in Making Outer Space More Congested, Contested, and Competitive, China Aerospace
Studies Institute, October 2021; Kevin L. Pollpeter, Michael S. Chase, and Eric Heginbotham, The Creation of the PLA Strategic
Support Force and Its Implications for Chinese Military Space Operations, RAND Corporation, RR-2058-AF, 2017, p. 1; Erik
Seedhouse, “The Growing Chinese Space Threat,” Space News, February 21, 2023; Defense Intelligence Agency, 2022.

® Dean Cheng, “Space and Chinese National Security: China’s Continuing Great Leap Upward,” in Joel Wuthnow, Arthur S.
Ding, Phillip C. Saunders, et al., eds., The PLA Beyond Borders: Chinese Military Operations in Regional and Global Context,
NDU Press, 2021, pp. 318-320; Pollpeter, 2020, p. 14.



responsible for integrating space and information capabilities to enable terrestrial operations more
effectively.”

We assess that the PLAs views on U.S. space operations sharpened around 2020, as the advent of
proliferated constellations in low earth orbit (LEO) such as Starlink and the operational utility they
demonstrated in the Russia-Ukraine war dramatically focused PLA research on LEO as a subdomain
of space. Based on this assessment, we examine PLA threat perceptions and reactions to Starlink.
Regarding threat perceptions, we find that PLA researchers regard Starlink as one component of an
integrated U.S. space capability reflecting a mature doctrine for space operations. Regarding PLA
reactions, we find that the PLA has committed significant resources to researching Starlink in order to
formulate their own operational concepts and the capabilities those concepts require in LEO.

Research Questions and Methodology

While China’s space program is developing capabilities in multiple orbits, PLA scholars and
Chinese space industry experts have increasingly emphasized the operational benefits LEO provides in
recent years, particularly mega-constellations in LEO. As competition for space within LEO becomes
fiercer between the United States and China, it is important to understand how the PLA views U.S.
activities in LEO, as well as possible trajectories of Chinese developments in and affecting LEO. To
that end, we address the following questions:

e How does the PLA assess growing use of LEO will shape modern warfare?

e  What are China’s perceptions of U.S. development of LEO capabilities for military use? What
shapes these perceptions?

e  What are the PLA’s desired capabilities in LEO and to affect LEO, and what systems is the
PLA working on to provide these capabilities?

e  What are the implications for the U.S. Department of Defense (DoD) and the U.S. Space
Force (USSF)?

To answer these questions, our analysis draws on official CCP media and PLA documents, such
as its professional military education (PME) curriculum. Where authoritative state media are not
available, we prioritize research from Chinese scholars and practitioners affiliated with institutions
that shape PLA doctrine, such as the Academy of Military Science (AMS); create the PME
curriculum teaching that doctrine, such as the National Defense University (NDU) or Aerospace
Engineering University; or practitioners serving in the PLA, particularly in space-relevant billets.* We
supplement this foundation with less-authoritative materials from Chinese defense contractors, such

as the China Aerospace Science and Technology Corporation (CASC), which offer insights into the

7 Kevin Pollpeter, Timothy Ditter, Anthony Miller, and Brian Waidelich, China’s Space Narrative: Examining the Portrayal of the
US-China Space Relationship in Chinese Sources and Its Implications for the United States, China Aerospace Studies Institute, 2020,
p. 55; John Costello and Joe McReynolds, China’s Strategic Support Force: A Force for a New Era, National Defense University,
October 2018, pp. 20-36. The SSF was disbanded in 2024, and its space functions have been succeeded by the PLA Aerospace
Force (Ministry of Defense [[E Bj ], “Ministry of Defense Holds a Press Conference on the Establishment of the Information
Support Force” [ B #2547 (5 B SR B A RROL L JUHT 8] R AT 227), April 19, 2024).

8 For PLA capabilities and perceptions, we excluded materials from Chinese scholars or media if their institutions were not likely
affiliated with Chinese policymakers or practitioners. We included industry reporting for commercial developments.



technologies or defense industrial capabilities on which the PLA can draw. We surveyed a total of
approximately 120 journal articles and 10 PME textbooks, reviewing for discussion of terms including

but not limited to LEO [{IX§LI&], small/micro satellites [/ T2 /f( T2 ), Starlink [ 5%], and

resilient space [#4:K %% ]. With this source selection, we are able to capture views representative of
China’s senior leadership while also ensuring breadth of technical expertise.

Report Organization

This report proceeds in five chapters. The first chapter introduces the research questions,
methodology, and approach. The second chapter charts the evolution of PLA research on LEO as a
subdomain of space based on PLA researchers observing U.S. concepts of resilient space architecture
converge on a vision of proliferated LEO (pLEO). The third chapter focuses on PLA perceptions of
Starlink as realizing a vision of resilient pLEO. This chapter assesses PLA threat perceptions of
Starlink by identifying key factors informing PLA threat perceptions. The fourth chapter considers
capabilities—Dboth in and regarding LEO—that the PLA appears to be pursuing in response to its
threat perceptions around U.S. pLEO and Starlink. The fifth chapter concludes with implications of
this research for DoD and the USSF.



Chapter 2

The PLA’s Shifting Views of LEO as a
Military Domain

PLA observations of Starlink operations in the Russia-Ukraine war have informed an evolution in
PLA thinking on LEO as a key subdomain of space in closely tying together the concepts of LEO and
pLEO, along with the warfighting applications of these domains, to the Starlink system. For decades
prior to the war, PLA thinking on space primarily considered joint operations support and prioritized
function rather than orbit. Although PLA researchers tracked evolving U.S. concepts of developing
resilient space architectures in LEO to eventually arrive at the concept of pLEO, it was not until
approximately 2020, when the PLA assessed that the United States was operationalizing a mature
concept for a resilient architecture in LEO, that PLA researchers began considering in earnest the
utility of national proliferated architectures in LEO. Because large-scale PLA attention to space
architectures in LEO began as a response to U.S. pLEO capabilities, PLA discussions about
architectures in LEO are functionally about pLEO or, at minimum, the capabilities and advantages
thereof.

While PLA scholars had researched space and space-based capabilities as necessary for modern for
modern informatized joint operations since the 1991 Gulf War, this research emphasized function
rather than orbit. For example, PLA research on the Gulf War focused on how the United States’ use
of space-based assets enabled key information linkages between forces in terms of capabilities such as
communications, precision guidance, and intelligence collection, without characterizing where said
assets were based.” Similarly, analyses of U.S. space capabilities used in the Kosovo and Iraq Wars
evaluated their operational significance on the basis of function—reconnaissance, navigation,
meteorology, etc.—while providing little to no reference to orbit.'” The PLA’s emphasis of function
rather than orbit extended to early iterations of concepts that would eventually comprise pLEO
concepts. For example, the 2013 AMS-published textbook Lectures on the Science of Space Operations
discusses multi-satellite networking [ ZEHM], a concept articulating many of the attributes of
pLEO constellations, in terms of the function and prospective size of multi-networked satellites
without mentioning orbit as a consideration." Instead, PLA assessments in the first two decades

? Cheng, 2021, p. 316.

10 Zhou Xiaoqun [J# medt), “Looking at the Kosovo War from the Perspective of NATO Weapons and Armaments,” [“MEIE
RSB AL LA 25 4%7], Shipboard Electronic Countermeasure [T L FX$ 1], Vol. 4, No. 6, 1999; Woang Xiangjiang
[FEHAIL], “The Role of Military Satellites in the Iraq War” [“ZE FH T 7R hi7 e i 5 K AE1E FH”), Military Technology [ %
FHIR], 2004.

lljiang Lianju [Z21E%5], ed., Lectures on the Science of Space Operations [ 7= [MAE ik 2% 2F2], Military Science Press [ H- £} %
HifRAt], 2013, p. 177.



following the Gulf War prioritized characteristics such as satellite size, quantity, and deployment
layout and defensive capabilities such as ASAT strike resistance.'

Beginning in the late 2010s, PLA thinking on space operations began shifting from a narrow focus
on function to considering both function and orbit. This broad shift in thinking occurred as PLA
researchers tracked DoD discussions and concepts on building resilience in space, and PLA analysts’
views rapidly adjusted once they perceived that the United States had begun implementing its
concepts for resilient architectures LEO architectures in the form of Starlink. One PLA Information
Engineering University researcher dated the origin of these U.S. discussions to 2009, when he assessed
that the United States “adjusted its space deterrence policy” to “further highlight the role of deterrence
by denial,” which according to this researcher initiated U.S. interest in resilient space architecture.”

PLA researchers also closely tracked DoD wargames and policies to assess U.S. implementation of
the resilient space concept. A 2016 National Defense Industry publication on the Schriever
Wargames notes that resilient space was employed in SW-14 so that space assets could continue
functioning in contested environments.'* Similarly, three researchers with the AMS War Studies
Institute, a leading PLA research institution supporting PLA strategy and doctrine development and
charged with improving PLA combating effectiveness,"” documented what they considered to be the
evolution between 2013 and 2021 in U.S. documents discussing resiliency in space, summarized in
Table 2.1.° As of 2021, these researchers assess that the U.S. understanding of a resilient space
architecture has four key characteristics:

1. is distributed, diversified, and proliferated
can be repaired, reorganized, or reconstituted at any time
has comprehensive threat perception and rapid counterstrike capabilities

o

supports joint operations in other domains under high-risk conditions."”

Table 2.1. AMS Researcher Views of Evolving U.S. Concepts of Resilient Space

Year Document Publishing Entity PLA Assessment of Document

2013 Resiliency and Disaggregated Air Force Space Command Introduced the “resilient space”
Space Architectures concept

12 Jiang, 2013, p. 177.

13 Gaoyang Yuxi [5i#%F%], “The Adjustment of U.S. Space Deterrence Strategy and Tts Impact” [“3 [ A 2% B 15 ik i 1 %
SR, Peace and Development [FISF-5 < J€], No. 3, 2018, p. 122.

1414 Xiangyang (Z=MIFH], Sun Long [#M%], Ci Yuanzhuo [ZZITE], Shi Peixin [£155#], Du Yanchang [ B], and Cheng
Shaochi [F2ZR51], eds., Interpreting the U.S. Military’s “Schriever” Space Warfare Exercises |38 25t FH 35" 7 [W) G308 =) ff1372),
National Defense Industry Press (1B oMk HH Rt ], 2016, pp. 63-64. This volume was authored by a committee that included
AMS Military Science Information Research Center researcher Cheng Shaochi.

15 Chen Yu [[%:] and Yuan Bo [3£%)]], “The Academy of Military Science’s Warfare Research Institute Aims to Prepare for
War” [“FEFH R} 2B S0 AL BT BOCHEHE R SR FT L"), People’s Daily [\ Hi], May 14, 2019.

161 in Aizhi (X% &), Xie Zhige [ K], and Shang Zheran [ﬁnﬁﬁﬁk], “Evolution, Measures and Impact of United States’
Flexible Space” [“3& MR ZST MRS JEIE. KRB 2SHE SRS S, Satellite and Network [ LR 5 M 4%], November
2021, pp. 70-72.

7 Liu, Xie, and Shang, 2021, p. 72.



Year

Document

Publishing Entity

PLA Assessment of Document

2016

2017

2017

2018

2018

2019

2019

2020

Space Enterprise Vision

Crisis Stability in Space: China and

Other Challenges

Disaggregation, diversification,
distribution, deception, protection,
proliferation (D4P2)

U S. National Space Strategy

Joint Publication 3-14, Space
Operations

Challenges to Security in Space

Next-Generation Space
Architecture Request for
Information

Chief of Space Operations’
Planning Guidance

Air Force Space Command

Johns Hopkins SAIS Foreign
Policy Institute

DASD Space Policy Douglas

Loverro

The White House

Joint Staff

Defense Intelligence Agency

Space Development Agency

U.S. Space Force

Proposed space resilience
capabilities, including
counterspace and mission
assurance

Argued that resilient architectures
reduce efficacy of adversary first
strike and ensures retaliatory
capabilities

Proposed the listed concepts as
six methods of resilience

Argued that a resilient space
architecture can enhance
deterrence and operational
effectiveness through space
defense and reconstitution

Included resilience,
reconstitution, and defense as
mitigating space threats

Claimed that improving Chinese
and Russian counterspace
capabilities threaten U.S. military
dominance in space

Identified resilience, flexibility,
and agility as key trends in U.S.
space capability development

Identifies the current task for
space operations as building a
resilient architecture able to
mitigate attack, assure
capabilities, and rapidly
reconstitute



Year Document Publishing Entity PLA Assessment of Document

2021 The Future of Security in Space: A Atlantic Council Recommends that the United
Thirty-Year US Strategy States develop the key
technology of operationally
responsive space for inexpensive
and flexible launch

SOURCES: Liu, Xie, and Shang 2021, pp. 70-72; Air Force Space Command, Resiliency and Disaggregated Space
Architectures, August 2013; Air Force Space Command Public Affairs, “Hyten Announces Space Enterprise Vision,” April
13, 2016; Bruce W. MacDonald, ADM Dennis Blair, Dean Cheng, Karl Mueller, and Victoria Samson, Crisis Stability in
Space: China and Other Challenges, Foreign Policy Institute, Johns Hopkins University, 2016; Philip Swarts, “Loverro:
Defense Is the Best Deterrent Against a War in Space,” Space News, October 14, 2016; Joint Publication 3-14, Space
Operations, U.S. Joint Chiefs of Staff, April 10, 2018, p. I-8; Defense Intelligence Agency, Challenges to Security in Space,
January 2019; Space Development Agency, Next-Generation Space Architecture Request for Information, 2019; U.S.
Space Force, Chief of Space Operations’ Planning Guidance, 2020; Clementine G. Sterling, Mark J. Massam, Lt Col
Christopher P. Mulder, and Julia T. Siegel, The Future of Security in Space: A Thirty-Year US Strategy, Atlantic Council,
April 2021.

NOTE: The AMS analysis summarized in this table makes no distinction between government sources and the
nongovernment sources from U.S. academic institutions or think tanks. While the inclusion of nongovernment documents
does not necessarily indicate the AMS researchers believe that Johns Hopkins and Atlantic Council documents are
authoritative, their inclusion does indicate that some PLA researchers view some nongovernment entities as influential in
developing U.S. concepts and doctrine.

Beginning around 2020, these U.S. concepts of resilient space and its application in Starlink likely
shaped PLA thinking on space and clearly linked the concept of resilient architectures with LEO.
PLA Aerospace Engineering University Space Security Research Center researcher Feng Songjiang
assessed in 2020 that the USSF had placed its requirements for a resilient space architecture on
SpaceX, which would provide the key qualities of dispersal, resilience, and rapid reconstitution in
LEO." Similarly, that year two PLA Army Command College professors assessed that the U.S. Space
Development Agency was developing a resilient space architecture by procuring proliferated
constellations, including Starlink’s LEO satellites."”

In the following years, some Chinese research also began examining how China, and by extension
the PLA, might employ a national LEO constellation. For example, in early 2022 researchers with the
China Academy of Sciences and the PLA’s leading space systems contractor proposed developing new
LEO constellations to monitor other satellites in LEO and in geostationary orbit (GEO) to fill gaps in
ground-based sensors.” This research revisited the PLA's earlier concept of “multi-satellite

18 Feng Songjiang [*£-FATT], “Starlink’ Could Become the U.S. Military’s New Medium for Future Operational Concepts” [“/2
BE ATREH A A (AR EE & AL, PLA Datl, July 16, 2020.

1% Mao Weihao [EHi5%] and Liu Wangding [XI| ¥ 5E], “The U.S. ‘Project Starlink’ Threatens Peace in Space” [“3¢ 4 it
¥ BRI PLA Daily, June 11, 2020. For Mao Weihao's affiliation, see Mao Weihao [%ﬁ%], “PLA Experts
Freely Discuss Future ‘Dimensionality Reduction Attack’: These Equipment Will Become Trump Cards” [fI & FK iR A&
ROTPEYEFT R 1K AL K BT ), China News Service [HE#TB] ], June 28, 2020. For Liu Wangding's affiliation, see
Liu Wangding [ X!/ %], Zhang Guoning [7K [ 7], and Zheng Shiming [XF 18], “Research on Intelligent Perception and
Decision-Making of Combat Entities Based on Deep Reinforcement Learning” [“F& T4 B 54k 2% 2] [FVE % SR e B N 5
WA 55", Fire Control & Command Control [X 11 5F81E#5H1], No. 5, 2023.

2 Song Yezhi [ i), Shao Rui [AB¥i], Wang Lei [ %], Hu Xiaogong [#/ T.], Ye Zhao 4], Zeng Chunping [ ¥ %
*F], Liu Jia [XI4£], and Jiang Tingwei [#2KE L], “Precision Orbit Determination of Space Debris by Space-Based Multi-



networking,” which was included as an important function in the 2013 Lectures on the Science of Space
Operations, and added considerations of orbit to function by assessing the co-orbital tracking
capabilities a multi-satellite networked constellation operating from LEO would likely have.*!

PLA researchers appear to make few, if any, differentiations between LEO, pLEO, and Starlink.
In fact, some leading PLA researchers suggest that the operational relevance of LEO, as opposed to all
of space as a domain, began with Starlink. Leading PLA scholars affiliated with AMS, NDU, and the
National University of Defense Technology (NUDT) appear to refer to LEO, pLEO, and Starlink
interchangeably when discussing the technology and its capabilities.” Categorizing Starlink in this
way suggests that some PLA researchers see Starlink as implementing the concept of pLEO as much
as being a discrete system.

The PLA’s emerging tendency to equate LEO, pLEO, and Starlink hardened when Starlink began
operations in the Russia-Ukraine war in February 2022. Leading PLA researchers have written widely
about Starlink as a critical capability for Ukraine and as demonstrating how the advantages of a
resilient space architecture can be achieved with a pLEO system.” This demonstration changed some
leading PLA researchers’ understanding of space as an operational domain. In 2023, three AMS War
Studies Institute researchers writing in China Military Science assessed that LEO has become
“increasingly important as a sub-domain of space” as a result of “the launch of a large number of LEO
satellites represented by ‘Starlink.”** This assessment very likely reinforces trends in PLA research as
they converge on an understanding of LEO and its operational potential that is heavily shaped by
concepts of pLEO and their employment through Starlink.”® Table 2.2 summarizes key developments
in PLA research focus on LEO since 2009.

Satellite Network” [“Z5 [A i - A3 £ AL 20 W0 ik 2 2 7], Space Debris Research (Z=8)fE J iR 9E], Vol. 22, No. 1, 2022,
pp. 43—44. The PLA’s leading space systems contractor is the China Aerospace Science and Technology Corporation [H E fiif
REHEZEE ] (CASC). One of the authors of this article is affiliated with the China Dongfanghong (DFH) Satellite Company,
which is owned by the CASC Fifth Academy. The CASC Fifth Academy originated as a PLA entity before transitioning into a
state-owned PLA contractor in 1993. See “A Celebratory Story: China Forges Ahead in Exploration” [“BipR* # 5 7EIRZE H
B4 HH”], China Academy of Space Technology Official WeChat [ B == [ AR L B 7 5], April 12, 2018; and
“ChinaSat” [“F'[E T2 2"], China Aerospace Science and Technology Corporation X E i R RHEEE R A 7], undated.

1 Song et al., 2022, p. 41; Jiang, 2013, p. 177.

22 Ma Weifang [F1ERs ], “Strengthen the Ideology of Moving Toward Reform for Combat Power” (“GRAL A SRR 2 T
048", PLA Daily, December 19, 2023; Zhu Jinian (A& H#], “Focus on the Changes of Future War—Cutting Edge Trends in
Space Operations” [“SRAEAR KM G 2 B ——KAERIFIHTHTEI"), China Social Science Network [H1 412 FL 229, June
19, 2023; Zhang Xiaotian [7K i K] and Luo Fengqi [#' A], “War Cloud’ Pushes System Confrontation Into the ‘Cloud” [“

&z WEERSPUEN ‘= Ui"], PLA Daily, January 9, 2020.

 See, for example, Peng Zhongxin [# "' #7], Qi Zhengiang [#84E#%], Zhong Sheng [#11 %], Zhang Lu [5K3#], and Li Qiting [
ZEJEHE], “Analysis and Reflection on the Application of Starlink in the Russia-Ukraine Conflict” [“E#E” 7R 5 )iz
Mo ¥ 5 B2 JF7R), Tactical Missile Technology (AR G535 K], No. 6, 2022; and Chen Jianmin [FREEER], “Analysis of the
Future Development of the Ukraine Crisis” [“% o 22 SEHLARSRAE 7 53477, World Military Review [4ME ZEF 22K, 2023,

** Yuan Yi [ 2], Li Zhifei [2*& €], and Guo Yonghong [¥87K %], “Connotations and Characteristics of Domain Battlefield
Structure and Our Countermeasures” [“Y5 I %37 25 ¥4 T N IRRRE 13 5 X 25457, China Military Science, No. 187, 2023, p.
45,

25 While the PLA researchers surveyed above tend to conflate resilience with LEO, pLEQ, and Starlink because of their
emphasis on the U.S. model of resilient space, which encompasses activities, such as rapid reconstitution, that would be
impractical to perform at higher orbits as of 2024, we did not see evidence that PLA researchers only consider resilience as a
concept applicable to constellations in LEO as opposed to other orbits. While LEO maintains a leading role and has been among
the most transformative aspects of PLA thinking of resilient space architectures, current PLA thinking looks to reinforce LEO
architectures with additional layers in medium earth orbit (MEO) and GEO, as discussed in Chapter 4.



Table 2.2. Timeline of Evolution of Attention to LEO in PLA Research

Year Description

2009 The PLA identifies a shift in U.S. space policy requiring more resilient space architecture.

2013 The PLA assesses that DoD has introduced the concept of “resilient space.”

2016 A PLA researcher notes the application of resilient space in the Schriever Wargames.

2019 The PLA assess that the Space Development Agency has finalized definitions of resilient space.

2020 PLA researchers begin publishing on Starlink as a resilient space architecture and identifying the
value of LEO for resilience.

2023 AMS researchers assess that LEO has become an important subdomain of space as a result of
Starlink.

SOURCES: Gaoyang, 2018, p. 122; Liu, Xie, and Shang, 2021, pp. 70-72; Cheng, pp. 63-64; Feng, 2020; Mao and Liu,
2022; Yuan, Li, and Guo, 2023, p. 45.



Factors Shaping PLA Perceptions of
Starlink

Given the outsized role Starlink plays in PLA perceptions of U.S. capabilities in LEO, we
examined PLA publications on Starlink, its capabilities, and the threat that PLA analysts believe those
capabilities pose to Chinese interests. To identify key factors shaping PLA perceptions, we developed
a theoretical framework to assess how other countries perceive certain characteristics of U.S. actions
or activities relevant for LEO and how those characteristics inform levels of threat perceptions. In
applying this framework to PLA researcher views of the Starlink megaconstellation, we found that
PLA assessments of Starlink capabilities reach dramatically beyond Starlink’s core capabilities. This
sense of an exceptionally capable Starlink is expressed across three significant dimensions informing
PLA threat perceptions: PLA perceptions that Starlink demonstrates hostile U.S. intent, that it
threatens the PLA's ability to conduct desired operations, and that it upends strategic stability
between the United States and China. Chapter 4 documents PLA responses flowing from perceptions
regarding Starlink.

PLA Researcher Perceptions of Starlink Capabilities

PLA assessments of Starlink capabilities reach dramatically beyond Statlink’s core capabilities.
“Starlink is a commercial satellite internet constellation project developed by SpaceX, the private
aerospace manufacturer and space transportation company founded by Elon Musk. [Starlink’s] goal is
to provide high-speed, low-latency broadband internet access to underserved and remote areas
worldwide.”” The PLA’s public assessment of Starlink capabilities remains hyperbolic as of this
writing in summer 2024, suggesting a widespread institutional concern with Starlink but poor
information quality for conducting sober threat assessments. One example includes the functional
differences between Starlink and Starshield, with SpaceX stating that “Starshield leverages SpaceX's
Starlink technology and launch capability to support national security efforts. While Starlink is
designed for consumer and commercial use, Starshield is designed for government use, with an initial
focus on three areas: earth observation, communications, and hosted payloads.”” However, PLA
researchers rarely make efforts to distinguish between the satellite internet constellation Starlink and
its military derivative Starshield in their publications. It remains unclear whether the PLA’s lack of
differentiation between Starlink and Starshield is due to a lack of understanding the differences

26 54tNow, “Starlink—Satellite Network Operator,” webpage, undated. See also Starlink, “Satellite Technology,” webpage,
2024.

2 SpaceX, “Starshield,” 2024.
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between the two, an assessment that the two have no functional difference, or a deliberate
disinformation effort to characterize Starlink as a DoD asset. Some components within the PLA may
have bureaucratic incentives to maintain or exacerbate pervasive misperceptions in their research into
Starlink as a way to solicit additional resources to meet an inflated challenge, though this is likely more
applicable to PLA contractors rather than leading institutions teaching PLA doctrine, such as AMS
or NDU. PLA researchers with AMS, NDU, NUDT, and other research organizations articulate
three main types of missions and capabilities for Starlink, summarized in Table 3.1.

First, among the most prominent capability PLA researchers believe Starlink offers is highly
sophisticated and resilient command, control, computing, communications, cyber, intelligence,
surveillance, reconnaissance, and targeting (C5ISRT) sufficient to provide U.S. forces “one-way
transparency” on any battlefield.”® According to these researchers, Starlink provides a highly resilient*
information network providing real-time sensing, processing and transmission of battlefield data® that
can seamlessly integrate datalinks from both military and commercial systems using laser
communication links.*' Li Xiaoli, a researcher with the Beidou Policy and Regulation Research
Center, assesses that Starlink provides global coverage for U.S. military communications at
transmission speeds of 160 mbps, which he assesses is 30 times faster than traditional connection
methods.’” Other researchers with AMS and NUDT have characterized Starlink as effectively
integrating communications, navigation, remote sensing, and reconnaissance or early warning between
space and ground platforms.” This integration has critical targeting implications for some CASC and
NUDT researchers, who assess it more quickly closes observe, orient, decide, act (OODA) “kill
loops”; improves the accuracy of precision strikes; and could provide information support for targeting
a nuclear first strike.’* These perceptions did not change after Russian forces demonstrated that
Starlink could be jammed. In 2023, AMS-published research noted that Russian network and

8 Zhang Huang [5K)] and Du Yanyun [#E2%], “Militarization of ‘Starlink’ and Its Impact on Global Strategic Stability” [
S ZE A R S FON A R RS AR E VE IR, Journal of International Security Studies [[F 2 42 42T 7], 2023, p. 38; Li
Xiaoli [Z2/N\[73], “Be on Guard the Uncivilized Expansion and Militarized Application of ‘Starlink™ [“&-15)* B &5 1) BF 254 7K Fl
ZH AL N F”), PLA Daily, May 5, 2022.

* Yang Guanghua [#)#£], Wang Qiang [ -5%], Chen Guojiu [F:[E 4], and Mi Qian [F1f5], “Analysis of Future Military
Applications of the U.S. ‘Starlink’ Low-Orbit Constellation” [“3% [E* 2 5% RHIE HEZE F M H AT S ER/HT”), Aerospace China |
HE R 2% £, 2022, p. 62.

0 Li Lu [Z=R], Guo Lili [F8#IHN], and Wang Ke [T 5¢], “Military Applications of the ‘Starlink’ Constellation” [ 255’ 2 i
2SN 53], Aerospace China [H Efii K], No. 5, 2021, p. 39; Wang Yong [T 5], Long Dingyang [ .5 “&], Luo Sheng [
U% 5], and Zhao Qing [X 7], “Coverage and Application Analysis of the ‘Starlink’ System Constellation” [“E 8 R4t £ KEfE
i ST, Aerospace China [ B i K], No. 8, 2021, p. 46; Peng et al., 2022, p. 46; Zhang Shuai [5K M), “The U.S.
‘Starlink’ Plan Takes a Step Toward Militarization” [ BB THRIIE H ZEH—5"], PLA Daily, December 14, 2022.

31 Zhang, December 14, 2022.

32 Li, May 5, 2022; “The First Integrated Development and Innovation Talent Training Forum Was Held in Qingado” [“ ¥ Jii
RlE R S5 00T NA B TR IR TE T H45717), Beijing University of Aeronautics and Astronautics Institute of Science and
Technology [Ab BT MR K 2EEL2EH AR FLBL], October 13, 2023. Li is a distinguished expert at the Beijing University of
Aeronautics and Astronautics (65T 2 IR K% or AL#T] Beidou Policy and Regulation Research Center [ 2FEUR VAT
7).

33 Zhao Fei [ 3F], Lit Yunzhe [ 2 #i#7], Fu Dongjie [ %2 75], Liu Shaofei [XI##5E], Cai Yi [4 1], and Ma Fang [ 75],
“Research on Information Intelligence Service Using New Communications, Navigation, and Remote Sensing Integration” [“#7
Rl SER A N E B GRS 7, Spacecraft Engineering [E%%&Ifi], Vol. 32, No. 4, August 2023, p. 111;
Wang, Long, et al., 2021, p. 46.

3* Peng et al., 2022, p. 124; Zhang and Du, 2023, p. 38; Li, May 5, 2022.

11



electronic warfare operations could temporarily disrupt some Starlink services, but the PRC
researchers assessed that Starlink’s resilience enabled it to quickly mitigate these effects.”

Second, researchers across AMS, NUDT, and CASC also commonly assess that Starlink
satellites have debris evasion or route optimization software that can also be used for ballistic missile
defense.* Li Xiaoli has called the Starlink constellation “Brilliant Pebbles’ scattered throughout
space,” referring to a notional space-based ballistic missile defense system U.S. analysts proposed in
the 1980s.’” Other PLA analysts have also claimed that these interception capabilities are useful for
both intercontinental ballistic missiles (ICBMs) and hypersonic missiles, given Starlink’s ability to
maneuver multiple systems to a point in a path and colliding, thus intercepting a missile with its
debris.’®* Multiple PRC authors and publications, including those affiliated with AMS, have
referenced a 2020 PLA simulation in which Starlink reportedly “intercepted 350 ICBM:s from orbit
with a 100% success rate and 5—7 interception opportunities for each missile.”” Little is information is
available on the nature of this simulation, including what assumptions the simulation made regarding
Starlink’s capabilities, which are not known to include anti—ballistic missile (ABM) capabilities.
Nonetheless, the degree to which Starlink provides a robust ABM capability remains an enduring
component of PLA perception of the constellation.

Third, PLA researchers across AMS, NDU, and NUDT similarly converge on Starlink’s
potential to use its individual satellites to conduct offensive operations against adversary satellites.
Researchers commonly point to Starlink’s route optimization and debris evasion capabilities as
evidence of its potential to be used as a co-orbital kinetic kill vehicle (KKV).* One report suggests this
software is sophisticated enough for Starlink to serve an escort function by intercepting attacks on
U.S. high-value assets.” Another group of PLA researchers argues that Starlink’s multitude of
satellites, position in LEO, and strong electromagnetic signal make it a viable tool for conducting
offensive electronic warfare operations by carrying payloads to interfere with the signals of adversary
satellites.”

3> Chen 2023, p. 2; Zhu Yang [4<FHl] and Liao Chuanlong [ 1% /], “Russian Military Application of Communications
Interference Equipment in the Russia-Ukraine Conflict” [“Mf 21815 TP A S #l R h 1S H”), World Military Review
[4ME ZEF2ER], Vol. 540, 2023, p. 29-30.

36 Yang et al,, 2022, p. 63; Li, Guo, and Wang, 2021, p. 40; Wang, Long, et al,, 2021, p. 46; Peng et al., 2022, p. 125.
37 Li, May 5, 2022.

38 Zhang, December 14, 2022; Pan Yuxiang (5 ]and Ye Xingguo (M2 H)], “Be On Alert for ‘Starlink’ in Civilians’
Clothing” [ 15 #iE R SN AKX “ /2 BE”), PLA Daily, January 21, 2022.

3% Mao and Liu, 2020; Liu, Xi, and Shang, 2021, p. 73.

* Yue Chen [5/2] and Chen Yue [[4:%], “The First Batch of ‘Directly Connected to Cell Phone’ Satellites Liftoff! U.S.
‘Starlink’ Project Accelerates with its Opening Move” [“E#tt ‘ELETH PEAS | £ EHE 1HRIN#EA /"), PLA
Daily, January 9, 2024; Xu Nengwu [#AE 2] and Gao Yangyuxi [i#% T 5], “International Security Governance in the
Development of Low Orbit Small Satellite Constellations” [“fluZ/L/)> T2 B i A i Hh 1) [ Bir 22 436 BRI 557), Social Science [
#£EL22], No. 7, 2020, p. 54; Zhang, December 14, 2022; Li, May 5, 2022; Pan and Ye, 2022.

#1 Pan and Ye, 2022.
*# Peng et al., 2022, p. 125.
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Table 3.1. PLA Assessments of Starlink Missions

Conduct Defensive
Operations

Provide Mission/Information
Assurance

Support Offensive Operations

Intercept missiles,
including hypersonic
missiles and ICBMs
Intercept attacks on
high-value assets
Facilitate low-cost
piggyback launching of
small satellites
Conduct ground-
launched missile
surveillance and
interception support

Provide global large-bandwidth,
high-speed, integrated space-
ground military communications
network

Conduct battlefield data
processing and communication
to ensure battlefield
transparency

Enable aircraft network services
for F-35A and C-12°

Facilitate real-time remote
sensing and rapid data

Conduct target support
OODA loop closure support

— Nuclear first strike information
support

— Position, navigation, and
timing (PNT) enhancement for
high-precision strikes

Conduct electronic warfare

Serve as kinetic kill vehicle

transmission, early warning

e Enable high-precision
reconnaissance and navigation

e Integrate commercial
reconnaissance

e Integrate with Terminal High
Altitude Area Defense (THAAD)

e Perform tactical relay support for
unmanned aerial vehicles and
enable swarm operations

SOURCES: Yang et al., 2022, p. 63; Li, et al., 2021, p. 40; Wang et al., 2021, p. 46; Wang Qingyang [EJ&#], Wang
Wenmei [ £ 3CHf], Wang Wei [E K], Wang Xun [Ei}], and Bai Zhifu [HE &], “Long March’ Series of Rocket Launches:
Thoughts on International Low-Orbit Satellite Launches” [“KAE" 5K RS EFREH TR R B ), Aerospace
Industry Management [ < T ], No. 3, 2020, p. 28; Duan Feng [Bt#%], “New Developments in U.S. Commercial
Aerospace and its Military Impact” [*3& B i K 187 & K EFH 5217, Space International [[E 7 K %], No. 491, 2019,
p. 57; Peng et al,, 2022, p. 125; Yang et al., 2022, p. 62; Li et al., 2021, p. 39; Zhang, December 14, 2022; Li, May 5,
2022; Mao and Liu, 2022; Zhao et al., 2023, p. 111; Zhang and Du, 2023; Yue and Chen, 2024; Xu and Gao, 2020; Pan
and Ye, 2022.

NOTE: While the PLA likely views many of the missions in the defensive operations category as offensive, we distinguish
these from the offensive operations category as being oriented more toward countering the effectiveness of an
adversary’s offensive operations.

“The article referenced appears to be referring to a 2019 contract allowing Starlink to provide broadband services to
U.S. Air Force platforms, including the C-12 transport aircraft. For more, see Sandra Erwin, “Air Force Enthusiastic About
Commercial LEO Broadband After Successful Tests,” Space News, November 5, 2019.

Applying a Theoretical Framework to Assessing Perceptions

As part of a broader effort on this research project, we developed a theoretical framework to assess
factors shaping China’s perceptions of U.S. activities in LEO that influence PLA and broader CCP
responses. Given that PLA focus on LEO as a warfighting domain is closely tied to perceptions of
Starlink, we focus here on factors shaping perceptions of Starlink. Our approach builds on research
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identifying factors shaping Chinese perceptions and responses to terrestrial U.S. military activities
such as posture enhancements,” but adapts the approach to incorporate space-specific dynamics.

Table 3.2 introduces the key factors and characteristics we posit could inform perceptions
regarding Starlink and shape Chinese responses, including PLA responses. Perceptions of U.S. hostile
intent are foundational to informing China’s perceptions regarding U.S. military actions generally, and
especially regarding U.S. space actions and activities. This is because Beijing assesses that the United
States has pursued and continues to pursue space superiority vis-a-vis China specifically. Previous
research has documented Beijing’s “sustained perception that U.S. activities related to space are
threatening and demonstrate hostile U.S. intent” toward the PRC.** As a 2024 RAND assessment
found, China’s leaders “begin with an assumption of both great malice and great capability when
assessing threats posed by the United States in space,” including U.S. commercial space partnerships.*
We then identify four specific factors that could inform China’s threat perceptions in LEO. First,
given how China closely studies U.S. military advances across domains, including space, China could
perceive evolving U.S. capabilities pose challenges to potential PLA operations. Second, China may
perceive that some U.S. capabilities relevant in LEO could undermine its nuclear deterrent or upend
conventional balances, challenging strategic stability. Third, China could worry that U.S. systems in
LEO could be accessed by its domestic populace, such as commercial satellite internet, challenging
CCP control and broader regime broader legitimacy. Fourth, the rapid growth of U.S. assets in LEO
could inform threat perceptions from countries like China seeking to develop their own commercial
space industries and capture international market share for space-based services.

Two related sets of characteristics can additionally inform the levels of threat a country perceives
related to these factors, thereby also shaping its responses. First, the specific attributes of the U.S.
action or activity are based on program requirements and/or the broader acquisition progress resulting
in a fielded capability. These include the quantity or scale of the asset fielded and its orbital or
terrestrial proximity to another country’s assets. In other words, the U.S. government or DoD
typically has some control over these attributes—though there are key exceptions for commercial
space activities or assets.

Second, a country may perceive specific dynamics associated with the U.S. action or activity that
heighten or lessen threat perceptions regarding each factor. This latter set of characteristics is in the
eye of the beholder, in that U.S. decisionmakers have limited ability to shape these perceptions, and
how a country views these dynamics may differ from responses U.S. decisionmakers anticipate.
Examples include feeling surprised about a U.S. capability or perceiving that its own capability lags
behind the U.S. capability. Not all factors or characteristics may be present or inform perceptions of a

43 Bryan Frederick, Kristen Gunness, Bonny Lin, Cortez A. Cooper III, Bryan Rooney, James Benkowski, Nathan Chandler,
Cristina L. Garafola, Jeffrey W. Hornung, Karl P. Mueller, Paul Orner, Timothy R. Heath, Christian Curriden, and Emily
Ellinger, Managing Escalation While Competing Effectively in the Indo-Pacific, RAND Corporation, RR-A972-1, 2022.

4 Alexa A. Blanc, Nathan Beauchamp-Mustafaga, Khrystyna Holynska, M. Scott Bond, and Stephen J. Flanagan, Chinese and
Russian Perceptions of and Responses to U.S. Military Activities in the Space Domain, RAND Corporation, RR-A185-1, 2022, p. iv.

% Howard Wang, Gregory Graff, and Alexis Dale-Huang, China’s Growing Risk Tolerance in Space: People's Liberation Army
Perspectives and Escalation Dynamics, RAND Corporation, RR-A2313-2, 2024, pp. v, 3; see also Nathan Beauchamp-Mustafaga,
“Exploring Chinese Thinking on Deterrence in the Not-So-New Space and Cyber Domains,” in Roy D. Kamphausen, ed.,
Modernizing Deterrence: How China Coerces, Compels, and Deters, National Bureau of Asian Research, 2023; and Krista
Langeland and Derek Grossman, Tailoring Deterrence for China in Space, RAND Corporation, RR-A943-1, 2021.
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U.S. action or activity, and some factors or characteristics may be more important than others.
Characteristics also have the potential to inform multiple factors.

The next section evaluates analysis by PLA researchers on Starlink to assess which factors and
characteristics appear to contribute most directly to levels of threat perceptions held vis-a-vis Starlink.

Table 3.2. Framework for Assessing Perceptions of U.S. Actions and Activities Relevant for LEO

Element How Factor/Characteristic Informs Perceptions
Foundational Demonstrates U.S. hostile intent: the extent to which the country perceives the U.S. action
factor or activity is specifically directed gaining or maintaining super superiority vis-a-vis the
country
Key factors 1. Threatens current or future military operations: the extent to which the country

perceives changing U.S. capabilities in LEO complicate its existing or planned
warfighting approaches

2. Threatens strategic stability: the extent to which the country perceives a U.S.
action or activity may undermine its nuclear deterrent or upend conventional
balances and therefore erode strategic stability

3. Threatens regime legitimacy or population control: the extent to which the
country perceives a U.S. system could be accessed by a countries’ domestic
populace despite restrictions imposed by the country, such as commercial
satellite internet

4. Threatens economic development: the extent to which the country perceives the
U.S. action or activity challenges the development of its own commercial space
industries. Also includes perceived challenges to prestige including national
pride and international status as a space power

Characteristics 1. Quantity/scale: the quantity of U.S. assets (e.g., 5 versus 500 satellites in a
informing constellation) or scale of the U.S. effect
factors 2. Proximity: the orbital or terrestrial proximity of the U.S. action or activity to a

country’s asset

3. Military capability threatened: which missions conducted in space or by space
assets, and to what degree, the country perceives are threatened by the U.S.
action or activity

4. Feeling behind: whether the country believes a modest or great deal of effort is
needed to counter the U.S. action or activity and/or develop a similar capability

5. Feeling bewildered: whether the country can characterize or understand the U.S.
action or activity

6. Feeling surprised: whether the country anticipated the U.S. action or activity
would happen

7. Feeling time pressure: whether the country feels an urgency to respond in the
near-term versus long-term

SOURCE: Adapted from Frederick et al., 2022.
NOTE: Not all factors or characteristics may be present or inform perceptions of a U.S. action or activity, and some
factors or characteristics may be more important than others.
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Key Factors and Characteristics Shaping PLA Threat Perceptions
Regarding Starlink

We find that PLA views of Starlink as a threat are heavily shaped by specific factors and
characteristics. Three factors in our framework are most influential, and they are informed by specific
characteristics PLA researchers perceive informing these factors. The first, foundational factor is the
PLA's view of Starlink as demonstrating or affirming U.S. hostile intent toward China. Second is the
PLA's view of Starlink as threatening its ability to conduct operations in the manner it has designed.
Third is the PLA’s perception that Starlink represents such a significant advancement in U.S. space
capability that it threatens strategic stability between the two countries.

In addition to the three most influential factors, we note the relevance of two other factors— the
PLA’s perception of threats to (1) China’s economic development and (2) China’s control over its
population—with smaller but still present influence in PLA or PLA-affiliated literature.

Across each of these factors, the most dominant characteristic informing PLA threat perceptions
is the sense of feeling behind U.S. capabilities. While the characteristic of surprise also emerged in at
least one driver, we did not identify significant discussion of the characteristics of proximity,
bewilderment, and time pressure affecting PLA threat perception. This section addresses each driver
in turn and details how PLA views related to each driver heighten its overall views of Starlink as a
threat.

The PLA Perceives Starlink Affirms U.S. Hostile Intent

The PLA’s enduring perceptions of U.S. policy as hostile to China elevates PLA threat
assessments of new U.S. capabilities, and perceived hostile intent from the United States underpins all
PLA perceptions of Starlink. PLA scholarship on the space-focused Schriever Wargame series, for
example, notes that the games’ simulated adversary has included China for many years, and more
recently “changed from alluding to China to explicitly referring to China.”* Similarly, PLA
researchers examining the United States near-universally begin with an assumption of hegemonic U.S.
intentions characterized by a desire to build and sustain a military able to dominate the rest of the
world, including in the space domain.”” PLA researchers assert that since the space race began, the
United States has maintained an unwavering commitment to achieving and holding military
dominance in space, and all U.S. policies and operations have pursued this end.* For example, PLA
scholars have claimed the space shuttles Challenger and Discovery missions masked weapon tests
examining laser and particle beam performance at high altitudes.” PLA researchers appeared to view

€ Li, Sun, et al., 2016, pp. 10-11.
4 Wang, Graff, and Dale-Huang, 2024, pp. 3-6.

* Fan Gaoyue [#£75 H ] and Gong Xuping [ % I °F*], “The Development and Evolution of American Space Strategic Thought
(Part 1)" [“3E[E K22 EARR & 5- 1828 (_1)"), National Defense [[EFi], No. 2, 2016a; Fan Gaoyue [#% 5 H ] and Gong
Xuping [F B ], “The Development and Evolution of American Space Strategic Thought (Part 2)”

[(“SEERZ S EARR &R 5% (F) ), National Defense [[H i), No. 3, 2016b.

* Guo Jun [¥%], “Viewing the Construction of U.S. Space Deterrent Force from the ‘Schriever’ Exercise” [ Wit B 3 18 >
FRTRZ AL IR, National Defense Science and Technology [EElBiFHY], Vol. 36, No. 1, February 2015.
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U.S. policies in space, including the emerging concepts regarding resilience in space, as steady and
incremental progress toward a supposed goal of military dominance in space.

PLA scholars appear to assess that the United States” pursuit of military dominance in space
reached an inflection point between 2018 and 2022, exhibited by new doctrine and highly threatening
new capabilities in LEO, such as Starlink. As shown in Figure 3.1, over those years the PLA saw DoD
make enormous and seemingly coordinated strides in doctrine, capability, and force employment.®
PLA researchers watched the United States release a National Space Strategy, a Defense Space
Strategy, and a U.S. Space Force doctrine in quick succession in the years immediately before and
after the first launches of Starlink satellites.”’ Observing these developments, researchers with AMS
and the PLA Space Systems Department assessed that the United States had finally reached a point
of “systemic advancement,” meaning that DoD has solved key challenges associated with doctrine and
technology for integrated space operations and made critical progress toward realizing a new mode of
military operations.”> Other AMS researchers argued that the 2020 publication of the USSF
Spacepower doctrine and subsequent developments such as the June 2021 Vandenberg SFB Tactically
Responsive Launch-2 (TacRL-2) and the July 2021 Space and Missile Systems Command
establishment of 2 Rendezvous and Proximity Satellite Operations Center (REPR) indicated DoD
was “breaking through the standalone operational domain” to integrate space into joint all-domain
operations theory.”

Figure 3.1. Timeline of Select U.S. Space Policies and Related PLA Perceptions
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SOURCES: Xie, Wu, and Li, 2020; Li and Tang, 2021; Yuan, Li, and Guo, 2023, p. 45; White House, 2018; Henry, 2019;
U.S. Department of Defense, 2020; U.S. Space Force, 2020; Zhao and Chen, 2023, pp. 145-148.

>0 PLA analysts tend to assess close linkages between U.S. policy, capabilities, and doctrine in this way. For example, researchers
observing the Schriever Wargame series assess that new generations of U.S. space operations doctrine “absorbed the latest results
of Schriever in a timely manner to deepen the application of space forces in joint operations” (Li et al., 2016, p. 9).

1 White House, “President Donald J. Trump is Unveiling an America First National Space Strategy,” March 23, 2018; Caleb
Henry, “SpaceX Launches 60 Starlink Satellites, Begins Constellation Buildout,” Space News, May 23, 2019; U.S. Department of

Defense, Defense Space Strategy Summary, June 2020; U.S. Space Force, Spacepower: Space Capstone Publication Doctrine for Space
Forces, June 2020.

>2 Xie Shanshan [#1IH], Wu Ling [ R ], and Li Yun [25Z], “Research and Analysis of the U.S. National Defense Space
Strategy” (‘S (HEPRZSHEIEY B0, Aerospace China GE = i K] No. 9, 2020.

>3 Zhao Ganbin [ iF#] and Chen Xhihuan [ Z#¥], “Trends in U.S. Space Militarization” [“3% [ K % F L),
China Military Science [ ZF R} °£], No. 3, 2023, pp. 145-148.
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Critically, the PLA’s assumption of U.S. hostile intent sharply escalates its threat perceptions
following these capability developments. Some PLA scholars believed that if the United States had
developed a new joint operations capability that integrated space capabilities, it must be ready to use it.
Writing in October 2021, researchers with AMS and the PLA Aerospace Engineering University
assessed that DoD had “integrated space combat into its joint operations and is eager to give space
warfare a try,” thereby “enormously increasing the risk a war might break out in space.””* PLA analysts
almost certainly considered this assessment validated when Starlink began operations over Ukraine in
February 2022.

The PLA Perceives Starlink Threatens Current or Future Operations

The factor of PLA perceptions that Starlink threatens its preferred way of conducting operations
increases PLA threat perceptions of the system, informed by the characteristic of specific military
capabilities threatened as informed by PLA assessments of Starlink missions in Table 3.1. This factor is
also augmented by the characteristics of surprise and feeling behind given Starlink’s large-scale quantity.
The PLA’s “core operational concept” of multi-domain precision warfare (MDPW) identifies and
prioritizes striking key vulnerabilities in an adversary “network information system-of-systems.”* PLA
analysts appear to assess that modern militaries conducting integrated joint operations are singularly
dependent on network information systems, and that striking key nodes within this system will leave
an adversary “blind, disabled, and cognitively obstructed.”’

Starlink’s decentralized system, notable for its exceptionally large quantities of satellites, appears to
undermine confidence among some PLA researchers about whether the U.S. military information
system has key nodes, which could critically undermine the PLA’s ability to conduct MDPW
operations. Researchers from the Beijing Institute of Tracking and Telecommunications Technology
(BITTT), a PLA entity responsible for China’s space situational awareness, has noted the national
security challenges posed by Starlink’s status as a “decentralized space system.”*® According to these
researchers, Starlink’s decentralized nature means that its services can only be interrupted in an

> Li Meihong 25341 ] and Tang Yafeng [{% /%], “The United States' Militarization of Space Has Moved Many Countries
to Concern” [“FE R ZEHNLT) 1E5| % E{HIL"), PLA Daily, October 14, 2021.

55 Tim Fernholz, “How SpaceX's Starlink Terminals First Arrived in Ukraine,” Quartz, December 22, 2022.

> U.S. Department of Defense, Military and Security Developments Involving the People’s Republic of China 2023, October 19,
2023, p. 34.

57 Wang Ronghui [ %] and Deng Shifeng [X§£1:04], “Dialectically Understand Single-Domain and Multi-Domain Joint
Operations” (BN RIS VR R 0 B 5 2 180), PLA Daily, January 20, 2022, This article is more authoritative than the
average PLA Daily article. It is published under the “Research Military Affairs, Research War, and Research Warfighting”
column established explicitly to “investigate scientific laws” that would enable the PLA to “prevail over a strong enemy,” using the
PLA’s common euphemism for the United States (“Recalling 90 Years of Glorious History, the People’s Liberation Army
Newspaper Office Publishes 90 Editions of Commemorative Special Issues” [“[F13] 90 “FERFE JIFE R ZE AT HEH 90 4
M4 T"), PLA Daily, August 2, 2017). For more on PLA references to the United States as the “strong enemy,” see
Nathan Beauchamp-Mustafaga, “Dare to Face the ‘Strong Enemy 58#(": How Xi Jinping Has Made the PLA Talk About the
United States,” Sinocism, March 4, 2021.

>8 Ren Yuanzhen [{FiZHi], Jin Sheng [4: /1], Lu Yaobing [&## F%], Gao Hongwei =141 2], and Sun Shuyan [#M¥ 7], “The
Development Status of Starlink and Its Countermeasures” [“/2 # 71Xl & R IR 5% 175", Modern Defence Technology [I1
RPIEEIAR], Vol. 50, No. 2, 2022; Kristin Burke, The PLA’s New Base for Space Situational Awareness—Opportunities and
Challenges for the U.S., China Aerospace Studies Institute, September 2023.
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operationally useful way through “system confrontation” rather than “individual confrontation,”
requiring that the PLA “deal with it by low-cost and high-efficiency means.”® Yet as of 2022, the PLA
does not yet appear to have these means. In a remarkably candid passage, the BITTT researchers
accede, “on the one hand, we don't even know where to begin developing countermeasures” to
Starlink, while “on the other hand, developing them would be extremely costly.”® This passage
strongly suggests the characteristic of surprise sharpens the threat Chinese security analysts perceive
from Starlink’s potential ability to frustrate MDPW. Although some PLA-affiliated research assessed
the Schriever Wargame in 2014 sought to build a more resilient space architecture to ensure
continuity of operations in a potential future war with China, the BITTT researchers writing nearly a
decade after that wargame appeared surprised at the degree of resilience they assessed Starlink could
provide.®! Still, the goal remains: According to these authors, “it is necessary to further develop
relevant technologies . . . so as to disable some Starlink satellites and destroy the constellation
operation system.”*

Compounding the PLA’s threat perceptions is a second characteristic of believing its capabilities are
far bebind the United States and, with the advent of Starlink, falling further still behind. PLA
researchers view Starlink as denying the PLA’s ability to conduct MDPW even while Starlink enables
deeper integration of U.S. joint operations capabilities, which will in turn challenge or deny the PLA’s
ability to conduct terrestrial operations when contested by the United States. These researchers
describe Starlink as a critical advancement in an ongoing revolution in military affairs, in which
emerging technologies drive systemic change to the character of future war, requiring militaries to
develop new strategies and tactics adopting these technologies to keep pace with competitors.®® For
example, NDU researchers Zhang Xiaotian and Luo Fenggqi are explicit about this point, assessing,
“Microsoft’s Joint Enterprise Defense Infrastructure, together with the ‘Starlink Project, 5G
battlefields, unmanned swarms, human-machine hybrid forces, medium- and short-range strike forces,
and other capabilities collectively sketch the outline of future wars.”** Moreover, PLA researchers
appear to believe the United States is leading this revolution in military affairs. Writing in China
Military Science, PLA Army Command College Deputy Dean Major General Feng Zhongguo notes
the U.S. Army has already incorporated resilient LEO constellations alongside other emerging
technologies, such as drones and artificial intelligence—enabled systems in its Project Convergence

exercise series.®”

59 Ren et al., 2022, p. 15.

0 Ren et al., 2022, p. 16.

1 Li, Sun, et al., 2016, pp. 9-10.

2 Ren et al., 2022, p. 16.

63 Ma, 2023; Zhu, 2023; Zhang, 2020.
64 Zhang and Luo, 2020.

%5 Feng Zhongguo [1% i [H], “Characteristics and Trends of World Army Development” [“1H FLfifi 4 % i IR s S a4,
China Military Science, No. 182, 2022, pp. 80-81.
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The PLA Perceives Starlink Threatens Strategic Stability

The factor of PLA threat perceptions based on threats to strategic stability is compounded by the
additional characteristic of PLA perceptions that it is falling behind U.S. capabilities. Some PLA
researchers likely assess Starlink’s resilience as upending U.S.-China deterrence through space, which
these researchers viewed as rising from mutual vulnerabilities. In this way, these researchers believe the
PLA falling behind in military competition by a substantial measure undermines strategic stability by
enabling the United States to act with impunity. For example, one PLA Information Engineering
University researcher argued space is highly offense-dominant insofar as spacecraft are nearly
universally fragile and difficult to harden.® In this researcher’s view, deterrence involving space
capabilities holds so long as both sides have roughly comparable vulnerabilities in space, but if a
“vulnerability gap” between two sides emerge, then the weaker space power can inflict greater losses on
the stronger by striking first.” The researcher continues to argue the United States’ pursuit of a
resilient space architecture appears to upend this dynamic for the purpose of extending its military
hegemony, claiming “whether it is space resilience capabilities or enhanced space situational awareness,
these can serve the United States for future attacks against other countries in space.”®®

This view appears common within the PLA. One NUDT researcher reads offensive strategic
objectives into U.S. space publications, assessing that U.S. interest in a distributed space architecture
indicates that USSF policy is to ensure that its systems can provide services “after withstanding a first
strike,” thus managing the risk of escalating U.S. military competition with China and Russia.*’
Another group of NUDT researchers assessed the United States had achieved sufficient resilience
with Starlink, which “allows the United States to easily avoid potential ‘second strike’ risks following
their pre-emptive strikes, which will encourage the United States to initiate first use of strategic
weapons and launch surprise attacks on its opponents.”” In other words, PLA researchers commonly
believed that the United States may have developed resilient space architectures such as Starlink so
that it cannot be deterred by the threat of retaliatory strikes, thus freeing the United States to take
offensive actions against other countries and undermining strategic stability.”' The PLA’s concerns are
almost certainly not limited to strategic stability in space, however. Although the surveyed PLA
research articles do not say as much, the PLA’s expansive vision of Starlink’s missions and capabilities,
which includes information support to F-35 aircraft and even offensive nuclear targeting, indicates

66 Gaoyang, 2018, p. 124.
%7 Gaoyang, 2018, pp. 124-125.
68 Gaoyang, 2018, p. 128.

% Wu Minwen [REL], “Resilient Space Architecture: New Steps in U.S. Space Force Developments” [“#fi {4 K 254844 5
KREEREH T, Military Digest [Z-55 3 1], September 2022, p. 36; National University of Defense Technology [ [ i

Bl F AR K], “Experts from the NUDT Decode ‘Swarm Tactics’ in Unmanned Operations” [“[E BRI & F A R RS TC

NAESE, “HEREER AR, Globe Magazine [EFEK], No. 23, December 18, 2020.

7 Zhang and Du, 2023, p. 38.

L Some PLA researchers have also suggested that Starlink is a sufficiently complex system that its internal malfunctions could be
more likely to drive unintended crisis escalation. Two NUDT researchers hypothesize that a technical error within Starlink’s
systems may “quickly spread from one subsystem to another, and extremely small problems may spread rapidly and cause system
collapse” which, in a crisis setting with compressed decision cycles, may sharply escalate a crisis (Zhang and Du, 2023, p. 41).
This appears to be a minority opinion within PLA thought, which generally considers Starlink to be extraordinarily resilient.
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Starlink’s resilience could provide unmatched mission assurance and so destabilize conventional and
nuclear balances in terrestrial domains.”

The PLA’s concerns about strategic instability resulting from falling too far behind U.S.
capabilities are further advanced by the system’s demonstration of key advancements in U.S.
commercial integration and development, which further blunt PLA views of U.S. vulnerabilities in
space. At least one NDU scholar appeared to anticipate that the U.S. commercial space sector would
contribute substantially to U.S. pursuits of a resilient space architecture through dispersal and
redundancy to improve mission assurance for information support and early warning.” Early PLA
analysis of Starlink attempted to link it to prior strategic commercial programs, such as the Defense
Advanced Research Project Agency’s “Blackjack” program, which leverages commercial LEO to
conduct global reconnaissance and surveillance.” These concerns were likely associated with PLA
views of the U.S. Space Development Agency’s announcement that it would develop a National
Defense Space Architecture,”” which researchers at the Aerospace Engineering University and the
China Academy of Space Technology assessed would make extensive use of commercial data and
satellite constellations to fill information gaps in wartime.” Following the start of the Russia-Ukraine
war, PLA researchers explicitly linked DoD'’s integration with commercial space with supporting
wartime preparation. In 2022, AMS War Studies Institute researchers writing in China Military
Science assessed the United States had developed a broad suite of capabilities including resilient space
architectures “in the context of great power competition” and “while seeking extensive industry
coordination,” ultimately making substantial investments in space capabilities in apparent anticipation
of future conflicts in space.”” Other AMS War Studies Institute researchers assessed that Starlink’s
operations have filled gaps in military communications networks in combat, noting such civilian or
civil-military networks are now deployed in Ukrainian battlefields in much greater densities than
military communication systems.”

72 Li, May 5, 2022; Zhang and Du, 2023.
73 Duan, 2019, p. 57.
74 Mao and Liu, 2020.

7> The National Defense Space Architecture is a “tactical LEO network designed to communicate missile warnings; position,
navigation, and timing data; and other vital information to wherever it's needed on the ground as quickly and securely as possible”
(Rachael Zisk, “The National Defense Space Architecture (NDSA): An Explainer,” Space Development Agency, December 5,
2022).

76 Wu Xu [ ], Qin Daguo [Z K [H], Zhang Ye [5K#], and Li Yang [2EFH], “Supporting Capability for Custody Layer of
the Next-Generation Space Architecture” [“5& T — UK R 5844 i B |2 SCHERE JIWEAL), Journal of Information
Engineering University (18 B LR K Z243R], Vol. 24, No. 3, 2023, pp- 380, 382-383; Xu Jia (R3], Woang Tianjie [EXKHE),
and Liang Wei [Z2%], “America’s New Space Strategy: Analyzing its Military and Space Force Development” [“3& [B| 1 K 2 %
BEW ML FEH IR I B E T, Aerospace China [ EK], No. 11, 2020, p. 22.

77 Zhao Libin [ ##] and Chen Zhibo [} 2 %], “Trends in U.S. Space Militarization” [“5% [F & 25 F FAL#434”], China
Military Science [ [E 23 8}7], No. 183, 2022, pp. 150-151.

78 Zhu Siyu (4R J8.5%), Xu Xinhai [#:H7#F], Yin Junsong [F&F24], “New Technologies Generate Innovations in Operational
Methods and New Methods of Warfare Bring about Technological Integration: A Study of the Application of New
Technologies and New Operational Methods in Recent Armed Conflicts and Its Implications” [“H7 45 A A2 B2 0 B8 ki
T AEAR B A1 I ph o b S B R S ik v B A 72 5 )R 2R, China Military Science [P EZEFFF), No 187,
2023, p. 62.
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More-Limited Evidence That the PLA Perceives Starlink Threatens China’s
Economic Development and Population Control

While not as robust as the other factors we identified, some PLA-affiliated publications have
referenced the potential impact of Starlink on China’s continued economic development and
population control through data management. For example, Beidou Policy and Regulation Research
Center researcher Li Xiaoli raised that Starlink’s network capabilities could significantly reshape
services sensitive to network latency, such as financial markets, and exploit its network influence to
“soft kill” Chinese companies—for example, by throttling network speeds for those companies.”
While Li does not elaborate on what an economic soft kill in this case would be, he appears to be
describing a technological advantage in standard economic competition.

Perhaps more concerning for the PLA is the potential for Starlink’s network capabilities to give
rise to population control issues in China. Two researchers with the China Academy of Space
Technology’s Institute of Space Systems and Engineering also made oblique references to Statlink’s
“certain impact on China on military, political, and economic levels,” referring to China’s current lack
of means to regulate foreign satellite internet systems, which brings “potential security risks and
hidden dangers,” such as spying and data exfiltration.®* BITTT researchers shared similar concerns
about data flows, noting that Starlink can “easily break through national restrictions,” bringing about
the problem of “data and information supervision” for China.*'

Conclusion

PLA threat perceptions of U.S. capabilities in LEO, such as Starlink, are heavily driven by
perceptions of LEO's role in U.S.-China military competition. PLA reactions to Starlink operations
demonstrate a common set of factors and characteristics, which highlight the dominant role of
military-to-military competition in considering a U.S. capability’s threat. Drawing on our conceptual
framework for understanding PLA threat perceptions, we assessed that a key factor shaping PLA
threat perceptions is the perceptions of hegemonic U.S. intentions; in this view, U.S. intentions are
unvaryingly hostile to Chinese interests, and significant capability improvements directly correspond
to increases in PLA threat. PLA perceptions that Starlink threatens the PLA’s ability to conduct
operations or may undermine mutual vulnerability sufficiently to upend strategic stability between the
two countries similarly follow from the context of ongoing military competition that has the potential
to rupture into conflict. Across all three of these leading factors, the characteristic of feeling behind the
United States’ level of capability informed threat perceptions. In the case of perceiving threats to its
ability to conduct future operations, apparent PLA surprise further compounded threat perceptions.

Starlink had apparently less impact on Chinese threat perceptions in the nonmilitary domains of
broader strategic competition; factors of threat perception, such as perceived threats to Chinese
economic development or to the CCP’s control over Chinese citizens, were cited much less frequently.

7 Li, May 5, 2022.

8 Kong Chao [fL#] and Wang Yangyang [ - FHFH], “Analysis of the Development and Impact of SpaceX’s ‘Starlink’ Program”
[“SpaceX A T R R BTSS0S 8T, China Science Daily [ R} 241, August 27, 2019.

8. Ren et al,, 2022, pp. 13-14.
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Although source selection—given this report focuses primarily on PLA perceptions—may

systemically bias our findings in this way toward military competition and away from nonmilitary

domains of competition, our broader literature review included official CCP media and documents

not published by the PLA and similarly found few references to these factors. Table 3.3 summarizes

our findings regarding key factors and characteristics informing perceptions of Statlink.

Table 3.3. Summary of PLA Perceptions of Starlink

Element

How Factor/Characteristic

Informs Perceptions

Relevance for China’s Perceptions of Starlink

Foundational
factor

Key factors

Characteristics
informing
factors

Demonstrates hostile U.S.
intent

1.

1.

w N

N o o s

Threatens current or
future military
operations
Threatens strategic
stability

Threatens regime
legitimacy or
population control
Threatens economic
development

Quantity/scale
Proximity

Military capability
threatened

Feeling behind
Feeling bewildered
Feeling surprised
Feeling time pressure

Important factor: PLA assumption of U.S. hostile or hegemonic
intent remains constant, and Starlink’s emergence as a
significant new capability exacerbates PLA threat perceptions

Important factors:

1.

Threatens current or future military operations: Starlink is
seen as potentially denying the PLA’s core operational
concept of MDPW by proliferating key nodes sharply
escalate the PLA’s perceived threat of Starlink

Threatens strategic stability: The PLA assesses that
Starlink grants the United States sufficient resilience in
space to initiate conflicts with impunity, though these fears
appear to be the result of catastrophizing

Lesser factors:

1.

2.

Threatens regime legitimacy or population control: Some
discussion, but not identified as a significant factor
Threatens economic development: Some discussion, but
not identified as a significant factor in PLA threat
perceptions

Important characteristics:

1.

Military capability threatened: PLA threat perceptions
informed by assessments that Starlink can conduct
defensive operations, provide mission/information
assurance, and support offensive operations

Feeling behind: PLA threat perceptions are compounded
by the belief that its capabilities are far behind the United
States and falling further still with the advent of Starlink
Feeling surprised: PLA threat perceptions compounded by
surprise regarding Starlink’s potential to disrupt MDPW
Quantity/scale: Large quantity of Starlink assets
undermines MDPW, increasing PLA threat perceptions

Lesser characteristics:

1.

2.
3.

Proximity
Feeling bewildered
Feeling time pressure

SOURCE: Adapted from Frederick et al., 2022.
NOTE: Not all factors or characteristics may be present or inform perceptions of a U.S. action or activity, and some
factors or characteristics may be more important than others.
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As Chapter 4 will explore, despite these heightened threat perceptions, PLA responses appeared
unconstrained by time pressure, driving PLA discussion on countermeasures to emphasize developing
similar capabilities requiring relatively long time frames rather than taking decisive near-term action.
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Chapter 4

PLA Desired Capabilities in LEO and
Regarding LEO

Informed by the assessments and perceptions of Starlink documented in Chapter 3, Chinese
leaders have signaled a strong commitment to developing a national pLEO system similar to Starlink
and are likely similarly committed to developing countermeasures for Starlink. PLA researchers have
suggested that these two capabilities can have significant overlap, and China’s pLEO system will likely
support Starlink countermeasure missions, such as tracking Starlink and conducting co-orbital ASAT
operations, in addition to the broader suite of capabilities that Starlink provides, such as resilient
communications. Throughout CCP and PLA discussions of LEO capabilities and countermeasures,
Chinese discourse reveals an urgent focus on developing capabilities in response to Starlink, including
at enormous national cost.

PLA Discussions of Desired Countermeasures to Starlink

PLA publications on Starlink broadly agree that countermeasures are needed, but specific details
on potential countermeasures are sparse within publicly available documents. The most common
countermeasure proposed by PLA researchers is appealing to international opinion to generate
unspecified pressures against Starlink and potentially support Chinese leadership in establishing
regulations for space traffic.*> CCP and PLA media have apparently adopted this approach with
sustained propaganda campaigns, including bilingual English-Chinese translations of some of their
more incendiary articles, which claim that Starlink destabilizes space and violates international
treaties.”

To advance narratives critical of Starlink, Chinese diplomats have also made unfounded claims in
international fora to characterize Starlink as threatening developing countries’ interests. For example,
China’s delegation to UN dialogues has claimed that Statlink’s proliferated architecture blocks

82 Xu Weidi [#4fiHh], “Space Competition and Cooperation: Current Space Security and Chinese Responsive Approaches” [
KT 2 S ER R EE——— 2 S8 E EAA TR T %2255 E XS 5B %), Space Debris Research |
A AL, Vol. 21, No. 1, 2021, p. 24; Wang, Long, et al.,, 2021, p. 47.

8 See, for example, “The United States Denies Starlink Satellites Twice Endangered China’s Space Station. The Foreign
Ministry Responds” (“SeT7 N B EE T2 IR SE b E == Elss M2 8[R8, Xinhua, “February 10, 2022; Luo Guofang [
% [E75], “Xinhua International Commentary: In Space Encounters, U.S. Government and Industry Should Abide by the Outer
Space Treaty” (“BrieE PRt it KM, EEBUSAMIL R ES (4h74540) 7], Xinhua, December 31, 2021; Yue
Chen and Chen Yue, “Accelerated US Starlink Threatens Space Security,” China Military Online, January 9, 2024.
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developing countries from accessing space by seizing available space tracks in LEO.* Similarly,
Chinese diplomats at the UN made unfounded accusations that Starlink poses a sharp risk of collision
to current satellites. In 2022, China’s Ministry of Foreign Affairs (MFA) claimed that two Starlink
satellites were involved in a close approach with the Tiangong station, which Chinese media
characterized as dangerous.** The United States refuted this claim in a note verbale to the United
Nations, which stated that the United States regularly provides spaceflight safety information to
China and would have done so in this instance if it estimated “a significant probability of collision”
between the Tiangong station and the Starlink satellites.*® China’s MFA maintained its accusation and
responded by suggesting a “long-term communication mechanism” with the United States to discuss
security for China’s Tiangong space station.*’

Other explicit PLA discussions of countermeasures to Starlink are largely focused in a 2023
journal article by PLA Aerospace Engineering University researchers who proposed five
countermeasures for Starlink:*

1. Build a Chinese “Space Fence” able to monitor the large number of Starlink satellites

2. Establish a database of Starlink satellite groups corresponding to the batches in which they
were launched, as tracking satellite groups may alleviate the burden of cataloguing individual
satellites.

3. Request that SpaceX provide precise orbits for Starlink satellites to provide early warning and
clarify concerns about close approaches.

4. Develop capabilities to soft kill Starlink; lasers and high-power microwaves can destroy
reconnaissance payloads, while cyber interference, intrusion, and control methods can paralyze
Starlink’s communications networks.

5. Deploy a large-scale constellation similar to Starlink to compete for LEO orbital tracks,
“suppress” Starlink, and monitor Starlink.

8 Theresa Hitchens, “At UN Meeting, Space Cooperation Picks Up Momentum, but Moscow and Beijing Play Spoilers,”
Breaking Defense, February 3, 2023.

85 Ministry of Foreign Affairs, “Foreign Ministry Spokesperson Zhao Lijian’s Regular Press Conference for February 10, 2022”
(2022 4F 2 F 10 HAMEH K 5 NS IR FR¢6141T10 % 22", February 10, 2022.

86 Permanent Mission of the United States of America to the United Nations, “Note Verbale Dated 28 January 2022 From the
Permanent Mission of the United States of America to the United Nations (Vienna) Addressed to the Secretary-General,”
A/AC.105/1262, January 28, 2022

87 Ministry of Foreign Affairs, 2022.

88 Song Wanjun (AR T74], Xu Can [£E40], Hu Min [, and Feng Tao [{5¥), “The Impact of Starlink Constellation on
Space Situational Awareness and the Countermeasures to Starlink Constellation” [“ 25" 12 &N A 25 A5 3 B AN R2 M K B
X FETitE"], Command Control & Simulation [$81EF 1 515 F ), Vol. 41, No. 1, 2023.

8 The Space Fence is a USSF radar that uses constant bands of energy to provide sustained surveillance of large numbers of
satellites, microsatellites, and debris as they pass through those bands. The Space Fence is considered an improvement over prior
space situational awareness radars, which required knowledge of an object’s location to track it (Erica Blanton, “Swinging for the
Space Fence,” U.S. Space Force, April 7, 2020).
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The authors’ focus on soft kill capabilities for Starlink further demonstrates the targeting
challenge that a pLEO megaconstellation poses for the PLA’s ground-based ASAT capabilities.”
Research from NDU professor Zhou Bisong published in 2014 lists several means by which the PLA
could prosecute targets in LEO, including land-based lasers, co-orbital laser weapons, direct-ascent
ASAT weapons to strike satellites already in LEO, and ground-based interceptors to strike targets
still approaching orbit.”!

PLA thinking on countermeasures for Starlink is likely to develop as its researchers continue to
observe Russian operations against the megaconstellation in the Russia-Ukraine war. PLA researchers
studying the war have described Russian electromagnetic attacks on U.S. space operations as
successfully interrupting Starlink services on at least one occasion, though they offer few details as to
the operational utility of this interruption.®” Similarly, an AMS War Studies Institute researcher has
assessed Russia’s military as successfully mitigating the operational advantages provided by advanced
U.S. technology, including Starlink, by protracting the war and compressing the battlefront, creating
what the PLA researcher believes to be a rough equivalence between U.S.-Ukrainian and Russian
reconnaissance-strike complexes.” Still, these methods are suboptimal stopgaps to cope with
Starlink’s capabilities by accepting the higher costs of protracted war, likely reflecting the PLA’s
current inability to meaningfully counter Starlink in an operationally relevant way. Nonetheless, PLA
researchers may believe the operational challenges Statlink poses are surmountable by further
developing soft kill methods being tested by Russia in the Russia-Ukraine war.

% A megaconstellation is a constellation composed of hundreds, thousands, or tens of thousands of satellites, which typically
provide network services in LEO. Chinese publications frequently refer to megaconstellations [[F.2{! 5 J#] in similar terms. PLA
Aerospace Engineering University researchers and Chinese media refer to both Starlink and Project SatNet as
megaconstellations (Michael Byers and Aaron Boley, Who Owns Outer Space? International Law, Astrophysics, and the Sustainable
Development of Space, Cambridge University Press, 2023, pp. 48—50; Song, Xu, et al., 2023; Sang Jinxin [584:%Z), “Can ‘Starlink
Mode’ Compete with Starlink? Challenges and Opportunities for China’s Satellite Internet Development” [“EHEMA GEF

Pr AR ? JRIE TR BN R R IHLIE S5 PKAK"), September 22, 2023).

o1 Zhou Bisong [ ZEFR), ed., Competition in the Vastness of Space N NSl ieh:pe 3] Military Science Press
(EFR IR, 2014, pp. 200, 210, 211, 229.
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CCP Tendencies to Replicate New U.S. Capabilities: X-37B and Shenlong

The CCP tends to respond to what it perceives to be major new U.S. space capabilities by attempting to
develop its own similar capability. China’s efforts to develop Project SatNet as a Chinese counterpart to
Starlink mirror efforts to develop the Shenlong spaceplane after the United States conducted the first X-37B
launch in 2010. China’s efforts to match such space capabilities are representative of the CCP’s overarching
objective of reaching parity with and ultimately surpassing the United States as a space power by 2045.

Chinese researchers reacted to the X-37B with inflated assessments of U.S. capabilities and gave hyperbolic
warnings that the new U.S. capability would undermine strategic stability. PLA strategists viewed the
program’s first launch, Orbital Test Vehicle Mission 1 (OTV-1), as a destabilizing new capability. PLA
researchers considered the new system a leap in warfighting capabilities and speculated that the program
may develop spaceplanes with “hypersonic cruise and global strike capabilities.”

PLA concerns about the X-37B remained high as subsequent missions revealed new capabilities. Reacting to

OTV-3 and OTV-4, PLA researchers assessed these missions showed the X-37B’s speed and maneuverability
could enable stealth co-orbital ASAT operations in addition to global strike. PLA researchers assessed OTV-6
to have “evolved” out of the stage of experimentation,® while OTV-7 was “groundbreaking” for its positioning

in highly elliptical orbit (HEO).c

China’s Shenlong program was likely motivated by the CCP’s perception of being behind the X-37B’s
capabilities. While X-37B prototypes began test flights as early as 1998, in 2006 Chinese media reported that
China had yet to begin developing an indigenous spaceplane, though they had plans to do so. Yet parity
remained a critical priority for the CCP. Leading AMS researcher Zhang Qindong argued that so long as other
countries did not master “the same mature technology and equipment” as the X-37B, the United States will
hold at risk satellite relay and data transmission on which foreign militaries depend.® Shenlong likely
underwent its first experimental flight test in 2011, one year after OTV-1. As of this writing in summer 2024, the
X-37B has completed seven missions between 2010 and 2024, while China revealed its Shenlong
spaceplane via three orbital flight tests from 2020 through 2023.

SOURCES: Wang Changqin [ K#))], “Six Major Features of Sixth-Generation Aircrafts” [“7SfRHLEIZS K4 &), China
Youth Daily [ [E#4E4R], October 29, 2011; Tian Yu [[H3], “The Return of 'Alien Aircraft': X-37B Aerospace Plane
Has Hidden Murderous Intent” [ 2 K 4T#%” J33K: X-37B 25K KHLEE A L] National Defense [[E ], November
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itk CRAZELG I AL, Guangming Daily [D:# A ], October 28, 2014; Liu Xia [XIFZ], “What Is the X-37B
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PLA Discussions of Desired LEO Capabilities: Project SatNet as
China’s Starlink

The most significant Chinese countermeasure to Starlink appears to be making the development
of a corresponding Chinese LEO megaconstellation called Project SatNet a national priority.”* In
addition to acquiring a countermeasure to Starlink, China’s development of Project SatNet is likely
motivated by the fear of falling significantly behind U.S. capabilities in space. This dynamic is not
unique to Starlink and can be observed in China’s response to other U.S. capabilities in LEO, such as
the spaceplane X-37B. See the appendix for more information.

Development of Project SatNet

Chinese interest in a LEO megaconstellation dates to at least 2016, when the 13th Five Year Plan
(directing domestic policy from 2016 through 2020) initiated several programs to develop Starlink-
like satellite internet capabilities, such as Hongyan [{%/ff£] and Hongyun [ z=].> These programs
appear to have been overtaken by national strategic objectives, likely spurred by elevated PLA
perceptions based on changes to U.S. defense space policy. In April 2021, China’s national
government established the state-owned China SatNet Co. [H'[E £ ¥ 22 F]], a company “specializing
in the design, construction, and operation of satellite internet” and tasked with launching a
megaconstellation titled “Project SatNet” [ £ [ T.¢].%

Project SatNet is almost certainly a national-level strategic priority intended for some military use.
Chinese media on Project SatNet regularly include aspirational expectations that it will launch more
than 10,000 satellites.”” Chinese commercial analysts broadly recognize China SatNet Co.’s role as
centrally coordinating China’s resources to compete with foreign megaconstellations, with some
anticipating that China SatNet Co. will integrate China’s various other LEO satellite internet
constellation efforts, such as Hongyan and Hongyun, if it has not already.”® Additionally, in May
2024, China SatNet Co. joined with fellow state-owned enterprises and PLA contractors China
Mobile Communications Co. and China North Industries Group Corporation (Norinco) to jointly

% Zhang Jianlin (5K #AK], “National People’s Congress Representative Zhong Tao: ‘Starlink’ Pressure Has Struck, Must
Encourage Private Enterprise Development of Satellite Internet” [“2[F N XARK K. BB K ok3E, EERe
R TR H IR, Beijing News [#1 524K], March 9, 2023.
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programs have no other apparent connections (“2500 Sets of ‘Project SatNet’ Receivers Issued to Troops Stationed for Training
in the Countryside” [2500 % 2 TF2" B & BC K BT AMEYIETBL"), PRC Ministry of National Defense [ [l 4%
k], webpage, August 14, 2013).
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establish the China Space-Time-Information Corporation LLC to centrally manage satellite
information, likely to adhering to military requirements.”

Chinese official media confirms that Project SatNet and LEO megaconstellations generally will
remain an important priority in China’s 14th Five Year Plan (2021-2025). Reportedly, the “SatNet
national team” will lead a line of effort to provide broadband satellite internet, while private enterprises
will lead a separate line of effort for developing a narrowband satellite-based Internet of Things
(IoT).! Project SatNet is distinct from other megaconstellation initiatives, such as G60."”' Both are
important tasks in Chinese domestic policy: CCP leaders included “commercial aerospace” among key
emerging industries for the first time in the 2024 National People’s Congress Work Report.'” Of the
two, however, Project SatNet appears to be the dominant priority. In a 2022 speech, China SatNet
Co. Party Secretary and Chairman Zhang Dongchen announced the state-owned enterprise’s resolute
commitment to “put political responsibility first” and “shoulder the strategic mission of supporting
China’s national strategies.”'” Similarly, official Chinese media have emphasized the importance of
Project SatNet for China’s self-reliance. A 2024 state media broadcast asserted that, in much the same
way that China developed its Beidou constellation to avoid reliance on the GPS system, China must
develop its own LEO megaconstellation, and “only in this way will it not be controlled by others at
critical moments.”'* China SatNet Co. conducted four launches of experimental satellites before its
first launch of operational satellites in December 2024.

China’s efforts to develop launch capabilities needed to put Project SatNet and other
megaconstellations in orbit have been heavily augmented by its commercial space ecosystem. Since
their emergence in 2015, private Chinese space companies have been supporting China’s launch
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industry through the construction of new launch sites and the development reusable rockets with
increased payload capacity.’® As China plans to begin testing its own large reusable rockets over the
next few years,'"” industry experts have watched closely as SpaceX spearheads U.S. efforts in this area.
Following the successful launch and controlled reentry of SpaceX’s Starship in June 2024, private
aerospace company Galactic Energy chairman Liu Baiqi noted its significance as the world’s largest
launch vehicle, “exploring the unknown boundaries of space technology with its rapid flight test
iterations.”'”® There is limited PLA assessment of Starship’s military significance to the United States
to date. One analyst asserted that DoD invested in the program’s early stage research and development
efforts and assessed that Starship’s one-hour global “point-to-point” large-scale personnel and cargo
delivery capability will change the character of war.'”

Project SatNet will serve as a PLA asset for military space competition with the United States. An
official Chinese government disclosure notes that, prior to the formation of China SatNet Co., Project
SatNet was codenamed “GW” in a September 2020 submission of frequency assignments and
allocations to the International Telecommunications Union (ITU)."? Early reports of the “GW”
project noted it was led by PLA Aerospace Engineering University professor Xu Can, clearly
subordinating the effort to PLA interests.''! Additionally, the February 2023 journal article by PLA
Aerospace Engineering University researchers proposed several potential countermeasures for
Starlink, including that China should deploy a large-scale constellation such as one codenamed
“GW.""? According to these researchers, such a constellation could compete with Starlink for space in
LEO tracks, deploy to orbits and altitudes where Starlink is not present to “suppress” its operations,
and carry reconnaissance payloads to monitor Starlink.'”®> Some industrial indicators also point to
Project SatNet's integration with the PLA. One of the two contractors producing communication
satellites for Project SatNet is the PLA-affiliated China Academy of Space Technology 5th Academy,
which is able to tailor the satellites to PLA requirements."** Notably, at least one Chinese industry
analysis assesses that Project SatNet's megaconstellation should reach an initial capability before late
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2027, the year Xi Jinping ordered the PLA to have the capabilities needed to invade Taiwan,
according to CIA Director William Burns.'®

Some PLA researchers have proposed defense-relevant utility for Project SatNet and a space-
based IoT. AMS researchers have suggested that a LEO network communication layer can be
reinforced by a “backbone” of at least three relay satellites in GEO, which, according to these authors,
would enable the constellation to conduct global real-time monitoring, data transmissions, and assert
control over the space-based information network without any overseas ground stations."® In this
arrangement, remote sensing and reconnaissance satellites in MEO and LEO would collect and feed
data into a space-based IoT through the GEO “backbone.”""” These proposals build on prior AMS
recommendations for an IoT architecture in LEO, which could provide global, all-weather, and
disaster-resistant coverage."'®* While these articles are not explicit in documenting concerns, it is likely
that AMS interest in “disaster-resistant” space architectures are meant to mask concerns that satellites
could be degraded by adversary powers. More recent AMS research on China’s commercial satellite
developments has highlighted significant improvements integrating communications, navigation, and
remote sensing capabilities onboard LEO satellites, further suggesting that either Project SatNet or
the non-SatNet satellite IoT will serve multiple missions across communications, early warning, and
targeting.'”® Figure 4.1 summarizes key Project SatNet developments in relation to Starlink
developments.

5 Huibo Intelligent Investment Research [EX {88 AEEEAI], Low Earth Orbit Satellite Industry in Depth: In-Depth Analysis of
Driving Factors, Competition Landscape, Industry Value Chain and Related Companies (IR LEATMIRE: IKBHHFER . o4+
@ Pk R AR AR FEFR PR ], December 15, 2023, p. 8; “Putin Can Be ‘Dangerous and Reckless:’ CIA Director
Discusses Russian President’s Path Forward,” CBS News, October 3, 2022.

16 1,i Kai [Z591], Li Feng [2514], and Yang Weiming [#%14i44], “Space-Based Internet of Things: Basic Concepts, System
Architecture and Development Trends” [“RIEVIIBLN - FEARMES . AR REEH SR JEIE ), Telecommunication Engineering
[EBIEAR], Vol. 63, No. 2, February 2023, p. 285.

1714, Li, and Yang 2023, pp. 285-287.

18 Jin Cong [#7HE], He Xin [F1Jik], Xie Jidong [#4k %< ], Zhang Gexin [7K 5 7], “Analysis of LEO Satellite Internet of
Things Architecture” [“fXE T2 BRI KR ZEH) 3H7"), Computer Engineering and Applications [T ML TFE5 N ], Vol.
55, No. 14, 2019, p. 101.

19 7hao, Lu, et al., 2023, p. 111

32



Figure 4.1. Timeline of Starlink and China SatNet Co. Policy Developments
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Although public reports suggest that Project SatNet remains an incipient capability that has yet to
clear several technological hurdles, its status as a national strategic priority and military counter to
Starlink will almost certainly accelerate its development. Despite early reports that China SatNet Co.
would begin launching the first Project SatNet satellites in the first half of 2024, as of this writing in
September 2024, no such launches have occurred.'”” The delayed launch may be a result of technical
challenges, such as lowering the cost of satellite manufacturing and launch. For example, some Chinese
industry analysis estimated Chinese launches to cost over $9,600 per kilogram, compared with
SpaceX's estimated costs of approximately $3,000 per kilogram.'* Nonetheless, CCP leaders have
clearly demonstrated Project SatNet's importance as a strategic asset by forming a dedicated state-
owned enterprise to develop it and by giving this effort a high priority in the 14th Five Year Plan.'
China SatNet Co. may receive mounting pressures from CCP leaders to deliver this capability on
accelerated timelines as its delays—and Starlink’s capabilities—continue to grow.
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Chapter 5

Conclusion and Implications

As China becomes more assertive in its competition with the United States in space, assessing the
continued evolution of PLA perceptions of the role of space in future warfare will be important for
characterizing the threat to U.S. assets in LEO and beyond. To this end, our analysis of relevant PLA
research yields several important insights for DoD and the USSF.

We found a key characteristic shaping PLA threat perceptions is the PLA’s sense that it is falling
behind the United States in capabilities needed for military competition. In some cases, a second
characteristic of surprise further sharpened these threat perceptions. These informed three key factors
shaping threat perceptions, leading PLA analysts to assess that Starlink demonstrates U.S. hostile
intent to Chinese interests, that Starlink threatens the PLA's ability to conduct operations, and that
Starlink’s resilience undermines strategic stability by enabling the United States to take offensive
measures with impunity. We identified similar dynamics in the limited publicly available PLA
assessments of the X-37B.

PLA analyses of U.S. resilient space architectures often imply they undermine competitive
military balances by enabling the United States to attack with impunity. PLA researchers studying
U.S. efforts to define a resilient space concept and identifying Starlink as a manifestation of that
concept broadly assess that Starlink critically degrades the PLA’s ability to conduct counterspace
operations, which thereby increases the possibility of the United States being able to defend against a
second strike on its space assets in response to a preemptive strike.

The current asymmetry of pLEO technology development and operational integration, in which
the United States has fielded a proliferated and resilient space architecture while China has not yet,
may also significantly reshape the escalation ladder for each country for conducting space operations.
The PLA may believe Starlink’s resilience mitigates the damage of a potential PLA attack, which may
in turn lower the PLA's threshold for carrying out such an attack. Given the likely-temporary U.S.
monopoly over pLEO systems, a window of asymmetric vulnerability and therefore asymmetric crisis
escalation dynamics may shape U.S.-China competition in space over the coming years.

This window of asymmetric vulnerability is likely to close as China fields its own pLEO
megaconstellation via Project SatNet. The urgency with which the CCP has driven national resources
toward developing Project SatNet as a counterpart to Starlink suggests that Chinese leaders, including
PLA leaders, may view parity as a more feasible countermeasure to Starlink than other asymmetric
capabilities. This perspective may be informed by PLA assessments of the infeasibility of disabling
Starlink because of its decentralized composition, as well as at least one PRC source’s expressed
aversion to relying on adversary systems for enabling China’s own capabilities.'*?

123 Ren et al,, 2022, p. 16; Xie, 2024.
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In addition to national investments in developing countermeasures, CCP leaders affirm that
proliferated megaconstellations are a national strategic interest by directing strategic messaging
campaigns in international fora criticizing Starlink as internationally dangerous.'” Regardless of
whether these are honest criticisms driven by the PLA’s poor technical understanding of the Starlink
system, the Party’s policy clearly highlights the value it places on strategic messaging as an avenue for
countering U.S. activities in LEO. Additionally, such criticisms of Starlink as militarized emphasize
the PLA’s focus on the function of a space asset and disregard for whether said asset belongs to a
government or commercial entity.

Implications for PLA Views on LEO as a Military Domain

This examination of PLA threat perceptions around U.S. assets in LEO reveals several proclivities
in how the PLA conducts its assessments. Notably, PLA observers of the United States assume an
extremely high degree of coordination between U.S. policy, military doctrine, and commercial
development.'” When observing the overall development of U.S. power in space, PLA researchers
assume that White House policy on space, DoD doctrine for space operations, and SpaceX launches
of Starlink satellites are coordinated and mutually supporting steps toward a common objective of
advancing U.S. military dominance in the space domain.'*® Building on this assumption, PLA
researchers view the United States reached an inflection point in space power around 2020."*” After
observing developments in U.S. policy and doctrine alongside SpaceX launches of Starlink satellites,
these researchers concluded that the United States had “integrated space combat into its joint
operations and is eager to give space warfare a try.”’** PLA analysts almost certainly believe this
assessment was validated when Starlink began operations in Ukraine in February 2022.

To better understand these threat perceptions, we developed a conceptual framework to identify
specific factors and characteristics of PLA perceived threat. Using that framework, we assessed that
PLA responses to Statlink are primarily driven by perceived threats to their ability to conduct
operations, fear of falling behind in U.S.-China competition, and exaggerated assessments of U.S.
capabilities. CCP assumptions of U.S. hegemonic intent inflate PLA threat perceptions of new U.S.
capabilities.” Because of this, capabilities able to significantly disrupt PLA operations or that make
significant technological leaps appear potentially destabilizing to the PLA.

Applying the conceptual framework of PLA threat perceptions also clarified that PLA researchers
consider proliferated constellations, such as Starlink, to be particularly threatening insofar as they
assess that such constellations directly and significantly undermine the PLA’s preferred method of
conducting operations. The PLA’s core operational concept depends on neutralizing key nodes in an
adversary’s system of systems, causing systemwide paralysis that creates a more permissive
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environment for the PLA’s offensive operations.”® PLA analysts appear to believe that Starlink
demonstrates resilience through the quantity of satellites networked in a decentralized system, thus
securing such key nodes in LEO. Still, these assessments may reach beyond what available evidence
about Starlink’s capability yields. PLA threat perceptions are inflated by tendencies to exaggerate and
catastrophize U.S. capabilities, in accordance with Xi Jinping’s orders to adopt “worst-case thinking”
in preparation to withstand the “perils of major trials,” leading to assessments and potential responses
that prepare for the worst possibilities even before evidence indicates such.”®! PLA fears of X-37B
provide another example of this tendency, despite the PLA having developed its own Shenlong
spaceplane and by extension gained more sophisticated understanding of an analogous system’s
limits."?

To meet these challenges, the PLA has undergone extensive study and emulation of the United
States’ concept of space operations in LEO. The PLA takes Starlink as a model for the capabilities it
wants to develop in or regarding LEO."> PLA thinking on LEO as a subdomain of space matured by
observing U.S. policies on resilient space architecture and the Starlink constellation, leading to PLA
assessments that Starlink is the capability fulfilling USSF requirements for resilient space
architectures.””® Consequently, the PLA has a strong tendency to equate LEO, pLEO, and Starlink as
functionally identical concepts.'*

The PLA’s emulation of U.S. concepts and capabilities in LEO extend to its primary intended
countermeasure to Starlink. China has designated a national priority of developing Project SatNet, a
pLEO megaconstellation intended to function as “China’s Starlink.”*® Given the highly militarized
view PLA leaders have of Starlink and explicit PLA discussions of a proliferated constellation as a
potential countermeasure for Starlink, Project SatNet will be a militarized pLEO capability intended

to support PLA warfighting capabilities.

Recommendations

Several recommendations extend from these implications. First, given China’s baseline
assumptions, DoD planners should avoid attempts to manage Chinese threat perceptions in ways that
impose costs on U.S. budgets, acquisition timelines, or operational readiness. While these efforts
should not be abandoned entirely given their value in demonstrating U.S. policies of crisis prevention
and communication to allies and partners, PLA researchers tend to begin assessments of U.S.
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capabilities with an assumption of hegemonic intentions, sharply escalating perceived threats.
Moreover, PLA researchers tend to catastrophize about U.S. military capabilities, including by
reaching beyond what observable evidence may yield. Chinese threat perceptions regarding the United
States are ossified and unlikely to soften with U.S. assurances or carefully managed messaging.

Second, the USSF should anticipate and develop policies that address an evolving escalation
dynamic in which the PLA takes advantage of a U.S.-China vulnerability gap in space to harass U.S.
systems. Because Starlink can make the U.S. space architecture more resilient, the PLA may assess
that it can conduct more offensive counterspace operations against Starlink without significant risk of
escalation. Until Project SatNet is completed, however, the PLA would likely see any corresponding
U.S. operation against China as more escalatory.

The USSF's ability to understand how the PLA navigates its perceived vulnerability gap in space
and develop response options that accord with the USSF’s desired escalatory effect are especially
important given the PLA’s baseline assumption of high threat from the United States. As this research
explores, the PLA formed its threat perceptions of Starlink without the United States using these
systems to conduct offensive operations targeting China. Any direct operations against China would
introduce time pressures and sharply escalate levels of the PLA’s perceived threat. In other words,
although DoD is unlikely to decrease the PLA’s perceived threat level below an elevated baseline by
making assurances about benign U.S. intent, it can manage the PLA's perceived threat levels stemming
from U.S. force employment by understanding how the PLA views the U.S.-China vulnerability gap
in space and the asymmetries of each military’s space architecture.

Third, DoD and the USSF should anticipate and prepare to counter disinformation campaigns
directed toward both government and commercial U.S. assets. The CCP makes little, if any,
distinction between public and private assets in space and considers the commercially owned Starlink
to be a tool of U.S. military power. While it is unlikely that this would have any effect on the CCP’s
perspective, actively responding to and countering disinformation could be very consequential in terms
of keeping third-party countries from falling within China’s political and economic spheres of
influence. This is likely Beijing's intended outcome given its long-held ambition to become a leader in
both the international space governance sphere and international space industry.
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Appendix

PLA Perceptions of the X-37B
Spaceplane

To consider our theoretical framework’s validity for understanding PLA threat perceptions in
LEO beyond Starlink, we conducted a similar case study evaluating PLA perceptions of the United
States” X-37B spaceplane. Like Starlink, the X-37B as first introduced operated in LEO and was a
novel space capability with significant strategic implications. Moreover, the X-37B flew seven missions
between 2010 and 2024, providing a broad window to observe how, if at all, PLA assessments of the
X-37B change over time. Although discussion of the X-37B is more limited compared with Starlink,
the PLA sources we identified also express sharply elevated threat perceptions regarding U.S.
capabilities in LEO due to X-37B stemming from similar factors. The PLA believes that the U.S. X-
37B system threatens strategic stability, poses sharp challenges to the PLA’s ability to conduct
operations, and demonstrates hostile U.S. intent, all of which are compounded by perceived threats to
specific military capabilities and a fear of falling behind U.S. pace of technological development. As in
the case of Starlink, these three factors sharply escalated PLA threat perceptions for the X-37B from
potentially destabilizing to overtly offensive in nature.

The PLA assesses that U.S. interest in spaceplanes predates the first X-37B launch by at least a
decade. PLA-affiliated analysis of the Schriever Wargame in 2001 notes that the U.S. Air Force
concluded that spaceplanes have the potential to deter an adversary from engaging in a first strike in
space because of their ability to destroy satellites, thereby deterring the outbreak of war in the
future.”” Researchers publishing on the X-37B program describe the system in much more
destabilizing terms than the Schriever publication, ascribing both extraordinary capabilities to the
platform and hegemonic intention to the policies developing it. PLA scholars expressed concern
regarding the impact of X-37B on strategic stability in space since the launch of Orbital Test Vehicle
Mission 1 (OTV-1), the first X-37B mission, in 2010, and these concerns continued to increase,
including with the launch of Mission 6, or OTV-6, in 2020."® The PLA likely views X-37B as one of
the threatening capabilities in LEO characterizing its perceived inflection point in U.S. space policy.'*
Although China has developed and tested its own spaceplane, Shenlong, in orbit three times as of
2023, PLA scholars see consistent technological asymmetry between Chinese and U.S. spaceplanes,
driving persistent fears of being unable to keep up with emerging capabilities.'"*

7 Cheng, 2016, p. 27.
138 Wang, 2011; Feng and Dong, 2020; Lan, 2020.
139 Feng and Dong, 2020; Lan, 2020.

%9 Daniel Shats and Peter Wood, “Chinese Spaceplane Program,” China Aerospace Studies Institute, November 2021; Brett
Tingley, “China Launches Secret Space Plan on 3rd-Ever Mission,” Space, December 14, 2023.
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Following the successful OTV-1 mission in 2010, Chinese analysts appeared anxious that X-37B
represented a leap in U.S. capabilities sufficient to undermine strategic stability in space because of
China’s perceived inability to reach parity with or counter said capabilities. In 2011, one AMS
researcher pointed out that, according to some sources, the U.S. Air Force may be developing a
spaceplane “with hypersonic cruise and global strike capabilities” on the basis of X-37B technology.'*
Similarly, in the 2013 edition of its Science of Military Strategy, AMS refers to X-37B as a space
weapon contributing to U.S. “capability for executing missile interception in outer space.”*** In
response to the OTV-3 mission completed in 2014, another PLA publication expands on this
assessment to suggest that, in addition to enabling global strike capabilities, X-37B’s speed makes it
capable of evading enemy radar detection and tracking, potentially offering the United States a new
stealth option to challenge enemy operations by threatening their satellites if it were equipped with a
robot arm or weapons such as missiles or lasers.'* Following the return of OTV-5 in 2019, China’s
2020 edition of Science of Military Strategy suggests that X-37B’s demonstrated capabilities make it
possible for it to be used as a co-orbital ASAT weapon."** As with Starlink, PLA assessments tend to
be overly hostile, and these assessments of X-37B capabilities may be similarly inflated.

Still, some PLA analysis surrounding OTV-3 and OTV-4 acknowledged that some of these
concerns may be overstated, noting that the X-37B's offensive potential depends heavily on its payload
capacity, which was difficult for PLA analysts to determine.'®
posed by X-37B, scholars affiliated with PLA Equipment College, the predecessor to the former SSF’s
Aerospace Engineering University, tended to focus their research on the observable technical

Likely to better characterize the threat

characteristics of X-37B without assessing strategic implications.'*

As of the launch of OTV-6 in May 2020, public PLA assessments became much more certain of
U.S. hostile intentions surrounding the development of X-37B and its offensive capabilities, likely due
to a combination of increased detail provided by U.S. reporting and new U.S. doctrinal publications
on the role of space in its national defense strategy. Several PLA scholars, including two from the
Aerospace Engineering University, evaluated the addition of a service module on the aircraft for the
first time as an indication that X-37B “has evolved from an experimentation subject to an
experimentation tool,” given the added payload capacity.'”” The same group also assessed that the solar
energy conversion experiment completed in this mission possesses clear military applications given

41 Wang, 2011.

142 Academy of Military Science Military Strategy Department [ 5 FF R} 22 BE SRS A 7T358), ed., Science of Military Strategy 1%
B 2E), Academy of Military Science Press [(ZEFH Rt AR L), 2013,

193 Tian, 2014.

' Xiao Tianliang [ 4 K5E), ed., Science of Military Strategy [#§# 2], National Defense University Press [l K2 Hi i tL],
2020.

451 ju, 2017; Yao, 2014,

146 Liu Shengming [XI|#4#] and Feng Shuxing [{%+34], “Structural Modeling of New Space Platform Aerospace Test System
Based on DoDAF” [“Z£F DoDAF H13#7 24 22 [8] - & il RIS AR 2 45 M A7), Equipment College [(FE&/ PR, August 9,
2016; Li Xinhong [4=#14t] and Zhang Yongle (557K 7R], “Analysis of Management Issues of Near Space Hypersonic New
Technology Research” [z % [H] ey e ¥ T8 T H B FE 48 B 1) JU73 H77), Equipment College [%%4% 7Bt ], January 5, 2016.

147 Feng and Dong, 2020; Lan, 2020.
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that the same equipment could be used to test microwave weapons capable of challenging PLA
operations in space.'*®

In a 2022 article, two Aerospace Engineering University scholars directly referred to X-37B as an
ASAT weapon, marking a stark departure from the institution’s more reserved assessments prior to
2020."* Other PLA scholars asserted the founding of the USSF and the Trump administration’s
public remarks on space policy were key indications of X-37B'’s offensive nature. One AMS researcher
pointed to then-President Trump’s statement that “it is not enough to merely have an American
presence in space, we must have American dominance in space” on the announcement of the Space
Force as being indicative of the offensive motivations behind X-37B’s development.'® Further
confirming this narrative, PLA scholars noted that former Air Force Secretary Heather Wilson
publicly stated that X-37B’s maneuverability “will drive the enemy crazy.””*! Although publicly
available PLA analysis on the current OTV-7 launch in December 2023 is limited, one PLA news
source has referred to the flight test as “completely different” and “groundbreaking” given its position
in HEO, while also speculating about its “potential to be used as a space-based intelligence,
reconnaissance, surveillance and/or weapons platform.”"*> While official U.S. commentary has tended
to align with Chinese assumptions of hostile intent in recent years, because of the ossified nature of
PLA views of U.S. intent, it is likely that these statements are aiming to exploit the PLA’s tendency to
inflate U.S. capabilities rather than creating it in the first place.

China has made progress on its own spaceplane program while observing the development of X-
37B, yet having a comparable test platform does not appear to have assuaged PLA anxieties about the
U.S. system’s capabilities, nor has it changed the PLA’s assessment that X-37B is destabilizing. The
Shenlong spaceplane is China’s most advanced spaceplane, having been launched on its first orbital
flight test in 2020, its second in 2022, and its third in 2023, which as of this writing in summer 2024 is
still underway.'” Shenlong’s development was most likely motivated by the CCP’s fear of falling
behind X-37B, which leading AMS researcher Zhang Qindong asserts could allow the United States
to hold at risk the satellite relay and data transmission of foreign militaries that have not mastered “the
same mature technology and equipment.”** Though similar in design and function, the Shenlong's
payload capacity is likely far below that of the X-37B, and its past flight tests have demonstrated lower
levels of endurance, indicating that Shenlong’s military applications are far from being at scale with X-
37B."> PLA researchers are likely to continue assessing the X-37B to be an extraordinarily capable
and destabilizing system produced by a hostile country, and the PLA's sharpest threat perceptions are

148 Feng and Dong, 2020; Lan, 2020.

149 Chang Zhuang [#1t] and Xue Wu [E£E], “The Shady Actions of the United States Seriously Threaten the Safety of
Spacecraft” [(“SEEH W4T 12 ™ B B R 2% 22427, PLA Daily (AR ZEHR], February 24, 2022.

150 Kuang Lasheng [t 2E] and Xiao Xiao [ 3], “U.S. Military Offensive Space Operations System Threatens Peace in
Space” (" T HENUR A 4 f Mo BB A 22 H177), LA Daily [ 4], May 21, 2020,

151 Feng and Dong, 2020.

152 “Japan Hypes Up That Chinese Coast Guard Ships Patrol the Diaoyu Islands Almost ‘All Year Round’ and Russia and
Ukraine Launch Large-Scale Attacks,” 2024.

153 Shats and Wood, 2021; Tingley, 2023.
154 Zhang, 2010.
155 Shats and Wood, 2021.
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unlikely to abate with the development of a similar Chinese capability if said capability has not
achieved parity with the United States.
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Abbreviations

ASAT
AMS
BITTT
CASC
CCP
C4ISR

C5ISRT

DoD
GEO
HEO
ICBM
IoT
ITU
KKV
LEO
MDPW
MEO
MFA
NDU
NUDT
OODA
oTVv
PLA
pLEO
PME
REPR
SSF
TacRL-2
USSF

antisatellite

Academy of Military Science

Beijing Institute of Tracking and Telecommunications Telemetry
China Aerospace Science and Technology Corporation
Chinese Communist Party

command, control, communications, computers, intelligence, surveillance, and
reconnaissance

command, control, computing, communications, cyber, intelligence, surveillance,
reconnaissance, and targeting

U.S. Department of Defense

geostationary orbit

highly elliptical orbit

intercontinental ballistic missile

Internet of Things

International Telecommunications Union

kinetic kill vehicle

low earth orbit

multi-domain precision warfare

medium earth orbit

Ministry of Foreign Affairs (China)

National Defense University (China)

National University of Defense Technology (China)
observe, orient, decide, act

Orbital Test Vehicle

People’s Liberation Army

proliferated low earth orbit

professional military education

Rendezvous and Proximity Satellite Operations Center
Strategic Support Force

Tactically Responsive Launch-2

U.S. Space Force
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roliferated constellations in low earth orbit (LEO) have demonstrated
significant battlefield utility in the Russia-Ukraine war and are likely to
continue serving as an important component of space power in wartime.
How Chinese leaders view these continued developments will have

important implications for managing military escalation in space.

The authors draw on open-source literature across the Chinese defense enterprise to
assess People’s Liberation Army (PLA) perspectives of LEO as a warfighting domain
and the systems being deployed in LEO. The authors highlight Starlink as an influential
development shaping Chinese views of LEO to contextualize their findings.

$29.00

ISBN-10 1-9774-1497-4
ISBN-13 978-1-9774-1497-7

—— ]

RR-A3139-1


http://www.rand.org



