
continued

RESEARCH  SUMMARY

Dispersed, Disguised, and 
Degradable
The Implications of the Fighting in Ukraine for Future U.S.-Involved Conflicts
MARK HVIZDA, BRYAN FREDERICK, ALISA LAUFER, ALEXANDRA T. EVANS, KRISTEN GUNNESS, DAVID A. OCHMANEK

To access the full report, visit www.rand.org/t/RRA3141-2

ISSUE

What insights does the Russia-Ukraine war offer about the current (and future) character of warfare? Are 
certain tactical and operational dynamics observed in Ukraine unique, or do they presage broader shifts that 
could shape future wars between advanced military powers? In this report, we assess whether tactical and 
operational insights gleaned from the fighting in Ukraine might apply to hypothetical near-future wars between 
the United States and near-peer adversaries. By understanding how the wars of tomorrow could differ from the 
war being fought in Ukraine today, U.S. policymakers can better inform decisions related to military acquisition, 
force design, and force employment.

APPROACH

We applied an inductive approach to understanding the warfighting implications of the conflict in Ukraine. We 
began this approach by identifying novel or notable aspects at the tactical and operational levels of warfare, and 
then we evaluated whether and how these aspects might translate to two potential future U.S.-involved conflict 
scenarios: a North Atlantic Treaty Organization (NATO)–Russia conflict in Eastern Europe and a U.S.–People’s 
Republic of China conflict in the Indo-Pacific. Lastly, we identified broader tactical, operational, and strategic 
implications for U.S. policymakers. Although the ongoing war in Ukraine is but one data point in the broader 
study of modern armed conflict, it can nevertheless offer a valuable glimpse into challenges that could define—
and complicate—future military operations.

KEY FINDINGS

• The delivery of mass is changing: Although mass has been delivered in Ukraine primarily as artillery,
future U.S.-involved conflicts might advantage different systems. Large volumes of uncrewed aircraft
systems (UASs) could provide an additional solution to problems that were previously restricted to the
domain of long-range precision fires. Given their low cost, UASs could also offer a sustainable complement
to artillery in protracted conflicts.

• The distinction between cruise missiles and one-way attack (OWA) UASs is blurring: Although cruise
missiles currently deliver larger payloads at faster speeds than OWA UASs, drones offer a unique value in
their ability to loiter—and to do so at low cost. Technological advances will likely enhance the size, weight,
power, and autonomy of UASs, thereby blurring the distinction between these two classes of weapons.
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Consequently, future warfighters might regard cruise missiles and drones as points along the same 
continuum and employ one or the other depending on the requirements of a given mission.

•	 Offensive operations are confronting enhanced challenges: Offense-defense balances can change 
quickly, but the Russia-Ukraine war has demonstrated a set of enhanced challenges that are likely to stress 
future attackers when air superiority is unachievable. These challenges arise from persistent surveillance 
and greater battlefield transparency, advances in capabilities to disrupt command and control, and the 
integration of surveillance and long-range fires to enhance the effectiveness of traditional area defense and 
denial measures, such as minefields.

•	 Protraction requires adaptation: Long wars demand a different set of replaceable, cost-effective capabilities 
that can be fielded and employed quickly. Battlefield outcomes could be dictated by production decisions at 
home, including those taken in advance.

•	 The need to seek external support to sustain protracted conflict is not a question of “if” but “how much”: 
External support is essential for waging and sustaining high-intensity wars. States with more-limited 
domestic production capabilities would need to seek out such support sooner, but the incentives to do so will 
remain for all states. Such support could help future warfighters sustain or better adapt to protracted, high-
intensity conflict using capabilities that allies or partners could provide. Of course, the value of preventing 
or interrupting such transfers would be proportionately important for these states’ opponents.

•	 Competency matters as much as, if not more than, technology: The fighting in Ukraine has demonstrated 
the continued importance of tactical proficiency, sound operational planning, and coherent strategy. These 
intangible factors are also among the most challenging characteristics to assess in the absence of war, 
meaning military analysts must develop better analytic techniques for measuring them in peacetime.

•	 Air superiority is critical: Many of the dilemmas highlighted in Ukraine arise from the inability of either 
combatant to establish air superiority. Although a similar struggle could arise in the Indo-Pacific, a NATO-
Russia war would likely see Western air forces control the skies, given the West’s technological overmatch 
and Russia’s evident airpower deficiencies.

KEY RECOMMENDATIONS

For U.S. Air Forces in Europe–Air Forces Africa, the U.S. Air Force, and the U.S. Space Force:

•	 Invest in the development of affordable, extended-range munitions. The resilience of Ukrainian air 
defenses has pushed Russia to develop longer-range, low-cost munitions that can be fired from relative 
sanctuary. The United States might face similar challenges in a future conflict but lacks comparably 
affordable options that can be produced in large volumes. 

•	 Continue development of proliferated satellite constellations and hybrid space architectures. The 
resilience of commercial satellite constellations supporting Ukrainian operations has highlighted the value 
of distributed approaches to space capabilities and the operational capability of commercial space providers.

For the U.S. Department of Defense (DoD):

•	 Prioritize the development and integration of high-volume kinetic counter-UAS capabilities. U.S. 
adversaries are likely to develop large volumes of UASs for attack missions, as Russia has in Ukraine. 
Although electronic warfare could provide a partial counter to some types of UASs in some circumstances, 
others might require kinetic responses, particularly if adversaries develop UASs with greater autonomy. 

•	 Accelerate large-scale investments in and integration of OWA UASs and uncrewed surface vehicles. 
Uncrewed aircraft and naval systems have proven effective in overwhelming advanced anti-access/area 
denial capabilities. Although DoD has begun to acquire and field greater quantities of these systems, many 
steps remain before they can be employed at scale and to their full combat potential.

•	 Evaluate the utility and robustness of concepts for sensing and targeting enemy surface forces in highly 
contested environments. Large numbers of small uncrewed aircraft systems (sUASs) are capable of locating, 
identifying, tracking, and targeting hostile forces in the absence of air superiority. DoD has taken steps to 
expand the number of units equipped with sUASs, but additional effort is required to develop associated 
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tactics, techniques, and procedures to ensure operator proficiency in integrating data from these systems 
into timely operations.

•	 Emphasize decentralized decisionmaking in exercises and training. Improvements in persistent 
surveillance and precision strike capabilities are likely to increase the demand for dispersed operations. 
Although the United States already benefits from enabling forces to make some tactical and operational 
decisions without centralized direction, this agility could become more important in conflicts against 
authoritarian opponents that would be challenged to replicate the U.S. culture of flexibility and risk-taking.

•	 Evaluate the potential for uncrewed systems to enhance the effectiveness of naval minefields. Persistent 
surveillance and loitering munitions have sharply increased the difficulty of clearing operations in Ukraine. 
Additional analysis is required to determine whether uncrewed underwater systems can be used to challenge 
minesweeping and enhance the effectiveness of naval mines for area denial in a maritime-centric theater.

•	 Identify priority munition systems for scaled-up, rapid production in the event of a protracted conflict. 
U.S. and allied efforts to supply Ukraine with munitions to combat Russia’s attritional way of warfare have 
stressed their collective defense industrial bases. Because the United States might face similar challenges 
and trade-offs in a future protracted conflict, DoD should begin identifying and prioritizing the production 
of particularly critical munitions today.

For the U.S. government: 

•	 Sustain and focus defense industrial base investments to build capacity for priority munition systems 
needed for protracted conflict. The U.S. government has taken steps to strengthen the industrial base, but 
congressional opposition has stymied efforts to use multiyear procurement authorities to create the demand 
signals required to promote long-term expansions in production capacity.

•	 Plan to deny U.S. and allied commercial space assets to adversaries. Russia has successfully leveraged 
Western commercial space assets to support combat operations despite intense and far-reaching sanctions. 
The U.S. government should investigate diplomatic, commercial, and intelligence efforts to prevent such 
exploitation by U.S. adversaries in a future conflict.
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