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About This Report

This report describes a missile jamming and engagement model, which we call MJEM, that
estimates measures of performance and a measure of effectiveness for an air-launched missile
engagement against a target as a function of position, navigation and timing, and target location
information available to the missile. Some of that information may be provided to the missile by
signals from airborne or space-based assets while the missile is in-flight. MJEM was developed
to help assess the dependence of the missile on these assets’ signals for success in the
engagement under a plausible set of conditions.

The research reported here was conducted for two research projects. The first project was
commissioned by HAF A2/6L as part of a fiscal year 2024 project, “Ensuring Successful
Electromagnetic Operations in a Complex, Contested, and Congested Electromagnetic
Environment.” The second project was commissioned by SSC/SZ-BC as part of a fiscal year
2024 project, “Kill Chain Analysis and Support to the [United States Space Force] USSF and
[United States Air Force] USAF.” Both projects were conducted within the Force Modernization
and Employment Program of RAND Project AIR FORCE. The views expressed in this report are
those of the authors and do not reflect the official policy or position of the Department of
Defense or the U.S. Government. Review of this material does not imply Department of Defense
endorsement of factual accuracy or opinion.

This report should be of interest to researchers and analysts investigating air-launched missile
engagements in radio frequency jamming environments or under conditions of space-support
degradation which includes many long range kill chain scenarios. It assumes that the reader has a
background in basic probability and statistics and in link budget analysis though references are
given where the required background information can be obtained.

RAND Project AIR FORCE

RAND Project AIR FORCE (PAF), a division of RAND, is the Department of the Air
Force’s (DAF's) federally funded research and development center for studies and analyses,
supporting both the United States Air Force and the United States Space Force. PAF provides the
DAF with independent analyses of policy alternatives affecting the development, employment,
combat readiness, and support of current and future air, space, and cyber forces. Research is
conducted in four programs: Strategy and Doctrine; Force Modernization and Employment;
Resource Management; and Workforce, Development, and Health. The research reported here
was prepared under contract FA7014-22-D-0001.

Additional information about PAF is available on our website:

www.rand.org/paf/
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Summary

Issue

Emerging air combat missions entail air-launched missile strikes on targets at long-range. As
the missile travels over long-range, error and uncertainties about the position of the missile and
the target may accumulate and grow, adversely affecting chances of a successful engagement.
These errors and uncertainties can be reduced by provided updated position information to the
missile over radio frequency communications while in-flight. However, adversaries may seek to
deny updated information to the missile by jamming global positioning system updates of the
missile position, or jamming in-flight target updates about the target position, speed and heading.
Also, adversaries might attack the sources of those updates in other ways, to include kinetic or
non-kinetic attacks on satellites or aircraft. How much does the missile depend on this
information for a successful engagement under a plausible set of conditions?

Approach

To address this issue, a mathematical model of the missile engagement, which we call
MIJEM, was developed and implemented in the Python programming language.' Inputs to the
model include information about the altitudes and ranges of the shooter, missile, target and
jammers; radio receivers on the missile and their associated electronic protection measures;
availability of information sources and the update rates; power levels of the transmitters and
jammers; target location error information; navigation system performance specifications;
missile seeker characteristics. MJEM treats all position errors and uncertainties as zero-mean,
Gaussian random variables. MJEM calculates link budgets to estimate jamming ranges and
estimates the accumulation of errors and uncertainties during flight. MJEM estimates the
standard deviation of the cross-range position error at terminal seeker acquisition range and uses
this to estimate the probability that the target is within the seeker field of regard. MJEM outputs
are the jamming ranges and cross-range position errors at seeker acquisition range as measures of
performance, and probability of seeker acquisition as a measure of effectiveness.

! Rossum, G. van. “Python Tutorial.” Amsterman, Netherlands: Centrum voor Wiskunde en Informatica (CWI),
May 1995.



Key Findings

MIJEM provides a useful way to quantify the dependence of the missile on signals and
sources of update information for successful engagement under a plausible set of
conditions.

In the application of the model, we observe that dependence varies by mission, missile,
target, and other factors. However, three common trends we observed are:

— Inertial navigation system performance tends to be dominated by transfer alignment
from the host aircraft.

— The velocity error estimate from a system is based on a number of variables including
instantaneous field of view, subpixel resolution processing, signal-to-noise ratio and
sensor stability. We had to rely upon some simple assumptions due to a lack of
information about accuracy of velocity error information.

— Our measure of effectiveness strongly depends on seeker acquisition range and field
of regard.

A real-world missile engagement relies on a vast number of variables, some of which are
not represented in the model, and if they were, would require an infeasible number of
combinations of model runs to determine their effects. For this reason, the model should
not be used for actual mission planning or predicting outcomes of actual operations but
rather as a guide to think through engagement dependencies and vulnerabilities.

Recommendations

At the time of writing, the model had been applied to assess the dependencies in air-
launched missile strikes against ships in air defense threat task groups, and against high-
valued air assets in offensive counter-air missions. We recommend application of the
model for assessing dependence in similar missions such as suppression or destruction of
land-based enemy air defense systems, or ships in other types of threat task groups.

We recommend adding representation of inertial navigation system accelerometers so
that range error could be evaluated. This could improve the fidelity of the model and
would enable the model to be applied to additional applications such as intercontinental
ballistic missile strikes.

Additional research should be conducted into estimating inertial navigation system
transfer alignment to the missile from the host aircraft since performance of the inertial
navigation system tended to be dominated by this factor.

MIJEM is designed to represent a missile with a single seeker. However, some missiles
employ multiple seekers such as an antiradiation homing seeker in additional to a
terminal seeker using another phenomenology. MJEM had to be applied in stages to
represent missiles with multiple seekers which was inefficient. We recommend updating
MJEM to improve this efficiency.

Vi
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Chapter 1. Introduction

Background and Motivation

There is broad consensus in the Department of Defense on the need to increase long-range
strike capacity, and as a result, the U.S. Army, Navy and Air Force are increasing the range,
effectiveness, and capacity of their “kill chain” capabilities needed to find, fix, track, and attack
targets over long ranges (that is, beyond line-of-sight of the shooter).? Consider an air-launched
cruise missile strike to a target over a long range. It may have been provided uncertain
information about the target location, speed and heading. Also, the target may change its speed
and heading. Errors in the targeting location of the target will accumulate over the flight time of
the missile, so it may be advantageous to provide in-flight target updates (IFTU) to the missile
from another platform such as an aircraft, or more likely a satellite. Also, the missile may be
getting updates about its own position from an external source such as global positioning system
(GPS). But an adversary might attempt to disrupt or deny® GPS position updates and IFTU to the
missile by jamming the receivers on the missile. Alternatively, an adversary might disrupt or
deny those updates by kinetically or non-kinetically attacking the satellites or aircraft that are the
sources of the information. The missile would then rely on other sources of information, such an
inertial navigation system (INS), for estimating its own position. But the accuracy of an INS will
degrade over time in absence of GPS, and uncertainties in the position of the target and missile
itself will likely grow over time in absence of an IFTU. If the accumulated errors are sufficiently
large, then the munition may fail to acquire and prosecute the target.

Research Questions, Scope and Limitations

The missile jamming and engagement model described in this report, which we call MJEM,
helps to address the following research questions:

e How can a relatively simple long-range missile engagement model assess the
effectiveness of electronic protection measures for GPS and IFTU in a given air-launched
missile application?

2 Gunzinger, Mark, Lukas Autenried, and Bryan Clark. “Understanding the Long-Range Strike Debate.” Mitchell
Institute Policy Paper 26 (April 2021), pp. 1-2.

3 By disrupt, we mean temporarily impair, and by deny we mean temporarily eliminate. Arguably, an attack on an
aircraft that is providing a source of information could permanently impair or permanently eliminate the source of
information, at least within the time horizon of the missile engagement. For brevity, we will not make this
distinction in this report, and instead we will discussion disruption and denial as more generally impairment or
elimination whether temporary or not.



e How can a relatively simple long-range missile engagement model asses the dependence

of the missile on GPS and IFTU for mission success?

MIJEM was developed in support of two research projects that had similar needs. The first
project, titled “Ensuring Successful Electromagnetic Operations in a Complex, Contested, and
Congested Electromagnetic Environment,” sought in-part to determine the priority of signals in a
selection of Air Force scenarios. MJEM was developed to help determine the priority of GPS and
IFTU in the context of air-launched missile strikes in two stressing scenarios. The second
project, titled “Kill Chain Analysis and Support to the USSF and USAF,” sought in-part to
estimate the contributions of space capabilities to several Air Force scenarios. MJEM was
developed to help determine the contributions of GPS satellites and IFTU from space-based ISR
and communication satellites in the context of air-launched missile strikes in the same two
stressing scenarios. The scenarios were an attack on a high value air asset in an offensive
counter-air mission, and an attack on a maritime threat task group configured for anti-air warfare.

It was necessary to make simplifying assumptions because of limitations on time, resources,
and availability of information. For instance, we did not model the wide range of potential
tactics, techniques and procedures (TTP) that the attacking or defending forces could take
because they are numerous and complex, would have required significant time and computing
resources to evaluate. In particular, consider evasive maneuvers of the missile target. Target
evasive maneuvers can impact the relative importance of GPS and IFTU. For instance, if the
target makes no maneuver, then the primary importance of an IFTU is in refining the target
velocity estimate. On the other hand, if the target maneuvers early in the missile flight, then it
will be much more important for the missile to receive an IFTU. For simplicity, we only modeled
a target evasive maneuver just prior to seeker acquisition, which is when the missile is at close
range to the jammer and therefore at greatest risk of losing GPS or IFTU due to jamming.

Another simplifying assumption is that we only modeled cross-track position error of the
missile and target, and we did not model errors in the altitude or range. This assumption is
justified since modern missiles employ altimeters to estimate their altitude rather than rely on
GPS, and the results of our analyses are not very sensitive to range errors due to the specific
flight profiles and seeker geometries we evaluated.

The accuracy of the target location error (TLE) and target velocity information associated
with the IFTU could come from a wide range of sources, such as signals intelligence (SIGINT),
electro-optical (EO) sensors, infrared (IR) sensors, or synthetic aperture radar (SAR). Hence, it is
difficult to estimate the accuracy of the IFTU information. Because of this, we modeled the TLE
parametrically, and we assumed that the target velocity is estimated by taking two position
estimates, calculating the range travelled, and dividing by the time between estimates. MJEM
assumes this method of estimating target velocity since it is broadly applicable to a range of
sources. Alternative methods, such as estimating velocity by measuring movement across sensor
pixels, or measuring doppler shifts in radio emissions, are specific to certain types of sensor
sources.



Our Approach

A literature review was conducted to collect information on jamming calculations, GPS
performance estimation, and inertial navigation system performance estimation. The results of
those literature reviews were used to develop mathematical models of each and implemented
those models in spreadsheet prototypes.

Once a working prototype was available, work began on a Python? software implementation
that provided more flexibility for changes than the spreadsheet prototype version, better
facilitated running multiple cases quickly, and provided more options for visualizing the results.

In parallel to building the software version of the model, we began the process of identifying
key drivers of the results. Early-on we found that INS accuracy was dominated by INS transfer
alignment. In response, we brought-in an INS expert to review our modeling approach and the
available literature to ensure we were modeling it properly. The spreadsheet model was reviewed
in detail with a few experts familiar with the concepts of operations and with the technical
capabilities and with the project in-stride quality assurance subject matter expert who reviewed
some of the key equations that are used. Missile seeker performance specifications are very
important to the model results, and additional effort was expended to ensure we had the best
information available.

It was verified that the results from the software and spreadsheet prototype versions were
perfectly matched for ten different model runs spanning a wide range of values for the inputs.
Several bugs in our equations and implementations were found and fixed in the process of that
effort.

Finally, we ensured that our jamming estimates produced by our model are consistent with
results from other published sources® or from hand derived estimates.

Outline of this Report

Chapter 2 provides a detailed description of the mathematical model, and we describe the
structure of the code implementation. Chapter 3 provides our findings and conclusions from the
model development effort, including areas for improvement and ideas for new features.
Appendix A provides details on the line-of-sight calculations associated with the model.

4 Rossum, G. van. “Python Tutorial.” Amsterman, Netherlands: Centrum voor Wiskunde en Informatica (CWI),
May 1995.

3 For instance, the GPS jamming range versus power estimates in Sklar, J. “Interference Mitigation Approaches for
the Global Positioning System.” Lincoln Laboratory Journal 14, no. 2 (2003): Figure 3, p. 171.



Chapter 2. How the Model Works

This chapter begins with a high-level overview of the model, which includes the concept of
operation for the missile strike that the model was developed to evaluate. The inputs and outputs
are described, and example model runs are presented to illustrate how MJEM is used. Next, this
chapter describes the mathematical calculations that MJEM uses, and wraps up with an overview
of how the software is organized.

Overview of the Model

MIJEM does not simulate the missile strike. Instead, it performs a mathematical calculation of
position error and probability that the target appears within the missile seeker field of regard as a
function of missile navigation and target location errors. MJEM information about the slant
range between shooter and target, velocity of the missile, missile seeker characteristics, missile
navigation systems, IFTU capabilities, jamming threats to GPS and communication of IFTUs,
are the primary inputs of the model. MJEM outputs include position error of the missile at seeker
acquisition range, and jamming ranges as measures of performance (MOP), and the probability
that the target is within the missile seeker field of regard (FOR) at acquisition range as a measure
of effectiveness (MOE). Systems and electrical engineering estimation techniques are used to
evaluate the model outputs from the inputs. The techniques include the evaluation of
mathematical equations to estimate jamming effectiveness and navigation system performance.

Figure 2.1 describes the concept of operation for a notional example missile strike, and the
MOPs and MOEs estimated by the model. As shown in the figure, a shooter (which is an
aircraft) launches the missile at a projected target location. While not shown in the figure, the
aircraft may operate at different altitudes and the missile may change altitude multiple times
during its flight.® Typically, the shooter and the initial position of the missile when fired are
beyond line-of-sight of the target aircraft and jammers. Nominally the missile receives periodic
GPS updates and IFTUs. However, an airborne jammer emits jamming (RF) energy in the
direction of the GPS or IFTU receiver on the missile to deny GPS updates and IFTU. If jammed,
then the missile navigates to the most recent projected position of the target aircraft it received
via IFTU using its INS. Just prior to the missile reaching seeker acquisition range, the target
aircraft attempts an evasive maneuver in an attempt to avoid acquisition by the missile seeker.
MIJEM calculates the accumulated final position error of the missile and the projected target
location and estimates the probability of the target being within the seeker FOR at acquisition

% The model does not directly simulate changes in altitudes but takes altitude into account for line-of-sight purposes.



range, which is the MOP of the model. MOEs are the jamming ranges and the final position
error.

Figure 2.1: Concept of Operation

Source: RAND research. Figure acronyms: measure of performance (MOP); measure of effectiveness (MOE); field of
regard (FOR); high-value air asset (HVAA); global positioning system (GPS); inertial navigation system (INS); in-flight
target update (IFTU).

Figure 2.2 provides an overview of the model. MJEM inputs are the ranges, altitudes and
velocities of the aircraft platforms (including the missile) as well as specifications for the missile

seeker, the INS, the jammers, GPS and IFTU radios.

Figure 2.2: Overview of the Model with Inputs and Outputs
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Source: RAND research based on van Rossum, 1995. Acronyms used in the figure: global positioning system (GPS);
measure of effectiveness (MOE); measure of performance (MOP); in-flight target update (IFTU); target location error
(TLE); inertial navigation system (INS); field of regard (FOR).

As a notional example, consider a missile fired on a target at 1000-kilometer (km) range and
assume that the missile flies at Mach 0.85, has a seeker with an acquisition range of 50 km and
10 degrees FOR. Further assume that the missile has a standard GPS receiver’, an IFTU receiver
with 10 decibels (dB) of frequency-hopping spread-spectrum anti-jam gain and an omni-
directional antenna®, and a navigation-grade INS.? Further assume that the line-of-sight range for
jamming is 555 km'?, and 40 decibel Watts ((BW) jamming signals for both GPS and IFTU. It is
assumed that the jammer is roughly co-located with the target. The total time of flight is about
3600 seconds (which is one hour), and we assumed an IFTU is transmitted every 300 seconds
(which means that there are 12 total during the time of flight), with an additional 100 seconds of
latency in communicating the IFTU to the missile. It is further assumed that the root mean square
(RMS) target location error associated with the IFTU is 0.2 km, and that target heading, and
velocity is estimated from the target location and elapsed time between two IFTU. It is also
assumed that the target conducts a 1.5 g evasive maneuver for 10 seconds just prior to the missile
reaching seeker acquisition range. The input data for this notional example is summarized in
Table 2.1.

Table 2.1: Input Data for Notional Example

Input Parameter Value
Missile Velocity Mach 0.85

Shooter-to-Target Range 1000 km

Seeker Acquisition Range 50 km

Seeker FOR 10 Degrees

IFTU RMS Target Location Error 0.2 km

Time Between IFTUs 300 seconds

IFTU Latency 100 seconds

GPS Jammer Emitted Radiated Power 40 dBW

7 Specifically, a GPS receiver that uses the L-2 frequency and P(Y) code and an omni-directional antenna.

8 1t is assumed that the receiver has a 1 MHz bandwidth and that there is a nominal 6 dB of signal-to-noise ratio at
the receiver in absence of jamming. These estimates are consistent with a 29 dBW ERP satellite transmitter at an
altitude of 550 km and aimed at a receiver that is 20 degrees off nadir. It is assumed that the IFTU is jammed if the
received jammer signal power matches the received signal power, that is, a 0 dB jammer-to-signal ratio.

? Specifically, an INS with 0.01 degree per hour gyro bias instability and a 0.01 degree per square-root-hour gyro
angle random walk and a transfer alignment error performance based on Groves, Paul D., and Jonathan C. Haddock.
“An All-Purpose Rapid Transfer Alignment Algorithm Set,” 16071, 2001.

19 This is the line-of-sight range between two aircraft at 35,000 feet altitude with 4/3 Earth radius scaling to account
for radio frequency propagation and a 1-degree graving angle above the horizon. See Appendix A for details.



Input Parameter Value

IFTU Jammer Emitted Radiated Power 40 dBW

Line-of-Sight Range for Jamming 555 km

GPS Receiver P(Y) Code with Omni Antenna

IFTU Receiver 10 dB Frequency Hopped Spread Spectrum, Omni Antenna

Target Evasive Maneuver 1.5g for 10 seconds

INS 0.01 degree/hour gyro bias, 0.01 degree/sqrt(hour) gyro angle
random walk, transfer alignment error

IFTU Receiver Bandwidth 1 MHz

IFTU Receiver Signal-to-Noise in Absence 6 dB

of Jamming

IFTU Receiver Jammer to Signal Ratio 0dB

Threshold for Jamming

Source: RAND research. Note: for the INS, we also include transfer alignment error per Groves and Haddock, 2001.
Acronyms introduced in the table: mega-Hertz (MHz); square root (sqrt)

The results from the model with the input data from Table 2.1 are shown in Figure 2.3. The
purpose of showing these and other results is to illustrate what the model does and how it can be
used. In actual applications, the model outputs would be measured for variations of the inputs to
address specific research questions and to provide sensitivity analyses. We omit those types of
excursions here since the purpose of this report is to present and describe the model, rather than
employ it to generate research results. The bottom, horizontal axis of Figure 2.3 shows elapsed
time of flight from launch (0 seconds) to the target (~3600 seconds). The top horizontal axis
shows the range to target, from 1000 km at 0 seconds elapsed time to 0 km after ~3600 seconds.
The accumulated RMS position error (which is the combination of position error of the missile
and error in the projected target location) is read from the solid curve (colored in blue) and the
left-hand vertical axis.

At the time of launch, the missile is beyond line-of-sight of jamming threats and therefore
has a GPS fix so the error should be dominated by the 0.2 km target location error, which indeed
is the case from the figure. Note the sawtooth pattern of the error between 0 and about 1500
seconds. This is caused by the IFTU: when each IFTU message is received, the associated error
in projected target location is 0.2 km. However, there is also uncertainty in the target velocity
and heading, and the target location error grows linearly over time between IFTUs, then resets
when it receives a new update. The slope of the sawtooth pattern is the target velocity error.

After about 1500 seconds, there is no more sawtooth, and the error appears to grow linearly.
That is due to jamming of the IFTU, which occurs at the jamming line-of-sight range of 555 km
from the co-located target and jammer as read from the top horizontal axis. This jamming range
is shown as the dashed vertical line (which is red in color). The position error grows linearly
until about 2750 seconds into the flight when the missile is at the GPS jamming range of 234 km
from the co-located target and jammer. This jamming range is shown as the dotted vertical line
(which is red in color). The position error continues to grow as the missile gets closer to



acquisition range, and the growth is no longer linear but instead starts to slope upward, which is
the effect of INS drift. The dash-dot line denotes the seeker acquisition range of 50 km.

The results show that the RMS position error is about 4 km at seeker acquisition range. (Note
that the position error contribution of the target aircraft evasive maneuver is only a few hundred
meters and is not discernable in the figure). The solid vertical line at 3600 seconds (and gold in
color) denotes one-half the distance of the seeker FOR, which is about 4.4 km. This is shown for
reference, since it is used to calculate the probability of the target being within the +/- 4.4 km
FOR given the 4 km RMS position error. This probability is read from the right-hand vertical
axis, and we see it is about 73%.

In summary, for this example, the MOPs are an I[FTU jamming range of 555 km, a GPS
jamming range of 234 km, and a final RMS position error of 4 km. As mentioned earlier in this
report, the error terms are interpreted as standard deviation of a zero-mean and Gaussian random
variable. When the distribution is evaluated over the length of the FOR, the result is a 73%
probability that the seeker acquires the target, which is the model MOE.

Figure 2.3: Model Results for the Notional Example with GPS and IFTU Jamming
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Source: RAND research. Note: The MOE (73%) is read from the right-hand-axis at the intersection of the solid (blue)
curve with the dot-dashed (red) vertical line.

In addition to plotting results as shown in Figure 2.3, the model also writes the numerical
results to a comma delimited file. The inputs can be varied and the numerical results from the
comma delimited file can be used to make comparisons. For instance, Table 2.2 summarizes
several cases. The first six columns (from the left) of the first row of the table summarize the



results of the notional example corresponding to the input data from Table 2.1 and the MOPs and
MOE from Figure 2.3.

However, what we if reduce the TLE from 0.2 km to 0.1 km? The last two columns show
that the RMS position would be reduced from 4.0 to 2.3 km,!! and the probability of seeker
acquisition would increase from 73.4% to 94.4%. What if we evaluated these same two cases but
with a more jam-resistant M Code (Spot) GPS receiver, and add a phased array antenna for the
IFTU? The second row summarizes the results for TLE of 0.2 and 0.1 km. With these changes,
the probability of seeker acquisition is improved to 96.9% and ~100.0%, respectively.

Table 2.2: Comparison of Example Cases

0.2 km TLE 0.1 km TLE
GPS IFTU RMS RMS
Jamming Jamming Position Probability Position Probability
GPS IFTU Range Range Error of Seeker Error of Seeker
Receiver Antenna (km) (km) (km) Acquisition (km) Acquisition
P(Y) Code Omni 234 555 4.0 73.4% 23 94.4%
M Code Phased 19 273 2.0 96.9% 1.0 100.0%

(Spot) Array
Source: RAND research.

MJEM can also evaluate the MOPs and MOE if GPS or IFTU are completely denied. For
example, they might be denied because of kinetic, counterspace strikes against the satellites, or a
cyber attack on the satellite systems. Figure 2.4 shows an example if GPS is denied. The input
data is exactly the same as the data from Table 2.1, except that the range has been reduced from
1000 km to 500 km (we made this change since the INS drift for an hour-long flight is
considerable), and the IFTU receiver has a more jam-resistant phased array antenna rather than
an omni antenna. Also, the TLE is 0.1 km. The position error is dominated by the INS drift, so
that the sawtooth effect of the IFTU is difficult to see. The total RMS position error at seeker
acquisition range is 15.6 km, and the probability of seeker acquisition range is 22.3%. The GPS
jamming range is not plotted since GPS is completely denied for this particular model run.

1 Reducing the TLE by a factor of two resulted in a similar reduction in the RMS position error because the TLE
and associated velocity error are the dominant factors for this example. As we will see later in this chapter, reducing
the TLE also affects the estimate of the target velocity.



Figure 2.4: Example Model Run with GPS Denial
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Source: RAND research.

Estimating Jamming Ranges

This section assumes that the reader is familiar with link budget analysis. Information about
link budget analyses can be found in the text by Proakis and Salehi, 2008.!2

Estimating Maximum GPS Jamming Range

Our model calculates the power link budget between the jammer and the GPS receiver to
estimate the ratio of received jammer to signal power.!3 This ratio is compared against the
threshold needed for jamming, which varies according to which GPS satellite signal is being
used.!* Let s denote the receive signal power from the jammer, s denote the received signal
power from the GPS satellite, E, denote the emitted radiated power (ERP) of the jammer within

the bandwidth of the GPS signal, and 4 denote the peak-to-sidelobe gain of the GPS receiver,

12 See Proakis, John G., and Masoud Salehi. Digital Communications. 5th ed. McGraw-Hill, 2008: pp. 261-265.

13 The jamming-to-signal ratios is described in Poisel, Richard. Modern Communications Jamming Principles and
Techniques. Artech House, 2011, §8.1.

1414 Jammer-to-signal ratios needed to deny GPS are provided in Sklar, J. “Interference Mitigation Approaches for
the Global Positioning System.” Lincoln Laboratory Journal 14, no. 2 (2003): p. 171.
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all in decibel units. Let 7 denote wavelength of the GPS signal and jammer signal and let 7,

denote the slant range between the jammer and GPS receiver. Then the jammer to signal power
ratio is
A

J-S§=E;+20log,| — |-4-S.
: 47rr{g

If this ratio exceeds a threshold 7 then the GPS receiver is overwhelmed by errors and GPS
is denied. Solving this equation for slant range, we find that the maximum range for GPS
jamming is given by

Equation 2.1: Calculating Jamming Range from Link Budget Analysis

A L T+S+4-E,
r,=—10 i ).
4r

The values for 7 and ranges for 4 are provided in the report by Sklar, 2003.!5 Additional
information, including values for s, and 4 are available in the conference paper by Barker,

Betz, Clark and Correia et al., 2000.'® The values for E are application specific, not described

here, and typically come from threat intelligence reporting.

Estimating Maximum IFTU Jamming Range

The process for calculating jamming range 7, from link budget analysis for the [IFTU

receiver is identical to the process used for GPS and follows Equation 2.1. However, we often
have to determine the jamming threshold 7° based on the bit error rate performance of the
communication system, which varies by design.!” Also, in practice we usually need to calculate
the received signal power at the receiver antenna input, denoted s, whereas in contrast that
information is standardized for GPS signals. Our model calculates s from a link budget analysis
between the transmitter and IFTU receiver as

S =FE, +20log,, (4;; ]
Ix

where E is the ERP of the transmitter and 7, is the slant range between the transmitter and the

IFTU receiver. The second term in the equation for s is the freespace loss. Note that there will

15 Sklar, J. “Interference Mitigation Approaches for the Global Positioning System.” Lincoln Laboratory Journal 14,
no. 2 (2003): p. 171.

16 Betz, John W., Brian C. Barker, John E. Clark, Jeffrey T. Correia, James T. Gillis, Steven Lazar, Lt Kaysi A.
Rehborn, and John R. Straton. “Overview of the GPS M Code Signal.” In Proceedings of the 2000 National
Technical Meeting of the Institute of Navigation, 542—49. Anaheim, CA, 2000: p. 6.

17 Typically, this threshold is associated with bit error rates above 0.000001 and we find the threshold from a
performance curve such as the one found in Proakis, John G., and Masoud Salehi. Digital Communications. Sth ed.
McGraw-Hill, 2008: Figure 4.2-5, p. 177. As a rule-of-thumb for broadband communication systems, the bit error
rate will be high when the signal and jammer power levels are about equal, that is, 0 dB.
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typically be other losses in addition to freespace loss. For instance, there could be rain fade,
which varies considerably depending on wavelength and weather conditions. However, our
estimate for jamming range will be accurate under the assumption that the additional losses
between the jammer and IFTU receiver are similar to the additional losses between the
transmitter and receiver, so we ignore those additional loss terms.

Line-of-Sight Limitations

The GPS and IFTU receivers can only be jammed if they are within the line-of-sight of the
jammer. Hence the effective jamming range is the smaller of the line-of-sight range, and the
jamming range estimated from the link budget analysis. The line-of-sight jamming range, which

we will denote as 7, , is an input to the model. It is (externally) calculated based on the altitudes

of the jammer and missile, and a spherical model of the Earth geometry. The Earth radius is
scaled by 4/3 for this calculation, which is common practice for radio frequency signals at
aircraft or lower altitudes and it accounts for radio frequency propagation characteristics. Also,
there has to be some elevation above the horizon for the radio signal to have line-of-sight, and
we assume a 1-degree grazing angle above the horizon for this purpose. As an example, for a
jammer and missile both operating at 35,000 foot altitude, the line-of-site for jamming purposes

is 555 km. Hence, the effective GPS jamming range, denoted I": , 1s given by
co -
r, = mm(rL, r, )
Similarly, the effective IFTU jamming range, denoted I/‘T , is given by

(> S 2 .
F=min(r,,r,).

Calculating Duration of Time that GPS and IFTU are Jammed or Denied
Let 7, denote the seeker acquisition range and 7, denote the range between the shooter and

the target, which are both inputs to the model. If GPS is jammed at range f’: , then the duration of
the flight during which the missile has to navigate using INS without GPS, denoted t, is given
by

t, = (f’:c’— r, ) /v
where Vv is the velocity of the missile and we note that the missile navigates using seeker
information once the target has been acquired. Alternatively, if we want to model a case where
GPS is completely denied due to a kinetic or non-kinetic strike against the GPS source, then

t,=(r,—r)/v.

12



For IFTU, let A denote the duration between transmission of IFTU updates and let 7,
denote the latency of the IFTU. That is, ¢, is the age of the IFTU information at the time it is

transmitted. Our model assumes that the first IFTU is transmitted at the time the missile is
launched. Hence, if ¢ denotes the elapsed time since missile launch, then the elapsed time since

the last IFTU was transmitted is the remainder of ¢ modulo Az, which we denote z,.
The age of the last IFTU received by the missile when the missile reaching sensor acquisition
range is given by
t=(Fn) vt +1,
if we are modeling IFTU jamming, or it is given by
t,=(r—r,)/v+t,

if we are modeling a case where IFTU is completely denied.

Estimating Missile Navigation System Errors

This section assumes that the reader has a background in probability and statistics.
Background information about probability and statistics is available in the text by O'Donoughue,
2020.'8

Position Error of GPS

The RMS position errors for the GPS signals are the product of pseudo-range error and
geographic dilution of precision which is based on satellite geometry relative to the user. GPS
updates are provided once per second, and the resulting RMS position error, denoted & ,» ranges

from 6.6 to 10.2 meters for P(Y) Code, and 2.2 to 3.4 meters for M Code.!® Our model assumes
10.2 meters for P(Y) and 3.4 meters for M Code.

Position Error of Inertial Navigation System

An excellent treatment of inertial navigation in guided missile applications is the report by
Bezick, Pue and Patzelt, 2010.2° Three dominant sources of cross-range position error resulting
from the missile use of an INS included in MJEM are the error from the gyro bias instability, the

18 O’Donoughue, Nicholas A. Emitter Detection and Geolocation for Electronic Warfare. Artech House, 2020:
Appendix A .

19 Source: Parkinson, Bradford W., and James J. Spilker Jr., eds. Global Positioning System: Theory and
Applications Volume 1, Progress in Astronautics. Vol. 163. American Institute of Aeronautics, 1996, pp. 481-482.

20 Bezick, Scott M., Alan J. Pue, and Charles M. Patzelt. “Inertial Navigation for Guided Missile Systems.” Johns
Hopkins APL Technical Digest 28, no. 4 (2010): 331-42.
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gyro angle random walk error, and the transfer alignment from host aircraft error.?! The RMS
position error over time resulting from bias instability is estimated as

o,(t)=t-v-tan(b-t)
where ¢ is the elapsed time since the last GPS update was received by the missile, v is the

velocity of the missile, and  is the bias instability performance specification in units of angle
per unit of time.2? The RMS angle random walk error is estimated as®?

o, (t) :t-v-tan(a'\/;)
where ¢ is the angle random walk performance specification in units of angle per unit of square
root of time.?*

As described in the report by Groves and Haddock, 2001, transfer alignment is the process of
aligning and calibrating a missile INS using data from the INS of the host aircraft shooting the
missile. The transfer alignment initializes the position, velocity, and attitude of a missile INS
from the host aircraft and calibrates errors in the missile INS accelerometers and gyroscopes. It’s
a three-step process. In the first step, position and velocity information is uploaded to the missile
from the host aircraft. Next, a series of measurements are made with both the host aircraft and
missile INS and the errors between them are calculated, typically by using a Kalman filter.?
Finally, the error information is fed back into the missile INS to correct the output of the missile
INS. Groves and Haddock simulated the performance of a rapid transfer alignment algorithm for
an air-launched missile application and validated their results with flight tests of a Tornado
aircraft.® A polynomial curve was fit to their data using linear least squares to estimate the
position error contributions of transfer alignment for MJEM. The resulting contribution is
modeled as

21 Scale-factor is another error source. The contribution is insignificantly small as compared to the other error
sources.

22 This equation is given in Horton, Mike. “How to Easily Estimate Vehicle Localization Errors from IMU Specs.”
ANELLO Photonics (blog), March 1, 2023: page 4. A more detailed discussion of this source of error can be found
in Woodman, Oliver J. “Introduction to Inertial Navigation.” Technical Report. University of Cambridge, 2007:
section 3.

23 This equation is given in Horton, Mike. “How to Easily Estimate Vehicle Localization Errors from IMU Specs.”
ANELLO Photonics (blog), March 1, 2023: page 4. A more detailed discussion of this source of error can be found
in Woodman, Oliver J. “Introduction to Inertial Navigation.” Technical Report. University of Cambridge, 2007:
section 3.

24 As discussed in Chapter 1, our model only evaluates cross-range error and does not evaluate range-error. If range
error representation is added in a future update, the range error would also have terms for bias stability and angle
random walk, associated with an accelerometer.

23 See Zhao, Yanming, Gongmin Yan, Yongyuan Qin, and Qiangwen Fu. “A Novel Alignment Method for SINS
with Large Misalignment Angles Based on EKF2 and AFIS.” Sensors (Basel, Switzerland) 20, no. 21 (October 22,
2020): 5975.

26 See Groves, Paul D., and Jonathan C. Haddock. “An All-Purpose Rapid Transfer Alignment Algorithm Set,”
160-71, 2001.
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o ()=0.000003 125£ +0.00108631¢* +0.019286¢ — 0.023809.

(Note that the estimate will be negative for very small values of ¢, which should never be the
case. Therefore, we take the maximum of the estimate and zero.)

Each of the three error contributions are assumed to be zero-mean Gaussian random
variables, and hence the total RMS position error contribution of the INS is also a zero-mean
Gaussian random variable with standard deviation

o, (t) =0, (¢) + 0, (1) +0,(£) -

The inputs 5 and a come from the specification of the missile INS system but are typically

0.01 degrees per hour and 0.01 degrees per square-root hour for a navigation grade INS.?’
As mentioned earlier, GPS satellites send an update at a rate of 1 per second. INS position
drift over 1 second is negligible, so the model treats this position drift as zero. However, INS

drift can be significant if the GPS is jammed or denied. Hence, the model estimates 0, (t ) for

r=t,.

Estimating Position and Velocity Errors of In-Flight Target Updates

Our model assumes that the target location, velocity, and heading are estimated by some
external source, such as SIGINT, or EO/IR imagery, or SAR. The information could come from
another aircraft, though in the context of long-range strikes, it is more likely to come from a
space-based sensor. The TLE of this information is an input to our model. Note that in a 3-
dimensional representation, there would be three coordinates of position. However, our model
only evaluates cross-range error. Hence, we can represent the position of the target aircraft as
points on a line. This enables us to ignore heading and represent TLE and the associated velocity
error as scalars.

As discussed in Chapter 1, there are multiple methods for estimating velocity error, and the
methods vary by source and sensor phenomenology. However, one simple method to estimate
the velocity of the target aircraft as it progresses along a line is by subtracting the position of the
aircraft along the line and dividing by the elapsed time. Let p, and p,,, denote two subsequent

measurements of the position of the target aircraft along a line taken A, seconds apart. Then
assuming there are no accelerations of the target aircraft by time ¢, then the velocity of the target
aircraft is

_bi= D

Y,
And the projected position of the target aircraft at time 7 is

27 Source: VectorNav. “Inertial Navigation Primer,” 2024.
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— — pl_po
p(t)=p +vr p1+(—Af jr.

However, we assume that the position estimates p, are identically distributed, zero-mean and
Gaussian random variables with TLE (that is, standard deviation) given by o, Therefore, the

projected future position of the aircraft is also a zero-mean and Gaussian random variable with
RMS error

2 2
o (T):\/O-;—F(ij (apz—i—apz)rz =0, 1+2(£j :

The estimate of IFTU position error calculated by our model is 0y, (l‘ 1) which resulted in

the sawtooth pattern we observed in Figure 2.3.

Calculating Position Error Due to Evasive Maneuver

Our model assumes that the target conducts an evasive maneuver just prior to the missile
reaching seeker acquisition range and it is assumed that any IFTU provided to the missile during
or after the maneuver does not account for the maneuver. Let m, denote the acceleration of the

maneuver in g’s and let 7, denote the duration of the maneuver in seconds. MJEM estimates the
position error contribution of the maneuver as
1
o,=m,—9.8t,
2

where we have used the fact that the acceleration of gravity is 9.8 meters per second.

Offset Position Error of Shooter

Our model has an optional input variable for specifying an initial position error of the shooter
and missile at the time that the missile is fired. This is useful for modeling cases where GPS is
denied entirely to the missile, and also the shooting aircraft. This optional variable is denoted as

o, and the default is zero.

Calculating Final Position Error and Probability of Seeker Acquisition

The final position error is interpreted as the standard deviation of a zero-mean, Gaussian
random variable. That random variable is the summation of zero-mean and Gaussian random
variables associated with the missile position error contributions and target location
uncertainties. The final position error is calculated as

16



o, = \/O'gz + 0, (tg )2 + 00 (8, )2 +o,(z, )2 +o,-
Let L,,, denote the length of the FOR along the cross-track and seeker acquisition range. It is
calculated as
Lyor =91,
where ¢ is the seeker FOR in radians. The probability that the target is within the seeker FOR at

acquisition range is then

2

+Lpop!2 il

1 A L
P=— I e " dx=erf| —2&

’ ,’277(7}72 ~Lior/2 2\/50'])

where erf denotes the error function.

Summary
In summary, the model evaluates the GPS jamming range, IFTU jamming range, and final

RMS position error as MOPs. These are estimated using the formulas we presented for f: , 157
and o, respectively. MJEM evaluates the probability of seeker acquisition at acquisition range

as a MOP using the formula presented for P.

Overview of the Software Implementation

Future research projects may seek to use the model, and future research projects may develop
new features for the model. For this reason, this section provides a brief overview of the software
implementation that might be useful for those types of efforts. MJEM is implemented in
Python?® version 3.11.5, and the external packages it relies upon are numpy, math, sys and
matplotlib (pyplot). The code is divided into four files:

1. brien_iftu.py: this file defines a class called InFlightTargetUpdate that implements the
mathematical formulas associated with the IFTU contributions to RMS position error.

2. brien_ins.py: this file defines a class called InertialNavigationSystem that implements the
mathematical formulas associated with the INS contributions to RMS position error.

3. brien_mjam.py: this file defines a class called MJEM which represents a missile
engagement in its entirety and includes an InFlightTargetUpdate member object and an
InertialNavigationSystem member object. There are member functions to calculate the
GPS and INS jamming ranges, the missile flight times and ranges, and to calculate the
accumulation of all of the position error sources. A member function of this class

28 Rossum, G. van. “Python Tutorial.” Amsterman, Netherlands: Centrum voor Wiskunde en Informatica (CWI),
May 1995.

17



calculates the data for plotting and a member function for the MOPs and MOE for a
single case.

4. main_mjam.py: this is the code entry point. It reads the input data from a comma

delimited file, and the file can contain a “run matrix” with data for multiple run cases.
The code in this file reads data for one run at a time, and loops through each case,
producing a figure (which is saved to disk) and writing the MOPs and MOE to a comma
delimited file for output.

There is no user interface for the code at the time of writing. A user must have the skills to
create the comma delimited file of input data, run main_mjam.py, and interpret the results of the
figures and the MOPs and MOE from the output comma delimited file. It will be useful to be
able to change the filenames for the inputs and outputs, which are listed in main_mjam.py.

Exception handling is used for trapping and handling of error conditions, and main_mjam.py
has a try block and methods for catching exceptions that are thrown.
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Chapter 3: Findings and Recommendations

Findings

MIJEM provides a useful way to quantify the dependence of the missile on sources of GPS
and IFTU, including satellites or aircraft, or the associated signals and sources under a plausible
set of conditions.

In the application of the model we observe that dependence varies by mission, missile, target
and other factors. However, three common trends we observed are that inertial navigation system
performance tends to be dominated by transfer alignment from the host aircraft; velocity error of
a moving target is important and we had to rely upon some simple assumptions due to a lack of
information about accuracy of velocity error information; performance strongly depends on
seeker acquisition range and field of regard.

A real-world missile engagement relies on a vast number of variables, some of which are not
represented in the model. For instance, both the attacker and defender could undertake a variety
of TTPs to alter the outcome of the engagement. This includes maneuvering and changing flight
paths, the use of decoys, changes to shot doctrine, employing jammers from dispersed ranges and
angles, and many others. The effectiveness of these TTPs would depend on the details and
timing of their implementation. Attempts to explore these options in detail would likely require
an infeasible number of combinations of model runs to determine their effects. Because the
model does not account for these additional variables, the model should not be used for actual
mission planning or predicting outcomes of actual operations, but rather as a guide to think
through engagement dependencies and vulnerabilities.

Recommendations

At the time of writing, the model had been applied to assess the dependencies in air-launched
missile strikes against ships in air defense threat task groups and against high-valued air assets in
offensive counter-air missions. We recommend application of the model for assessing
dependence in similar missions such as suppression or destruction of land-based enemy air
defense systems, or ships in other types of threat task groups.

We recommend adding representation of inertial navigation system accelerometers so that
range error could be evaluated. This could improve the model fidelity and would enable the
model to be applied to additional applications such as intercontinental ballistic missile strikes.

Additional research should be conducted into estimating inertial navigation system transfer
alignment to the missile from the host aircraft since performance of the inertial navigation
system tended to be dominated by this factor.
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MIJEM is designed to represent a missile with a single seeker. However, some missiles

employ multiple seekers such as an antiradiation homing seeker in addition to a terminal seeker

using another phenomenology. MJEM had to be applied in stages to represent missiles with

multiple seekers which was inefficient. We recommend updating the model to improve this

efficiency.

We recommend changes to the model so that it can be applied to additional applications. In

particular:

A useful future application would be to model an engagement between a surface-to-air
missile and an aircraft where the missile is provided tracks from an offboard radar.
However, missile kinematics could affect the outcome of that engagement and the model
does not currently represent missile kinematics. The model would likely need to be
integrated with a simulation of the missile flight to accurately evaluate the engagement
outcome.

Another useful application is evaluating the outcome of an engagement of an anti-ship
cruise missile with a ship where the missile receives an IFTU from a UAS when the
missile is within a few tens of kilometers from the target. However, the model currently
only evaluates the field of regard of the missile seeker at the instant the missile reaches
seeker acquisition range. The model would need to be modified to evaluate the
probability of the target being within the field of regard at any point between acquisition
range and impact.

It would be useful to improve the model so that it could evaluate engagements where
missiles are fired in pairs. Some sources of position error, such as INS drift, may be
decorrelated. Other sources of error, such as target location errors provided to both
missiles from the same source, may be highly correlated. The model would need
modifications to take these issues into account. Additionally, each missile would have its
own seeker, so the probability of the target being within one or more seeker FOR would
need to be evaluated.
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Appendix A: Line-of-Sight Calculations

This appendix describes the calculations we used in conjunction with the model to estimate
the line-of-sight range between jammers and the missile.

Derivation of Equations

Refer to Figure A.1 which depicts the general triangle formed between a jammer at position
u , a missile with receiver at position v and the center of the Earth. The Earth is depicted in the
figure as a circle, and our calculations assume that the Earth is a perfect sphere. The radius of the

jammer and missile from the center of the Earth are denoted as 7, and r,, respectively. The line-
of-sight slant range between the jammer and the missile is denoted 7, . The angle opposite 7, is

7,, the angle opposite 7, is y, and the angle opposite 7, is ..

Figure A.1: The General Triangle Formed by the Position of a Jammer, a Missile and the Earth
Center

Source: RAND research.

We describe how to calculate the line-of-sight slant range » under the condition that the

position of the missile receiver v appears to be some angle 6, above the Earth horizon as seen
from the position of the jammer . (As described in the main body of the text, we selected this

angle 6, to be one degree to account for the beamwidth of the jamming signal.)
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Refer to Figure A.2. We see that a right-triangle is formed between the position 2, the center
of the Earth, and Earth horizon as seen from position 2. The angle between nadir and the Earth

surface as seen from position u is denoted y, and radius of the Earth is denoted 7, (it is

common practice to scale the average Earth radius by a factor of 4/3 for estimating line-of-sight
ranges for RF signals between positions in the atmosphere to account for refraction of the radio
waves.)

Figure A.2: Triangle Formed by Earth Horizon

Source: RAND research.

From Figure A.2 it is clear that 8, =y, —y,. Also, we note that 7, is the altitude of the
jammer plus the Earth radius r,, and similarly 7, is the altitude of the missile plus the Earth
radius. Hence, our task is to calculate », given 8, r,, r, and r,.

First, we calculate y, from right triangle geometry as
- (rj
y,=sin | < |
T

]/v:]/€+06.

Now we solve the general triangle with known sides 7, and 7,, and non-included angle y,.

Next, we calculate y, using

The first step is to use the law of sines to calculate y, as

y, =sin” (r—” sin(y, )}
v

v
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and then calculate the remaining angle as y =7 —y, —y,. (The ground range between the

jammer and missile can now be calculated as v, =7
Finally, we can calculate the slant range 7, using the law of sines as

Sil’l(j/s)‘
"sin(y,)

Summary of Equations

In summary, given the average Earth radius 7, the radius of the jammer from the Earth
center 7, the radius of the missile with receiver from the Earth center 7,, and the angle above

the horizon ¢, we calculate the line-of-sight ground range 7, and slant range 7, using the

.l r
y,=sin"'| <
T

following sequence of equations:

Y, =Y. +0,

Vs ==V~ V,
.

y, =sin (—”sm(j/v)j

rv

rg:}/sre

.y sin(y,)

* Usin(y,)

Numerical Example

We estimate the average Earth radius with 4/3 scaling to be 8504.16 km for this example.
Consider a jammer at 25,000 feet altitude, which results in a radius 7, of 8513.306 km, and a

missile with receiver at 30,000 feet altitude, which results in a radius 7, of 8511.782 km, and an
angle above the horizon 6, of 1 degree which is about 0.017453 radians. We calculate y, to be

about 1.524444 radians, y, to be about 1.541897 radians, y, to be about 1.548952 radians, y, to

be about 0.050744 radians. Finally, we estimate the ground range between the jammer and

missile with receiver with 1 degree grazing angle to the horizon 7, to be about 431.5 km and the

slant range 7, to be about 431.9 km.
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Abbreviations

dB decibel

dBW decibel Watts

EO electro-optical

ERP emitted radiated power
FOR field of regard

GPS global positioning system
IFTU in-flight target update
INS inertial navigation system
IR infrared

km kilometer

MIJEM missile jamming and engagement model
MHz mega-Hertz

MOE measure of effectiveness
MOP measure of performance
RMS root-mean-square

SAR synthetic aperture radar
SIGINT signals intelligence

TLE target location error

TTP tactics, techniques and procedures
USAF United States Air Force
USSF United States Space Force
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