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Context
Emerging technologies such as artificial intelligence (AI) and 
biotechnology are redefining the boundaries of science and 
innovation. Governments, private sector and third sector 
organisations across the globe are increasingly recognising the 
potential for science and technology to impact economic growth 
and societal prosperity, committing greater funding and resources to 
research and innovation (R&I) in science and technology.

As technologies become more pervasive and form a critical aspect 
of our societal infrastructure, governance and wider oversight 
mechanisms have a key role to play in ensuring that benefits from 
technology are maximised and risks are managed proactively. 
The goal of technology oversight is to ensure that technology is 
developed, deployed and used in a responsible and ethical manner, 
and that it does not pose undue risks or harm to individuals or 
society as a whole. The effective oversight of technology is a crucial 
factor underpinning the impact of an array of new and emerging 
technologies on R&I systems, health, and the environment. It is 
therefore critical to proactively identify and understand oversight 
practices that can support the use of emerging technologies in a 
responsible manner

1	 The study addresses AI and data platforms together and as ‘transversal’ to the other four technology areas (i.e. it considers how they are impacting these technologies and their resulting implications for 
oversight).

Objectives of the study and research approach
Wellcome commissioned RAND Europe to undertake a study on 
the state-of-play and future trends of the development of oversight 
frameworks for emerging technologies. The specific objective of 
the study is to identify and analyse a suite of oversight frameworks 
and mechanisms that are in use, in development or under debate 
in different jurisdictions across the globe for a set of emerging 
technologies. The study is designed to inform a range of policy and 
research-focused stakeholders, offering a suite of tangible emerging 
and established oversight examples that can inspire future emerging 
technology oversight. The technologies of interest are organoids, 
human embryology, engineering biology and neurotechnology, as well 
as AI (specifically its application and use as a research tool) and data 
platforms (Figure 1).1 

The study used a mixed-methods approach, combining desk 
research, scientometric analysis, stakeholder interviews, case studies, 
a strengths–weaknesses–opportunities–threats (SWOT) analysis, 
and an online expert elicitation exercise. The study findings are 
presented in two related documents: the global technology landscape 
review report, which provides an in-depth analysis of global R&I 
developments occurring within each technology area, identifying key 
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trends, challenges and opportunities; and the technology oversight 
report, which examines notable oversight mechanisms that are 
either established or under development across a selection of global 
jurisdictions, offering key learning and insights that could inform 
future technology oversight discussions.

A series of 16 overview vignettes have been developed as part of 
this study, outlining notable technology oversight developments 
in four globally influential jurisdictions that are often at the leading 
edge of technology developments and governance debates: 
the United Kingdom, the United States, the European Union 
(EU) and international forums. The overviews provide a holistic 
view of oversight taking place in these jurisdictions. These were 
supplemented by 12 case study vignettes detailing additional 
examples of technology oversight mechanisms across the globe. 
These offer evidence from a diverse selection of specific use 
cases of both emerging and established technology oversight in 
different cultural and social contexts. Collectively, these vignettes 
provide a deeper insight into the key oversight conversations 
occurring, and pinpoint areas where Wellcome and other 
stakeholders might effectively contribute.

Figure 1. Technology areas covered by this study

Source: RAND Europe analysis.
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Figure 2. Spectrum of oversight approaches and key stakeholders

Source: RAND Europe analysis.

Scope
This study uses an expansive interpretation of technology oversight. 
For each technology area, a variety of oversight frameworks are 
mapped and examined, covering a spectrum of options with differing 
levels of accountability, obligation and enforcement. These range 
from mechanisms such as legislation, regulations and treaties to 
non-regulatory standards, ethical guidance, codes of conduct and 
self-regulatory frameworks created by professional/industry bodies, 
industry or the research community (see Figure 2).

State-of-play and trends in R&I and oversight 
The following sections present key takeaways from the global 
technology landscape review report and the technology oversight 
report for each technology area. They highlight exemplary trends, 
opportunities and challenges in R&I, as well as key areas of debate 
related to the oversight of each technology area.  
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Organoids
Organoids are three-dimensional structures derived from stem cells and capable of 
self-organising into structures that mimic the key functional, structural and biological 
complexity of an organ.

Exemplar trends: There are rapid developments in organoid technology, 
with applications in disease modelling and drug testing. 

Exemplar opportunities: These include advancements in personalised 
medicine, better understanding of human development and novel 
therapeutic strategies.

Exemplar challenges: Ethical issues regarding the use of human 
tissues, technical limitations in replicating complex organ systems, and 
standardisation of protocols are some of the barriers to further progress.

Exemplar oversight mechanisms: There are emerging guidelines on 
ethical use, data sharing policies and international collaborations to 
standardise practices.
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Key areas of debate related to the oversight of organoid R&I:

There is a lack of specific regulatory frameworks for organoids. For 
example, in the United Kingdom, the current oversight of organoid 
research relies on broader stem cell and biomedical regulations, 
with no specific legal framework solely for organoids; the Human 
Tissue Act (2004) governs the use of human cells but does not cover 
organoids themselves. 

Neural organoids present new ethical challenges linked to conducting 
research on organoids with the potential for advanced neural activity, 
especially around donor consent, which is not covered by existing 
oversight mechanisms. New emerging mechanisms such as Japan’s 
consent-to-govern approach and risk organoid framework are gaining 
traction as a supplementary oversight mechanism. 

Variations in international regulations are creating barriers for 
collaboration. For example, regulatory requirements differ between 
the United States, which has stringent Food and Drug Administration 
(FDA) oversight, and the EU, where frameworks are fragmented across 
member states. Meanwhile the UK’s Medicine and Healthcare products 
Regulatory Authority (MHRA) is working on specific guidelines for the 
clinical use of organoids, especially in advanced therapy medicinal 
products. The role of international organisations is potentially 
important to support standardisation and alignment on some aspects 
of organoid research. 

The potential for reidentifying donor genetic material through advanced 
genomic sequencing techniques raises concerns about privacy 
and data protection, especially as organoid research advances in 
personalised medicine.
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Human embryology
Human embryology is a sub-field of developmental biology that concerns human 
development from fertilisation to birth and involves the study of human embryos from 
fertilisation onward.

Exemplar trends: Advances in embryo research, genomic editing and 
in vitro fertilisation (IVF) technologies are exemplified by milestone 
discoveries such as the development of stem cell-based embryo model 
systems (SCBEMs).

Exemplar opportunities: Improvements in reproductive health and the 
potential to correct inherited genetic disorders are being progressed. 

Exemplar challenges: These include ethical and moral considerations and 
their variation in a global context, regulatory loopholes, and the potential 
misuse of gene-editing technologies.

Exemplar oversight mechanisms: Legally binding regulatory frameworks 
such as the Oviedo Convention, international guidelines such as the 
14-day rule, and ethical codes such as the SCBEM code of practice to 
govern embryo research and clinical applications are under review or 
development.  
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Key areas of debate related to the oversight of human embryology R&I:

Oversight mechanisms such as the United Kingdom’s Human 
Fertilisation and Embryology (HFE) Act and the US Dickey-Wicker 
Amendment were established in the 1990s. These frameworks were 
not designed for cutting-edge developments such as stem cell-based 
embryo models. Updating these frameworks to include emerging 
technologies such as AI in embryo selection and advanced genetic 
techniques could ensure that regulations keep pace with innovations, 
while addressing new ethical concerns.

​Oversight is primarily seen at the national level, allowing for a legislative 
landscape tailored to unique cultural and social norms, which appears 
to be essential for a politically and culturally charged topic such as 
human embryology. Human embryology research is often shaped by 
such cultural and social norms, rather than scientific drivers. 

Disparate regulations across countries complicate international 
collaboration. For example, countries subscribing to the Oviedo 
Convention face strict restrictions on embryo research, while others 
such as the United States have decentralised and varied oversight 
across states. However, less formal oversight in the form of publication 
requirements, databases and repositories has provided direct support to 
embryologists for research and collaboration. 

A key limitation in current oversight is the inflexibility of hard law 
mechanisms to adjust to developments in research and public interest, 
as shown by the calls for a statutory definition of embryos: while such 
a definition could provide regulatory clarity, it could potentially lead to 
inflexible oversight that cannot keep up with progress.
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Genomics
Genomics (focusing on engineering biology) is a field of biology that focuses on the 
study of an organism’s complete set of DNA. Engineering biology applies the tools 
and techniques of engineering to biology, enabling novel biological system design, or 
redesign of existing systems.

Exemplar trends: There has been a rapid growth of engineering biology 
infrastructure, research and applications that span biomanufacturing, 
net-zero and climate mitigation, and agriculture security.

Exemplar opportunities: Innovations in healthcare, agriculture and 
industrial biotechnology are leading to sustainable solutions and new 
bio-based products.

Exemplar challenges: These include biosafety concerns given the 
dual-use nature of biological tools and outputs, ethical implications of 
synthetic organisms, and public acceptance. 

Exemplar oversight mechanisms: Given its varied applications, diverse 
policies, laws and frameworks govern this field, such as biosafety 
standards and public contracts, as well as international conventions 
such as the Biological Weapons Convention (BWC). 
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Key areas of debate related to the oversight of engineering biology R&I:

Disparate oversight mechanisms globally are creating obstacles for 
international collaboration in engineering biology, which is compounded 
by the vast number of sectors involved. International mechanisms such 
as the Cartagena Protocol could be adapted to ensure alignment across 
diverse applications and jurisdictions.

Engineering biology spans multiple sectors, leading to fragmented 
oversight with long approval timelines. For instance, in the EU, regulations 
such as Registration, Evaluation, Authorisation and Restriction of 
Chemicals (REACH) apply inconsistently across industries, creating 
confusion and conflicting incentives for research and commercialisation. 
Implementing cross-sector collaboration through initiatives such as the 
UK’s Regulatory Horizons Council and Engineering Biology Sandbox Fund 
can potentially streamline oversight, accelerate approvals, and improve 
dialogue between regulators and innovators.

Engineering biology advancements, especially in AI-enabled 
biotechnologies, can increase the potential for biosecurity threats. 
Current oversight mechanisms (e.g. the Biological Weapons Convention) 
are insufficient to assess and manage these risks, particularly the 
potential for malicious use. Strengthening biosecurity measures through 
international collaboration, such as the International Biosecurity and 
Biosafety Initiative for Science, could address gaps in risk management 
and better monitor the evolving threats posed by engineered pathogens.

AI integration in engineering biology poses challenges to data privacy, 
accuracy and ownership. Existing frameworks, such as the General 
Data Protection Regulation (GDPR), are not designed for the nuanced 
requirements of AI-driven biological research. 
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Neurotechnology
Neurotechnology is a rapidly evolving field that consists of devices and procedures 
used to access, monitor, investigate, assess, manipulate and emulate the structure and 
function of the neural systems of animals or human beings. 

Exemplar trends: Progress in brain–computer interfaces, neural 
prosthetics and cognitive enhancement technologies is ongoing, with 
huge investments seen in both the United States and China. 

Exemplar opportunities: The potential to treat neurological disorders, 
improve mental health and enhance cognitive abilities in a medical setting 
is being progressed, while non-medical use cases such as immersive 
gaming and meditation are emerging. 

Exemplar challenges: Ethical issues related to cognitive enhancement, 
privacy concerns, agency and autonomy, and the need for long-term 
safety studies are some of the many challenges in this complex field.

Exemplar oversight mechanisms: Ethical guidelines, consumer 
protection laws, and medically relevant acts and frameworks are some of 
the diverse ways this technology is overseen, with new models emerging 
such as dynamic consent and neurorights law.
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Key areas of debate related to the oversight of neurotechnology R&I:

Current regulations in jurisdictions such as the United Kingdom, United 
States and EU largely depend on broader frameworks for medical devices, 
data privacy and research ethics. These frameworks do not specifically 
address the unique challenges posed by neurotechnologies such as brain–
computer interfaces (BCIs) and neural implants, which are generating new 
forms of data and have potential for cognitive influence. 

Neurotechnologies generate sensitive neurodata, raising privacy concerns 
and issues of consent. Traditional frameworks such as the GDPR in the EU 
and the Health Insurance Portability and Accountability Act (HIPAA) in the 
United States do not explicitly address the nuances of neurodata, which 
creates risks for the misuse or unauthorised exploitation of this information, 
such as in a discriminatory fashion by employers or the services sector. 
Ethical guidelines focused on neurorights, such as Chile’s constitutional 
amendments, offer a proactive model for addressing these challenges​.  

Neurotechnologies developed for medical purposes (e.g. BCIs for 
rehabilitation) can potentially be repurposed for military or surveillance 
applications, leading to significant ethical and security concerns. Current 
oversight mechanisms are reactive and do not adequately prevent dual-
use scenarios. Developing international guidelines, such as the proposed 
Neurological Innovation and Defence Act in the United States, could help 
pre-emptively regulate the dual use of neurotechnologies, ensuring their 
applications remain ethical and beneficial​. 

There are limited mechanisms for the post-market surveillance of 
neurotechnology devices. This can lead to ‘device abandonment’, where 
manufacturers fail to maintain or repair devices, creating risks for users, 
especially those with implanted devices. Strengthening post-market 
oversight and surveillance systems, particularly for medical devices and 
consumer neurotechnology, could help manage long-term risks. 
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12 Executive summary

Exemplar trends: There are significant advancements taking place in 
AI algorithmic maturity, machine learning model development and data 
analytics capabilities.

Exemplar opportunities: These areas have the potential to revolutionise 
medical research, personalised medicine and data-driven decision making 
based on further leveraging omics2 datasets.

Exemplar challenges: Ethical concerns on algorithmic transparency, 
data use and privacy, algorithmic biases, and a fragmented governance 
landscape are seen as some of the critical challenges in this field. 

Exemplar oversight mechanisms: A mix of hard laws such as the General 
Data Protection Regulation (GDPR) and the European Union (EU) AI act, 
ethical guidelines, and self-regulatory frameworks are in place or under 
development.

2	 Omics refers to the totality of specific factors within a cell, tissue or organism, and primarily refers to genomics, 
transcriptomics, proteomics and metabolomics.

Data platforms and AI
Data platforms and AI are crucial, cross-cutting technologies that impact various 
domains, including engineering biology, embryology, organoids and neurotechnology. 
The two technologies are interconnected and lend increasing maturity, as well as 
complexity, to the other technology areas discussed in this study. Highlights from data 
platforms and AI are as follows: 
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Priority considerations for effective oversight of 
emerging technologies in the future 
This study has synthesised a vast body of evidence and underscores 
the transformative potential of emerging technologies, while 
highlighting the associated ethical, regulatory and societal challenges. 
Effective oversight mechanisms that encompass a range of informal 
(i.e. not legally binding) and formal and legally binding approaches are 
crucial for harnessing the benefits of these technologies and at the 
same time mitigating risks. Many such instruments are either in place 
or in development, and fill critical gaps, as well as expose others.

Although the oversight mechanisms, along with their associated 
challenges and opportunities, differ to varying degrees across 
the technology areas, several common themes have emerged. 
Addressing the challenge of balancing risks and innovation through 
oversight, and future-proofing oversight mechanisms against 
technological progress, are critical and common challenges 
encountered across various technologies. We propose eight priority 
considerations for stakeholders engaged in technology R&I, to 
support the development of the broader R&I and technology oversight 
ecosystem in the future. These priority considerations – as a set 
of cross-cutting actions – are also relevant for a wider audience, 
encompassing individuals and groups with a vested interest in the 
oversight of emerging technologies such as policymakers, industry 
professionals, funders, researchers and the public.

Priority consideration 1: Develop comprehensive 
process maps and establish networks of 
interconnected oversight mechanisms to 
support stakeholders in effectively navigating 
the labyrinth of relevant mechanisms in the 
technology oversight landscape. 

Context: The development and adoption of informal oversight 
mechanisms and the use of boards, taskforces or review committees 
is gaining popularity. Their timeliness and flexibility are key for 
keeping pace with fast-evolving technological developments and 
for adapting specific implementation strategies associated with 
the technology governance. However, the increasing commonality 
of informal oversight mechanisms can also lead to a complex and 
intertwined ecosystem of formal oversight mechanisms, informal 
guidelines and codes of practice, and numerous review committees 
and boards.  

Proposed action: Stakeholders involved in oversight should ensure 
that any implementation-focused informal oversight mechanisms 
developed, including those involving committees and guidelines, 
offer clear guidance and delineation regarding their position within 
and relationship to the broader technology oversight landscape. 
Developing such technology oversight ‘process maps’, and outlining 
and mapping the network of linked and nested oversight mechanisms 
at national and international levels, could prove valuable to 
researchers, industry professionals and regulators. 
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Priority consideration 2: Ensure that equity 
considerations are prioritised and integrated into 
all aspects of technology oversight to promote 
fairness and inclusivity.

Context: Disparities in access to, representation in and benefits from 
emerging technologies – and their oversight mechanisms – can 
lead to unequal societal and economic outcomes, undermining the 
potential for inclusive growth and innovation. Often, equity does not 
seem to receive the same level of attention as other critical aspects 
such as privacy and safety in the context of technology oversight.  

Proposed action: There is a need to actively support and refine 
technology oversight mechanisms to place greater emphasis on 
equity considerations. This is crucial for fostering an inclusive and 
fair technological landscape, and can help reduce barriers to entry for 
researchers, innovators and wider stakeholders involved in oversight 
mechanisms, including those from low/middle-income countries. 
Ensuring diverse and equitable representation in decision-making 
processes will help address the needs and concerns of marginalised 
or underrepresented communities, promoting fairness and reducing 
biases in technological development.

Priority consideration 3: Identify and establish 
common ground for practical and actionable 
international alignment to harmonise governance 
practices across borders.

Context: International oversight approaches can serve as valuable 
reference frameworks, providing foundational baselines for the 
development of national oversight mechanisms. Conversely, 
some international mechanisms may be too broad for national 
implementation and include relatively ambiguous guidance on 

monitoring and enforcement. They may also not sufficiently 
acknowledge social and cultural variations. 

Proposed action: Stakeholders engaged in technology oversight 
should ensure that international mechanisms extend beyond mere 
high-level principles or frameworks and include more detailed, 
practical implementation guidelines that reflect national and social 
contexts. Although international guidelines cannot address every 
specific need, a focused effort to identify key universal themes, such 
as ethics and social values, can be beneficial. When these themes 
are integrated into practical guidelines, they can facilitate a common 
foundation for international alignment on the oversight of emerging 
technologies (including on issues related to cross-border data flows).

Priority consideration 4: Intensify efforts to 
develop internationally coordinated risk mitigation 
strategies as part of implementing oversight 
mechanisms to address global challenges posed 
by emerging technologies.

Context: In the swiftly evolving landscape of emerging technologies 
such as AI and biotechnology, the challenges posed are inherently 
global. These technologies transcend national borders, creating 
interconnected risks that no single country can effectively manage 
alone. Issues such as ethical dilemmas, data privacy concerns, 
cybersecurity threats and the potential for technology misuse 
often necessitate a coordinated international response. The lack of 
harmonised standards and regulatory frameworks can potentially 
lead to fragmented governance, making it difficult to address these 
risks comprehensively. 

Proposed action: Linked to priority consideration 3, greater effort 
should be directed towards developing international collaboration and 
mechanisms for risk mitigation, with the establishment of common 
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norms and shared principles and standards for global adoption. 
Collaborative efforts (e.g. global forums, international task forces 
and treaties) can facilitate the sharing of insights and good practices, 
enabling countries to learn from each other’s experiences and develop 
more robust and resilient governance frameworks. Harmonisation 
across borders can also ensure consistent oversight. Joint initiatives 
can focus on addressing specific challenges and help pool resources 
and expertise to develop comprehensive solutions, ensuring that 
the benefits of innovation are widely shared while minimising the 
associated risks.

Priority consideration 5: Support the 
implementation and scaling of innovative 
oversight mechanisms to effectively manage 
the complexities and dynamics of emerging 
technologies.

Context: This study has documented significant activities involving 
the proposal of novel and innovative technology oversight 
mechanisms. These mechanisms often aim to ‘fill in the gaps’ 
identified in high-level regulations or to efficiently manage the 
increasing complexity of technology’s role in society, and vice versa. 
However, several of the mechanisms examined for this study lack 
specific implementation plans or defined pathways for refinement, 
adoption and uptake. Furthermore, many of the mechanisms remain 
theoretical constructs, with insufficient evaluation of their potential 
integration into the existing wider technology oversight ecosystem, or 
evaluation of their actual performance once implemented. 

Proposed action: To move from principles to practice, stakeholders 
such as regulators and public authorities engaged in oversight 
– particularly those working with emerging and experimental 
mechanisms – should critically assess and prioritise promising 

proposals for technology oversight to facilitate their development and 
path to implementation. This process could involve seeking broader 
consensus from various stakeholders, ensuring diverse perspectives 
are considered, establishing clear ownership and strategically 
positioning mechanisms within the existing oversight landscape, for 
example as outlined in priority consideration 1 above. 

Priority consideration 6: Facilitate proactive 
public involvement in the development of 
oversight frameworks to ensure transparency and 
accountability.

Context: Public trust and acceptance are crucial for the successful 
deployment and use of emerging technologies. Engaging the public 
can ensure that technology governance reflects societal values and 
needs. However, meaningful and widespread community and public 
participation are not yet standard practices in the development and 
implementation of technology oversight mechanisms. Although 
there are instances of emerging good practices, they are relatively 
infrequent. 

Proposed action: Discussions on technology oversight should 
focus on actively creating communities of interest and developing 
more accessible public engagement and participation platforms 
(for example, conducting more regular public consultations, surveys 
and forums to gather input, discuss and address concerns about 
emerging technologies; and launching educational campaigns to 
inform the public about technologies and their implications). This 
participatory approach involving a more diverse, general audience 
could help increase opportunities and streamline processes for 
gathering public input, which is crucial for shaping policies and 
building accountability and trust.
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Priority consideration 7: Incorporate adaptive 
practices into oversight processes to foster 
continuous learning, flexibility and agility in 
response to technological advancements.

Context: Technological change, especially in fields such as 
biotechnology and AI, are progressing at a rate that outpaces 
policymakers’ capacity to comprehend the full range of opportunities 
and risks these technologies present. This rapid pace of technological 
advancement can present significant challenges for traditional 
regulatory frameworks, which can struggle to keep up with the 
evolving landscape. Seemingly static regulations can quickly become 
outdated, failing to address new safety concerns, ethical issues, 
security vulnerabilities and societal impacts. This lag can potentially 
lead to regulatory gaps where harmful practices might go unchecked.

Proposed action: Stakeholders engaged in relevant technology 
oversight debates should consider the proactive development of 
adaptive governance frameworks. These frameworks could also 
integrate more agile, experimental oversight approaches – such as 
regulatory sandboxes – and be regularly updated to remain aligned 
with rapid technological advancements. Adaptive frameworks 
are designed to be flexible and responsive, allowing for regular 
updates and adjustments based on new evidence and technological 
developments, thereby ensuring that governance remain relevant and 
effective. These frameworks can also include relevant mechanisms 
for stakeholders to periodically provide feedback on governance, 
facilitating continuous improvement and allowing for real-time 
learning and the iterative improvement of governance mechanisms.

Priority consideration 8: Integrate anticipatory 
strategies into oversight frameworks to prepare 
for and address future developments in emerging 
technologies.

Context: The unpredictable nature of technological advancements 
makes it difficult to foresee all potential impacts, potentially leading 
to regulatory gaps and reactive governance. In some cases, this 
lag could result in the proliferation of inequitable or harmful effects. 
The challenge lies in creating governance mechanisms that are 
not only responsive and adaptive (see priority consideration 7), but 
also anticipatory and capable of understanding the implications 
of different technological trajectories, addressing future risks and 
opportunities before they manifest.

Proposed action: Implementing anticipatory technology governance 
mechanisms is crucial for effectively managing and future-
proofing rapidly evolving emerging technologies. Anticipating future 
developments and challenges enables proactive and informed 
decision making, thereby reducing the likelihood of negative impacts 
and enhancing potential benefits. Establishing dedicated foresight 
units to help integrate horizon scanning and scenario planning 
practices into oversight (and wider technology policy) development, 
and embedding forward-looking risk assessment tools can help 
ensure that technology governance frameworks remain relevant, 
effective, and capable of fostering sustainable and equitable 
technological advancements.




