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About This Report

On-demand gene synthesis is a growing industry that has democratized access to customized
synthetic DNA and RNA products used in biological research. This emerging technology
may present risks that could allow nefarious actors to obtain sequences of dangerous organ-
isms or novel-engineered pathogens to construct a biological weapon. Securing nucleic acid
synthesis has emerged as a federal policy priority. The 2022 National Biodefense Strategy
and Implementation Plan for Countering Biological Threats, Enhancing Pandemic Prepared-
ness, and Achieving Global Health Security issued by the White House recommends enhanc-
ing screening of nucleic acid synthesis orders and developing systems for identifying and
reporting suspicious orders. Executive Order 14110 tasks the White House Office of Science
and Technology Policy with establishing a framework “to encourage providers of synthetic
nucleic acid sequences to implement comprehensive, scalable, and verifiable synthetic nucleic
acid procurement screening mechanisms, including standards and recommended incen-
tives” (Executive Order 14110, 2023, p. 75201). Customers who receive federal funding will
be required to obtain synthetic gene products only from providers who adhere to the new
framework. The Framework for Nucleic Acid Synthesis Screening describes basic responsibili-
ties of synthetic sequence providers.

In this report, we provide recommendations for securing commercial nucleic acid synthe-
sis services against misuse. We reviewed U.S. government screening guidelines, the new gov-
ernment framework, synthetic biology industry consortium requirements, state legislative
proposals, and the scientific literature to answer the following research questions:

o What is the current state of commercial gene synthesis screening?

o How should providers determine whether an order is suspicious?

o How can providers or third parties ensure that suspicious orders split across providers
will be detected?

How should information about suspicious orders be relayed to law enforcement?

o How should providers’ conformity with screening rules be verified?

Implementation of the recommendations described in this report would satisfy the
requirements of several components of Executive Order 14110, helping to secure the syn-
thetic nucleic acid industry against its products being misused to create a dangerous biologi-
cal weapon. The recommendations first propose an overall screening workflow for providers
to implement, followed by recommendations to establish a database to log information about
orders, implement customer screening, communicate with law enforcement, and assess pro-
viders’ conformity with the screening framework.

The intended audience for this report consists of U.S. government officials and their agen-
cies tasked with responding to Executive Order 14110 section 4.4(b), synthetic biology indus-
try stakeholders, and synthetic nucleic acid customers.
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Summary

The increasing availability and decreasing cost of custom synthetic nucleic acids presents a
risk of misuse. Made-to-order synthetic nucleic acids could be used to reconstruct an existing
but hard-to-obtain pathogen or to engineer a novel or more-virulent pathogen, leading to the
construction of a biological weapon. Securing nucleic acid synthesis is a policy priority for the
U.S. government and the synthetic biology industry. Executive Order 14110 tasks the White
House Office of Science and Technology Policy with establishing a framework “to encourage
providers of synthetic nucleic acid sequences to implement comprehensive, scalable, and veri-
fiable synthetic nucleic acid procurement screening mechanisms, including standards and
recommended incentives” (Executive Order 14110, 2023, p. 75201). Executive Order 14110
further requires agencies to restrict federal funding only to entities that obtain nucleic acid
synthesis services from providers that adhere to the screening framework.

There is currently no legal requirement that gene synthesis providers screen their custom-
ers or their orders to ensure that the requested synthetic DNA and RNA constructs are not
used for harmful purposes, although many providers screen orders voluntarily. The Interna-
tional Gene Synthesis Consortium (IGSC), a consortium of industry gene synthesis compa-
nies, requires members to adhere to requirements in its Harmonized Screening Protocol. In
2010, Office of the Secretary of the U.S. Department of Health and Human Services (HHS)
issued voluntary guidance on ordering and customer screening for providers of synthetic
nucleic acids. This voluntary guidance was updated in 2023 by the Administration for Stra-
tegic Preparedness and Response, also within HHS. But there is currently no universally
accepted standard for screening customers or orders. Not all companies screen their orders,
and companies that do screen orders may follow different protocols or have different criteria
for rejecting or reporting suspicious orders.

In this report, we review government screening guidelines, industry consortium require-
ments, legislative proposals, and the scientific literature to assess the current state of com-
mercial gene synthesis screening; summarize proposals for strengthening screening; and
contribute recommendations for implementing comprehensive screening policies to secure
commercial nucleic acid synthesis. These recommendations expand on and strengthen gov-
ernment communications, such as the HHS guidance, industry consortium rules and best
practices (such as those developed by IGSC) and proposals developed by researchers and pro-
vider organizations. Our recommendations also go beyond the Framework for Nucleic Acid
Synthesis Screening (Fast Track Action Committee on Synthetic Nucleic Acid Procurement
Screening, 2024) in describing specific steps and decision criteria in the screening workflow,
along with the conformity assessment tools providers should use in designing screening pro-
cedures to comply with the framework.
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The recommendations in this report address the following components of Executive
Order 14110 (2023):

o 4.4(b)(1)(B) “determine standardized methodologies and tools for conducting and ver-
ifying the performance of sequence synthesis procurement screening, including cus-
tomer screening approaches to support due diligence with respect to managing security
risks posed by purchasers of biological sequences . . . and processes for the reporting of
concerning activity to enforcement entities” (p. 75201)

o 4.4(b)(ii)(A and D) “develop and refine for possible use by synthetic nucleic acid sequence
providers: (A) specifications for effective nucleic acid synthesis procurement screen-
ing; . . . and (D) conformity-assessment best practices and mechanisms” (p. 75202)

o 4.4(b)(iv)(A) “develop a framework to conduct structured evaluation and stress testing
of nucleic acid synthesis procurement screening” (p. 75202).

The recommendations also complement proposals for international mechanisms to secure
nucleic acid synthesis.

Key Findings

Our review of government nucleic acid synthesis screening guidelines, industry consortium
requirements, legislative proposals, and the scientific literature yielded the following findings:

o Commercial gene synthesis presents a serious risk of misuse or accident.

o Screening protocols vary across providers.

o Providers currently have no way to share information about suspicious customers
or orders.

o Strengthening customer screening and verification is a promising way to help secure
gene synthesis.

o Clearer standards for reporting suspicious orders to authorities would streamline follow-
up screening and improve enforcement.

o The U.S. government currently has no mechanism for assessing the conformity of pro-
viders’ screening systems with guidelines or policies.

Recommendations

We recommend that the U.S. government take the following actions to address the com-
ponents of Executive Order 14110 described above. The first reccommendation proposes the
overall screening workflow to be implemented by providers. Subsequent recommendations
describe in more detail several steps in this workflow, including customer screening, check-
ing a database for evidence of split orders, and communicating with law enforcement about
suspicious orders. The final recommendation covers assessment of providers’ conformity
with the proposed screening framework.

Vi



Summary

Revise the 2023 Administration for Strategic Preparedness and Response guidelines to
include specific information to be collected and decision criteria for each step of the
screening pipeline.

Establish a third-party database to log information about synthetic nucleic acid orders
and periodically check those records for evidence of suspicious activity.

Establish customer screening requirements, including identity verification measures.
Establish criteria and data requirements for sharing information about suspicious orders
with law enforcement agencies.

Implement procedures and standards for assessing the conformity of providers’ screen-
ing practices with requirements.

vii
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CHAPTER 1

Background

Nucleic acid sequences are the physical representations of heritable biological information for
all forms of life. In the forms of deoxyribonucleic acid (DNA) and ribonucleic acid (RNA),
they define the genetic sequences of all plants, animals, bacteria, fungi, and viruses. Since
the discovery of the structure and function of the DNA molecule in the 1950s, biologists
have sought to characterize genetic information by sequencing the genomes of organisms.
Knowledge about these sequences is now widespread, with biological sequences stored in
such publicly available databases as GenBank. At the same time, scientists have invented tools
for altering genetic information by inserting, deleting, or rearranging genomic elements in
living systems. Progress in synthetic biology has advanced rapidly, providing laboratory pro-
tocols, machines, and reagents for rapid and accurate reading, writing, and editing of nucleic
acid sequences (National Security Commission on Emerging Biotechnology, 2024a). Biotech-
nology has also advanced alongside new tools from synthetic biology, providing methods
that allow researchers to construct customized or novel nucleic acid sequences and insert
them into the genomes of existing agents or create novel agents. Synthesis of DNA and RNA
molecules directly from digital sequence representations constitutes a major step forward in
synthetic biology, connecting computational methods for designing genes to their physical
manifestation for use in living organisms.

This chapter describes the current state of the commercial gene synthesis industry, the risk
of misuse of synthesized nucleic acid sequences, related risks of benchtop synthesis hardware,
and government and industry recommendations and requirements for synthetic nucleic acid
screening. We also explain the parts of Executive Order 14110 (2023) that relate to securing
nucleic acid synthesis and describe the scope and intended audience of this report. In this
chapter and throughout the report, we use the following terms as defined by the U.S. Depart-
ment of Health and Human Services’s (HHS’s) Administration for Strategic Preparedness
and Response (ASPR):

o Provider: The entity that synthesizes and distributes double-stranded DNA (dsDNA). A
Provider is understood to be an entity synthesizing dsDNA for and distributing dsDNA
to a customer, not a research scientist collaborating with a colleague.

o Customer: “The individual or entity (such as an institution) that orders or requests syn-
thetic nucleic acids from a Provider, or that purchases synthesis equipment from a Man-
ufacturer.”
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o Principal user: “The individual who originates an order or request for synthetic nucleic
acids or synthesizes nucleic acids and oversees the use of ordered or synthesized nucleic
acids in the laboratory. The Principal User may also be the End User.”

o End user: “The individual who possesses and uses synthetic nucleic acids that they have
received from a Customer, Principal User, or another End User.” (ASPR, 2023b, p. 3)

Commercial Gene Synthesis Market Grows as Costs Decrease

Commercial on-demand nucleic acid synthesis is a growing industry that has expanded
access to customized synthetic DNA and RNA products used in biological research. Indi-
viduals and organizations can now order synthetic DNA or RNA from an online platform
and have it delivered to their door by mail. A report from the National Academies of Sciences,
Engineering, and Medicine (2018, pp. 18-19) describes nucleic acid synthesis as one of the key
technologies enabling the synthetic biology revolution:

The heart of synthetic biology is the ability to make DNA constructs quickly and effi-
ciently. Improvements in synthesis technology have followed a “Moore’s Law-like” curve
for both reductions in costs and increases in the length of constructs that are attainable.
These trends are likely to continue.

Minshull and Wagner (2009, p. 800) write of the promise of beneficial uses of nucleic acid
synthesis services:

Gene synthesis enables a new world of possibilities: in the development of biofuels to
combat climate change, in drug development to combat both persistent and emerging
diseases, in agriculture to engineer crops that are more nutritious and resilient, and in
research to bring a deeper understanding of the inner workings of the cell and of life itself.

Commercial synthesis of short (approximately 13 to 25 nucleotides) single-stranded
sequences of DNA—called oligonucleotides—has been available for many years, but
oligonucleotides must be assembled using time-consuming laboratory techniques to piece
together longer gene-length DNA sequences (Smith et al., 2003). Synthesis of much longer
(ranging from hundreds to hundreds of thousands of base pairs) gene-length dsDNA is now
feasible (Gibson et al., 2009). Providers offer gene-length products, up to 200,000 base pairs,
in the form of nucleotide sequences in quantities ranging from a few micrograms to several
grams. The commercial market for synthetic gene products has expanded, and costs have
dropped sharply (Carlson, 2022). In addition to longer sequences, gene synthesis providers
offer rapid and inexpensive synthesis and delivery of custom sequences. Current prices for
oligonucleotides are as low as $0.07 per base pair and about $0.09 per base pair for gene-
length sequences (Twist Bioscience, undated), and order fulfillment can occur in as few as
two to three days.
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Accessible Gene Synthesis Presents Risk of Misuse

Increasingly, accessible commercial gene synthesis reduces barriers to developing a danger-
ous pathogen (Langenkamp, 2023), including resurrecting an extinct pathogen, re-creating
an existing pathogen that is rare or whose possession or use is restricted (e.g., select agent
pathogens), or de novo engineering and synthesis of pathogens or novel biotoxins. Four
major factors contribute to the risk of misuse: (1) ready availability of sequences for dan-
gerous pathogens, (2) limited oversight of sequences for dangerous organisms by existing
regulatory authorities, (3) the possibility of novel-engineered sequences that do not closely
resemble those of regulated sequences, and (4) the market effects of declining costs for gene-
length synthesis.

Pathogen Sequences Are Available Online

Synthesis of potentially dangerous extinct or existing but hard-to-obtain pathogen sequences
is possible because the sequences are readily available in electronic public databases, includ-
ing the sequence database GenBank (National Library of Medicine, 2022) from the National
Institutes of Health (NIH). Community portals, such as National Center for Biotechnology
Information (NCBI) Virus (National Library of Medicine, undated), provide a specialized
interface for finding sequences of viruses, and Virus-Host DB (Mihara et al., 2016) provides
information about relationships between viruses and hosts linked to NCBI taxonomies. The
creation of viable pathogens or organisms using commercially available or synthesized gene
products has been demonstrated in several publications. For example, Gibson et al. (2008)
synthesized the entire genome of a bacterium, Mycoplasma mycoides, using commercially
purchased synthetic sequences, and Gibson et al. (2010) inserted it into a related bacterium
whose own genome had been removed, creating a new organism that could replicate and
grow. Researchers have also synthesized viruses, including the poliovirus (Cello, Paul, and
Wimmer, 2002), 1918 Spanish influenza virus (Tumpey et al., 2005), SARS-CoV-2 (Xie et al.,
2021), and Mpox (Liu et al., 2023).

In 2016, Noyce, Lederman, and Evans synthesized viable infectious horsepox virus, an
orthopoxvirus closely related to the virus responsible for smallpox, which was presumed
to be extinct. Their resulting paper (2018) described using publicly available sequence data
repositories to obtain the horsepox virus genetic sequence, and then using commercial DNA
synthesis services to purchase, as Koblentz (2017, p. 623) described, “DNA fragments of
approximately 30 Kbp [kilobase pair] each that collectively represented the entire 212 Kbp
genome with some overlap between the fragments.” Using established laboratory techniques
(World Health Organization [WHO], 2016a), the researchers transfected viral DNA into cells
already infected with another poxvirus containing viral proteins needed to transcribe the
viral DNA and replicate the virus. These experiments, while conducted for scientific pur-
poses, highlight the potential risks associated with the use of synthesized gene products to
create highly virulent and contagious pathogens that could cause widespread harm or lead to
a global pandemic.
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Existing Regulatory Programs Have Limited Oversight of Nucleic
Acid Sequences

Existing regulatory programs provide lists of dangerous agents and rules that limit the
possession, use, and transfer of those agents, and they also control biological sequences that
could be used to create some of those agents. The Federal Select Agent Program (FSAP)
regulates potentially dangerous agents, including the genomes of RNA viral select agents for
which the genomes of those agents can be directly translated into the protein constituents
(FSAP, 2024). Hybrid or chimeric agents, even of select agent pathogens, are not necessarily
classified as select agents unless they have specifically been designated as such (Wells and
Parker, 2023a; Wells and Parker, 2023b). In the United States, the possession, use, or transfer
of a select agent or toxin requires registration with FSAP and certification by the govern-
ment, including a check of relevant records by the Federal Bureau of Investigation (FBI)
(FSAP, 2022). In addition, the U.S. Commerce Control List regulates the transfer of some
potentially dangerous organisms and genetic elements (Bureau of Industry and Security,
undated). Title 18 of the U.S. Code includes federal criminal statutes involving biological
agents and toxins, including criminal penalties for the possession of select agents by anyone
who is not registered to possess them (U.S. Code, 2012). In addition, authorization from the
HHS secretary is required to possess or synthesize variola (smallpox) virus, including “any
derivative of the variola major virus that contains more than 85% of the gene sequence of
the variola major virus or the variola minor virus” (U.S. Code, 2012). WHO has also issued
recommendations limiting synthesis and use of variola DNA (WHO, 2016b). But research-
ers have highlighted serious problems with relying on taxonomic lists of dangerous agents
(Millett et al., 2023, p. 522):

Taxonomic lists are an excellent tool for controlling access to whole organisms, which is
necessary for export controls and when possession of certain agents has been criminal-
ized. ... However, modern biotechnology increasingly makes use of parts of organisms to
confer new traits to species, sometimes making the origin species of a single part a poor
(or even misleading) proxy for risk assessment.

Pathogen Sequences May Be Designed to Not Resemble Existing
Regulated Agents

Malicious actors might be able to evade regulations on select agents by disguising or modi-
fying dangerous ordered nucleic acid sequences. Furthermore, it is increasingly possible to
design novel pathogenic nucleic acid sequences that are sufficiently different from existing
select agents so that they might not be detected by screening tools. Even in 2006, the National
Science Advisory Board for Biosecurity (p. 8) wrote that “[i]t is now feasible to produce syn-
thetic genomes that encode novel and taxonomically unclassified agents with properties
equivalent to, or potentially more harmful than, current Select Agents.” The National Acad-
emies of Sciences, Engineering, and Medicine (2018), in assessing risks for the U.S. Depart-



Background

ment of Defense’s Chemical and Biological Defense Program, identified de novo synthesis of
pathogenic viruses and bacteria as one of the most pressing biodefense challenges.

Declining Synthesis Costs May Contribute to Proliferation

Finally, market forces in the synthetic nucleic acid industry have contributed to both lower
costs and the proliferation of commercial providers (Carlson, 2022). As costs per base pair
drop below $0.10 and order volumes increase, fixed screening costs may occupy a larger
share of providers’ costs (Diggans and Leproust, 2019). Shrinking profit margins on gene-
length and oligonucleotide synthesis could limit providers’ willingness to invest in screening,
although providers with well-established screening programs may bear the least additional
burden under expanded screening guidelines. A report from the J. Craig Venter Institute
highlighted the difficulty of guaranteeing screening of gene synthesis orders by providers:

All of the factors mentioned above—declining dsDNA synthesis costs, greater interna-
tional participation in the industry, potential decentralization of dsDNA production—
will make it more difficult for DNA providers to adhere to the Guidance and more diffi-
cult for policy makers to maintain a consistent level of biosecurity screening. (Carter and
Friedman, 2015, p. 16)

Related Risks of Benchtop Synthesis Hardware

Benchtop nucleic acid synthesis machines—sometimes called “DNA printers”—are also pro-
liferating. These devices are sold for use in customers’ own research lab facilities. Benchtop
synthesis of short oligonucleotides (which requires labor-intensive assembly) has been pos-
sible for decades, but on-site, easy-to-use synthesis of gene-length dsDNA is now possible
(Carter, Yassif, and Isaac, 2023). Benchtop synthesis presents additional biosecurity chal-
lenges because it may be possible to use these on-site devices to bypass screening proce-
dures employed by mail-order synthesis providers. Of particular concern is unauthorized
user modification (“jailbreaking”) of synthesizers to enable unchecked synthesis of custom
sequences, including those belonging to dangerous pathogens. Although jailbreaking may
circumvent technical screening measures, customer screening approaches, such as those
described in this report, might remain useful for screening purchasers of benchtop synthesis
devices and customers of consumable inputs to such devices. Some of the findings and rec-
ommendations described in this report may apply to this growing market.
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Securing Gene Synthesis a Priority for Government, Industry,
and Researchers

Early Warnings and Governance Proposals

Before U.S. government guidance on securing gene synthesis emerged, several early
authors—provider companies and biosecurity researchers—recognized the need for gover-
nance of nascent gene synthesis technologies and the growing synthetic biology industry.
Aldhous (2005) issued one of the first warnings about the malicious use of made-to-order
DNA services and Church (2005) offered a proposal for safe synthetic biology, including one
of the first calls for the regulation of commercial DNA synthesis and screening of requested
sequences against a database. A public draft of the Declaration of the Second International
Meeting on Synthetic Biology warned that “despite several years of ad hoc encouragement
and inquiries to different government agencies, not all DNA synthesis companies examine
their orders for DNA sequences encoding hazardous biological systems” (International Meet-
ing on Synthetic Biology, 2006, p. 2). The draft declaration called for industry adoption of
guidelines for sequence screening. These early warnings and proposals did not distinguish
between synthesis of oligonucleotides and gene-length sequences.

Around the same time, the National Science Advisory Board for Biosecurity (2006) issued
a report that addressed biosecurity concerns related to the synthesis of select agents. The
report recommended that HHS and the U.S. Department of Agriculture—the government
agencies that manage the select agent program—develop guidance to synthesis providers
regarding synthesizing select agents, screening orders that may represent sequences of select
agents, and reporting suspicious orders.

Garfinkel et al. (2007) proposed options for the governance of synthetic genomics, includ-
ing requiring providers to screen orders and sequences and retain records, while Biigl et al.
(2007) presented a proposal for the oversight of commercial DNA synthesis by a group of
academics, industry executives, and security experts. A report prepared by Gryphon Scien-
tific for the U.S. Department of Homeland Security described the trade-offs of possible regu-
latory actions to reduce biosecurity risks associated with the synthetic nucleic acid industry
(Casagrande et al.,, 2007). Nouri and Chyba (2009) issued a warning that increased access
to gene synthesis technology and the expansion of the industry represented a security risk
that required solutions inspired by nuclear nonproliferation. But two industry representa-
tives, Minshull and Wagner (2009, p. 800), responded skeptically, writing that increased
biosecurity screening of sequences might stifle innovation:

If customers suspected that the confidentiality of their sequences might in any way be
compromised, we would witness a withering of the enormous amount of innovation cur-
rently facilitated by synthesis; it could even compromise our ability to respond to poten-
tial pandemics.
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Formation of Industry Consortia

Gene synthesis industry fears about burdensome biosecurity regulation may have spurred
efforts to self-regulate, generating recommendations and policies for improving screening.
Some of these efforts arose from biosafety and biosecurity concerns within the industry,
and others were in response to government recommendations or requests for comment. In
2009, the International Association for Synthetic Biology (IASB) issued a code of conduct
for best practices in gene synthesis to “secure the foundations of this fledgling field against
abuse and to bring Synthetic Biology to its full potential” (IASB, 2009, p. 1). The code rec-
ommended that members take steps to screen sequences for similarity to known dangerous
agents, screen customers for legitimacy, and report suspicious orders to relevant law enforce-
ment authorities. The IASB code further specified that a human expert would investigate
sequences flagged by automated sequence screening. Two synthesis providers, DNA2.0 (now
ATUM) and GeneArt, disagreed and produced a code of conduct that did not require human
review of flagged sequences (Check Hayden, 2009). In 2009, the resulting coalition of five
providers became the International Gene Synthesis Consortium (IGSC). The IGSC published
the “Harmonized Screening Protocol for Gene Sequence & Customer Screening to Promote
Biosecurity,” which specified sequence screening, customer screening, recordkeeping, order
refusal and reporting, and regulatory compliance rules for member companies (IGSC, 2009).
The IGSC eventually accepted the human review requirement for flagged sequences.

2010 U.S. Department of Health and Human Services Guidance and
the Response from the Gene Synthesis Industry

In 2010, formal government guidance arrived: the Office of the Secretary at HHS issued
“Screening Framework Guidance for Providers of Synthetic Double-Stranded DNA,” rep-
resenting the first comprehensive response to prior calls for formal guidance and providing
clarity on the responsibilities of providers for screening gene synthesis orders (HHS, Office
of the Secretary, 2010). The 2010 guidance laid out three components of screening: customer
screening, sequence screening, and follow-up screening. Although the HHS guidance was
nonbinding, it presented clear minimum standards for providers to follow and clarified
reporting options when a provider identified a suspicious gene synthesis order. The HHS
guidance recommends that providers check the legitimacy of customers and screen dsDNA
orders over 200 base pairs in length but does not address the screening of synthetic oligo-
nucleotide orders. The guidance includes recommendations for the review of sequences and
detection of sequences of concern (SOCs), but does not specify whether this should be con-
ducted by a human reviewer.

Industry calls to improve the security of synthesis services and compliance with federal
guidance continued. In 2015, the J. Craig Venter Institute issued DNA Synthesis and Biosecu-
rity: Lessons Learned and Options for the Future (Carter and Friedman, 2015), which described
the 2010 HHS guidance, its implementation by providers at the time, the earlier IGSC rules
for member companies, and recommendations for improving compliance with screening
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guidelines. The report recommends requiring U.S. federal grantees to obtain dsDNA only
from companies that comply with HHS guidance. In 2017, the IGSC produced the second
version of its Harmonized Screening Protocol, requiring IGSC member companies to screen
sequences and customers, retain records, and report suspicious orders to law enforcement.
The new IGSC rules were intended to “help ensure broad compliance with HHS Guidance
for Double-Stranded DNA Providers and other international standards” (IGSC, 2017, p. 1)
by strengthening the screening protocol employed by member companies. IGSC members
are required to “screen the complete DNA sequence of every synthetic gene order,” for which
synthetic gene is defined as “[a] gene or other DNA fragment produced by Gene Synthesis,
typically greater than 200 base pairs in length” (IGSC, 2017, pp. 1, 4). The new IGSC rules also
require human review for flagged sequences:

When automated screening identifies a potential pathogen or toxin sequence, the order is
reviewed by a human expert using common IGSC screening criteria and is either accepted,
accepted with a requirement for additional customer review, or rejected. (IGSC, 2017, p. 2)

The IGSC recommendations are significant because they expand on the 2010 HHS recom-
mendations and make screening and compliance with these enhanced rules mandatory for
IGSC member companies. However, IGSC has no mechanism to monitor or evaluate member
companies’ compliance with these rules.

DiEuliis, Carter, and Gronvall (2017, p. 2) presented options for strengthening screening
protocols, highlighted the costs of screening for providers, and warned that the 2010 “HHS
Screening guidance is becoming obsolete.” Diggans and Leproust (2019) described recommen-
dations for improving biosecurity within the industry and highlighted the role of the IGSC
screening protocol in filling gaps in guidance provided by federal authorities.

Updated Government Guidance

Partially in response to continuing concern by industry representatives, researchers, and
other stakeholders, in 2020, the Assistant Secretary for ASPR issued a notice of review and
revision of the 2010 HHS screening framework guidance (HHS, Office of the Secretary, Assis-
tant Secretary for Preparedness and Response, 2020). This request for comments to inform
a revision of the existing guidance sought perspectives from industry and other life-sciences
stakeholders on defining SOCs, sequence screening approaches, biosecurity measures, and
customer screening.

Industry organizations contributed their perspectives. In 2022, the Engineering Biology
Research Consortium (EBRC) issued considerations and recommendations for updating
the 2010 HHS guidance, including proposals for improving technical sequence screening,
strengthening customer screening, and implementing follow-up screening on flagged orders
(EBRC, 2022). EBRC recommended specific customer screening best practices, including
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i) requiring customer identification data, including a physical, non-residential shipping
address (PO boxes are not permitted given the lack of traceability); ii) restricted party
screening to prevent any prohibited individuals or entities from receiving U.S. prod-
ucts or technologys; iii) verifying a legitimate need—or, minimally, a scientifically sound
use—and authorization before providing sequences for regulated pathogens or toxins;
and iv) noticing “red flags” such as evasiveness around identity or affiliation. (EBRC,
2022, p. 6)

The American Society of Gene and Cell Therapy (Barrett, 2022) issued public comments
on the proposed revisions and recommended expanding the scope of guidance to include
single-strand DNA and dsDNA as short as 50 nucleotides in length, expanding the set of
SOCs beyond the select agent and Commerce Control lists, and strengthening customer
screening by requiring customers to preemptively verify their legitimacy when ordering syn-
thetic SOCs. The American Society of Gene and Cell Therapy recommended against the
screening of DNA and RNA oligonucleotides shorter than 20 nucleotides in length because
of concerns that this would burden providers.

State Legislative Efforts

In the absence of federal legislation to secure commercial nucleic acid synthesis, some U.S.
states have attempted to develop screening requirements and verification processes, often
using the IGSC rules as a template. These efforts have been only partly successful. California
Assembly Bill No. 70 proposed amending the state Health and Safety Code and requiring the
California Department of Public Health to

develop a verification process, with input from the IGSC and industry stakeholders,
to verify that a gene synthesis provider and manufacturer of gene synthesis equipment
adhere to customer and sequence screening protocols that are equivalent to, or stronger
than, the IGSC’s Harmonized Screening Protocol. (Assembly Bill No. 70, 2021)

The bill required any entity receiving state resources to purchase gene synthesis products
only from providers that were current members of the IGSC or were otherwise verified. In
addition, any gene synthesis providers operating in California that did not conduct IGSC
screening or its equivalent would be fined. Although the bill was passed by the California
State Assembly, it was vetoed by Governor Gavin Newsom, who wrote that “consideration
should be given to whether a patchwork of state and federal regulations on biosecurity is the
most effective way to approach an issue of international magnitude” (Newsom, 2021).

In 2022, a less stringent bill, California Assembly Bill No. 1963, was passed and enacted,
requiring California State University and requesting the University of California to “develop
systemwide guidance for purchasing gene synthesis equipment or gene synthesis products
from gene synthesis providers who prevent the misuse of synthetic genes and safeguard the
benefits of gene synthesis technology while minimizing risk, and to consider including IGSC
criteria in their guidance” (Assembly Bill No. 1963, 2022).
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In Maryland, House Bill 1256 would have required the Maryland Department of Health
to “develop gene sequence and customer screening guidelines for gene synthesis providers
and manufacturers of gene synthesis equipment” operating in or with Maryland and would
have established civil penalties for failure to maintain certification (House Bill 1256, 2021).
The bill would have required that “entities that receive State resources may purchase gene
synthesis products and equipment only from certified providers and manufacturers,” but the
bill was withdrawn by its sponsor in 2021 (House Bill 1256, 2021).

Increasing Engagement and New Government Guidance

In 2022, the White House issued the National Biodefense Strategy and Implementation Plan
for Countering Biological Threats, Enhancing Pandemic Preparedness, and Achieving Global
Health Security, which increased the urgency for strengthening gene synthesis screening and
called on the U.S. government to “[eJnhance screening of domestic biotechnology research,
nucleic acid and biologics synthesis orders, and systems for identification and reporting sus-
picious orders, in consultation with relevant private sector partners” (p. ix).

Researchers and organizations also contributed responses to the HHS draft update. The
Institute for Progress proposed improving capabilities for sequence screening, facilitating
customer screening via licensing, automating the reporting of suspicious customers and
orders to authorities, and withholding federal funding from entities that obtain synthetic
genes from noncompliant providers (Williams and Kane, 2023). Hoffmann et al. (2023)
offered proposals for improving technical sequence screening and SOC databases. Batalis
et al. (2024) warned that new artificial intelligence (AI) tools in combination with made-
to-order nucleic acid synthesis could enable malicious actors to hasten development of a
biological weapon and recommended mandating screening for all providers. Carter, Yassif,
and Isaac (2023) offered recommendations to secure benchtop synthesis devices, including
enhancing customer screening to ensure the legitimacy of users, improving sequence screen-
ing, and establishing incentives for compliance.

In response to the public comments and growing agreement on the need to reform its
earlier guidance, ASPR issued its “Screening Framework Guidance for Providers and Users
of Synthetic Nucleic Acids” in 2023, a comprehensive revision to the 2010 HHS guidance
(ASPR, 2023b). The new guidance recommended screening single-strand DNA and dsDNA
sequences and implementing records management and cybersecurity measures. Among the
changes to the previous guidance, the 2023 ASPR recommendations include specific match
criteria for sequence screening, detailed criteria for customer legitimacy checks, and options
for reporting to law enforcement (in particular, the local FBI weapons of mass destruction
[WMD)] coordinator).

International Initiatives

U.S. efforts to secure nucleic acid synthesis have not occurred in isolation. In 2022, the United
Kingdom’s (UK’s) “Biosecurity Strategy: Summary of Public Response” called for regulatory
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action to address risks of increased access to gene synthesis: “Building international laws
and restrictions to address concerns around the democratisation of science were also raised,
where increasing access to DNA synthesis risked use by hostile actors and required regu-
latory oversight” (Cabinet Office, 2022). The Centre for Long-Term Resilience conducted a
workshop for the UK government and provided recommendations for synthetic nucleic acid
screening. In 2022, WHO issued the Global Guidance Framework for the Responsible Use of
the Life Sciences and highlighted DNA synthesis in one of its risk scenarios.

In 2020, the World Economic Forum and the Nuclear Threat Initiative (NTI) proposed
an international Common Mechanism for DNA Synthesis Screening and identified the
need for a separate organization focused on the risks of emerging biotechnologies (World
Economic Forum and NTI, 2020). In 2022, NTI Global Biological Policy and Programs
(NTI | bio) hired Piers Millett to serve as the executive director of this biosecurity organi-
zation, the International Biosecurity and Biosafety Initiative for Science (IBBIS). In 2024,
NTI | bio formally launched IBBIS as the long-term home for the Common Mechanism for
DNA Synthesis Screening and for the Technical Consortium, a group of biosecurity experts
from industry and government. The Common Mechanism is DNA synthesis screening soft-
ware that is free, distributed, open-source, and automated, intended to increase the interna-
tional adoption of synthesis screening and to make screening easier to implement for syn-
thesis providers (Wheeler et al., 2024). IBBIS now operates independently, with two staff in
addition to Millett and funding from philanthropic donors (IBBIS, undated; NTI, undated).
Nongovernmental researchers and organizations have offered several proposals and prod-
ucts to help providers conduct sequence screening, including SeqScreen (Balaji et al., 2022),
Aclid (undated), FAST-NA (Raytheon BBN, undated), UltraSEQ (Battelle, undated), and
SecureDNA (undated).

Executive Order 14110

In October 2023, President Joseph R. Biden issued Executive Order 14110, which tasks the
Director of the White House Office of Science and Technology Policy (OSTP) with establish-
ing a framework “to encourage providers of synthetic nucleic acid sequences to implement
comprehensive, scalable, and verifiable synthetic nucleic acid procurement screening mecha-
nisms, including standards and recommended incentives” (p. 75201). The executive order
includes a mechanism that incentivizes compliance with the new screening rules by requir-
ing that “all agencies that fund life-sciences research shall, as appropriate and consistent with
applicable law, establish that, as a requirement of funding, synthetic nucleic acid procurement
is conducted through providers or manufacturers that adhere to the framework” (Executive
Order 14110, 2023, p. 75202).

The executive order also requires OSTP to develop methods for ensuring that providers
comply with the new synthesis guidelines:
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determine standardized methodologies and tools for conducting and verifying the per-
formance of sequence synthesis procurement screening, including customer screening
approaches to support due diligence with respect to managing security risks posed by
purchasers of biological sequences identified in subsection 4.4(b)(i)(A) of this section,
and processes for the reporting of concerning activity to enforcement entities. (Executive
Order 14110, 2023, p. 75201)

The Framework for Nucleic Acid Synthesis Screening (Fast Track Action Committee on
Synthetic Nucleic Acid Procurement Screening, 2024, p. 5) incorporates and supplements
the 2023 ASPR guidance and applies to “federally funded life sciences research involving the
procurement of all types of synthetic nucleic acids—including but not limited to DNA and
RNA, whether single- or double-stranded, as well as whole organism genomes (e.g., viruses,
bacteria)—containing any synthetic SOC.” The framework outlines the following six respon-
sibilities of providers:

o attest to implementing the screening framework

o screen purchase order for synthetic nucleic acids to identify SOCs
o screen customers submitting purchase orders of SOCs

o report potentially illegitimate purchase orders involving SOCs

« retain records

o ensure cybersecurity and information security.

The framework also specifies that sequences at least 200 nucleotides long should be
screened for SOCs, with this threshold reduced to 50 nucleotides in 2026:

Ata minimum, DNA or RNA, single- or double-stranded, 200 nucleotides (including the
corresponding amino acid sequence, if applicable) or longer should be screened for SOCs.
As of October 13, 2026, this screening window will be decreased to 50 nucleotides, and
Providers should implement screening mechanisms that detect the potential for shorter
nucleotides to be assembled into SOCs when multiple synthetic nucleic acids are ordered
by the same customer in a bulk order or for multiple orders over time. (Fast Track Action
Committee on Synthetic Nucleic Acid Procurement Screening, 2024, pp. 6-7)

Executive Order 14110 and the framework developed by the Fast Track Action Commit-
tee on Synthetic Nucleic Acid Procurement Screening make screening required for provid-
ers who receive orders from customers using federal funding. In implementing the specific
requirements of the executive order, government agencies will develop and standardize a
framework for screening that could be adopted by all or most providers or required by indus-
try consortia, such as IGSC. More broadly, the screening framework developed under the
executive order could inform such international efforts as the Common Mechanism for DNA
Synthesis Screening. Although the executive order specifically restricts U.S. federal govern-
ment funding to providers that comply with the framework, many elements of the frame-
work are not specific to the United States. All the recommendations in this report could be
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modified for the international context, including the overall screening workflow, the estab-
lishment of a third-party database to log information about orders, the implementation of
customer screening methods, communication with relevant law enforcement entities, and
assessment of conformity.

In this report, we focus our recommendations on several components of the executive
order that are related to the screening of synthetic nucleic acid orders: an overview of the
screening framework to be implemented by providers, the establishment of orders, the imple-
mentation of customer screening, communication with law enforcement, and assessment of
conformity. We focus on these components for two primary reasons. First, we are aware of
a variety of industry efforts to provide technical sequence screening as a service, includ-
ing SeqScreen (Balaji et al., 2022), Aclid (undated), FAST-NA (Raytheon BBN, undated),
UltraSEQ (Battelle, undated), and SecureDNA (undated). For this reason, we do not provide
detailed recommendations on technical sequence screening, nor do we recommend a mini-
mum sequence length above which all ordered synthetic sequences must be screened. Second,
our review of the literature summarized in this chapter indicates that there is a significant
need for the development of an overall screening framework with detailed criteria, a mecha-
nism for detecting split orders across providers, better tools for customer screening, clearer
criteria for reporting to law enforcement, and a mechanism for ensuring providers’ confor-
mity with the framework.
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CHAPTER 2

Research Approach

Scope and Intended Audience

The purpose of this report is to provide recommendations that describe ways the U.S. govern-
ment can implement components of Executive Order 14110 (2023) related to synthetic nucleic
acid sequence screening, customer screening, and conformity assessment. The specific com-
ponents of the executive order addressed in the findings and recommendations of this report
(Chapters 3 and 4, respectively) are as follows:

o 4.4(b)(i)(B) “determine standardized methodologies and tools for conducting and ver-
ifying the performance of sequence synthesis procurement screening, including cus-
tomer screening approaches to support due diligence with respect to managing security
risks posed by purchasers of biological sequences . . . and processes for the reporting of
concerning activity to enforcement entities” (p. 75201)

o 4.4(b)(ii)(A and D) “develop and refine for possible use by synthetic nucleic acid
sequence providers: (A) specifications for effective nucleic acid synthesis procurement
screening . .. and (D) conformity-assessment best practices and mechanisms” (p. 75202)

o 4.4(b)(iv)(A) “develop a framework to conduct structured evaluation and stress testing
of nucleic acid synthesis procurement screening” (p. 75202).

We focus our recommendations on several specific components of a proposed screening
protocol, including customer screening, communication with law enforcement about poten-
tially dangerous or illegitimate orders, and assessment of provider conformity with the pro-
posed framework. In providing recommendations for these components, we also describe
the broad outlines of the screening workflow and options for keeping records about cus-
tomer orders. We do not provide detailed recommendations regarding the technical aspects
of sequence screening, the curation of a database containing SOCs, or the process of securing
benchtop gene synthesis hardware. Although we note cases in which historical recommen-
dations have made a distinction between screening requirements for short oligonucleotide
sequences and longer gene-length sequences, we do not propose a length threshold below
which screening need not be conducted.

The intended audience for this report is officials designated by the executive order to
lead the establishment of the nucleic acid synthesis screening framework, specifically “the
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Director of OSTP, in consultation with the Secretary of State, the Secretary of Defense, the
Attorney General, the Secretary of Commerce, the Secretary of Health and Human Services
(HHS), the Secretary of Energy, the Secretary of Homeland Security, the Director of National
Intelligence, and the heads of other relevant agencies as the Director of OSTP may deem
appropriate” (Executive Order 14110, 2023, p. 75201). In addition, the recommendations pre-
sented in this report may be useful to officials tasked with engaging with stakeholders: “the
Secretary of Commerce, acting through the Director of NIST [National Institute of Stan-
dards and Technology], in coordination with the Director of OSTP, and in consultation with
the Secretary of State, the Secretary of HHS, and the heads of other relevant agencies as the
Secretary of Commerce may deem appropriate,” as well as the Assistant to the President for
National Security Affairs, who is tasked with coordinating the process of reviewing federal
funding requirements (Executive Order 14110, 2023, pp. 75201-75202). Finally, the report
may be useful to officials tasked with reporting the results of the conformity assessment: “the
Assistant to the President for National Security Affairs, the Director of the Office of Pan-
demic Preparedness and Response Policy, and the Director of OSTP” (Executive Order 14110,
2023, p. 75202).

Literature Review

We conducted an exploratory literature review between January and March 2024 to under-
stand the current state of commercial gene synthesis screening, government and industry
screening guidelines, and proposals for improving screening. We reviewed historical and
current U.S. government guidance documents and conducted Google and Google Scholar
searches for research articles on synthetic biology, DNA synthesis screening, and engineered
pathogens. We reviewed scholarly research on securing synthetic biology and nucleic acid
synthesis screening, as well as gray literature reports, commentaries, and recommendations
by industry researchers. We also reviewed U.S. state legislative proposals and international
mechanisms for synthetic nucleic acid screening. We sought to understand the common fea-
tures of existing proposals and guidelines for securing nucleic acid synthesis screening and
identify gaps in current screening protocols. Literature sources included the following:

o provider statements and advertised services, including prices

o U.S. government guidance documents and requests for comment

o U.S. state legislation

o industry consortium rules

o industry recommendations, proposals, and comments

o findings and recommendations from academic, industry, and other nongovernmental
researchers

o international organization recommendations.
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Research Questions

To address the components of Executive Order 14110 described above, we formulated the fol-
lowing research questions:

o What is the current state of commercial gene synthesis screening?

o How should providers determine whether an order is suspicious?

o How can providers or third parties ensure that suspicious orders split across providers
will be detected?

o How should information about suspicious orders be relayed to law enforcement?

o How should providers’ conformity with screening rules be verified?
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CHAPTER 3

Findings

In this chapter, we present the findings from our review of the relevant literature. We empha-
size findings that are most relevant to our research questions: assessment of biosecurity risk
arising from current screening guidance and practices and opportunities for improving
screening under Executive Order 14110. These findings build on the background material
presented in Chapter 1, especially the history of government and industry guidance on screen-
ing, historical examples of biosecurity risks arising from synthetic nucleic acid sequences,
and calls for an improved screening framework. The findings also lay the groundwork for
recommendations on implementing the requirements of the components of Executive Order
14110 described in Chapter 2. We briefly summarize the findings as follows:

» Commercial gene synthesis presents a serious risk of misuse or accident.

« Screening protocols vary across providers.

o Providers currently have no way to share information about suspicious customers or
orders.

o Strengthening customer screening and verification is a promising way to help secure
gene synthesis.

o Clearer standards for reporting suspicious orders to authorities would streamline follow-
up screening and improve enforcement.

o The U.S. government currently has no mechanism for assessing the conformity of pro-
viders’ screening systems with guidelines or policies.

Commercial Gene Synthesis Presents a Serious Risk of
Misuse or Accident

The synthetic nucleic acid industry has contributed to innovation in the biological sciences
by reducing costs and increasing access to custom-made synthetic DNA/RNA constructs.
However, atfordable, accurate, and accessible nucleic acid synthesis could permit individuals
or groups with limited financial resources, fewer personnel, less advanced laboratory equip-
ment, and lower levels of education or expertise to obtain genetic elements of a dangerous
pathogen. In addition to intentional misuse, synthetic genes can be used to construct poten-
tially dangerous agents for use in legitimate biological research, such as the development of
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a new vaccine. If potentially dangerous pathogen sequences are provided to unauthorized
individuals or laboratories that do not meet safety standards, the intentional or unintentional
release of a dangerous pathogen could occur.

These risks are not speculative—the resurrection of a virus from a synthetic nucleic acid
sequence is now possible. Several examples are cited in Chapter 1, including Mycoplasma
mycoides (Gibson et al., 2008; Gibson et al., 2010), poliovirus (Cello, Paul, and Wimmer,
2002), the 1918 Spanish influenza virus (Tumpey et al., 2005), SARS-CoV-2 (Xie et al., 2021),
Mpox (Liu et al., 2023), and horsepox (Noyce, Lederman, and Evans, 2018). Koblentz (2017,
p. 623) writes of the synthesis of horsepox that

[tlhe entire project was conducted using only “commercially available information, tech-
nology and tools” and took Evans’s lab 6 months to complete at a cost of about $100,000.
The most time-consuming part of the project was the amount of time it took the DNA
synthesis company Geneart to construct the DNA fragments.

A WHO report on the synthesis of horsepox found that “recreation of such viral genomes
did not require exceptional biochemical knowledge or skills, significant funds or significant
time” (2016a, pp. 29-30).

Although cost, equipment, and expertise are still barriers to de novo synthesis of viable
pathogens, commercial synthetic nucleic acid synthesis could hasten the development of
a biological weapon or a highly pathogenic organism. Writing about what the synthesis of
horsepox by Noyce, Lederman, and Evans (2018) means, Koblentz warned that “a disgruntled
or radicalized scientist, sophisticated terrorist group, unscrupulous company, or rogue state”
could create and release a pathogen with the potential to cause mass death (2017, p. 621).

Screening Protocols Vary Across Providers

Synthetic nucleic acid providers do not want their products to be used to create a biological
weapon or other dangerous agent (Diggans and Leproust, 2019; Kane and Parker, 2024), but
currently, there is no unified screening process (National Security Commission on Emerging
Biotechnology, 2024b). Ensuring that all providers effectively screen customers and sequence
orders has been challenging, and the lack of clear standards for the screening of synthetic
nucleic acid orders has resulted in a patchwork of screening solutions employed by provid-
ers. Most U.S. providers are members of IGSC, which requires member companies to follow
its Harmonized Screening Protocol, but IGSC has no mechanism for verifying compliance.
Implementation of screening in compliance with the new 2023 ASPR guidelines remains
optional and still leaves substantial room for variation in screening practices (Kane and
Parker, 2024). Variation in screening practices is not necessarily a biosecurity risk—providers
may accomplish the same overall goals through different screening methodologies. But some
providers’ screening protocols may be easier for a nefarious actor to bypass. Kane and Parker
(2024, p. 2) write that

20



Findings

the lack of regulation for sequence and customer screening has naturally led to inconsis-
tencies throughout the field, some of which might be exploitable by bad actors. Indeed,
many stakeholders have expressed the opinion that there is a need for a universal screen-
ing mechanism and improved governance of the synthetic DNA field.

EBRC (2022, p. 2) describes the link between unclear government guidance and potential
harms as follows:

[TThe IGSC suggests that its members represent approximately 80% of global DNA syn-
thesis capacity. It therefore is likely that the majority of synthetic DNA produced globally
is synthesized by providers that adhere to the Guidance and/or the IGSC Protocol, but
a nontrivial amount of synthetic DNA is likely produced and shipped from companies
that have no, or inadequate, screening mechanisms in place. Those companies that do
not screen are at risk of inadvertently violating national regulations and/or international
agreements by unknowingly shipping prohibited sequences domestically or internation-
ally. They might also indirectly contribute to nefarious activities through the synthesis
of non-regulated sequences with clear potential for misuse for questionable customers.
For those that do screen, outdated Guidance leaves providers of synthetic DNA with a
lack of clarity on key elements of screening. . . . As such, individuals without the training,
need, and/or authority to handle sequences that could be used to cause harm may be able
to access and use them—intentionally or not—to damage human and/or environmental
health and well-being.

Providers Currently Have No Way to Share Information About
Suspicious Customers or Orders

On the basis of our review of government guidance, we assess that there is currently no way
for providers to detect orders for dangerous sequences that are split across multiple providers
or orders that are split across multiple customer names. A malicious actor seeking synthe-
sis of a dangerous agent might split the desired sequence into orders that are sent to several
providers, each of which may not appear concerning in isolation. Providers also have no
formal and universal way of sharing information about rejected orders or suspicious cus-
tomers. Proposals for improving information-sharing involve the creation of an independent
body to conduct screening across orders to different providers or to facilitate sharing infor-
mation about suspicious orders with law enforcement agencies. EBRC (2022, p. 8) recom-
mends information-sharing between providers to identify customers or orders that have been
flagged or denied in the past and describes the creation of an independent entity to conduct
customer and sequence screening:

[Ulpdated Guidance should consider if or how [the U.S. government] should encour-

age information sharing between companies. . . . An alternative model that would take
significant investment to establish but that might ultimately improve the safety and
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security of the synthetic DNA synthesis market is the establishment of an independent
third party used by all providers of synthetic DNA operating in the United States for
customer and sequence screening.

An Institute for Progress report recommended direct information-sharing with authori-
ties, even in the absence of suspicious order characteristics (Williams and Kane, 2023).

Existing proposals would create new federal entities, charge existing entities with keep-
ing such a database of order records, or require providers to share all or most information
directly with law enforcement. But these approaches may not be feasible and may not be
acceptable to customers who consider the sequences they order to be highly proprietary and
would be concerned about sharing that information beyond the synthesis provider. Further-
more, these proposals could impose undue burden on providers and may subject customers
to unnecessary government scrutiny.

A third-party entity—either a private company or a consortium of industry stakeholders—
could maintain a log of order information collected by providers during an improved cus-
tomer screening process, against which new orders could be checked. Prior flagged orders by
a given customer present in such a database might encourage providers to scrutinize future
orders from the same customer more carefully. If a provider reports a suspicious customer
order to law enforcement, the log would contain records of prior orders from the same cus-
tomer, which could be obtained by authorities for investigative purposes. A system for check-
ing new orders against historical orders by the same customer to other providers might be
able to identify such a pattern.

The ultimate goal of law enforcement may not be to deny access to a specific resource
but rather to prevent the completion and deployment of a malicious project. In this case, the
largest source of value from reporting and analyzing suspicious customer activity may not be
informing order fulfillment but providing an indication that a malicious project is underway
and that investigation by law enforcement is warranted. Additionally, although a single sus-
picious order might be insufficient to justify such action, patterns may be detectable across
orders, which when taken together, could clear a threshold for investigation.

Strengthening Customer Screening and Verification Is a
Promising Way to Help Secure Gene Synthesis

Customer screening is an underappreciated way of ensuring that malicious actors do
not obtain dangerous biological materials (Alexanian and Carter, 2024; Carter, 2024). In
a review of screening practices, Kane and Parker (2024) found highly variable customer
screening practices across providers. But enhanced customer screening requirements could
make gene synthesis services more secure and might provide an additional layer of protec-
tion that technical sequence screening cannot. Carter (2024, p. 4) writes that the goal of
customer screening is to
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reduce the risk that someone deliberately or irresponsibly misuses life sciences products,
services, or infrastructure to cause harm. An effective customer screening framework will
make it harder for individuals or small groups without legitimate credentials to misuse
these capabilities. It also reduces the risk that a researcher accesses potentially harmful
reagents or tools that they have no reason to use.

The framework developed by the Fast Track Action Committee on Synthetic Nucleic Acid
Procurement Screening (2024, p. 4) lists “[s]creen customers submitting purchase orders of
synthetic nucleic acids with SOCs” as one of six provider responsibilities. However, SOC-
based screening approaches have several weaknesses (Wheeler et al., 2024) and may fail to
detect sequences that could be used to construct a dangerous pathogen. Furthermore, short
oligonucleotide sequences can be difficult to screen but might be assembled by a customer
into an SOC (HHS, Office of the Secretary, 2010). By limiting customer screening to orders
that have been identified as containing SOCs, the value of low-cost automated customer
checks to detect competent nonstate groups and individuals may be substantially reduced. In
this way, the customer screening requirement specified by the framework may be too narrow
to effectively mitigate risks from novel biological threats and sophisticated nonstate actors,
including technically competent individuals. Additionally, if providers are required to screen
only customer orders that they know contain an SOC, this may increase costs for providers
whose systems are more sensitive in identifying potential SOCs.

Tools and Standards for Customer Screening

A variety of tools for automated customer screening are commercially available and in use
in other industries, such as finance (Carter, 2024). However, many providers have not yet
adopted automated tools to verify customer identity or to screen customers against sanctions
lists. Current IGSC requirements call for gene synthesis customers to identify themselves to
providers when ordering, but many providers take only limited steps to verify the identity
of the individuals (Kane and Parker, 2024). Some providers conduct searches of the scien-
tific literature, contact customers, or manually check addresses against public or commercial
databases. However, these approaches involve subjective judgments, demand staff time, and
can delay order processing, creating a compliance burden for providers.

There is substantial existing government and private sector infrastructure for verifying
customer identities. NIST has developed Digital Identity Guidelines specifying the require-
ments for different levels of identity assurance (Grassi, Garcia, and Fenton, 2020) and a
risk assessment process for determining the appropriate levels of identity assurance (NIST,
2024). Risk analysis processes could be conducted for distinct identity assurance use cases.
Although the NIST guidelines have been developed for use by government agencies, the stan-
dard states that “private sector organizations and state, local, and tribal governments whose
digital processes require varying levels of assurance may consider the use of these standards
where appropriate” (Grassi, Garcia, and Fenton, 2020, p. 4). Given the potential impacts to
public health and national security that are associated with malicious and accidental patho-
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gen development and release that are potentially enabled by nucleic acid products, this risk
assessment framework may be more appropriate than those focused on private sector impacts.
NIST allows the certification of commercial entities to specific identity assurance levels by
approved third-party assessors, and the availability of automated systems adopted by provid-
ers may be considered when determining requirements (Kantara Initiative, undated). Auto-
mated and robust systems for domestic identity verification that comply with NIST standards
are commercially available (Jumio, undated; Proof, undated; Socure, undated).

Use of the NIST guidelines for identity verification would permit providers to impose
different identity assurance levels for various users of synthetic nucleic acid sequences. For
example, verification of the identity of a principal user (the person who places a synthetic
sequence order and oversees its use in the laboratory) may require more-stringent identity
assurance standards than an end user (the individual who ultimately receives and uses the
synthetic sequences). Similarly, accounts that routinely order potentially dangerous sequences
on behalf of biosafety level 4 facilities may justify more-stringent identity verification stan-
dards than other users. The outputs of this process may enable better-informed balancing of
risk reduction against provider compliance burden.

Identity Verification

Government-issued identification documents are a promising means of identity verifica-
tion, including for international customers. Commercial systems that recognize documen-
tation from many countries are available, which reduces the impact of provider identifica-
tion verification requirements on the accessibility of services for international customers
(ID Analyzer, undated; Keesing Technologies, undated). The submission of fake or stolen
government-issued identity documents can be detected by these systems, which may result
in serious consequences for malicious actors, providing incentives for customer compliance
and increasing enforceability. Although generative AI deepfakes can fool optical identifica-
tion verification systems (iProov, 2024), deepfake generation tools can become ineffective as
new detection techniques are developed (Agarwal et al., 2020; Yu et al., 2024). Stolen identity
documents may be used to place orders using a false name, but customer screening soft-
ware used in finance and other industries that are subject to know-your-customer regula-
tions include fraud detection features designed to detect documents that are publicly avail-
able on the internet or otherwise have risk indicators for fraud (ID Analyzer, undated). These
document fraud detection efforts are supported by government initiatives, such as the Swiss
Interstate Database of Fraudulent Identity Documents (Moulin, Weyermann, and Baechler,
2022). When a stolen document is detected and screened by commercial identity verification
solutions, it can be flagged as fraudulent. Storage and periodic rescreening of previously sub-
mitted identity verification data can allow for new tools to detect historical fakes. This prac-
tice may reveal to a provider that a previously approved order was placed using fraudulent
information, in which case, other data associated with the order, including company name,

24



Findings

delivery address, phone number, internet protocol (IP) address, and sequence information,
may be flagged as suspicious.

The IGSC Harmonized Screening Protocol already recommends that providers collect
much of this information. Checking customer and user names against databases of sanc-
tioned or otherwise prohibited organizations and individuals is also a powerful way of pre-
venting known bad actors from ordering synthetic nucleic acids. Commercial services exist
to conduct checks against screening lists, enforcements, and court filings around the world
(LexisNexis Risk Solutions, undated). Some customer practices could limit the effectiveness
of identity verification. For example, verified principal or end users could share nucleic acid
products with unverified users. However, ensuring that there is at least one verified identity
associated with an order could still provide a starting point for investigation in cases for
which this is warranted.

Checking for Identity Obfuscation Methods

During customer screening, automated checks for identity obfuscation methods may yield
significant security benefit at low compliance cost. The IGSC Harmonized Screening Pro-
tocol requires member companies to refuse orders to post office boxes, mail forwarding
services, and residential addresses (IGSC, 2017). Tools for automated address verification
are commercially available (Experian, undated), although these tools may give less reliable
results for international customers. Tools for checking whether web traffic is originating
from The Onion Router (Tor), commonly known as the dark web, are also widely available
(Falco, undated; WatchGuard, undated). Requiring providers to check and report orders
originating from Tor exit nodes could help secure synthesis against a system commonly used
to evade law enforcement oversight of online activity. Although we are not aware of any gene
synthesis providers that accept difficult-to-trace cryptocurrency, such as Monero (undated),
as payment, requiring providers to refuse anonymous forms of payment that are commonly
associated with law enforcement evasion may be a promising and low-cost approach to secur-
ing gene synthesis against misuse by customers who seek to obscure their identity.

Usefulness of Customer Screening When Technical Sequence
Screening May Fail

Technical sequence screening has the potential to identify sequences that are similar to those
of known pathogenic organisms. However, these measures may not be sufficient to guard
against novel organisms whose genomic sequence differs from those of existing pathogens.
Sequences produced using generative Al foundation models, such as those capable of protein
or whole genome modeling (Ingraham et al., 2023; Nguyen et al., 2024), may be particularly
difficult to identify based on homology to known SOCs. Likewise, screening for dangerous
sequences ordered from mail-order providers may be undermined by the proliferation of
benchtop synthesizers because the devices under the physical control of the user might be
compromised. Malicious (and benign) actors may reverse engineer proprietary hardware in
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their possession (Lewis, 2015; McLoughlin, 2008; Zaidenberg, 2020). Because benchtop syn-
thesizers might not receive security updates once they are delivered to the customer, securing
benchtop synthesis would require that all devices are secured against future hacking attempts
at the point of sale. Although some manufacturers have developed business models in which
customers are locked into their specific consumables (Kane and Parker, 2024), it is unclear
whether manufacturers will be able to secure the hardware against hackers who seek to cir-
cumvent such controls to synthesize dangerous sequences.

The vulnerability of sequence screening—particularly when initiated or conducted by
software running on benchtop synthesis devices—has strategic implications for the relative
prioritization of developing technical and customer screening processes. If technical screen-
ing can be circumvented either by novel sequence generation or by the unrestricted use of
synthesis devices, the role of point-of-sale customer screening grows in relative importance
and can be extended to detect signs of misuse across a variety of biotechnology use cases.
These cases may include purchases of equipment, organisms, or laboratory consumables.
The repeated procurement of proprietary reagents and other distinctive materials with suit-
able customer screening may generate information that increases opportunities to disrupt
malicious projects.

Clearer Standards for Reporting Suspicious Orders to
Authorities Would Streamline Follow-Up Screening and
Improve Enforcement

A lack of clarity about when and how providers must report suspicious orders to law
enforcement agencies has resulted in widely varying policies and procedures. There is no
uniform and codified mechanism for alerting law enforcement officials about suspicious
synthetic nucleic acid sequence orders (National Security Commission on Emerging Bio-
technology, 2024b). In a study of providers’ screening practices, Kane and Parker (2024,
pp- 8-9) warn that

[tlhe greatest vulnerability identified by this study is the surprisingly small number of
providers with formalized procedures for law enforcement reporting in the case of a
potentially dangerous order. It is true that many respondents have never had to report
an order to law enforcement before, but this obviously does not preclude such an event
from occurring in the future . . . Thus, it is critical that U.S.-based providers at the very
least establish a relationship with their local FBI Weapons of Mass Destruction Coordina-
tor. . . . In the long-term, governments must establish clear lines of communication with
synthetic DNA providers such that there is no ambiguity in which cases must be reported
to law enforcement.

Providers’ varied reporting practices may result from the lack of definitive guidance about
when providers must report information about a suspicious customer or order to authorities.
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Historically, guidance to providers came in the form of nonbinding recommendations with
vague or unspecified criteria for reporting. The 2010 HHS guidance did not require reporting
suspicious orders and instead encouraged seeking advice from relevant entities:

If the provider encounters a scenario where they would benefit from additional assis-
tance in assessing an order, the provider is encouraged to seek advice from the relevant
U.S. Government Departments and Agencies by contacting the nearest FBI Field Office
Weapons of Mass Destruction (WMD) Coordinator. (HHS, Office of the Secretary, 2010,
p. 62825)

When follow-up screening failed to resolve issues, the 2010 HHS guidelines also recom-
mended that providers contact the Federal Select Agent Program, which is managed jointly
by the Centers for Disease Control and Prevention and the Animal and Plant Health Inspec-
tion Service, or the Department of Commerce for international orders of concern.

In 2022, EBRC (2022, p. 8) described options for follow-up screening involving consulta-
tion with the FBI and also highlighted the cost penalties of mistakenly flagging legitimate
orders, which would inappropriately trigger follow-up screening:

[Flollow-up screening can involve attempts to verify a principal user’s identity, making
contact with relevant institutional biological safety officers or research directors, a litera-
ture review for related or relevant publications, and, if necessary, consultation with the
Weapons of Mass Destruction (WMD) Coordinator at the nearest FBI Field Office. This
highlights the importance of minimizing false positives in screening and of supporting
tool development that enables small companies to implement screening systems without
incurring an overly arduous financial burden.

Soon after, the ASPR screening framework guidance (ASPR, 2023b, pp. 2-3) used stronger
language and more specific criteria for reporting:

If follow-up screening does not resolve concerns about the order, or if there is reason to
believe a customer may intentionally or inadvertently violate U.S. laws or regulations,
Providers should not fulfill the order and should contact designated entities within the
U.S. government (i.e., U.S. Department of Commerce, Federal Bureau of Investigation
[FBI]) for further information and assistance.

Still, the ASPR guidelines do not compel providers to screen orders, and the criteria for
reporting to law enforcement are left unspecified beyond “unresolved concerns.” The ASPR
guidance is accompanied by a companion guide with a section titled “Scenarios Addressing
Red Flags” for providers. These scenarios describe circumstances in which “the provider or
manufacturer should contact the nearest FBI Field Office’s WMD Coordinator and/or follow
up with DOC [Department of Commerce], as appropriate” (ASPR, 2023a, pp. 9-10). But the
companion guide does not provide explicit criteria for reporting in other settings, and some
scenarios may not appear suspicious to providers. For example, the lack of clarity about the
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customer or the nature of the facility to which an order is to be shipped may warrant rejection
of the order but may not be serious enough to require the provider to report the customer to
the FBL

In contrast to the voluntary guidance from federal authorities, the IGSC Harmonized
Screening Protocol requires screening by member companies and provides general recom-
mendations for reporting. IGSC requires member companies to have “established relation-
ships with local and national law enforcement and intelligence authorities” and requires
members to refer to law enforcement “any request for a gene associated with the pathogenicity
of an organism received from a suspicious potential customer and/or potential customer fail-
ing to establish their legitimacy” if follow-up screening does not resolve concerns (IGSC,
2017, p. 3). The IGSC Harmonized Screening Protocol requires reporting to law enforcement,
but it does not offer specific criteria that providers must use when making the decision to
report. The IGSC provides a suspicious order reporting form, but Alexanian and Nevo (2024,
p. 13) report that

[tlhe IGSC’s suspicious order report infrastructure, which was designed to prevent cus-
tomers from venue shopping for refused orders, has only been used once, and an industry
contact speculated that may be because the reporting form was too detailed and time-
consuming, and users were unaware they did not need to supply information in every field.

Alexanian and Nevo (2024) identify support for follow-up screening and law enforcement
reporting as a major gap in current synthesis screening guidelines and practices. They pro-
pose supporting the creation of decision-support tools for follow-up screening of flagged
orders, standardization of data formats for records of flagged orders, and required reporting
of suspicious orders to law enforcement.

Some providers may be hesitant or unwilling to report suspicious orders to law enforce-
ment because they seek to protect customers’ proprietary sequence information. Carter and
Friedman (2015, p. 8) describe the IGSC reporting rules while highlighting providers’ desire
to maintain confidentiality for their customers:

The Guidance frequently suggests that providers contact the FBI or the U.S. Department
of Commerce for additional advice. However, because confidentiality often is critical to
purchasers of DNA for reasons of commercial competitiveness, providers of synthetic
DNA take customers’ confidentiality concerns very seriously.

The absence of stronger language mandating or recommending reporting may reflect pro-
viders’ concerns about subjecting themselves or their customers to law enforcement scrutiny
or reveling customers’ intellectual property.

Executive Order 14110 calls for the U.S. government to address the lack of clarity in cur-
rent gene synthesis screening guidelines specifically related to reporting to law enforce-
ment. Section 4.4(b)(i)(B) tasks OSTP, in consultation with other federal agencies, with
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developing “processes for the reporting of concerning activity to enforcement entities”
(Executive Order 14110, 2023, p. 75201).

The U.S. Government Currently Has No Mechanism for
Assessing the Conformity of Providers’ Screening Systems
with Guidelines or Policies

The synthetic nucleic acid industry is currently self-regulated by providers and stakehold-
ers. The 2023 ASPR guidance strengthened the earlier 2010 HHS guidance but still remains
nonbinding. Executive Order 14110 compels relevant U.S. government agencies to create a
framework for sequence and customer screening and to prohibit use of federal funding to
purchase synthetic nucleic acids from providers that do not comply with guidelines. But the
government currently has no way to verify that providers are in conformity with the new
guidelines. Executive Order 14110 (2023, p. 75202) requires that “conformity-assessment best
practices and mechanisms” be defined to “develop a framework to conduct structured evalu-
ation and stress testing of nucleic acid synthesis procurement screening.” The Framework for
Nucleic Acid Synthesis Screening (Fast Track Action Committee on Synthetic Nucleic Acid
Procurement Screening, 2024) requires only that providers self-attest that they are in confor-
mity with the framework and makes no provisions for auditing or other kinds of compliance
testing. The monitoring and evaluation of screening procedures take different forms among
providers, when these procedures exist at all (Koblentz, 2017; National Academies of Sci-
ences, Engineering, and Medicine, 2018). Although some providers evaluate their procedures
on a random or regular basis, others may not.

Red teaming, attempting to create orders that would purposely violate synthesis screening
guidelines, is an effective means of assessing the evolving risk of vulnerabilities in screening
systems (Diggans and Leproust, 2019; Edison and Esvelt, 2024; Zhang and Gronvall, 2020).
The U.S. government already conducts red team exercises to enhance critical infrastructure
security. For example, the Cybersecurity and Infrastructure Security Agency (2023) per-
forms red team assessments to help U.S. companies improve their resistance to cyberattack.
Although there are synthetic DNA providers and stakeholders who conduct randomized or
regular red teaming and run test sets as a form of evaluation protocols, many providers report
that their standard review of flagged sequences during the normal ordering process is suf-
ficient to monitor the effectiveness of their screening procedures (Kane and Parker, 2024).
However, any false negatives a system produces might be missed by this sort of review. For
this reason, regular red teaming and test set challenges represent a more comprehensive strat-
egy for monitoring and evaluation.

Red teaming may also have a secondary value: Sequences shown to bypass a screen-
ing system can then serve as effective test cases during subsequent screening development
once vulnerabilities have been patched. Regular testing of the screening system against an
updated set of test sequences could ensure that the system still successfully detects all his-
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torical instances of flagged orders. Koblentz (2017) suggests that the IGSC should require
its members to conduct annual exercises to test their customer and sequence screening pro-
cedures and commission third-party audits of their compliance with the consortium’s code
of conduct.
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CHAPTER 4

Recommendations

This chapter describes recommendations for securing nucleic acid synthesis under Executive
Order 14110. Each recommendation corresponds with at least one finding described in Chap-
ter 3 and addresses a specific component of the executive order. The first recommendation
proposes that an overall screening workflow be implemented by providers of synthetic nucleic
acid sequences. This overall workflow contains several screening components described by
subsequent recommendations, including customer screening, checking a database for evi-
dence of split orders, and communicating with law enforcement about suspicious orders. The
final recommendation covers assessment of providers’ conformity with the proposed screen-
ing framework. We briefly summarize the recommendations as follows:

» Revise the 2023 ASPR guidelines to include specific information to be collected and
decision criteria for each step of the screening pipeline.

o Establish a third-party database to log information about synthetic nucleic acid orders
and periodically check records for evidence of suspicious activity.

o Establish customer screening requirements, including identity verification measures.

o Establish criteria and data requirements for sharing information about suspicious orders
with law enforcement agencies.

o Implement procedures and standards for assessing the conformity of providers’ screen-
ing practices with requirements.

Revise the 2023 ASPR Guidelines to Include Specific
Information to Be Collected and Decision Criteria for Each
Step of the Screening Pipeline

We recommend that the 2023 ASPR guidance be revised to describe the required screening
steps for receipt of federal funding under Executive Order 14110. In our review of existing
recommendations, screening protocols, and proposals, we found that protocols vary among
providers in part because of varying standards and government guidance that does not spec-
ify in detail how providers should screen orders. We therefore recommend an overall screen-
ing workflow based on IGSC rules and the 2023 ASPR guidance that specifies the data collec-
tion and decision responsibilities imposed on providers. This recommendation describes an
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overall screening pipeline that would help relevant officials establish the framework for the
synthetic nucleic acid screening required by Executive Order 14110 section 4.4(b)(i).

We first describe the broad outlines of the data to be collected and criteria to be checked at
each step of the screening process. Subsequent recommendations describe in greater detail the
components of this proposed screening workflow, including customer screening, communi-
cation with law enforcement, conformity assessment to verify that providers have effectively
implemented the screening protocol, and the establishment of an external database for infor-
mation about synthesis orders. Figure 4.1 shows a schematic view of the proposed screening
protocol. The proposed screening workflow produces one of three possible outcomes: order
fulfillment, order rejection, or order rejection with reporting to law enforcement.

Components of the screening process that are consistent with this and subsequent recom-
mendations could be outsourced by providers to third-party commercial services. For exam-

FIGURE 4.1
Proposed Screening Framework
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NOTE: The risk categories that result from the automated review are color-coded as follows: green = an order is
classified as low risk; yellow = an order is classified as medium/high risk; red = an order is classified as high risk.
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ple, some components of customer screening could be effectively conducted by third-party
identity verification services, as we discuss in more detail below. Technical sequence screen-
ing could be conducted by third-party screening services (Aclid, undated; Battelle, undated;
Raytheon BBN, undated; SecureDNA, undated).

The workflow begins with customer account creation on the provider’s online order plat-
form. Customers should be required to submit information that is sufficient for the provider
to verify the customer’s identity and establish that the customer has a legitimate purpose
for the sequence(s) they order (Alexanian and Carter, 2024). In accordance with definitions
given by the 2023 ASPR guidance, the term customer refers to the individual or entity that
orders or requests synthetic nucleic acids from a provider (ASPR, 2023b). A principal user
is an individual who makes an order for synthetic nucleic acids or oversees their use in the
laboratory. An end user is an individual who possesses and uses the synthetic nucleic acids
that they have received from a customer, principal user, or another end user. An order can
have more than one principal user or more than one end user. In the recommendations that
follow, we use the general term customer screening to collectively describe recommendations
for screening the customer organization and the users of sequence products. Providers may
reduce up-front costs by screening customers and users only after order submission but prior
to confirming the order.

At the time of customer order creation, the customer submits a nucleic acid sequence for
synthesis, along with information about how they will use it, how they will pay for it, and
where the order should be shipped. The American Society of Gene and Cell Therapy (Barrett,
2022, p. 3) notes that the burden on synthetic oligonucleotide providers can be reduced if
“customers preemptively provide information to verify their legitimacy when ordering syn-
thetic oligonucleotides that they know contain sequences of concern.” If the customer indi-
cates the presence of an SOC, including a select agent or other controlled organism, the
customer must be able to demonstrate a legitimate reason, including legal authorization if
necessary, to possess and work with the sequence and any organisms that might result from
its use. The provider order platform should prompt the customer to explain the intended use
for the synthesized sequence and indicate whether the order contains a potentially dangerous
sequence, including a select agent or other SOC. The customer should be asked to disclose
whether the sequence or organism will be transferred to another party and the identity and
location of that party. The identity and contact information for the principal and end users
must be disclosed and verified.

To facilitate provider adoption and compliance, orders are grouped into risk categories
through a process that can be almost entirely automated. The process takes the result of cus-
tomer, sequence, and database screens (described below) as input, and it outputs one of the
following three risk categories indicating whether the order: can be fulfilled immediately
(low risk), requires further review (medium/high risk), or should be rejected immediately
(high risk).
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The risk categories are color-coded in Figure 4.1 as follows:

o Green. An order is classified as low risk if sequence screening returns no indications
that the sequence is potentially dangerous, the customer’s identity is verified, the pro-
vider can legally fulfill the order, and a database check determines that the order is not
related to other concerning orders. An order that meets these criteria can be fulfilled
without further review.

« Yellow. An unverified or medium/high risk order has atleast one of the following charac-
teristics: The customer is unverified, the sequence screening indicates that the sequence
might be dangerous, the order sequence function and intended use are inconsistent, or
a database check flags other possibly related orders that are individually or collectively
suspicious. Yellow-flagged orders are subjected to follow-up screening, described below.

« Red. An order is classified as high risk or prohibited and automatically rejected if the
customer, principal user, end user, or officer of the company is on a sanctions or prohib-
ited customer list, if the order violates the provider’s terms of service, or if fulfilling the
order would violate any law.

Most orders should fall into the green category. Yellow orders are subjected to follow-up
screening using a more-intensive process that involves gathering additional information
about the identity and legitimacy of the customer, clarifying the intended use of the sequence,
and verifying that the customer can legally and safely handle the synthesized sequence and
any organism that might result from its use.

This biosecurity review step could be entirely or mostly automated from the provider
perspective. The results of each screening component—customer, sequence, and database—
should have a standardized format accepted as input into the review. The color-coded output
categories have concrete and specific criteria that are amenable to automated checking or
outsourcing to a service provider.

In our recommended screening workflow, the order must be rejected after follow-up
screening if any of the following criteria are met:

o The customer remains unverified.

o The sequence itself is identified as potentially dangerous AND
- the customer does not have a legitimate use for the sequence OR
- the provider does not have authorization to produce or transfer the sequence or

resulting agent.

o There is evidence that the customer has attempted to deliberately evade screening, such
as by obfuscating or splitting across orders.

o The sequence order would be illegal to fulfill because the customer does not have
authorization to use the sequence or fulfilling the order would violate the provider’s
terms of service.
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The order must be rejected and reported to law enforcement if the sequence itself is identified
as potentially dangerous via technical screening AND any of the following criteria are met:

o The customer is unverified, does not have authorization to use the sequence, or does not
have a legitimate use for the sequence.
o The customer has attempted to deliberately evade screening.

When a rejected order is reported to law enforcement, the provider should communicate
all order and customer information and all information collected during the automated and
follow-up screening process. Providers may, at their discretion, reject a suspicious order or
report an order to law enforcement even if these criteria are not met. A template report to law
enforcement is given in Appendix A.

Implementation of this screening workflow and the more-specific recommendations
described below may present opportunities to learn and refine screening, reporting, and con-
formity assessment processes. Best practices for these steps should be identified from pro-
vider and customer experiences and shared with industry stakeholders. Analysis of the gen-
eralizability of the screening methods to other dual use biotechnologies, such as the purchase
of benchtop nucleic acid synthesizers, should be performed.

Establish a Third-Party Database to Log Information About
Synthetic Nucleic Acid Orders and Periodically Check Records
for Evidence of Suspicious Activity

In our review of the literature, we found that providers currently do not have a way of detect-
ing split orders. We therefore recommend the establishment of a database system to record
certain information about gene synthesis orders and customer information, administered
by the government or an entity created or identified for this purpose. This entity would be
responsible for logging information about synthetic gene orders and periodically checking
records for evidence of suspicious activity. For each order, the provider should submit the
information collected about the customer and some information about the order to the data-
base, as described below.

Customers and providers may be wary of submitting sequence information to a third-
party database because the sequence may constitute intellectual property or a trade secret. We
describe the following three options for the submission of order information to the database:

« Submit all sequence information for every order.

 Submit sequence information only if the order is classified as “yellow” and subjected to
secondary screening or if the order is ultimately rejected.

 Submit sequence information to the database only if the order is rejected.
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In each case, customer and order data, as well as sequence information when appropriate,
should be securely transmitted by the provider to the database, encrypted, and stored securely
in the database (Alexanian and Nevo, 2024). Once the screening process has been completed
for an order, the final disposition of that order (including data collected during any follow-up
screening) should be reported to the database, along with the amount of sequence informa-
tion appropriate for an order with that disposition. Provider terms of use should specify the
circumstances under which the provider will share order and sequence information with the
database or any third party.

The database should link records from the same customer (organization and principal
user) using persistent identifiers generated from government-issued identification docu-
ments verified to the standards determined by the NIST risk assessment process described in
subsequent recommendations. On submission of customer and order information, the data-
base system should search for other orders by the same customer for evidence of identity
fraud, evidence of splitting orders of potentially dangerous sequences across providers, or
prior rejected orders. The database system should return to the provider information about
previously denied or flagged orders from the same or other providers, as well as information
about possible order splitting across providers. The database would not return to the provider
any sequence information from other orders. Data retention policies for the database system
should be established so that order history over at least eight years is present, following cur-
rent 2023 ASPR guidance (ASPR, 2023b, p. 10).

Information gathered by providers for the purpose of customer verification, such as
records of government-issued identification, should be stored in a privacy-preserving way
and periodically screened using up-to-date fraud and forgery detection tools. When a previ-
ous order is determined to have been made with a fake or stolen identity document, infor-
mation regarding that order and others associated with those identifying documents should
be shared with law enforcement. In addition to checks conducted as part of order screen-
ing, the entity administering the database system should periodically run checks across all
orders to detect evidence of split orders for dangerous sequences or other malicious intent.
Unique identifiers derived from identification documents and supporting customer infor-
mation, such as delivery addresses and browser fingerprints, should be used to detect orders
from the same customer split across providers. Similarly, as new SOCs are added to technical
screening systems and new analytical techniques are developed to detect split orders (Kane
and Parker, 2024), retroactive screening should be run periodically by providers on histori-
cal order data and by the database system on historical order entries containing sequence
data. Such a database would also support enhanced detection of unsanctioned reconnais-
sance efforts by malicious actors using multiple provider services to systematically identify
and exploit vulnerabilities in the screening system.

Administration of the database system by a third party would reduce the compliance
burden on providers because they would not be responsible for the retroactive screening of
past orders. In addition, providers would not have direct access to the database and could not
inspect orders submitted by any customer to other providers. Instead, the database system
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would perform these checks independently, returning to the provider only the information
they need to know in order to complete the screening process for a given order. The overall
purposes of the database would be the routine checking of new orders to detect split orders
of potentially dangerous sequences to evade screening, periodic checking of previous orders,
and facilitating the investigation of order history by law enforcement agencies when necessary.

Establish Customer Screening Requirements, Including
Identity Verification Measures

We found that stronger customer screening is a promising way of keeping unauthorized or
prohibited customers from ordering synthetic nucleic acid sequences. We recommend that
providers verify the legitimacy of customer organizations and the identity of principal and
end users of ordered sequences using standards to be set through a formal risk assessment
process. Identity verification of individuals could be conducted periodically: for example,
once when the individual is registered on the provider order platform and annually there-
after. NIST Special Publication 800-63-3 specifies relevant standards for three components
of what is generally referred to as identity verification (Grassi, Garcia, and Fenton, 2020).
These components are identity proofing, authentication, and (where appropriate) federation
assurance. Identity proofing is the process of collecting and verifying identifying information
(e.g., a government-issued identity document) about a person. Authentication means linking
the identity information to the account or order being created (e.g., logging in to a website
or using multifactor authentication). Federation enables these steps to be conducted by third
parties.

Standards to prove the identity of an individual are set by NIST identity assurance levels
(IALs), with level 1 being the least rigorous. Similarly, NIST defines authenticator assurance
levels (AALs) for linking an identity to an account, and federation assertion levels specify
standards for sharing identity verification information between the two parties engaged in
the verification process and a third-party identification provider. Federation assurance is not
always required but could allow for the centralization of identity proofing and authentication
in a way that reduces the customer and provider compliance burden. Customer screening
requirements would by default apply to all orders, however, differentiated IALs based on a
NIST risk assessment and the prioritization of automated checks should be used to minimize
the compliance burden.

Conduct a Risk Assessment to Set Standards for Customer
Verification
We recommend that the U.S. federal government conduct a risk assessment to determine the

risk levels of different synthetic nucleic acid user types. A defined process for this assessment
is described in NIST Special Publication 800-63-3 (Grassi, Garcia, and Fenton, 2020) and
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the NIST Risk Management Framework (NIST, 2024). This process assesses the impact of
failure of different identity verification processes for the industry and informs the choice of
appropriate NIST standards of evidence required for identity proofing, authentication, and
federation. The industry and customer compliance burden should also be considered when
determining these standards.

We recommend that independent risk assessments be performed for four user groups
across customer institution types: principal users of orders known to contain SOCs, end
users of orders known to contain SOCs, principal users of orders not known to contain SOCs,
and end users of orders not known to contain SOCs. The risk assessment should also depend
on sequence risk categories. For example, any customer ordering components of the 1918
influenza virus sequence should be subject to a higher level of identity assurance. Edison and
Esvelt (2024) propose a useful breakdown of customer risk groups by customer institution
type and risk of DNA product. To minimize the compliance burden for providers and users,
the risk assessment process should also define a risk level below which TALLI is sufficient for
identity assurance. At this assurance level, self-assertion of identity is accepted, and, there-
fore, compliance costs to both customers and providers would be minimal.

The risk assessment process should also determine the frequency and periodic or irregu-
lar interval at which identity proofing must take place. We recommend that a government
entity be identified with the capability to carry out these assessments and that its results be
used to set assurance levels for proofing, authentication, and federation for each user group.

IALs and AALs cover a spectrum of security and compliance burden settings. IAL3 and
AAL3 require the physical presence of the individual for proofing and the possession of a
hardware authenticator, respectively. Such measures may be appropriate for some nucleic acid
synthesis customer groups, such as those authorized to place orders for biosafety level 4 labs.
In contrast, IAL1 does not require external evidence. For this reason, different standards
are likely to be appropriate for different user groups. Section 5.4 of NIST Special Publication
800-63-3 on the risk assessment process specifies that these assessments should be updated
continuously to account for changes in the threat landscape (Grassi, Garcia, and Fenton,
2020, p. 22). This is particularly important in the context of nucleic acid synthesis, given the
speed of development and variety of applications of the technology.

Customer and User Verification

Providers should collect information that is sufficient to identify the person creating the
account and the principal and end users of the sequences associated with each order, up to the
appropriate IAL determined through the risk assessment process. We describe an example
of a NIST-compliant process based on one described in section 4.1 of NIST Special Publica-
tion 800-63A for identity proofing in the context of nucleic acid synthesis customer screening
(Grassi et al., 2020, p. 5). First, the provider (or the identity proofing service acting on behalf
of the provider) collects photos of the customer’s driver’s license and passport via a laptop
computer camera. The provider validates the information supplied by checking a govern-
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ment registry, determines that the information supplied by the customer matches the registry
records, and checks the document images for evidence of alterations. The customer provides
a photo of themself, and the platform determines whether the person in the photo is the
same person as the one shown on the license and passport. The provider validates the phone
number of the customer by sending a code, which is then input into the provider’s platform
to confirm that the customer is in control of the phone number.

Once the provider has proofed the identity of a customer or user, that identity must be
linked to the account through a process called authentication. An authenticator is some-
thing that the customer possesses and controls and can be used to authenticate their iden-
tity, such as passwords, hardware tokens, and fingerprints. NIST’s AALs specify how this
linking occurs:

AAL2 provides high confidence that the claimant controls authenticator(s) bound to the
subscriber’s account. Proof of possession and control of two distinct authentication fac-
tors is required through secure authentication protocol(s). Approved cryptographic tech-
niques are required at AAL2 and above. (Grassi, Garcia, and Fenton, 2020, p. vii)

Higher standards require such authentication processes as hardware-based multifactor
authentication that increase confidence that the person accessing the service is the same as
the subject of the identity proofing process or at least controls the authenticators linked to
that identity. For example, this step could be completed via the submission of a password and
an authenticator app code connected with a principal user identity that has been proofed to
IAL2 standards within the last 18 months. When these steps—identity proofing and authen-
tication at the chosen IAL and AAL—are successfully completed, we say that the customer
has been verified. Identity proofing need not occur for each order, but authentication must
occur for each order and each user of the order.

We emphasize that identity proofing customers and users may occur only occasionally.
Authentication—for example, linking a user’s identity to an account on the provider’s order
platform by logging in—might occur whenever an order is submitted. Identity proofing
should expire at appropriate intervals, and authorization should end when a user’s employ-
ment with a customer organization ends.

Facility Certifications

In addition to verifying customer identities, depending on the sequences being ordered, the
provider should collect information about laboratory safety certifications and authorization
to handle the sequences and the resulting agents or organisms.

Browser Information

In particular, the provider should collect information about the public IP address of the device
creating the account, time and date of account creation, customer legal name, email address,
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phone number, shipping address, and payment method. In addition, the provider’s online
registration system should also collect the browser fingerprint, a collection of characteristics
transmitted by the user’s internet browser, at the time of account creation. Collected browser
fingerprint information should include user-agent, accept, connection, content encoding,
content language, list of plugins, cookies enabled, use of local/session storage, time zone,
screen resolution and color depth, the list of fonts, list of hypertext transfer protocol headers,
platform, Do Not Track browser setting, canvas, web graphics library vendor, web graphics
library renderer, and use of an ad blocker (Alaca and van Oorschot, 2016; Laperdrix et al.,
2020). Browser fingerprints associated with devices used to place orders should be stored as
part of the customer screening information used to identify potential split orders in the third-
party database. Collection of this information can be achieved through the use of automated
third-party tools commonly used by the finance industry to counter payment and iden-
tity fraud and to support compliance with know-your-customer regulations (Fingerprint,
undated; SHIELD, undated). These tools are useful in that context because they can be used
to identify evidence that a user interacting with an online banking system is not who they
claim to be or find patterns of suspicious transactions across users.

Sanctions Lists and Identity Obfuscation

The following automated customer screening checks are recommended. They are primar-
ily developed from customer screening processes commonly used in the financial services
industry and adapted for biotechnology products and services sold via e-commerce websites.

o Check the customer’s legal and (where appropriate) business name against lists of pro-
hibited individuals or organizations. Commercial sanctions screening software typi-
cally checks hundreds of lists (Moody’s, undated; Thompson Reuters, undated-b),
which include the U.S. Consolidated Screening List; United Nations sanctions list;
U.S. Office of Foreign Assets Control Specially Designated Nationals and Blocked Per-
sons List; U.S. Department of State Debarred Parties List; U.S. Bureau of Industry and
Security Denied Persons List, Entity List, and Unverified List; UK Office of Financial
Sanctions Implementation sanctions list; Consolidated List of European Union Finan-
cial Sanctions; Australian Government Department of Foreign Affairs and Trade Con-
solidated List; Consolidated Canadian Autonomous Sanctions List; United Nations
Security Council Consolidated List; rexx systems sanctions screening software; and
commercially available adverse media screening tools, such as Reuters CLEAR adverse
media checks (Thompson Reuters, undated-a).

o Verify the customer’s phone number and email via link or code.

o Check for the use of identity obfuscation systems.

- Verify that the shipping address is not a post office box, mail forwarding service,
or other disallowed address type. Providers should use automated tools (Experian,
undated; Trulioo, undated) to conduct these checks but should retain the ability to
overrule those tools when the results of the checks are ambiguous.
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- Check the domain of the email address provided against a database of temporary and
masked address domains.

— Check phone numbers provided against a register of voice-over-IP (VOIP) and other
sets of numbers commonly used to evade phone verification systems.

— Check the IP address against the current list of Tor exit nodes and virtual private net-
work (VPN) providers.

- Check that the customer’s payment method is compliant with financial know-your-
customer regulations.

— Check to determine if the domain listed on the organization website matches the
domain of the email address provided by the customer.

Many of these automated checks are not definitive but do provide useful context as indica-
tors of risk or as inputs for follow-up screening and inclusion in reports to law enforcement.
A customer order should be rejected if any of the following occur:

o placement of an order via the Tor browser or over the Tor network

o attempted use of an anonymity-focused cryptocurrency or cash

o use of a temporary email address or VOIP number

o detection of a stolen or fraudulent government-issued identity document

 a match with a sanctions or watch list for which the provider is unable to determine is
in error.

Flags that may indicate risk but can be overridden by a provider include the use of a
masked, personal, or noninstitutional email address or credit card, the use of a VPN, an
ambiguous address type, or a match with a watch list that on further investigation by the
provider is confirmed to be a different person. Once these checks have been carried out and
the customer has been verified, the customer is considered verified and prescreened for the
duration of the order screening process.

Expand the Scope of Customer Screening for All Orders Regardless
of Whether They Match a Sequence of Concern

The Framework for Nucleic Acid Synthesis Screening from the Fast Track Action Committee
on Synthetic Nucleic Acid Procurement Screening (2024) specifies that compliant providers
must screen customers whose order contains an SOC. We recommend that this framework
be updated to require that all customers be subject to screening, regardless of whether the
order contains an SOC. Providers should conduct a basic set of automated customer screen-
ing checks on all customers, including verifying that a customer is not using the Tor network
to obfuscate their identity when ordering nucleic acid products and services and checking
whether the customer appears on a sanctions or adverse media watch list.
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Burden of Customer Screening for Providers

Rigorous customer screening may impose burdens on both providers and customers. Writing
about providers’ perception of the cost of sequence screening, Kane and Parker (2024, p. 5)
note that “the largest cost was in time, as the review of flagged sequences by humans slows
down the screening process.” Automated customer screening methods may be particularly
important as the price of nucleic acid synthesis decreases and bottlenecks—such as human
review—Dbecome a proportionally larger part of the total cost. Kane and Parker (2024, p. 6)
also note that “[aJutomation . . . also reduces the cost of internal pipelines, as this reduces the
time and financial cost of human review.” We recommend that providers outsource customer
screening when possible to established, certified, commercially available tools. Third-party
screening services can also reduce barriers to entry and competition, capture economies of
scale, and allow firms to focus on developing their technology rather than customer screen-
ing. Carter (2024, p. 21) writes that

[tlhe advantage of third-party customer screening is that it can ensure consistent cus-
tomer screening practices across the community and can provide some efficiency by
enabling customers to become verified only once rather than by each vendor separately.

Third-party screening would also help large institutional customers, such as bioscience
companies and universities, adhere to customer screening rules. These large institutions may
place many synthetic DNA orders for use in laboratories (by principal and end users) across
their organizations. Third-party screening could preapprove these users so that identity veri-
fication would not have to be repeated for every provider.

Establish Criteria and Data Requirements for Sharing
Information About Suspicious Orders with Law Enforcement
Agencies

We have found that establishing clear criteria for reporting suspicious orders to law enforce-
ment would reduce ambiguity for providers and improve communication about concerning
or dangerous orders. In the proposed screening workflow, if the order is to be rejected (not
fulfilled) by the provider, a second decision must be made: whether to report the customer
and order to a relevant law enforcement agency. The provider’s screening assessments provide
the evidence to be used in the following sufficient criteria for reporting:

o The customer, the specific order from that customer, and historical orders from the cus-
tomer must be reported to authorities if the sequence itself is identified as potentially
dangerous via technical screening AND follow-up screening has established that
— there is evidence that the customer has attempted to deliberately evade screening,

such as by obfuscating or splitting across orders, OR
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— there is evidence that indicates the sequence order would be illegal to fulfill or vio-
lates the provider’s terms of service, OR

- the customer identity is not proofed, the customer refuses to provide the required
certifications to handle the sequence, or the customer does not have a legitimate use
for the sequence.

The provider may still consider reporting or communicating with law enforcement about
a suspicious order at any stage in the screening process, even if the above criteria are not met.
Beyond the sufficient criteria for reporting described above, providers should maintain com-
munication with relevant enforcement bodies, including the local FBI WMD coordinator. In
accordance with ASPR and IGSC guidelines, providers should contact the WMD coordinator
with informal questions and concerns.

When a decision is made to reject an order and report it to law enforcement, the provider
should supply the relevant authorities with a standardized document containing all informa-
tion collected about the customer, the order, the information gained from the screening steps,
the assessments made during the initial biosecurity review and follow-up screening, and any
additional correspondence with customer representatives. A template report to law enforce-
ment is presented in Appendix A. Provider terms of service should make clear that providers
may share order sequence data or other order or customer information with law enforcement
under the circumstances described above.

Implement Procedures and Standards for Assessing
the Conformity of Providers’ Screening Practices with
Requirements

To ensure that gene synthesis providers comply with the screening protocol, we recommend
implementing procedures and standards for assessing the conformity of providers’ screening
practices with requirements. The U.S. government currently has no way of assessing provid-
ers’ conformity with a screening framework. Executive Order 14110 links provider confor-
mity with requirements to customers’ ability to receive federal funds, so the U.S. government
must be able to verify that providers are conformant. The conformity assessment process
described here is designed to minimize additional burden on providers beyond that of com-
pliance with requirements. We recommend a conformity assessment composed of two com-
ponents: routine synthesis screening audits and red-teaming exercises. These components are
augmented by recordkeeping of provider compliance status and providing a public point of
contact for reporting vulnerabilities in screening.

Synthesis screening audits should be conducted by a third party using a formalized screen-
ing protocol assessment process to assess providers’ conformity with established screening
rules. An example questionnaire appears in Appendix B. This questionnaire is designed to
guide routine synthesis screening audits and help synthetic gene providers conduct self-
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evaluation to ensure that they are in compliance with the screening protocol described here.
The Framework for Nucleic Acid Synthesis Screening (Fast Track Action Committee on Syn-
thetic Nucleic Acid Procurement Screening, 2024, p. 4) requires providers to “[a]ttest to
implementing this screening framework”; such an attestation could be based on the com-
pletion of a questionnaire, such as the one presented in Appendix B. The questionnaire is
made up of three sections: provider information, customer screening procedures, and order
screening procedures. The questionnaire reflects the screening protocol developed in this
report and the 2023 ASPR guidelines and IGSC rules. The questionnaire should be regularly
updated to reflect new threats and best practices for screening. Additionally, the government
agency overseeing synthesis screening evaluations should work with providers of synthetic
gene products to ensure that they are aware of the criteria, as well as other assessment pro-
cedures described below, and are implementing best practices to prevent the misuse of their
products. The oversight agency should work with law enforcement agencies to ensure that
law enforcement entities are aware of the criteria and are prepared to respond to any threats
that are identified. The oversight agency should publish biosecurity scenarios, such as those
presented in the ASPR companion guidance (2023a), and make the scenarios available to
providers for use in evaluating their own screening processes. Violations or issues found
during third-party synthesis screening audits should be communicated back to the provider
and recorded by the oversight agency. Providers that accumulate enough violations to be
considered to have failed the audit should be flagged as not conforming to the requirements.

Red-teaming exercises are designed to test the efficacy of the screening system in identify-
ing orders that should be flagged under the guidelines and weaknesses in current protocols.
Red teaming should be conducted by a nongovernment third party, in cooperation with law
enforcement. The red team will attempt to actively evade the sequence and customer screen-
ing controls to see if it can successfully procure orders that those controls should block. One
way for the red team to test customer screening protocols is to create accounts representing
fake institutions or customer identities that appear legitimate but would fail the customer
screening protocol described above. Red-teaming results will be shared confidentially with
providers and used to update screening protocols and rules. Red team results are sensitive,
and vulnerabilities identified during red teaming should not be publicized before those vul-
nerabilities are addressed by providers. However, lessons learned by the government and pro-
viders during red-teaming exercises should be shared with the industry to improve screening
practices and to inform future requirements or regulations. Given that the submission of an
apparently illegitimate order under the identity of an existing customer could have at least
the appearance, if not the actual possibility, of putting that customer’s reputation at risk, red
teaming may not be a very good tool for assessing the risk of insider threats from established
synthesis customers. Instead, its usefulness might be limited to evaluating provider proce-
dures for validating new customers and screening their orders. Outside red-teaming exer-
cises, the government should provide a public point of contact for reporting vulnerabilities in
screening discovered by outside researchers.
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The oversight agency should maintain an up-to-date list of providers that conform to
regulations for the use of customers that receive federal funds. The list of conformant pro-
viders should not be made public to prevent malicious actors from inferring which provid-
ers do not have effective synthesis screening programs. However, providers should be per-
mitted to advertise that they are in compliance and can conduct business with recipients
of federal funds. To prevent nonconformant providers from falsely claiming to be confor-
mant, the oversight agency should provide a secure way for customers to ensure that a given
provider appears on that list. For example, customers could query a system operated by the
oversight agency regarding the conformity status of a given provider, and the system could
return a time-stamped approval, valid for a given time interval, if the provider is deemed
to be conformant. Any government-funded customer would need to be able to demonstrate
that all nucleic acid orders were placed within the window of validity of such a time-stamped
approval. In addition, the government should create a mechanism for providers to appeal
their exclusion from the list of approved providers.
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APPENDIX A

Example Template Report to Law
Enforcement

This appendix presents an example of a template report providers could send to law
enforcement.

o Provider information

- Provider name, address, phone number, website

- Name and contact information of provider biosecurity officer making the report

- Brief statement of provider policy and the nature of the report as follows:

= [Provider name] requires that nucleic acid synthesis customers have a legitimate

and verifiable peaceful use for the sequence(s) they order. We have determined that
the following customer order meets our criteria for reporting to law enforcement.
For more information about our screening process and reporting criteria, see . . .

o Customer information
- Individual completing order, point of contact address, email, phone number
- Account creation data
- Company or organization name, address
- Shipping information, receiver
- Customer certifications

o Customer and communication metadata
- Date
— IP address
- User information

o Order information
- Nucleotide sequence
- Vector
- Intended use
- Certifications, permission to handle or transfer sequence or resulting organism
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Results of initial screening

- Customer screening results, protocol or service used
- Sequence screening results, protocol used

- External database search results

- Initial assessment and reason for follow-up screening

Results of follow-up screening

- Additional information collected

- Assessment of customer and order and reason for reporting the order to law enforcement
- Order disposition: not fulfilled

Copy of all communications with customer, including denial of order
Customer’s prior order information from this and possibly other providers
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Example Nucleic Acid Synthesis Screening
Audit Questionnaire

This appendix presents an example of a nucleic acid synthesis screening audit questionnaire.
This questionnaire is designed to guide routine synthesis screening audits and help synthetic
gene providers conduct self-evaluation for compliance.

Section 1: Provider Information

Name of gene synthesis provider:

Address:

Phone number:

Email:

Date of last nucleic acid synthesis screening audit:

Is your organization an approved provider for federally funded research projects? Yes or no
Point of contact for reporting vulnerabilities in screening discovered by external researchers:

Section 2: Customer Screening Procedures

1.  Does the provider use a certified identity collection and verification system or sys-
tems that satisfy standards determined by the NIST risk assessment process for both
principal and end users?

2. Does the provider use a conformant sequence screening tool to check all orders for
SOCs prior to order fulfillment?

3. Does the provider check the customer’s legal and (where appropriate) business name
against lists of prohibited individuals or organizations? Check all that apply.
— United Nations sanctions list
- U.S. Consolidated Screening List
- U.S. Office of Foreign Assets Control Specially Designated Nationals List and Blocked
Persons List
— U.S. Department of State Debarred Parties List

49



Securing Commercial Nucleic Acid Synthesis

- U.S. Bureau of Industry and Security Denied Persons List, Entity List, and Unverified
List

- UK Office of Financial Sanctions Implementation sanctions list

- Consolidated List of European Union Financial Sanctions

- Australian Government Department of Foreign Affairs and Trade Consolidated List

- Consolidated Canadian Autonomous Sanctions List

- United Nations Security Council Consolidated List

- rexx systems sanctions screening software.

4. Does the provider verify the customer phone number and email via link or code?

5. Does the provider check for use of identity obfuscation systems?

- Does the provider verify that the shipping address is not a post office box, mail for-
warding service, or other disallowed address type?

- Does the provider check the domain of the email address provided against a database
of temporary and masked address domains?

- Does the provider check phone numbers provided against a register of VOIP and
other sets of numbers commonly used to evade phone verification systems?

- Does the provider check the IP address against the current list of Tor exit nodes and
VPN providers?

- Does the provider check that the customer’s payment method is compliant with
financial know-your-customer regulations?

- Does the provider check to determine if the domain listed on the organization web-
site matches the domain of the email address provided by the customer?

Section 3: Order Screening

6. Does the provider order platform prompt the customer to explain the intended use
for the synthesized sequence and indicate whether the order contains a potentially
dangerous sequence, including a select agent or other SOC?

7. Does the provider have a clear mechanism for the customer to provide proof of
authorization to possess and work with the sequence and any organisms that might
result from its use if the order contains a potentially dangerous sequence, including a
select agent or other SOC?

8. Does the provider have a clear mechanism for the customer to disclose whether the
sequence or organism will be transferred to another party and to submit the identity
and location of that party?
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10.

11.

12.

13.

14.

If the order is categorized as yellow, does the provider conduct follow-up screening
before confirming or fulfilling the order, including gathering or confirming all the
information listed in the decision criteria below?

Is the order rejected after follow-up screening if any of the following criteria are met:
the customer remains unverified, the sequence itself is identified as potentially dan-
gerous and the customer does not have a legitimate use for the sequence or authoriza-
tion to handle the sequence or resulting agent, there is evidence that the customer has
attempted to deliberately evade screening, or the sequence order would be illegal to
fulfill or would violate the provider’s terms of service?

Is the order rejected and reported to law enforcement if the sequence itself is identi-
fied as potentially dangerous via technical screening and any of the following criteria
are met: the customer is unverified, does not have authorization to use the sequence,
or does not have a legitimate use for the sequence; the customer has attempted to
deliberately evade screening; or the sequence order would be illegal to fulfill?

Is information about the customer and order submitted to the third-party database
system at the time of order creation?

Is the sequence information submitted to the database in accordance with guidelines?

Is order and screening information stored for a period of eight years?

Section 4: Communication with Law Enforcement

15.

Are the following data points collected and saved by the provider, such that they are
available to law enforcement officials when required?

Provider

= Company name, address

= Provider identification

= Biosecurity officer, reporting employee

Principal and end users

= Individual completing order, point of contact address, email, phone number
= Account creation data

= Company or organization name, address

= Shipping information, receiver

Stated use

= Customer history of use, intentions
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Order metadata

= Date

= IP address

= User information

= Reason for ordering, use

Order sequence

= Nucleotide sequence
= Vector

= Sequence metadata

Reason for flag

= Customer screening results, protocol or service used
= Sequence screening results, protocol used

= External database flag

= Follow-up screening results

Copy of all communications with customer, including denial of order
Customer’s prior order information from this and possibly other providers.
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AAL authenticator assurance level

Al artificial intelligence

ASPR Administration for Strategic Preparedness and Response
DNA deoxyribonucleic acid

dsDNA double-stranded DNA

EBRC Engineering Biology Research Consortium

FBI Federal Bureau of Investigation

FSAP Federal Select Agent Program

HHS U.S. Department of Health and Human Services

IAL identity assurance level

IASB International Association for Synthetic Biology

IBBIS International Biosecurity and Biosafety Initiative for Science
IGSC International Gene Synthesis Consortium

IP internet protocol

NCBI National Center for Biotechnology Information

NIH National Institutes of Health

NIST National Institute of Standards and Technology

NTI Nuclear Threat Initiative

OSTP White House Office of Science and Technology Policy
RNA ribonucleic acid

SOC sequence of concern

Tor The Onion Router

UK United Kingdom

VOIP voice over internet protocol

VPN virtual private network

WHO World Health Organization

WMD weapons of mass destruction
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n-demand gene synthesis is a growing industry that

has democratized access to customized synthetic

deoxyribonucleic acid (DNA) and ribonucleic acid

(RNA) products used in biological research. However,

the increasing availability and decreasing cost of
custom synthetic nucleic acids presents a risk of misuse that could
allow nefarious actors to obtain sequences of dangerous organisms or
novel-engineered pathogens to construct a biological weapon. Securing
nucleic acid synthesis is a policy priority for the U.S. government and the
synthetic biology industry. But there is currently no legal requirement
that gene synthesis providers screen their customers or their orders to
ensure that the requested synthetic DNA and RNA constructs are not
used for harmful purposes. Many providers screen orders voluntarily,
but there is currently no universally accepted standard for screening
customers or orders.

In this report, the authors review government screening guidelines,
industry consortium requirements, legislative proposals, and the
scientific literature to assess the current state of commercial gene
synthesis screening; summarize proposals for strengthening screening;
and contribute recommendations for implementing comprehensive
screening policies to secure commercial nucleic acid synthesis.

These recommendations expand on and strengthen government
communications, industry consortium rules and best practices, and
proposals developed by researchers and provider organizations.
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