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Summary

Large-scale high-impact cybercrime incidents in the Netherlands have in recent years increasingly originated
from Eastern Europe. Russia and Ukraine appear to be the main countries in this regard, although incidents
have also been tied to cybercriminals operating from Romania, Georgia, Moldova and Bulgaria. Examples
of cybercrime are hacking, distributed denial-of-service (DDoS) attacks and ransomware. The latter is
particularly prevalent at the moment. The cyber threat from this region may become even greater if the war

between Russia and Ukraine escalates further.

While much research has been done on the activities of organised cybercrime and the tactics, techniques
and procedures used to carry out illegal activities, much less is known about the offender profiles of the
cybercriminals involved. In this context, the Research and Data Centre (WODC) of the Dutch
government commissioned RAND Europe to organise a workshop to identify and collect existing
knowledge on the background characteristics, motivations and recruitment of this group of
cybercriminals, and identify knowledge gaps. A better understanding of the available evidence could
contribute to the efforts of the Ministry of Justice and Security, the Public Prosecution Service and the

police to combat and prevent cybercrime.

Scope and design of the workshop

The scope of the workshop was limited to organised, high-impact, cyber-dependent crime originating in
Eastern Europe. Cyber-enabled crime, such as online fraud and trafficking in illicit goods via the dark web,

as well as state-sponsored cyber espionage are outside the scope of the workshop.

Eight experts from academia, law enforcement and cybersecurity with expertise in detecting and
investigating this group of cybercriminals participated in the workshop. Together, the available knowledge
on background characteristics, motivations and recruitment was mapped. These three focus areas were
divided into different aspects, as shown in Figure 1 below. The available knowledge and the gaps in
knowledge for each aspect was discussed, followed by an assessment of the level of knowledge using a set of
scoring criteria. The experts could choose from ’high’, ‘moderate’, ‘limited’ or 'unknown’. The results were
subsequently displayed on a screen and discussed collectively. In this final report of the workshop, the

insights shared have been aggregated at the group level.
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Figure 1. Focus areas and aspects
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Findings

Several data sources and research methods are available to gather insights about this group of cybercriminals,
including investigative data, interviews with perpetrators or investigating and intelligence officers, victim
surveys, analyses of cybercriminal marketplaces, forums and leaked chats, case studies, psycholinguistic
analyses of digital communications, crime scripts, behavioural analyses and typologies of hackers. This final

report presents insight in the experiences of leading experts in investigating this group of cybercriminals.

Regarding the background characteristics of the likely tens of thousands of people involved, experts
indicated that the vast majority appear to be men. Age and nationality could often be linked to the types of
cybercrime activities they engage in. When they first start engaging in cybercrime, they typically do not
seem to have a criminal record, nor does it seem common for them to engage in other types of crime in
parallel. In general, they typically appear to be highly educated. In their spare time, they often seem to have
computer-related hobbies. Trust issues and autism appear to be relatively common among this group.
Finally, it was observed that, although the criminals operate in an organised manner, collaborating

individuals rarely seem to meet in person.

In terms of the motivations of the individuals to engage in cybercrime, the experts believed financial gain
to be the main one. Almost all services and skills are on offer as a paid service. Compared to the West,
employment in Eastern Europe is lower, IT jobs pay less and there is little social security. Cybercrime can
be an attractive way to make a lot of money quickly since the risk of getting caught is low and the financial
reward is high. Nevertheless, other motivations also play a role, as individuals are likely to be motivated by

a combination of factors.
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Finally, the experts noted that recruitment mainly takes place on online forums. In some cases, formal
recruitment procedures are set up where candidates need to provide their CV, cover letter, references and a
list of Bitcoin wallets. It also occurs that candidates must complete certain tests to prove their abilities.
Reputation seems to be an important element in recruitment. Potential employees often have to prove that
they have previously been involved in cybercrime activities. Contacts in common are essential for this.

Typically, the cybercriminals work on a freelance basis.

The experts assessed knowledge levels to be higher for motivations and recruitment than for background
characteristics. Knowledge is more extensive and stronger when it is less necessary to link information to
the identity of specific individuals (so-called 'pre-attribution data'). For example, it is difficult to collect
data on offenders' family situations if it has not yet been established which individuals are involved. For
aspects where this is less essential, it is also easier to gain insights. A lot of information can be gathered
about, for instance, cyber offenders' leisure activities because they speak more openly about this online and

thus leave traces.

The many insights that the experts shared during the workshop about the profiles of cybercriminals from
Eastern Europe are in stark contrast to the limited academic literature available. The workshop showed that
the coverage and the strength of the available evidence vary in relation to the different elements of the offender
profiles. While there is knowledge on every aspect of cybercrime, it is far from complete. This could potentially
lead to a distorted picture. Moreover, the basis of the insights gathered has not been validated in this study. It

cannot be ruled out that the information presented in this report is not representative.

Future research

Future research can be used to expand the offender profiles. There are many different types of individuals
involved in organised cybercrime. Knowledge requirements and knowledge gaps may therefore vary
depending on, for example, the roles individuals have in the organisation as well as what the information is

needed for, e.g. detection, prosecution or prevention.

It is not necessarily the case that the aspects where the knowledge levels are the lowest also should be
prioritised for future research, nor that sufficient information is currently available for the aspects for which
the knowledge level is seen as higher. Important considerations include the feasibility of retrieving

information and whether the insights are useful without cooperation with local authorities.

To fight cybercriminals more effectively, additional data and insights on the following aspects are most

useful (in no particular order):
e The criminal history of cybercriminals;

e The social and psychological drivers involved when tech-savvy individuals choose to become

cybercriminals over a legal profession in the IT field;

e The forums and other platforms on which cybercriminals operate and the main communication

channels cybercriminals use;

e How cybercriminals work together and rivalries;
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o The relationships cybercriminals maintain with political and ideological motivations;

e To what extent the cybercriminals cooperate with intelligence agencies and government

organisations in Russia and Ukraine; and
e  The ways in which money is laundered.

In these areas, more research based on primary data, such as police data, leaked chat logs, forums,
ethnographic research or qualitative interviews, would be particularly useful in these areas. Future research
could also go deeper into how different personality traits could be linked to different roles within groups
and communities. In addition, future research can provide more direction on 1) what knowledge would be
most useful for which purposes (e.g. for prevention or detection); 2) how, accordingly, cyber offenders
could best be profiled; and 3) how acquired knowledge on the perpetrator profiles of cybercriminals could

be integrated into technical and digital forensics research.





