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aving the largest number of civilian employees in the federal government, the U.S. Depart-

ment of Defense (DoD) has a pivotal opportunity to modernize its workforce management.

Although defense conversations often center on warfighting capabilities, the performance

of the civilian workforce—more than 770,000 strong—is essential to meeting the depart-
ment’s strategic and operational goals. Across DoD components, the pace of technological advance-
ment, the growth of workforce demands, and persistent process inefficiencies have prompted a
search for innovative approaches to workforce management.

Artificial intelligence (AI) is increasingly viewed as a potential tool to improve efficiency, con-
sistency, and decisionmaking across human resources (HR) operations. AI refers to computational
(i.e., not human) systems or techniques that can perform tasks that have limited human oversight.
AT systems exhibit human-like qualities, such as learning from experience, reasoning, and decision-
making, by analyzing large volumes of data to improve their performance over time (Slama, Lim,
and Yeung, 2024). In workforce contexts, Al systems—especially those built on machine learning,
deep learning, and large language models—enable powerful functionalities, such as pattern recogni-
tion, classification, prediction, and content generation. These capabilities are central to many appli-
cations in defense human resource management (DHRM).

Framework and Scope

Our project applied a flexible framework as a broad guide on potential use cases and implementa-
tion issues. Our framework captures how DHRM involves central components, including personnel
plans (e.g., staffing, requirements), development (e.g., training, education), and engagement (e.g.,
compensation, benefits, acquisition through recruiting and retention). Figure 1 illustrates these
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KEY FINDINGS

Artificial Intelligence’s Potential to Enhance Defense Human Resource Management Operations

The use of artificial intelligence (Al) for defense human resource management (DHRM) can improve mul-
tiple aspects of DHRM, including talent acquisition, job classification, workforce analytics, and adminis-
trative automation.

Al-powered tools could enhance job analysis, position classification, and hiring efficiency.

Machine learning algorithms can improve the applicant experience by streamlining job searches and
matching candidates to positions.

Al-driven résumé screening and candidate assessment tools could expedite hiring while improving fair-
ness and consistency.

Predictive analytics can optimize workforce planning by identifying skill gaps and improving retention
strategies.

Challenges and Considerations for Artificial Intelligence Adoption

Al adoption in DHRM comes with legal, ethical, and operational challenges that must be addressed.

Al hiring tools must comply with federal Equal Employment Opportunity laws and mitigate liability for
actions that might be taken according to improper data sampling.

Data privacy and security concerns, particularly for personally identifiable information, require careful
management.

Integrating Al with existing DHRM systems is complex, necessitating coordination among HRM profes-
sionals, data scientists, and information technology specialists.

Officials warn against the misconception that Al is a universal solution; agencies should evaluate whether
Al is the best approach or if alternative policy, process, or technology changes would be more effective.

Framework for Artificial Intelligence Implementation

Advancing and scaling Al-driven DHRM initiatives across DoD necessitates enhancing governance struc-
tures and cross-functional collaboration. Although efforts might exist, our discussions with DoD represen-
tatives indicate a need for clearer, more-robust efforts at the department and in coordination with the U.S.
Office of Personnel Management.

DoD needs policy leadership for Al integration in civilian workforce management, but components should
craft flexible, content-specific strategies. We observed limited evidence of comprehensive strategies at
DoD and component levels.

Data Challenges and the Path Forward

Data quality is a foundational challenge for Al adoption in DoD.

Although Al offers significant opportunities, DoD components lack a comprehensive strategy for integrat-
ing Al into civilian workforce management.

Many DHRM systems operate in silos, limiting Al’s effectiveness in workforce analytics and personnel
decisionmaking.

Significant effort is needed to clean, standardize, and integrate DHRM data before Al solutions can be
deployed at scale.

Al has the potential to transform DHRM, but realizing its benefits will require sustained investment in tech-
nology, workforce training, and governance.




Figure 1. Human Capital Management Framework
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This framework applies to human resource
management (HRM) broadly, not only for DHRM
but also for other personnel-intensive organizations,
such as corporations and federal agencies. In the
DoD context, this framework can describe HRM for
both defense civilians and military personnel in the
armed services.

Our report focuses exclusively on the civilian—
but not military—applications of Al in DHRM.
Although much attention has been paid to Al in
operational or warfighting domains, our research
examines how Al can support the administrative
and talent management functions for DoD’s civil-
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ian workforce. The legal, cultural, and operational
requirements governing civilian personnel differ in
important ways from those that apply to uniformed
service members. Accordingly, we frame our findings
in the institutional and policy context of federal civil-
ian employment and human capital management.
Our research represents an initial effort to
explore AI’s potential in DoD civilian personnel
operations. Even though our findings highlight
promising opportunities and key considerations,
our research is not intended to provide a definitive
road map for Al implementation. Instead, this report
serves as a foundation for further discussion and to
guide DoD decisionmakers while they determine
where to focus additional research, pilot programs,
and policy development.




Abbreviations

Al artificial intelligence
CPP Office of the Deputy Assistant Secre-
tary of Defense for Civilian Personnel

Policy
DCPAS Defense Civilian Personnel Advisory
Service
DHRM  defense human resource management
HR human resources
HRM human resource management
IT information technology
OPM U.S. Office of Personnel Management
PD position description

Challenges and Opportunities

DoD faces significant challenges in civilian personnel
operations, including lengthy hiring timelines, intri-
cate benefits administration, and resource-intensive
customer service demands. Recent evaluations have
underscored the inefficiencies of existing systems
and highlighted user frustration and the missed
opportunities for automation and process enhance-
ment (Triezenberg et al., 2025).

Al applications present a promising avenue for
addressing workforce challenges. Organizations in
various fields are already applying AI to HRM. Pre-
liminary findings from private-industry studies sug-
gest that AT can significantly enhance recruitment,
candidate assessment, professional development, and
benefits administration (Andrieux et al., 2024; Cam-
pion and Campion, 2024; Campion and Campion,
2023; Stone, Lukaszewski, and Johnson, 2024; Tambe,
Cappelli, and Yakubovich, 2019). Documented
improvements include increased speed, reduced
human labor for repetitive tasks, and enhanced com-
puting power to manage large datasets. Al also offers
the potential for real-time feedback and personalized
services for employees (Nawaz et al., 2024).

Despite these benefits, Al integration into per-
sonnel operations presents several challenges:

o Technical barriers, such as data quality and
infrastructure readiness, can often pose
immediate barriers to effective AI deployment
(Zabala, 2023).

o Complex issues regarding accountability,
ethics, legal implications, and potential indi-
rect imbalances in automated processes must
be navigated (Campion and Campion, 2023;
Charlwood and Guenole, 2022; Sampath et al.,
2024). For example, the following questions
must be answered:

— Who is legally accountable within an orga-
nization for personnel decisions made by
AT applications? (Charlwood and Guenole,
2022)

- Are organizations transparent about how
Al applications are used? (Sampath et al.,
2024)

— Does an Al application comply with
employment laws regarding subgroup dif-
ferences? (Campion and Campion, 2023)

+ Job applicants and HR professionals are skep-
tical about AI-driven processes or the effects
on traditional HRM roles (Acikgoz et al.,
2020; Chen, 2023; Kochling, Wehner, and
Warkocz, 2022; Lacroux and Martin-Lacroux,
2022; Noble, Foster, and Craig, 2021; Ore and
Sposato, 2022).

Successful AT implementation requires several
foundational elements: strong data governance,
updated management guidelines, effective commu-
nication between HRM and technical profession-
als (such as information technology [IT] specialists
and Al engineers), and clear metrics to assess Al
effectiveness (Cubric, 2020; Singh and Pandey, 2024;
Tambe, Cappelli, Yakubovich, 2018; Tariq, Poulin,
and Abonamah, 2021; Zabala, 2023). Organiza-
tions that have successfully integrated Al into their
HRM operations have typically invested significant
effort in building these foundational elements before
deploying AT applications.

Although some DoD components are exploring
AT solutions for specific DHRM challenges, a com-
prehensive, departmentwide assessment for system-
atically integrating Al into civilian personnel opera-
tions has not yet been completed. This fragmented
approach risks redundancies, inconsistent technology
applications, and missed opportunities for enterprise-
wide efficiency gains. By not having proper coordi-
nation, DoD components might develop individual




Al solutions to universal DHRM problems, which
could lead to incompatibility issues in data formats,
decisionmaking frameworks, and integration capa-
bilities. For example, adopting AlI-driven hiring tools
that have incompatible data models and algorithms
could lead to conflicting hiring criteria, workforce-
planning inefficiencies, and a limited sharing of
personnel insights across the enterprise. Addition-
ally, AI tools that lack interoperability might require
expensive and time-consuming modifications to
work together.

These risks are heightened in DoD’s unique
context, in which Al applications must align with
defense-specific priorities, such as workforce readi-
ness and national security objectives (Goldman,
Winkler, and Thompson, 2022). DoD’s specialized
personnel systems—such as the Civilian Acquisition
Workforce Personnel Demonstration Project and the
Cyber Excepted Service—further complicate inte-
gration because they feature distinct performance
management structures, data requirements, and pro-
motion frameworks that are not found in other fed-
eral agencies (Werber, 2021). In addition, widespread
security clearance requirements impose constraints
on Al tools handling sensitive or classified person-
nel data (Werber, 2021). The complex governance of
DoD civilian DHRM, which involves oversight by
the Office of the Secretary of Defense, the military
services, and the U.S. Office of Personnel Manage-
ment (OPM), makes alignment across stakehold-
ers essential for any Al solution to be successfully
scaled across the enterprise (Goldman, Winkler, and
Thompson, 2022).

Research Purpose and Method

The primary purpose of our exploratory research
effort was to identify opportunities for Al integration
that improve the efficiency and effectiveness of DoD
civilian personnel operations but also account for

the unique requirements and constraints of the DoD
environment. Our research aimed to identify poten-
tial near-term applications and long-term transfor-
mational possibilities, which can be examined in
greater depth in future research. The second purpose
of our research was to identify broad implementation

considerations and risk-mitigation strategies to guide
future AT adoption efforts.

Our research carried out the following two ana-
lytical tasks:

1. We conducted a literature review of emerging
Al technologies, existing HRM applications,
and ongoing efforts at federal agencies to
modernize personnel operations. Our review
encompassed academic research and gray
literature, including industry reports. We
queried academic databases (such as Ex Libris
Primo and Google Scholar) using such search
terms as “artificial intelligence,” “human
resources,” “human resource(s) management,”
and “human resource applications.” Our
focus areas included “contracts management,”
“resume review,” and “candidate assessment”
to capture the general benefits and drawbacks
of ATin HRM and in specific application
areas. Additionally, searches for private-sector
case studies and reflections uncovered gray
literature that highlight corporate AI-driven
HRM initiatives, which offer valuable lessons
for such federal entities as DoD to leverage Al
for workforce management.

2. We conducted semistructured interviews
with six stakeholders, including DoD civil-
ian personnel professionals and AT techni-
cal experts from federal agencies, to identify
key pain points and provide insights into AI
integration opportunities and challenges.
Participants were from OPM, the Defense
Civilian Personnel Advisory Service (DCPAS),
and the Department of the Air Force.! These
officials were selected according to their HRM
expertise, familiarity with Al initiatives, and
understanding of challenges related to per-
sonnel operations, technology adoption, and
data management in DoD. Initial interview
candidates were identified through profes-
sional networks, and additional participants
were recruited via snowball sampling because
interviewees recommended colleagues that
have relevant expertise. To encourage candid
responses, we assured participants that we
would preserve their anonymity and that no




One of the most immediately promising
applications of Al to civilian personnel operations
iNvolves streamlining the position description and

classification process.

personally identifiable information would be
included in the findings.

Interviews were conducted virtually via Micro-
soft Teams, and each interview lasted approximately
60 minutes. The interview protocol focused on any
existing AT usage in personnel operations, potential
future applications, organizational prerequisites
for successful AT implementation, and frameworks
for evaluating AT adoption decisions. A thematic
analysis was conducted to identify common pat-
terns and insights across interviews, emphasize
areas of consensus regarding implementation chal-
lenges and opportunities, and provide unique per-
spectives that could inform recommendations for
future Al integration.

The interviews provided valuable insights into
the practical considerations of Al integration into
DoD civilian personnel operations, but some limita-
tions should be acknowledged. The small sample size
of six participants was informative but might not
fully represent the breadth of perspectives in DHRM.
Additionally, the use of snowball sampling could
have limited the variety of viewpoints. Similar to any
interview-based research, the findings reflect subjec-
tive experiences and opinions rather than objective
measures of Al implementation outcomes. Nonethe-
less, these discussions complemented the literature
review and grounded this report’s recommendations
in the operational realities of the department.

Identifying and Implementing
Artificial Intelligence Solutions

In the following sections, we present findings in two
areas: the potential applications of AT in DHRM—

including a description of how DoD is using AI—
and the organizational prerequisites for successful
Al implementation.

Several Potential Applications
of Artificial Intelligence to U.S.
Department of Defense Civilian
Personnel Operations

Our analysis identified several promising oppor-
tunities for integrating Al into DoD civilian per-
sonnel operations. Both our literature review and
interviews with government officials suggest that

AT can enhance efficiency and effectiveness across a
variety of DHRM functions (Lobell, 2024). However,
these opportunities must be carefully evaluated in
the context of DoD’s distinct operational environ-
ment, which includes unique workforce structures,
mission-critical roles, and national security consider-
ations. Although concerns, such as data quality, regu-
latory compliance, and decisionmaking transparency,
are common across the federal government, DoD’s
scale, complexity, and security imperatives demand
tailored approaches to Al integration that go beyond
general federal requirements.

Classifying and Describing Positions

One of the most immediately promising applica-
tions of Al to civilian personnel operations involves
streamlining the position description (PD) and clas-
sification process. The existing methods for creating
and categorizing PDs are often time-consuming and
cumbersome because of fragmented DHRM systems,
manual workflows, and varying classification inter-




pretations, which can lead to inconsistencies across
organizations (Groeber et al., 2020; U.S. Merit Sys-
tems Protection Board, 2020). Al tools, particularly
large language models, could assist DHRM special-
ists and hiring managers with drafting PDs that align
with federal classification standards.

Generative Al offers practical solutions to these
long-standing classification challenges by shift-
ing the PD process from a largely manual task to a
semiautomated, data-informed collaboration. Rather
than relying solely on HR specialists to interpret
classification standards and translate them into text,
Al models that are trained on federal occupational
guides, validate job data, and rely on existing duty
statements can generate content that is classification-
compliant from the outset. These systems can surface
relevant competencies, duties, knowledge, skills,
and abilities according to series-specific norms and
agency-specific requirements, dramatically reducing
the potential for inconsistency or misalignment.

Campion and Campion (2024) describe how
natural language processing tools are already capa-
ble of analyzing narrative job descriptions to infer
skill requirements, generate structured features, and
even develop job-related assessments—functions
that translate directly into duty statement genera-
tion. Similarly, Stone, Lukaszewski, and Johnson
(2024) highlight how AT can synthesize inputs from
disparate organizational sources, such as perfor-
mance reviews and legacy descriptions, to create
accurate and standardized job profiles at scale.
When embedded in chat-based interfaces, these
tools can support iterative customization while
maintaining compliance, enabling HR staff and
managers to coauthor descriptions that meet opera-
tional and classification needs.

An official at DCPAS highlighted the ongoing
efforts to leverage Al by stating, “OPM has been tack-
ling the federal classification process through artifi-
cial intelligence. The process of classifying a position
description is archaic. . . . OPM has been piloting
what they call the USA Classification Tool, which
uses generative Al to help managers draft their duty
statements, offering suggestions through a chat-based
function.” This capability is particularly relevant
for DoD, at which PDs often must balance technical

specificity and standardized federal classification
requirements. Moreover, this application is high-
lighted in the literature as being a promising applica-
tion of Al technology (Campion and Campion, 2024;
Stone, Lukaszewski, and Johnson, 2024).

DoD is actively exploring AI to enhance the
quality and effectiveness of PDs. One official noted,
“We’re looking at writing [PDs] but also specifically
a whole talent management strategy on how to bring
people into DoD in mission critical occupations.
[Descriptions are] written so that they can attract
the talent we need, especially outside and commer-
cial people, like in cyber.” By leveraging Al tools,
DoD aims to create PDs that appeal to candidates
both within and outside the government to enhance
recruitment efforts while ensuring PDs meet the
necessary technical and standardized criteria for
federal positions.

Generative Al can tailor PD language to reso-
nate with target applicant pools by aligning descrip-
tions with the terminology and framing common
in private-sector roles, reducing the reliance on
bureaucratic jargon. Additionally, efforts are under-
way to standardize talent management processes
across DoD components, facilitating the wider
adoption of Al-driven solutions. As another official
emphasized, “We’re actually working on standardiz-
ing the talent management process across all of our
components. . . . Before evaluating AI tools like the
RPA [request for personnel action] writer, we must
ensure we are using standard formulas and data to
assess if these tools are helpful.™

A key way in which officials appear to mea-
sure helpfulness is the extent to which a method
can reduce the labor hours spent on arduous but
primarily informational tasks, such as identifying
and advising on DHRM-related laws, regulations,
and policies. As one official put it, an AI tool that
could assist with these kinds of informational que-
ries would be able to train HR personnel; expedite
DHRM-related responses to institutions, including
Congress; and, ultimately, “save everyone so much
time.” These initiatives are poised to significantly
modernize workforce management and enhance
operational efficiency throughout the department.




Enhancing the Applicant Experience

In our interviews, perhaps the most extensively dis-
cussed area for Al application was modernizing the
federal hiring process, particularly by improving the
applicant experience. The existing system presents
significant barriers for candidates, especially those
from outside the federal government who are unfa-
miliar with its complex structures and rigid classifi-
cation systems. Applicants to any DoD component
face these challenges as much as those applying for
positions at other federal agencies. As one official
explained, federal organizations could modernize the
assessment and matching of candidates by

utilizing artificial intelligence basically to kind
of do some market segmentation . . . [and]
helping applicants find the jobs that they’re
looking for. Most applicants, I think, struggle,
and that’s been well documented, struggle with
understanding . . . things like occupational
series, the grade structure, very rigid position
titles that don’t really equate to what private
sector would use.®

AT tools might bridge the knowledge gap faced
by job seekers who are navigating such platforms as
USAJobs and might struggle to find opportunities
that match their skills because of technical jargon
and nonintuitive classifications. For instance, Al-
driven solutions could personalize the job search
experience by recommending positions according
to an applicant’s skills, past searches, or uploaded
résumés rather than relying solely on outdated
occupational series. Additionally, AI could provide
real-time guidance to help applicants interpret job
requirements, understand eligibility criteria, and
optimize their résumés. By making DoD job post-
ings more accessible and intuitive, AT can help alle-
viate the frustration experienced by job seekers—
particularly those accustomed to private-sector
recruitment processes that emphasize clarity and
direct skill-to-job matching.

Beyond improving accessibility, AI could trans-
form DoD’s hiring pipeline. Intelligent algorithms
might analyze job applications and match roles to
applicants according to their qualifications, high-
lighting opportunities they might have overlooked.
These systems could also provide tailored recom-

mendations for similar positions across agencies,
addressing a persistent issue in federal hiring in
which candidates are often unaware of the breadth of
available opportunities.

Another official emphasized the potential role of
Al by stating that AI could assist with

removing any barriers of entry or even artifi-
cial barriers of entry that have been caused by
the kind of nuances of federal government or
just common perceptions . .. [and with] help-
ing applicants, qualified people, get to the right
jobs in the right agencies.”

Interviewees aligned with the existing literature
regarding this topic and cited the benefits of AI-
assisted candidate assessments, specifically because
of the capacity for such applications to identify skills
and abilities in reviews that individuals might miss
(Stone, Lukaszewski, and Johnson, 2024). The litera-
ture also underscored that AI could facilitate the can-
didate experience in the realm of background checks,
personal vetting, and security clearances, which are
necessary for employment at DoD and other national
security agencies (Stebbins, Girven, and Ryan, 2023).
AT enhances this process by reducing processing
time, automating document verification, and provid-
ing real-time updates to candidates, thereby mini-
mizing uncertainty and improving transparency in
the hiring pipeline (Gadhiya, 2024).

By addressing these entry barriers and improv-
ing the overall user experience, Al could increase the
efficiency and effectiveness of recruitment into DoD
positions. This increased efficiency and effective-
ness can help the government attract a wider pool of
qualified candidates and foster greater trust in the
hiring process.

Screening Résumés and Assessing
Candidates

Al-enhanced résumé screening is not limited to
simple keyword matching and incorporates advanced
natural language processing and machine learning
techniques that evaluate content to a greater semantic
depth. Instead of merely flagging identical terms,

Al systems can interpret related competencies and
infer qualifications, such as recognizing that “lead-




ership experience” might satisfy the requirements
for “supervisory experience” (Stone, Lukaszewski,
and Johnson, 2024, p. 2). These systems can extract
and organize résumé data into structured formats,
enabling quicker and more-consistent comparisons
across applicants. Deep learning models trained on
job descriptions, performance data, and historical
hiring outcomes can also assess soft skills and per-
sonality traits inferred from language patterns or
response styles in text and video responses (Chen,
2023). When calibrated appropriately, these tools not
only improve the precision and scalability of résumé
screening but also support greater fairness in can-
didate evaluation by minimizing the influence of
more-subjective measures of a candidate’s prior per-
formance and experience.

Automating candidate assessment is one of
AT’s most mature applications to DHRM, offering
significant opportunities to enhance efficiency and
consistency in hiring. DoD components have begun
piloting these capabilities to streamline the labor-
intensive tasks that are traditionally performed by
HR personnel. For example, one interviewee from
DoD discussed how the Air Force is exploring how
Al can assist DHRM operations by automating the
verification of such criteria as veterans’ preference
and hiring eligibility after an applicant submits
their materials.

These early efforts align with research that
demonstrates how Al tools can significantly reduce
the time and effort involved in résumé screening
and document verification, particularly for high-
volume job openings (Stone, Lukaszewski, and
Johnson, 2024). In one DoD pilot program, an Al
solution was deployed to analyze résumés and auto-
matically highlight sections that matched key job
requirements, effectively directing attention to areas
in which specialized experience appeared to meet
the job criteria. As described by another DoD offi-
cial, “HHS [U.S. Department of Health and Human
Services] tried to do that with the résumés . . . where
the artificial intelligence solution was basically
highlighting sections of the résumé to kind of draw
users’ eyes towards areas where it thought the spe-
cialized experience was being met.”

By leveraging such tools, HR professionals can
focus on the most relevant parts of an applicant’s

Automating candidate
assessment is one

of Al's most mature
applications to DHRM,
offering significant
opportunities to
enhance efficiency and
consistency in hiring.

profile, speeding up the evaluation process but
not compromising detail. Beyond efficiency, these
tools help reduce human subjectivity by applying
consistent criteria to the initial stages of candidate
screening. For instance, Al could compare résumés
against standardized job requirements or occu-
pational benchmarks, ensuring fair assessments
of applicants. Existing research highlights that AI
contributes to not only greater speed in screening
candidates but also greater fairness in HRM pro-
cesses (Chen, 2023).

Additionally, the scalability of these technolo-
gies holds promise for federal agencies, such as DoD,
that manage large applicant pools or operate under
tight hiring timelines. Automating assessment tasks
(e.g., flagging eligibility documents, highlighting
relevant qualifications) allows HR staff to focus on
higher-order tasks, such as conducting interviews
and finalizing hiring decisions. These technologies
continue to mature, and there is significant potential
for integrating Al-powered assessment tools into
broader DHRM workflows, paving the way for a
more responsive and accurate hiring system.

Enhancing Job Analysis

Interviewees pointed to opportunities for Al to
enhance job analysis processes, which have histori-
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cally been challenging for federal agencies striving
to categorize and define the extensive knowledge
areas, skills, and abilities associated with individual
jobs. One OPM official noted, “It’s one of those HR
practices not done at all or done poorly or haphaz-
ardly across government. The combination of being
able to use AI to process a lot of information and
make recommendations to subject-matter experts
and lighten their load is very exciting to me.” This
sentiment aligns with literature findings that sug-
gest Al can offer valuable contributions to organiza-
tions by providing more-structured and streamlined
approaches to matching individuals’ skills with
organizational needs (Campion and Campion, 2024;
Chen, 2023). Recent research on Al-driven talent
analytics highlights that AI can automate compe-
tency modeling, improve workforce planning, and
enhance job analysis accuracy by leveraging exten-
sive talent data to identify skill gaps and predict
future labor market trends (Qin et al., 2024).

Al enhances job analysis by automating the tra-
ditionally manual process of reviewing job descrip-
tions, employee assessments, and performance
data to extract patterns and recommend critical
knowledge, skills, and abilities. For example, natural
language processing tools can analyze thousands of
job postings, résumés, and performance evaluations
to surface common skill clusters across occupations
(Campion and Campion, 2024). These AT systems

go beyond keyword matching and employ machine
learning to interpret text-based data, infer implicit
competencies, and flag evolving requirements, such
as new technologies or certifications needed in
emerging fields (e.g., cloud security, Al ethics).

In practical terms, Al tools can synthesize work-
force data from systems, such as performance man-
agement databases, learning management systems,
and employee career paths, to infer the traits and
skills associated with high performers. For instance,
if DoD were seeking to update cybersecurity roles,
AT could analyze historical and modern training
records, work experience, and performance reviews
of personnel in those roles. From there, the system
could recommend updated competency models that
emphasize such traits as proactive threat identifica-
tion, zero-trust architecture experience, and vendor
risk management.

These recommendations can then be reviewed
and validated by human subject-matter experts,
significantly reducing the initial workload and
improving consistency across agencies. This hybrid
human-AI process helps ensure that job definitions
are up-to-date, evidence-based, and reflective of
actual workplace demands while still meeting com-
pliance and defensibility standards. Furthermore, the
application of Al in job analysis supports scalability.
Instead of conducting job analysis for a few roles
annually, agencies could update hundreds of classifi-
cations in a shorter period, responding more nimbly
to mission shifts or new policy mandates (Chen,
2023). Al tools can also assist in workforce planning
by identifying emerging skill gaps across agencies,
thus guiding reskilling initiatives or targeted recruit-
ment efforts.

Retaining and Managing Talent

Al applications hold the potential to transform reten-
tion strategies and talent management at DoD. Reten-
tion challenges often stem from a complex interplay
of factors, including compensation, organizational
culture, and career development opportunities. By
leveraging Al to analyze both modern and historical
data on such factors, DoD can gain deeper insights
into the factors driving attrition and develop targeted
interventions to retain top talent.
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For example, AI could help DoD synthesize data
from disparate systems—such as personnel files,
training records, promotion histories, Defense Orga-
nizational Climate Surveys, and incentive program
participation—to identify patterns associated with
both successful retention and early attrition. These
insights could be used to build predictive models that
flag employees at elevated risk of departure, enabling
targeted outreach before a resignation occurs. In
practice, this approach might mean using Al to rec-
ognize when an employee’s career has plateaued or
when a gap in training opportunities correlates with
higher quit rates in similar roles. AI could also be
used to evaluate the effectiveness of specific retention
initiatives, such as bonuses or mentorship programs,
by comparing outcomes across different populations
and career stages.

Interviewees expressed optimism that AI appli-
cations could provide more readily actionable and
personalized retention improvement insights from a
broader variety of data sources. As one DoD official
highlighted, “More and more we’re getting asked
for the whys of retention. . . . [We're] trying to get
down to the causal look at what is driving retention
rather than just being able to predict it and report
it ... things like bonuses and stuff like that, being
able to look at what the impact of who’s taking the
bonus and what kind of bonus and how much and for
how long.”1% This official additionally noted that AI
applications could use linked datasets to produce a
“history of somebody’s career in one kind of summa-
rized format,” improving analysis of common inflec-
tion points for managing such concerns as retention
across the career life cycle.!!

DoD, if and when Al is sensibly deployed,
will have additional tools to measure such areas as
employment engagement and morale than the Fed-
eral Employment Viewpoint Surveys, Defense Orga-
nizational Climate Surveys, and other directed sur-
veys and assessments do (Office of People Analytics,
undated; OPM, undated). AI tools can process vast
amounts of data, enabling DHRM teams to assess the
effectiveness of financial incentives (e.g., bonuses)
and proactively identify employees at risk of leav-
ing, facilitating timely interventions before retention
issues arise. The private sector is already capitalizing
on AT’s retention benefits, using predictive analytics

to tip off HRM professionals about when proactive
interventions might improve retention odds for spe-
cific individuals (Lobell, 2024).

Beyond retention, AI has broad applications in
talent management, particularly in optimizing how
personnel are identified, deployed, and developed
(Tambe, Cappelli, and Yakubovich, 2019). Unlike
traditional workforce planning methods that rely on
static data and historical trends, AI can dynamically
analyze vast amounts of manpower, personnel, and
structural data to generate predictive insights. Inte-
grating these data sources enables AI-driven predic-
tive analytics to assess civilian workforce readiness,
defined by Chindea and colleagues as “the state of
having the right number of people with the right set of
skills, competencies, resources, and experiences in the
right job at the right time” (Chindea et al., 2023, p. 9).

Al enhances this process of assessing work-
force readiness by identifying patterns, forecasting
workforce trends, anticipating skill gaps, predicting
attrition risks, and recommending proactive staff-
ing adjustments. As another DoD official noted,

“We call it faces to spaces to places in the DoD.. ..
We've got all those structured data and we’ve got the
manpower data and we’ve got the personnel data . . .
being able to show you when we’ve got vacancies and
what the skill sets are that are going to be needed

to fill the vacancies and being able to look at what
the likelihood is that someone’s going to leave their
position.”? This capability allows DoD to anticipate
workforce gaps, align talent with mission-critical
roles, and ensure that skills are available where and
when they are needed.

Private-sector organizations are already lead-
ing the way in this regard. Some firms aggregate
employee activity data (such as task completion
times, productivity, and communication patterns) to
improve performance assessments (Rice, 2024). To
be sure, concerns still remain regarding the potential
legal and ethical challenges associated with Al in
talent management and development practices. These
concerns include possible inaccuracies in Al assess-
ments trained on historical employee data that might
not reflect present-day employee characteristics—a
possibility that exposes employers to legal challenges
from rejected applicants over unfair hiring practices
(Rice, 2024). One such example comes from Amazon,
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which abandoned an Al recruiting tool because the
résumés of successful candidates that it was trained
on oversampled men and subsequently penalized
women’s résumés; researchers note that regular
updates to and audits of training data are, therefore,
important steps to avoid the legal challenges that
might arise from inaccurate population data samples
(Du, 2024). Yet there is substantial potential for the
use of Al in workforce management, including as a
tool for developing bespoke employee development
plans (Gartner, 2025). For example, if an employee in
a cybersecurity role aspires to move into a leadership
position, Al could recommend leadership training
programs and relevant project assignments to build
the necessary managerial skills. These recommenda-
tions can be formulated according to formal career
paths or likely paths derived from analyzing the
career trajectories of past employees who have suc-
cessfully transitioned into similar roles.

AT also promises to enhance talent management
by streamlining such processes as assessing skills,
career pathing, and determining internal mobility.
For example, AI tools can map existing employee
skill sets against emerging organizational needs,
identifying individuals who might be reskilled or
redeployed to fill critical vacancies. These tools could
also recommend career development opportuni-
ties, such as training or certifications, to employees
according to their roles and career trajectories.

Performing Broader Administrative
Functions

Beyond core functions, AI presents numerous
opportunities to streamline routine administra-

tive tasks. These applications include automated
responses, common DHRM inquiries, and the intel-
ligent processing of personnel actions and benefits
administration. For example, interviewees noted the
substantial number of employee payments that must
be processed in any given pay cycle and how Al could
ease the workload for the DHRM teams responsible
for distributing funds. The U.S. Army has recently
migrated its Integrated Pay and Personnel System to
the “cloud” to leverage AI and manage that crucial
crossover between DHRM and compensation (U.S.

Army, 2024). This perspective aligns with private-
sector insights: Al is recognized as a tool for stream-
lining administrative functions and improving the
overall employee experience (IBM, 2023).

Industry publications indicate that firms are
already leveraging AT solutions to improve benefits
management. Al-driven benefits administration
tools can provide personalized recommendations to
employees, helping them select the most appropri-
ate benefits according to their usage history and
individual needs (Employer Flexible, undated).
Additionally, companies are developing products
intended to create efficiencies in basic administra-
tive tasks by assisting with automated scheduling
and workforce planning, including internal captures
of time allocation and work task completion (Palan-
tir Technologies, undated-a; Palantir Technologies,
undated-b). Although these applications might be
less transformative than others, they often face lower
implementation barriers and can deliver immediate
efficiency gains.

Enabling Effective Artificial
Intelligence Applications

For DoD to fully harness AT’s transformative poten-
tial in civilian DHRM operations, establishing a
robust data foundation is paramount. High-quality,
integrated data is a fundamental prerequisite for
effective Al implementation. Those whom we inter-
viewed consistently underscored the importance
of having well-structured, high-quality data before
embarking on Al initiatives. DoD faces significant
challenges because of the multiple components and
various business processes involved in connecting
and standardizing data across multiple systems.
This integration is essential not only for improving
operations but also for enabling future predictive
analytics capabilities.

Research affirms the perspectives shared by
interviewees, emphasizing that “data management
is the basic requirement for embedding artificial
intelligence in business procedures” (Tariq, Poulin,
and Abonamabh, 2021, p. 7). This data management
involves the difficult work of not only identifying or
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INn the absence of a robust, well-structured
data foundation, most Al efforts will have

imited Impact.

building datasets that are appropriately structured
but also collecting and then maintaining relevant
data (Cubric, 2020). In the absence of a robust, well-
structured data foundation, most Al efforts will have
limited impact.

Interviews revealed multiple layers of data chal-
lenges that organizations, such as DoD, will have to
consider addressing. First, creating proper context
for data usage requires a comprehensive approach.
One interviewee described the need to understand
“going from data tied to strategic management plan-
ning to capabilities, to capabilities and outcomes, to
Key Performance Indicators, to processes to busi-
ness rules and information flows.”'® This systematic
approach helps ensure that data is not only available
but also meaningfully structured for Al applications.
Related literature highlights the essential role of gen-
erating thoughtful, structured data. This step is criti-
cal because of the complexity involved in creating
meaningful metrics of value to HRM operations that
are consistent, valid, and appropriately tied to orga-
nizational goals (Tambe, Cappelli, and Yakubovich,
2019; Zabala, 2023).

Second, organizations must address data quality
through sustained effort. An interviewee noted that
they “spend a lot of time on data quality . . . bi-weekly
meetings for years now, working with the commu-
nity . .. trying to get the right data and clean up the
data.” This ongoing commitment demonstrates that
establishing a reliable data foundation requires con-
sistent attention and resources.

Third, organizations must consider how to
expand their data capabilities incrementally, allow-
ing them to build capabilities while maintaining
data quality. Scholars have identified multiple facets
of effective AT implementation, including technical,
managerial, and communication issues (Zabala, 2023).

Successful organizations who establish strong data
foundations typically follow key practices, such as

regular data quality assessments and cleanup

efforts

o clear governance structures for data
management

o systematic data integration approaches

» ongoing processes to monitor data quality

metrics

« investments in data infrastructure and tools.

These efforts are essential for long-term suc-
cess. One interviewee highlighted the challenge of
fragmented data systems, noting, “There’s so many
different systems . . . Each one probably has a differ-
ent kind of data standard or governance, or like label-
ing of what the parameters of the data usage are.”’
An annual U.S. Government Accountability Office
review highlighted that DoD spent nearly $9.1 bil-
lion on IT programs between fiscal years 2022 and
2024, and each of the 21 systems that rely and pro-
vide the data for Al have a unique set of challenges
and metrics of success (U.S. Government Account-
ability Office, 2024). This observation underscores
the importance of addressing data integration and
standardization, to the extent that it is feasible, before
pursuing advanced Al applications.

Although organizations recognize AI’s poten-
tial, success hinges on the development of strong
data foundations. As one interviewee noted, they
are “not sure if I've seen benefits yet” from certain
data integration efforts, underscoring the need for
realistic expectations and careful evaluation of data
initiatives.!® The ADVANA platform represents one
of DoD’s most significant efforts to centralize and
standardize data for analytics and AI applications.
By integrating disparate personnel, manpower, and
DHRM data sources, ADVANA has the potential to
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measured, deliberate
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have proven to be
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address some of the long-standing challenges associ-
ated with fragmented data systems. However, inter-
viewees noted that widespread adoption remains a
challenge because of the complexity of the platform
and the need for improved usability, training, and
interoperability with existing DHRM processes.
Ensuring that ADVANA and similar data infrastruc-
ture efforts align with Al readiness goals will be criti-
cal to enabling meaningful, scalable AT applications
in DoD’s civilian DHRM operations.

Building the Right Expertise

Cultivating expertise to manage and deploy AI effec-
tively requires deliberate investment in both techni-
cal and functional capabilities. Multiple interviewees
emphasized the importance of strong collaboration
between HR professionals and technical experts.
These sentiments aligned with insights from the
literature, namely that a critical component of any
successful Al implementation would be “strong col-
laboration between HR employees and digital subject
matter experts,” indicating a need for a common
vocabulary and understanding of mission and tasks
(Singh and Pandey, 2024, p. 10).

Training is a central element of capability-
building. Several interviewees discussed the value

of developing targeted, role-specific training pro-
grams. One interviewee recommended building
“small pockets of training credentials” tailored to
specific missions and locations, recognizing that
different AT applications require unique skill sets.!”
This modular approach to training allows orga-
nizations to build expertise incrementally while
maintaining focus on immediate operational needs.
Knowledge transfer between experienced staff and
new hires is another critical consideration. Inter-
viewees suggested various approaches, including
creating training events and developing learning
management systems to help preserve and transfer
knowledge systematically. These methods might
help organizations maintain continuity of expertise
while scaling their AT capabilities.

Creating Sustainable Processes

Sustainability is key to maintaining momentum in
ATl adoption. Governance models that emphasize
measured, deliberate implementation have proven to
be successful. For instance, interviewees highlighted
the use of cross-functional teams to evaluate and
prioritize AT use cases. These teams bring together
strategic planners, HR specialists, and technical per-
sonnel to ensure that initiatives align with organiza-
tional goals. Given DoD’s complicated and extensive
organization, tiger teams, working groups, and coun-
cils are regularly used, and the department might
be particularly well position for ensuring that these
cross-functional groups are available.

One way to evaluate these tools is through a
structured pilot program in which Al-driven deci-
sions are compared against traditional methods. For
example, in talent acquisition, Al-based candidate
screening could be assessed by tracking quality of
hire, time-to-fill, and new hire performance over
six months. DHRM teams could collect quantitative
data (e.g., job fit scores, retention rates) and qualita-
tive feedback (e.g., recruiter and candidate satisfac-
tion surveys) to determine whether the AI system
improves efficiency while maintaining fairness and
usability. Regular audits and A/B testing can further
validate AT’s effects and ensure a continuous refine-
ment that is based on real-world application (Tariq,
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Poulin, and Abonamah, 2021).!8 In the private sector,
IBM piloted AI-powered HRM chatbots for benefits
and compensation inquiries, first deploying them
in a controlled setting to assess accuracy and gather
feedback (Guenole and Feinzig, 2018). This approach
allowed IBM to refine responses and address chal-
lenges early, ensuring reliable, real-time support
before scaling up. The pilot showed chatbots could
handle 700 inquiries daily, reducing the HRM work-
load while maintaining service quality. By expanding
gradually, IBM built trust in the system’s ability to
enhance HRM operations.

The private sector offers examples of properly
scoping and structuring processes for sustain-
able, effective AT implementation. For instance,
Deloitte, among other companies, provides support
to chief data and analytics officers to ensure data
consistency, reliability, security, and organization
(Deloitte, undated). Firms are developing criteria to
help government workers discern the types of tasks
that are most suitable for AT augmentation, or even
automation, by specifically addressing creativity,
accuracy, and context variability (Austin et al., 2024).
Companies have also designed systems for DoD that
improve such analyses. For example, Booz Allen
Hamilton’s ADVANA Edge is designed to drive data
alignment and improve data analytic capabilities
for clients, including DoD (Booz Allen Hamilton,
undated; Morton, 2023). These approaches help build
durable AI practices, provide DHRM-focused assis-
tance, develop data foundations, and offer environ-
ments for DoD entities to more effectively synthesize
and analyze data sources.

Evaluating Artificial Intelligence
Implementation

After the key enablers are in place, the decision to
integrate AI solutions into DHRM requires a careful
approach that goes beyond simple cost-benefit cal-
culations. Drawing from the interviews and litera-
ture, we outline a framework for evaluating poten-
tial Al implementations across four key dimensions:
operational value, implementation feasibility, risk
management, and organizational readiness.

Evaluating Operational Value

Implementing Al in DHRM processes hinges on

the ability to derive a meaningful operational value
that aligns with organizational needs and strategic
objectives. As one official emphasized, “We have to
know we’re not just using Al to find a solution to

a problem that doesn’t exist yet.”?® Organizations
should systematically evaluate AT’s operational value.
First, they should assess potential efficiency gains
by determining whether AI can significantly reduce
time and costs in existing processes. Scholars note
that proper process performance metrics are a core
driver of operational excellence (Tariq, Poulin, and
Abonamah, 2021). These kinds of metrics could be
tied to Al implementation, including how AI reduces
time-to-hire, saves costs through automated résumé
screening, or improves decisionmaking accuracy
through predictive analytics in workforce planning.
For example, according to our interviews, DHRM
teams are exploring the use of Al tools to automate
policy response drafting, thereby reducing admin-
istrative time. Evaluating these efficiencies requires
establishing baseline measurements and clear, data-
driven benchmarks to assess AI-enhanced outcomes
compared with traditional methods.

Beyond efficiency, Al solutions must also
improve the quality and consistency of outputs. An
effective operational value assessment measures
whether Al increases the accuracy of decisionmak-
ing and reduces human error. For instance, predic-
tive analytics for talent acquisition should improve
job fit, retention rates, and mission-critical skill
availability. Additionally, AT applications should
improve the experience for HR staff and job can-
didates by streamlining workflows and increasing
usability. Evaluating these tools requires gathering
user feedback to ensure that they are both func-
tional and well received. One effective evaluation
method is process mapping and workflow analysis,
which involves systematically comparing pre- and
post-Al implementation workflows to measure
improvements in process efficiency, bottleneck
reduction, and automation effectiveness. For exam-
ple, Al-powered résumé screening can be analyzed
by mapping out the manual process (e.g., time spent
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reviewing applications, percentage of qualified can-
didates identified) and comparing it with the AI-
enhanced workflow. Key metrics, such as candidate
matching accuracy and first-year retention rate, can
be tracked over several hiring cycles.

Al solutions must also align with broader
organizational objectives, such as improving talent
acquisition and retention in mission-critical roles.
Predictive tools that assess workforce demand and
potential gaps in critical areas can help DHRM teams
proactively address recruitment needs. Al solutions
should be assessed for whether they will contribute to
strategic goals and enhance long-term organizational
capacity. Additionally, operational value assessments
must consider the evolving needs of the workforce
(Butler, Espinoza-Limon, and Seppéld, 2021). A criti-
cal insight from our interviews underscored the
importance of “creating an innovative space” while
balancing regulations, data protection, and organiza-
tional policies.?’ Thus, quantifiable benefits, such as
reduced hiring cycle times, must be weighed against
qualitative gains, such as enhanced employee satis-
faction and organizational agility.

Evaluating Implementation Feasibility

Assessing the feasibility of AT implementation in
DHRM requires a systematic evaluation of techni-

cal and practical considerations. A critical aspect of
AT implementation is the availability of high-quality
data. Several interview participants emphasized the
importance of ensuring that data is well managed
and sufficiently accurate to support Al applica-
tions. As one interviewee stated, “We are working on
making sure that we have the right data sources and
that they are compliant with all policies.”! Feasibility
studies should verify that data are not only abundant
but also clean, structured, and accurate enough to
train AT models reliably (Brenner, van Giffen, and
Koehler, 2021).

Integrating AI tools into existing DHRM systems
presents significant technical challenges, including
compatibility with legacy systems. Ensuring that AI
technology is accessible and user-friendly for HR pro-
fessionals is critical. One interviewee noted, “That’s
going to be a big challenge for us as you have a bunch
of HR folks that are super smart in HR and trying
to get the technology more approachable so we can
actually utilize their HR expertise.”?? Ensuring that
AT tools are designed with intuitive interfaces that
have practical applications will be essential for suc-
cessful adoption (Lee, 2024).

Another key consideration for organizations
is whether they possess the internal infrastructure
required to support Al applications. For example, one
interviewee noted the challenge of having to rely on
other entities’ IT capacities, data expertise, and tools
rather than their own, explaining, “We don’t have our
own tools where we have deployed something. That
in and of itself is a little bit daunting.”?3 Organiza-
tions must evaluate whether their existing infrastruc-
ture can support Al operations and plan for neces-
sary upgrades to ensure scalability and security.

Finally, the financial implications of AI extend
beyond initial setup. Ongoing costs for maintenance,
updates, training, and compliance must be consid-
ered. As interviewees noted, balancing innovation
and budgetary constraints is a recurring challenge,
particularly when aligning AT tools with evolving
data practices and organizational policies. Organiza-
tions must assess the total cost of ownership, consid-
ering not only the immediate investment but also the
cost of ensuring long-term sustainability of AI solu-
tions (Slagter, 2024).




Evaluating Risk

Implementing Al in DHRM processes introduces
several potential risks that must be systematically
evaluated to ensure both compliance and trustwor-
thiness. These risks encompass the direct effects of
Al systems and the broader consequences of altering
established DHRM processes. One of the most press-
ing concerns is fairness. Al systems are only as fair as
the data and algorithms behind them, meaning that
historical imbalances embedded in the data analyzed
by AI could result in unfair HRM outcomes, such as
hiring processes (Johnson, Coggburn, and Llorens,
2022). To mitigate these risks, organizations must
conduct rigorous audits to prevent unintended influ-
ences from affecting employment decisions and safe-
guard the integrity of the hiring process, for example
(Raji et al., 2020).

Legal and regulatory compliance is another
critical consideration. Compliance with laws gov-
erning employment practices is essential, especially
when integrating Al into decisionmaking processes.
Organizations must ensure that AI systems adhere
to Equal Employment Opportunity laws and other
labor regulations. Failure to do so could expose
organizations to legal liabilities, making it crucial to
incorporate legal oversight into AT implementation
strategies. Similarly, security and privacy concerns
must be addressed because DHRM systems handle
sensitive personal data. One interviewee emphasized
this challenge, stating “How do you stay innovative?
... We've got all the PII [personally identifiable infor-
mation] considerations with all the people data that
were dealing with.”?* Organizations must ensure that
data used for Al training and operation are secured
against breaches and unauthorized access, protecting
both employee privacy and organizational integrity.

Beyond security, system reliability and account-
ability are fundamental to the success of AI in HRM.
AT systems must operate reliably, particularly when
used for such critical DHRM functions as candi-
date selection and workforce planning. Establishing
oversight mechanisms is essential to ensure that AI-
driven decisions are accurate, defensible, and trans-
parent. Organizations should also have contingency
plans in place to address system failures and unex-

pected outcomes, minimizing disruptions to DHRM
operations.

The evaluation of these risks must go beyond
the technical aspects of Al to consider the broader
organizational effect. As highlighted in the literature,
organizations must ensure that Al-driven decisions
are explainable and defensible, particularly in high-
stakes areas, such as hiring and promotion processes.
Establishing clear accountability frameworks, con-
ducting ongoing audits, and maintaining robust gov-
ernance structures are essential steps to mitigate risks
and foster trust in Al-enabled DHRM processes. By
proactively addressing these concerns, organizations
can ensure that Al serves as a tool for enhancement
rather than as a source of unintended harm.

Evaluating Organizational Readiness

The successful implementation of Al in HRM pro-
cesses is heavily influenced by an organization’s read-
iness to embrace and sustain these technologies. This
readiness extends beyond technical and logistical
preparation to include staff capabilities, leadership
support, and cultural acceptance. Ensuring that staff
are equipped to work with AI tools—even if they lack
technical backgrounds—is a critical component of
this transition (Ubellacker, 2025). As one interviewee
emphasized, “[We need to] create some ground-
work to make it easier for our HR folks that don’t
maybe have a background in data science. . . . [We're]
trying to get the technology more approachable so
we can actually utilize their HR expertise and actu-
ally implement it is going to be a big challenge.”> AI
tools must incorporate user-friendly interfaces, while
organizations should provide training that bridges
the gap between HR expertise and technical require-
ments. By not having adequate support, AI adoption
might be met with hesitation or limited engagement
from HR professionals.

Beyond individual skill-building, transitioning
to Al-driven processes requires a structured change
management approach. Employees need clear
guidance while they navigate new workflows, and
organizations must proactively address concerns
related to AT’s role in decisionmaking. Transpar-
ent communication and comprehensive training
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are essential in fostering trust and adoption across
all levels of an organization. Strong leadership is
equally important in driving Al initiatives. Lead-
ers must not only advocate for AT adoption but also
understand its capabilities and limitations to make
informed decisions. The support of leadership is
critical in securing the necessary resources and
maintaining organizational momentum when Al
initiatives evolve.

Cultural acceptance is another key factor in help-
ing AT solutions gain traction. Employees might be
skeptical of Al-driven decisionmaking, particularly
in high-stakes areas (e.g., hiring, promotions). To
build trust, organizations must prioritize transpar-
ency, demonstrate fairness in AI-generated outcomes,
and ensure that employees understand how Al
complements human judgment rather than replacing
it. Establishing a track record of reliable AT applica-
tions can help foster greater confidence in these tech-
nologies (Larsen, 2021). Additionally, implementing
Al is often a phased process that involves not only
developing and testing the system but also preparing
users for adoption (Brenner, van Giffen, and Koehler,
2021). Timelines should account for training DHRM
staff and refining AT tools to meet specific needs.

Finally, organizations require specific expertise
for AT implementation and maintenance. Access
to skilled professionals who can configure, moni-
tor, and update Al systems is crucial to sustaining
Al-driven initiatives. Cross-functional teams that
integrate both technical and DHRM expertise can
facilitate smooth implementation while addressing
challenges when they arise (Weber et al., 2023). By
focusing on these key dimensions, organizations
can build a solid foundation for AI adoption that
aligns both technology and human capital to achieve
meaningful and lasting outcomes.

Findings and Recommendations

There Are Numerous Artificial
Intelligence-Driven Opportunities for
U.S. Department of Defense Human
Resource Management

DoD could stand at the cusp of a significant trans-
formation in DHRM through the integration of Al
Our findings reveal several promising opportuni-
ties for leveraging AI to enhance DHRM processes,
including

o efficient employee assessment and hiring by
streamlining recruitment processes to identify
and onboard talent more swiftly

o integrated job analyses and personnel assign-
ments that align job roles with personnel skills
for optimal workforce development

o customizable performance reviews and devel-
opment plans that tailor feedback and growth
trajectories to individual needs

» enhanced administrative operations by
improving efficiency in benefits administra-
tion and payroll management.

However, capitalizing on these opportunities
requires addressing several key challenges.

» Governance: DoD must establish clear gover-
nance frameworks.

o Technical requirements: DoD must ensure
data consistency, infrastructure, and
maintenance.

o Legal and ethical concerns: DoD must navi-
gate the complexities of privacy and the ethi-
cal use of AL

o Expertise: DoD must enhance the Al-related
expertise among personnel.

Private-sector organizations provide examples of
how these opportunities could be exploited, but we
need to better understand the trade-offs involved in
the DoD context. This report contributes to the field
by providing a tailored analysis of AT implementation
considerations in the specific context of DHRM at
defense agencies, for which operational and strategic
needs amplify the consequences of inefficiency and
sensitive missions heighten the potential security
risks of poor execution.
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Integrating emerging technologies into HR
processes—when coupled with robust personnel
training, technical infrastructure, explainable
processes, and clear accountabllity frameworks—
might yield significant improvements to DHRM at

DoD.

If appropriate measures are taken to address
existing concerns, our findings from interviews sug-
gest that DoD would benefit substantially from the
robust integration of Al into its DHRM processes.
Interview participants named several HR challenges,
such as lengthy hiring timelines, retention challenges,
and the burden of administrative tasks that consume
significant DHRM resources. Additionally, inter-
viewees pointed to areas in which AI could enhance
efficiency and precisions, such as refining PDs to
attract the right candidates and optimizing personnel
assignments to better align skills with mission needs.

The potential benefits are severalfold: HR profes-
sionals could dedicate more time to more-creative
and strategic organizational tasks rather than those
that could be automated, the process of matching
individuals to available jobs could dramatically
improve, and job candidates could enjoy a more pre-
dictable and streamlined application process. Much
of what was discussed with interviewees ultimately
aligns with prior work, which suggests that integrat-
ing emerging technologies into HR processes—when
coupled with robust personnel training, techni-
cal infrastructure, explainable processes, and clear
accountability frameworks—might yield significant
improvements to DHRM at DoD.

Clear Governance and Communication
Are Essential for Success

The implications for policy and practice are sig-
nificant, particularly for defense agencies that are

striving to modernize their workforce management
systems while ensuring compliance with mission and
operational security requirements. One takeaway
from our interviews is the potential value of a unified
strategy that aligns disparate Al initiatives across the
defense enterprise. Interviewees commented on the
fact that, in the past, agencies have duplicated efforts
to implement Al solutions to management chal-
lenges, causing some groups to simply pause their
efforts rather than combine them. Such an outcome
is far more likely given the lack of clear governance
for Al implementation across the federal enterprise,
as interviewees noted.

Limited governance might provide more free-
dom for innovation at agencies but significantly
reduces the ability to coordinate activities in and
across agencies that have thousands of personnel
and, in many cases, shared missions. By not having
such alignment or more-open communication in
and between agencies, federal organizations risk
systematizing inconsistent practices that undermine
the benefits of modernization efforts. Moreover,
insufficient governance might cause DoD to miss
out on the significant efficiencies derived from a
highly structured, agencywide organization of data
collection, management, and usage for purposes of
implementing Al applications.

At the policy level, prioritizing investments in
data infrastructure and system interoperability will
be essential to enable scalable solutions at the depart-
ment. Alignment in DoD (and, more broadly, in
the federal government) on these two foundational

19



Al implementation
efforts for DHRM
processes in the federal
government involve
considerations that are
not often found in the
private sector.

elements will enable the adoption of technologies
that can improve a variety of personnel outcomes,
including the ability to streamline recruitment,
improve retention, enhance professional develop-
ment, and more effectively connect talent to critical
needs. From a practical standpoint, targeted efforts
to reduce barriers to entry—such as simplifying job
application processes and providing clearer career
pathways—could also help attract a more diverse and
skilled talent pool.

Public-Sector Context Involves
Implementation Trade-Offs

One of the most difficult aspects of Al implementa-
tion efforts for HRM processes in the federal govern-
ment is that the use of Al involves considerations
that are not often found in the private sector. Inter-
viewees noted that, although U.S. firms fully own
the information and data produced by employees

as part of their work (i.e., no right to privacy), the
federal government is more strictly bound in how it
handles employee information. As a result, there are
more limitations on how DoD employee data can be
incorporated into Al efforts and greater concerns
about violating privacy regulations. Additionally, in
contrast to the private sector—in which competition
drives companies to rapidly adopt AI to maximize
profit and gain a market edge—the federal govern-
ment operates under different priorities. Rather than

moving fast to optimize financial outcomes, agencies
must ensure that AT applications align with legal,
ethical, and security considerations. These impera-
tives result in a more deliberate, cautious approach,
in which processes undergo extensive evaluation,
validation, and risk mitigation before adoption.
Interviewees offered a view that allowing the private
sector to lead in experimentation for promising new
technologies, while the federal government priori-
tizes quality, explainability, and sustainability, is
easier, even if it means that a federal evaluation pro-
cess trails private-sector innovation by many years.

Finally, because of the sensitivity of the work
undertaken by federal personnel—and especially
by those in DoD—there are data security concerns
associated with the use of AI technologies that must
be addressed with greater scrutiny by decisionmak-
ers. For example, ADVANA’s AT tools require strict
security measures, including role-based authentica-
tion, common access card verification, and con-
trolled data-sharing agreements to protect sensitive
operational and personnel data (Durham and Carter,
2024). To mitigate cybersecurity risks, the Chief Digi-
tal and Artificial Intelligence Office ensures compli-
ance with enterprisewide security frameworks, and
the Joint AI Test Infrastructure Capability evaluates
AT tools before deployment to identify vulnerabilities
and enforce DoD security standards (Defense Inno-
vation Board, 2024).

These differences between public agencies and
private-sector organizations mean that federal
entities must recognize and evaluate trade-offs in
their decisions to implement Al tools. Some leaders
might prefer an approach that is slow and steady,
ensuring that processes are secure, repeatable, and
highly successful before considering any kind of
broad implementation. Others might lean toward
an approach that welcomes faster adoption of Al
applications for HRM, even if the implementation
means accepting a greater degree of risk regarding
the quality and defensibility of a given process. Sev-
eral interviewees were in favor of a more methodi-
cal, tested approach rather than a faster approach
involving greater risk that the private sector appears
more willing to take. Our research does not sug-
gest that one approach is inherently superior to the
other; rather, we are simply observing the reality
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that decisionmakers at DoD and other public-sector
entities will have to make specific judgments about
levels of risk-tolerance, implementation speed, and
technical quality when finalizing plans and policies
for AT implementation in DHRM processes.

Evaluation Frameworks, Support
Structures, and Interoperability Are
Points of Focus

The findings from our research highlight several
key considerations that should guide the responsible
adoption of AT in DHRM. First, agencies should
establish clear frameworks for evaluating and imple-
menting AT tools, ensuring alignment with both
immediate needs and long-term goals. To do so,
agencies should clearly determine and communicate
the problems that they wish to solve and evaluate
whether an AT application is the most appropriate
tool for solving the problem. As interviewees noted,
in many cases, an Al application is far more compli-
cated of a solution than one offered by simpler tech-
nology or even a policy or process change. Therefore,
agencies, such as DoD, should be prepared to judge
modernization efforts according to the criteria that
those entities view as most important—which might
be ensuring that data is standardized, consistently
formatted, and free of gaps or inconsistencies; con-
sidering the scale of likely effects; determining the
cost savings (in money or labor hours); or assessing
the degree of security, legal, or ethical risk. These
judgments will require the department to determine
its desired level of data quality, assess acceptable risk
levels, and develop concrete strategies for mitiga-
tion. An actionable framework for DHRM-focused
Al applications will require DoD leaders to name
and prioritize clear goals and develop organizational
principles for risk tolerance and risk mitigation when
deploying Al solutions.

Second, efforts to leverage technology must be
coupled with robust support structures, including
training programs and ethical safeguards, to ensure
successful adoption. A recurring theme in our inter-
views and published literature was the importance
of high-quality technical systems, baseline levels of
relevant technical and subject-matter (i.e., HRM)

Efforts to leverage
technology must be
coupled with robust
support structures,
including training
orograms and ethical
safeguards, to ensure
successful adoption.

expertise among Al application users, and clear user
guidelines for effective AI implementation.

Third, DoD will have to focus on key workforce
issues that arise with further use of AI, which is not
the central focus of our research. The fact that Al
will likely allow HR personnel to carry out their tasks
more efficiently creates opportunities to boost per-
formance expectations, reallocate personnel, or both.
Whether the HR workforce will require new training,
having developmental opportunities, or upskilling is
also an area that will require considerable attention
while the department strives to take full advantage of
Al in the HR domain.

Finally, the development of cross-agency task
forces or working groups could facilitate the dis-
semination of best practices and foster a shared
commitment to innovation. Because of the value of
structured and interoperable data systems and pro-
cesses, clear communication about best practices can
improve alignment of data management, processes
for evaluating use cases, and Al application deploy-
ment across the defense enterprise. In the longer
term, DoD will have to consider whether its cur-
rent structure is optimally aligned to leverage AT or
whether new organizations and office arrangements
will reduce duplication and harness the full promise
of Al in various use cases. By pursuing these strate-
gies, defense agencies can not only address current
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challenges but also position themselves for sustained
success in an evolving operational landscape.

Clarifying the Scope of This Report

Given the complexity of Al adoption in DHRM—
particularly in a federal and defense context—future
efforts should build on our research by conducting
more-detailed assessments, expanding data col-

lection, and engaging a broader set of stakeholders
across DoD. Additional analysis is needed to refine
implementation strategies, evaluate potential risks,
and ensure that Al investments align with mission
needs. By continuing this conversation and investing
in structured, well informed experimentation, DoD
can make deliberate, responsible decisions about
integrating Al into its civilian workforce operations.
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Notes

1 DCPAS, which is directly overseen by the Office of the Deputy Assistant Secretary of Defense for Civilian Personnel Policy (CPP) in
the Office of the Under Secretary of Defense for Personnel and Readiness, has been examining various AI applications for HRM. DCPAS
representatives have attended various DoD working groups and informal meetings on the topic, advising and coordinating with CPP.
Discussions with CPP representatives on the policy implications of AI would be necessary in potential, more-detailed follow-on research.

2 Representative from DoD, interview with the authors, December 2024.
3 Representative from DoD, interview with the authors, December 2024.
4 Representative from DoD, interview with the authors, December 2024.
5 Representative from DoD, interview with the authors, December 2024.
6 Representative from DoD, interview with the authors, December 2024.
7 Representative from DoD, interview with the authors, December 2024.
8 Representative from DoD, interview with the authors, December 2024.
9 Representative from OPM, interview with the authors, December 2024.
10 Representative from DoD, interview with the authors, December 2024.
11 Representative from DoD, interview with the authors, December 2024.
12 Representative from DoD, interview with the authors, December 2024.
13 Representative from DoD, interview with the authors, December 2024.
14 Representative from OPM, interview with the authors, December 2024.
15 Representative from DoD, interview with the authors, December 2024.
16 Representative from DoD, interview with the authors, December 2024.
17 Representative from the Department of the Air Force, interview with the authors, December 2024.

18 A/B testing is a method of comparing two versions of a process, system, or tool to evaluate which version performs better. In the con-
text of Alin HR, group A might use the AI-driven system while group B follows traditional methods. By analyzing differences in out-
comes, such as hiring speed, candidate quality, and user satisfaction, organizations can assess whether AI delivers measurable improve-
ments before full-scale implementation.

19 Representative from DoD, interview with the authors, December 2024.
20 Representative from DoD, interview with the authors, December 2024.
21 Representative from DoD, interview with the authors, December 2024.
22 Representative from DoD, interview with the authors, December 2024.
23 Representative from DoD, interview with the authors, December 2024.
24 Representative from DoD, interview with the authors, December 2024.

25 Representative from DoD, interview with the authors, December 2024.
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