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About This Report

In this report, the authors propose and demonstrate a method to measure changes in threats associated with
emerging technologies in the life sciences. The method focuses on how biotechnology maturation and diffu-
sion could lower barriers for nonstate actors to create biological agents. By evaluating the current and near-term
maturity of eight disruptive technologies through expert elicitation, the authors demonstrate how to use their
method to assess the impact of emerging technologies on the biological agent creation pipeline. The method
can be used and extended by those seeking to understand and manage emerging biosecurity risks generated
through the advancement of biotechnologies and artificial intelligence. This report should be of interest to
biosecurity researchers and policymakers interested in evaluating how advances in life science technologies
contribute to increasing adversarial bioattack capabilities.
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Summary

Although the consequences of a bioterrorism attack could be large, the technical challenges of success-
fully creating a biological agent help explain why very few have sought to conduct or have been successful
in conducting bioterrorism attacks. However, rapid developments in science and technology could present
nonstate actors with increasing capabilities to produce biological agents. In this report, we propose and
demonstrate a method to assess how biosecurity might be affected by these increased capabilities.

We integrate the framework from a 2018 National Academies of Sciences, Engineering, and Medicine
(NASEM) report with RAND research to present a method that can systematically assess the dual-use risks
associated with synthetic biology technologies. Our method focuses on evaluating technology maturity,
adversary abilities, and biological agent production scenarios, using the technology availability score and
NASEM’s components of usability and potential misuse. We also conducted expert elicitation to assess the
maturity and future trajectory of emerging biotechnologies, including foundational artificial intelligence
models and next-generation sequencing, and consider their impact on biosecurity. The analysis encom-
passes a variety of biological agent production scenarios—from the genetic modification of existing patho-
gens to the creation of novel pathogens—using a scoring system that integrates expert insights into adver-
sary characteristics, such as an adversary’s size, resources, and knowledge. This method evaluates biological
agent production capabilities for adversaries of concern with varying levels of knowledge, resources, and
capacity and provides a road map for understanding how emerging technologies might augment those capa-
bilities in the near future (up to ten years). Although the report highlights the potential for broader applica-
tion, we acknowledge limitations in the diversity of expert opinions and the specificity and mapping of the
technologies analyzed.

The findings underscore how the method can improve understanding of the potential for increased risk
as technologies mature while pinpointing which technologies might be of greatest concern. To better assess
the impact on biosecurity, ongoing research can apply this method to incorporate elicitations from a broader
variety of experts.
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CHAPTER 1

Introduction

Although the consequences of a biological attack could be large, the technical challenges of successfully
creating a bioweapon help explain why very few have sought to conduct or have been successful in conduct-
ing biological attacks. However, rapid developments in science and technology could present bad actors not
affiliated with a state (what we refer to as nonstate actors) with increasing capabilities to produce biological
agents and increase the risks of biological attacks. All threats, including biological ones, are a combination
of the intent of the actor and the capability of the actor.! Thus, it is imperative that research be conducted on
how biological risk changes when access to capabilities change. In this report, we will not seek to examine
why bad actors pursue biological weapons but what might enable them to pursue such weapons. To that end,
we focus on bad actors’ capabilities to acquire or develop a precursor to a biological agent.

Biological attacks have been described as a multistep process involving attack planning, biological agent
acquisition,? biological agent weaponization, and weapon release.? In this framework, biological agent acqui-
sition could occur through purchase, theft, diversion, or production. Figure 1.1 depicts a simplified charac-
terization of this process focused on acquisition through the production of biological agents.# In this report,
we propose and demonstrate a method to assess how biosecurity might be affected by increases in capabilities
to produce biological agents.’

The biological agent production step is a necessary step for some biological attack pathways.® However,
a complete assessment of successful biological attack capabilities must account for other biological agent
acquisition pathways and the other steps in the biological attack process. Still, advances in biotechnology
and artificial intelligence (AI) raise questions about how capabilities for biological agent production might
be changing that warrant analysis.

1" Henry H. Willis, Andrew R. Morral, Terrence K. Kelly, and Jamison Jo Medby, Estimating Terrorism Risk, RAND Corpora-
tion, MG-388-RC, 2005.

2 A biological agent refers to pathogens (such as viruses, toxins, bacteria, or fungi). Biological agents are sometimes referred
to as biological weapons or bioweapons when they are used with the intent to poison or infect humans (versus other, legitimate
uses, such as medical research or industrial use).

3 Anders Sandberg and Cassidy Nelson, “Who Should We Fear More: Biohackers, Disgruntled Postdocs, or Bad Governments?
A Simple Risk Chain Model of Biorisk,” Health Security, Vol. 18, No. 3, 2020.

4 National Research Council, Department of Homeland Security Bioterrorism Risk Assessment: A Call for Change, National
Academies Press, 2008; Sophie Rose and Cassidy Nelson, Understanding Al-Facilitated Biological Weapon Development,
Centre for Long-Term Resilience, October 2023.

> We define biosecurity as an umbrella term that includes measures that protect against the misuse of biological research
and biotechnology. Biosecurity involves a complex interplay of scientific, regulatory, and ethical considerations that reduce
the proliferation of biological weapons and manage risks associated with biotechnology advancements without inhibiting
research. Our definition of the term also encompasses measures to reduce the risks of biological incidents involving natural
events or the accidental release of biological agents.

6 A biological attack pathway is the process by which a bad actor might disseminate a biological agent.



Assessing the Impacts of Technology Maturity and Diffusion on Malicious Biological Agent Development Capabilities

FIGURE 1.1
Simplified Process for Biological Weapon Development

/ Test
7 Success
Bu |Id. Learn Concentr.ate/ R.elease/ Consequences
(or acquire) weaponize disperse
/
\ No success
 —

Design

Ideate
e.g.

brainstorming,
recruiting)

SOURCE: The design, build, test, learn workflow is adapted from Rose and Nelson, 2023, p. 3.

The methodology presented in this report is informed by literature on biosecurity and access to bio-
technology, historical analysis of the role of knowledge in the use of biological agents, and assessments of
the current threat landscape related to the nonstate acquisition of biological agents and the diffusion and
maturation of emerging technologies, such as foundational AI models and benchtop synthesizers. In the
remainder of this chapter, we summarize our insights from literature on each of these topics and outline the
organization of the rest of this report.

The Role of Knowledge in the Use of Biological Weapons

There are very few recorded instances of the use of biological weapons by nonstate actors in contemporary
history, and a vast majority of these actors have been unsuccessful in the instances in which they have
developed biological weapons—either getting caught before enacting their plan or failing to successfully
deploy the biological weapon.” Using the standard model of chemical, biological, radiological, and nuclear
(CBRN) terror analysis that threat is a function of both capabilities and intent,® we will focus on the capa-
bilities, not the intent, of bad actors aspiring to develop and deploy biological weapons. We chose this
focus because there is a nexus of bad actors who might intend to pursue the creation of a biological agent
but do not have the capabilities to achieve this goal. Scholars of weapons of mass destruction (WMDs)
terrorism suggest that this history might be explained by two groups of constraints that prevent nonstate
actors from pursuing CBRN WMDs: practical constraints (which generally fall into two categories, tech-
nical constraints and environmental constraints) and strategic constraints.” James Forest explains how
practical constraints include several factors (such as weapon complexity, manufacturing abilities, technical
know-how, and materials availability) that affect the capabilities of bad actors, while strategic constraints

7" National Consortium for the Study of Terrorism and Responses to Terrorism, “Global Terrorism Database,” University
of Maryland, undated; Blake Campbell and Amanda Murdie, “Keep the Informants Talking: The Pursuit and Use of CBRN
Weapons by Terrorist Organizations,” Studies in Conflict & Terrorism, Vol. 46, No. 7, 2023.

8 J. David Singer, “Threat-Perception and the Armament-Tension Dilemma,” Journal of Conflict Resolution, Vol. 2, No. 1,
March 1958.

9 James J. F. Forest, “Framework for Analyzing the Future Threat of WMD Terrorism,” Journal of Strategic Security, Vol. 5,
No. 4, Winter 2012.
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are defined as the strategic and rational deliberations that bad actors engage in while pursuing CBRN
WDMDs.!? Forest creates a framework for organizing these constraints by using a coordinate plane—with
the x-axis representing low to high strategic constraints and the y-axis representing low to high practical
constraints—to place bad actors in quadrants based on their constraints.!! For example, a group of bad
actors with high technical capabilities but low interest in developing a biological weapon would be placed
in quadrant four (low practical constraints and high strategic constraints).

Nonstate actors tend to be risk-averse when it comes to developing weaponry, preferring the path that
will most easily lead them to achieving their objectives. Within the constraint framework, these easiest
paths have both low practical constraints and low strategic constraints (falling into quadrant three). How-
ever, in the past, attack pathways specifically involving biological agent production were judged to require
relatively higher levels of expertise and access to equipment (i.e., biological agent production had higher
practical constraints relative to the production of other weapons). Despite these higher constraints, there
might still be groups of bad actors that are strategically interested in biological weapons and trying to
decrease the practical constraints to achieve their goals.!?

The recruitment of experts is a potential indicator of whether a nonstate actor or organization is seeking
to decrease the practical constraints on their ability to create biological weapons. However, there is scarce
literature on the role that specific types of education have on recruitment to militant terrorist organizations.
Marc Sageman has done research into this topic and noted in his 2004 book on terror networks that, in some
regions, there was a high percentage of terrorists who had achieved some level of college education; for exam-
ple, more than 60 percent of the Salafi jihadist terrorists who were surveyed had some college education.!®
Sageman, however, did not examine differences in the type of education or degrees awarded among these
college-educated jihadist terrorists.

In her 2011 thesis, Jacqueline Christine Smith examined 18 life scientists who had been radicalized and
joined a terrorist organization."* She defined life scientist broadly as a person capable of doing lab work,
including veterinarians, physicians, nurses, and other health care workers. Smith attempted to identify the
role that people with a life science background could play in bioweapon acquisition. All the terrorists that she
profiled had participated in violent extremism and came from such organizations as Aum Shinrikyo, RISE,
the Rajneeshee, the Islamic State of Iraq and Syria (ISIS),!® and al Qaeda.

In 2009, Diego Gambetta and Steffen Hertog focused on jihadist terrorist organizations to investigate
why there were many engineers among Islamic radicals. They sought to understand the role that specific
degrees, such as engineering, might play in influencing a radicalized person toward a particular terrorist
organization. They profiled 196 terrorists with secondary or terminal degrees from European universities
who had moved to the Middle East after radicalization to join a terrorist organization. Of the 196 terrorists,

10 Forest, 2012.
11 Forest, 2012, p. 61.

12 Zachary Kallenborn and Phillip C. Bleek, “Avatars of the Earth: Radical Environmentalism and Chemical, Biological, Radio-
logical, and Nuclear (CBRN) Weapons,” Studies in Conflict & Terrorism, Vol. 43, No. 5, 2020; Daniel Koehler and Peter Popella,
“Mapping Far-Right Chemical, Biological, Radiological, and Nuclear (CBRN) Terrorism Efforts in the West: Characteristics
of Plots and Perpetrators for Future Threat Assessment,” Terrorism and Political Violence, Vol. 32, No. 8, 2020; Campbell and
Murdie, 2023.

13 Marc Sageman, Understanding Terror Networks, University of Pennsylvania Press, 2004, p. 75.
14 Jacqueline Christine Smith, Radicalization of Life Scientists to Terrorism, thesis, Georgetown University, April 14, 2011.

15 The organization’s name transliterates from Arabic as al-Dawlah al-Islamiyah fi al-"Iraq wa al-Sham (abbreviated as Da’ish
or DAESH). In the West, it is commonly referred to as the Islamic State of Iraq and the Levant (ISIL), the Islamic State of Iraq
and Syria, the Islamic State of Iraq and the Sham (both abbreviated as ISIS), or simply as the Islamic State. Arguments abound
as to which is the most accurate translation, but here we refer to the group as ISIS.
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99 individuals had a degree in engineering (78 individuals), medicine (14 individuals), or the sciences (seven
individuals).!® This could mean that there are individuals in terrorist organizations who would have the tacit
biological knowledge required to produce technically complicated biological weapons. In her book Barriers to
Bioweapons, Sonia Ben Ouagrham-Gormley further states that the assumption that all individuals who have
tacit lab experience would be able to apply their knowledge to biological weapon proliferation has become a
hindrance to biosecurity research. Instead she argues that, unless given additional information or training,
most researchers with lab experience would not be able to apply their knowledge to bioproliferation.”

Although this literature suggests that knowledge has historically been a constraint to biological agent
development, the method proposed in this report examines how this might change as those with malicious
intent seek to acquire knowledge of and access to emerging biotechnologies.

Nonstate Actor Acquisition of Biological Agents and Emerging
Biotechnologies in the 21st Century

Since the 2000s, the biological sciences have undergone several revolutionary developments, allowing for the
rapid expansion of biotechnologies. As these developments have occurred, scientists and security experts
have been raising alarms about increased biosecurity risks. There is some disagreement among biosecurity
scholars as to the exact role of biological research advancements in biosecurity risk. Some researchers pro-
pose a curved (or exponential) trajectory for biological risk that aligns closely with biological research.!8
Several studies conducted in the past decade suggest that decreased barriers to accessing the tools needed
to create biological weapons have generated new threat vectors.!” However, other researchers argue that this
approach to assessing the relationship between advances in biological research and biosecurity is too sim-
plistic, and they argue that biotechnology developments happen not in a steady, linear fashion but rather in
fits and starts.

Because of the rapid advances in Al capabilities and the rapid development of the bioeconomy,?’ there is
growing concern that the biosecurity threat landscape has changed. Specifically, data suggest that emerging

16 Diego Gambetta and Steffen Hertog, “Why Are There So Many Engineers Among Islamic Radicals?” European Journal
of Sociology, Vol. 50, No. 2, 2009, p. 204. For more, see Diego Gambetta and Steffen Hertog, Engineers of Jihad: The Curious
Connection Between Violent Extremism and Education, Princeton University Press, 2018.

17 Sonia Ben Ouagrham-Gormley, Barriers to Bioweapons: The Challenges of Expertise and Organization for Weapons
Development, Cornell University Press, 2014, pp. 17-36.

18 James B. Petro, Theodore R. Plasse, and Jack A. McNulty, “Biotechnology: Impact on Biological Warfare and Biodefense,”
Biosecurity and Bioterrorism: Biodefense Strategy, Practice, and Science, Vol. 1, No. 3, 2003; Roger Brent, “In the Valley of the
Shadow of Death,” commentary, DSpace@MIT, Department of Biological Engineering, Massachusetts Institute of Technology,
November 1, 2005.

19 Nick Pilcher, “The Islamic State’s Ability to Acquire Biological Weapons and Western Nations’ Response Mechanisms,”
Journal of Biosecurity, Biosafety, and Biodefense Law, Vol. 8, No. 1, 2017; Stephen Hummel, F. John Burpo, Jeremy Hershfield,
Andrew Kick, Kevin J. O’'Donovan, and Jason Barnhill, “A New Age of Bioterror: Anticipating Exploitation of Tunable Viral
Agents,” CTC Sentinel, Vol. 15, No. 4, April 2022; Gregory D. Koblentz and Steve Kiesel, “The COVID-19 Pandemic: Catalyst
or Complication for Bioterrorism?” Studies in Conflict & Terrorism, Vol. 47, No. 2, 2024.

20 The bioeconomy is “the share of the economy based on products, services, and processes derived from biological resources
(e.g., plants and microorganisms)” and it “encompass[es] multiple sectors, in whole or in part (e.g., agriculture, textiles,
chemicals, and energy)” (Marcy E. Gallo, The Bioeconomy: A Primer, Congressional Research Service, R46881, September 19,
2022, summary).
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technologies (such as frontier AI models, biological tools [BTs], and synthetic biology?!) will decrease the capa-
bility threshold to develop biological weapons and will increase the number of bad actors who can use biologi-
cal agents to cause harm.?? Experts also expect that biotechnological research and development will acceler-
ate in the coming years.?* This might affect how quickly the threat landscape changes because the barriers to
accessing biological agents might be lowered at a faster rate than previously seen. For this reason, our proposed
method examines how technology diffusion and maturity affect biological agent production capabilities.

Technology Diffusion

Technology diffusion refers to the process by which a technology spreads and becomes adopted by users over
time. This process involves introducing the technology to new markets, gaining acceptance among users,
and integrating it into existing systems and practices. Rates of technology diffusion can be influenced by
several factors, including a technology’s perceived benefits, its compatibility with existing systems, and the
availability of resources to support its adoption.* Similarly, the diffusion of innovations theory explains how
new ideas and technologies spread over time among participants in a social system. The theory categorizes
the users of new technologies into five groups: innovators, early adopters, early majority, late majority, and
laggards.?> The rate of adoption is influenced by social capital, and for an innovation to be self-sustaining, it
must be widely adopted. Five main elements influence the spread of a new idea: the innovation itself, adopt-
ers, communication channels, time, and a social system.

Several factors make a technology more likely to diffuse rapidly: compatibility, trialability, relative advan-
tage, observability, and simplicity or complexity. Compatibility refers to how well the innovation fits with
existing values, patterns of behavior, or tools. Trialability tracks the extent to which potential adopters can try
the technology before committing to it. Relative advantage describes whether the innovation is better than
existing alternatives. Observability pertains to the visibility of the innovation’s benefits—if others can see the
technology being used, it is more likely to be adopted. Simplicity or complexity affects the ease with which
the technology can be learned or grasped—the simpler it is, the faster it diffuses.?® These broad categories
might or might not be directly applicable to biotechnologies, but considerations such as the size of a biotech-

21 ‘We define synthetic biology using the definition provided by the National Academies of Sciences, Engineering, and Medicine
(NASEM): “a set of concepts, approaches, and tools within biotechnology that enable the modification or creation of biological
organisms” (NASEM, Biodefense in the Age of Synthetic Biology, National Academies Press, 2018, p. 15).

It is worth noting that, although AI has played an increasing role in synthetic biology, the technology is not part of synthetic
biology. Thus, it is important to separately consider these tools and their distinct trajectories.

22 Sandberg and Nelson, 2020; Gregory D. Koblentz, “Emerging Technologies and the Future of CBRN Terrorism,” Washington
Quarterly, Vol. 43, No. 2, Summer 2020.

23 Strategic Futures Group, The Future of Biotech, National Intelligence Council, April 2021.
24 Everett M. Rogers, Diffusion of Innovations, Free Press, 1995.

25 Rogers, 1995.

26 Rogers, 1995.



Assessing the Impacts of Technology Maturity and Diffusion on Malicious Biological Agent Development Capabilities

nology device (e.g., benchtop synthesizers)?” or the simplicity of a biotechnology protocol (e.g., Golden Gate
Assembly)?® are also relevant factors.?

Technology Maturity

Technology maturation refers to the process of developing and improving a technology over time, often
through research and development efforts. This process can involve refining the technology’s design,
improving its performance, and reducing its cost. The S-curve concept (Figure 1.2), developed in the 1970s,
describes the maturation of technology by plotting development in terms of performance relative to the level
of effort.3? Early in the technology development life cycle, a high level of effort is required for small or modest
gains in performance. As the technology matures, performance begins to improve, and the return on invest-
ment increases. Continued effort leads to an inflection point where the fundamentals of the technology are
understood and can be applied toward further development. In this maturing phase, use cases are developed,
and the technology begins to be adopted by early adopters, followed by the early majority, and eventually the
late majority. After that, a second inflection point is reached, indicating that the technology has achieved or
is nearing full maturity. Beyond this point, the return on investment slows again, and high levels of effort
are again required to achieve incremental increases in performance. Characteristics of mature technologies
include stability and reliability, established standards and protocols, and a decreased rate of innovation with
incremental improvements. Understanding the S-curve concept can facilitate the evaluation of technological
development and adoption, although it is not the only model for technology maturation, and not all technolo-
gies fit perfectly into this curve.

Organization of This Report

The remainder of this report is organized into three chapters and three appendixes. In Chapter 2, we describe
our proposed method for assessing changes in biological agent development capabilities caused by emerg-
ing technologies. In Chapter 3, we present results from a demonstration of this method that relied on the
expertise of researchers across RAND and describe insights revealed by this demonstration. The results pro-
vided are illustrative examples of the types of results this method could produce. We conclude our research
in Chapter 4 with a discussion of how the method proposed in this report could be extended and used to
improve biosecurity policy and programs. Finally, to provide further detail into the illustrative results and
enable the use of this method by others, in Appendix A we present a summary of comments about specific
technology advancements captured through the expert elicitation portion of the assessment method. We
illustrate the tables generated by this method in Appendix B, and in Appendix C, we reproduce the formal
expert elicitation script that we used to demonstrate this method.

27 Benchtop synthesizers are relatively inexpensive, compact, and portable devices that can synthesize custom DNA sequences.

28 Golden Gate Assembly is a type of DNA assembly protocol known as a “one pot” DNA cloning method, which means all the
reagents can be mixed together. It allows for the simultaneous directional assembly of DNA fragments into a singular strand.
It is a new development in deoxynucleic acid (DNA) assembly technology.

29 Daniel M. Gerstein, Bianca Espinosa, and Erin N. Leidy, Emerging Technology and Risk Analysis: Synthetic Pandemics,
RAND Corporation, RR-A2882-1, 2024.

30 Clayton M. Christensen, “The Ongoing Process of Building a Theory of Disruption,” Journal of Product Innovation
Management, Vol. 23, No. 1, January 2006.
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FIGURE 1.2
A Breakdown of the S-Curve of Technology Maturity

1: High level of effort and small or modest
gains in performance

2: Performance improvements and increasing
return on investment

3: First inflection point: further development
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CHAPTER 2

Proposed Method for Assessing Changes in
Biological Agent Development Capabilities Caused
by Emerging Technologies

The 2018 NASEM report Biodefense in the Age of Synthetic Biology provides a structured framework for
assessing the dual-use risks of synthetic biology technologies.! The NASEM report outlines a method to
evaluate the potential misuse of these technologies for harmful purposes, focusing on four major compo-
nents: usability of the technology, usability as a weapon, requirements of actors, and potential for mitigation.
All these components are considered to be equal in terms of increasing the level of concern about bad actor
capabilities. Additionally, scenarios that include greater capabilities with any of these components are con-
sidered to present a higher risk of biotechnology misuse than scenarios that include lesser capabilities with
these components.

Although broadly applicable to other emerging biotechnologies, the 2018 NASEM report is restricted in
scope to synthetic biology. Most research that tries to understand how emerging technologies increase the
capabilities of bad actors is focused on one technology (e.g., Al synthetic biology) and does not consider the
technology in the greater lab ecosystem. However, in the NASEM report, one of the factors under usability of
the technology is synergies with other technologies. Thus, it is important to view these disruptive technolo-
gies collectively—not in individual silos.

The proposed framework used for this analysis (Figure 2.1) is shaped by both the 2018 NASEM report
framework and previous RAND research.? It examines how advances in technology might provide an indica-
tor of concern about adversary abilities to produce biological agents. The overall method considers the capa-
bilities of a variety of adversaries based on their current knowledge of biotechnology, access to facilities and
resources, and the capacity of their organizations to conduct operations at scale.> These actor capabilities are
evaluated in terms of abilities to conduct a variety of protocols to generate a pathogen.

In this report, we demonstrate the method using three pathogen development scenarios that require
increasing levels of knowledge, facility and resource access, and capacity. We also draw from expert opin-
ions of the maturity and availability of a selected group of emerging technologies and their development in
five and ten years. Using forecasting data, biosecurity experts analyze how advances in technology change
whether a category of adversary has the adequate knowledge, access to facility and resources, and capacity
to successfully undertake each of the posited scenarios. Our method provides a structured way to analyze
beliefs about both emerging technologies and biosecurity to identify adversaries of concern.

The remainder of this chapter describes in detail the analysis used for each component of the method.

I NASEM, Biodefense in the Age of Synthetic Biology, National Academies Press, 2018.
2 Daniel M. Gerstein, The Story of Technology: How We Got Here and What the Future Holds, Prometheus, 2019.

3 Corri Zoli, Laura J. Steinberg, Martha Grabowski, and Margaret Hermann, “Terrorist Critical Infrastructures, Organiza-
tional Capacity, and Security Risk,” Safety Science, Vol. 110, 2018.
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FIGURE 2.1
Framework for Assessing the Level of Concern for Biological Agent Development by
Nonstate Actors
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Assessing Technology Maturity and Availability

To analyze when technologies can be considered mature and available, we used a scoring system based on
previous RAND work called the technology availability (TAV) score.* The TAV score is composed of five
topics that are considered when determining whether a technology is mature: maturity of the science and
technology; advancement of innovation and demand; political, legal, ethical, and regulatory barriers to the
technology; funding and resources; and technical expertise and availability to the public.

The TAV score corresponds to the NASEM report’s usability of technology component. In our method,
TAV, adversary ability, and adversary requirements to successfully conduct a pathogen development scenario
are analyzed together to determine whether adversaries have the required abilities to produce different types
of pathogens. Changes in the availability of a technology might allow adversaries to meet required capabilities
for biological agent scenarios that they might not be otherwise able to conduct. These changes, in turn, influ-
ence the level of concern about the capability of bad actors to use these technologies for nefarious purposes.

To demonstrate our method, we created a list of emerging biotechnologies that are considered disruptive,
a term used to denote when a technology has made a significant impact on the biological sciences. This list

4 Gerstein, 2019.
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was assembled through our analysis of selected literature and discussion with other RAND researchers with
expertise in biology and biosecurity.> The selected technologies include

« narrow BTs

o foundational AT models

o benchtop synthesizers

« next-generation sequencing (NGS)

o DNA assembly

o lab-on-a-chip

o clustered regularly interspaced short palindromic repeats (CRISPR)-CRISPR associated protein 9 (Cas9)
o cloud labs and automated science (CLAS).®

Additionally, polymerase chain reaction was selected as an outgroup control because it is a fully mature
technology. This list of technologies is not meant to be comprehensive, and the analysis could be extended to
examine the impacts of other existing, emergent, or future technologies on biological attack risks.

We asked a group of seven RAND researchers with expertise with some or all of these technologies and
others with expertise in biosecurity to consider this list of emerging technologies, evaluate their current
maturity, and estimate how their maturity will progress over the next ten years. Some researchers call for
including experts in policy and broader technological trends, in addition to engineers and industry experts.”
Thus, we have included researchers with a strong technical background in both biosecurity policy and the
biological sciences (including laboratory expertise) to allow for a wider set of insights. When conducting
research using this method, researchers should include folks with direct technical expertise and biosecurity
backgrounds, as well as policy experts.

The elicitations were conducted via one-on-one interviews either in person or by video call within a three-
month period in early 2024. The full script read by the interviewer can be found in Appendix C of this report.
Alongside this script and for visual reference, the interviewer also shared slides that contained the exact same
language. The interviews were roughly one hour in length, on average, varying between experts.

First, the experts were asked to assess only the technologies that they felt confident about evaluating. Then,
they were asked to use a rubric to assess these selected technologies on a five-point scale across the five pre-
viously mentioned topics that make up the TAV scoring method, each of which corresponded to the five
segments of the S-curve concept explained in Chapter 1 (Figure 2.2). The combination of the TAV scoring
method with the S-curve concept allowed our experts to score each technology up to a maximum score of 25,
which we then normalized to a maximum score of five.

5 Petra S. Dittrich and Andreas Manz, “Lab-on-a-Chip: Microfluidics in Drug Discovery,” Nature Reviews Drug Discovery,
Vol. 5, March 2006; Andreas E. Zautner, Wycliffe O. Masanta, Rebecca Hinz, Ralf Matthias Hagen, and Hagen Frickmann,
“Artificially Designed Pathogens—a Diagnostic Option for Future Military Deployments,” Military Medical Research, Vol. 2,
2015; E. Diane Williamson, “Life Sciences Today and Tomorrow: Emerging Biotechnologies,” Critical Reviews in Biotech-
nology, Vol. 37, No. 5, 2017; James F. Pelletier, Lijie Sun, Kim S. Wise, Nacyra Assad-Garcia, Bogumil J. Karas, Thomas J.
Deerinck, Mark H. Ellisman, Andreas Mershin, Neil Gershenfeld, Ray-Yuan Chuang, et al., “Genetic Requirements for Cell
Division in a Genomically Minimal Cell,” Cell, Vol. 184, No. 9, April 29, 2021; Alex Hoose, Richard Vellacott, Marko Storch,
Paul S. Freemont, and Maxim G. Ryadnov, “DNA Synthesis Technologies to Close the Gene Writing Gap,” Nature Reviews
Chemistry, Vol. 7, No. 3, 2023; Hanchen Wang, Tianfan Fu, Yuangi Du, Wenhao Gao, Kexin Huang, Ziming Liu, Payal Chan-
dak, Shengchao Liu, Peter Van Katwyk, Andreea Deac, et al., “Scientific Discovery in the Age of Artificial Intelligence,”
Nature, Vol. 620, August 3, 2023.

© For more information on these technologies, see Appendix A.

7 Jessica E. Trancik, “Testing and Improving Technology Forecasts for Better Climate Policy,” Proceedings of the National
Academy of Sciences, Vol. 118, No. 35, 2021.
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FIGURE 2.2
A Breakdown of the Technology Availability and Maturity Scoring Given During the Expert
Elicitations
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To minimize anchoring and overconfidence in assessments, scores were elicited as a range rather than a
point value.® Experts were first asked to score the technologies based on the current state of technology matu-
rity and availability. Then, for each score, experts were asked to assess the lowest and highest possible scores
and then choose the score that they felt, with a high degree of confidence, was most accurate.

The experts were next asked to do some forecasting, providing assessments for TAV in both five and
ten years. When forecasting, it is important not to conflate a prediction about the type and timing of a
specific technical advance with an identification of a broader technological trajectory.” Rather than pre-
dicting when a specific technological development will occur (e.g., “When do you think x capability will
be developed in y technology?”), the experts were asked to evaluate the direction and general trajectory in
which the technology is headed.

Describing Biological Agent Development Scenarios and Their
Requirements

We intend for the proposed method to allow for the analysis of a wide variety of sophisticated and complex
scenarios. To demonstrate the method, we selected the following three scenarios within a specific subset of
biological agent generation that would require a variety of adversary sophistication:

1. genetic modification of an existing and accessible pathogen
2. recreation (or resurrection) of a previously existing or difficult to acquire pathogen
3. creation of a novel pathogen.

In future iterations, any number of scenarios could be selected for testing. The idea of these specific sce-
narios is that an adversary (individual or group) has decided to make a biological weapon, but for strategic
reasons, they have opted to go beyond the pathogens that are conventionally used. These adversaries seek to

8 M. Granger Morgan, “Use (and Abuse) of Expert Elicitation in Support of Decision Making for Public Policy,” Proceedings
of the National Academy of Sciences, Vol. 111, No. 20, May 20, 2014.

9 National Network for Critical Technology Assessment, Securing America’s Future: A Framework for Critical Technology
Assessment, 2023, p. 18.
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cause catastrophic harm. They have conducted some amount of research or spent time strategizing and have
selected one of the three scenarios. With the resources, information, and tacit knowledge that they possess,
they will seek to create a biological weapon. This report is not focused on the deployment of that weapon but
instead on whether or not these adversaries could successfully generate the end product that they desire—in
this case, a pathogen.

After the scenarios were selected, protocols for performing the experiments needed for each scenario
were analyzed. Each of these pathogen generation scenarios was then described as a work stream consisting
of a sequence of steps and activities that scientists would complete to create a pathogen that could be used
for a biological attack. The steps were identified through a review of scientific literature about successful
experiments that are analogous to the desired creation of the end-product pathogen for each scenario. For
each scenario, we identified which technologies would be used to create the pathogen and how the new
technologies that were analyzed would augment this process. This process was used instead of a traditional
biological weapon framework because some of these technologies (such as Al-enabled tools) can be used
throughout the biological weapon development process.!

An illustrative example of the steps in the hypothetical work stream is presented in Figure 2.3.1 In an effort
to minimize risks resulting from revealing steps involved in creating pathogens that could be used for biologi-
cal attacks, we have not published the details of the pathogen creation work streams used in this analysis.!?

Describing Adversary Ability

To enable the examination of a wide variety of potential nonstate actors, we analyzed a set of adversary char-
acteristics instead of specific actors. We selected three traits that, taken together, characterize an adversary:
size of organization (also known as the capacity of the actor), resources available (also known as the ability
to build the correct facility for their end goal), and knowledge. Together these characteristics describe differ-
ent types of adversaries of concern. These characteristics align with the 2018 NASEM report’s categories for
requirements of actors. And, as with the NASEM report, actors with greater abilities in terms of these charac-
teristics are presumed to have a greater capability to develop a biological agent than those with lesser abilities.

The size of an organization can range from individuals acting alone to large, organized groups. Although
biological weapon access in the 21st century has expanded to a broad variety of individuals, the number of
actors trying to acquire a biological agent can affect an organization’s timeline,!3 which, in turn, informs
the capacity of the organization. In the past, groups (such as ISIS) have intentionally attempted to increase
their recruitment of individuals with knowledge of how to conduct biological attacks.!* Conversely, attacks

10 Rose and Nelson, 2023.

11 Rose and Nelson, 2023; Michael Montague, “Towards a Grand Unified Threat Model of Biotechnology,” PhilSci Archive,
September 12, 2023.

12 ' We made this decision because the information contained in the specific protocols could be misused but was not critical to
explaining the method demonstrated in this study. More information about the protocols can be requested from the authors
and requests will be considered on a case-by-case basis.

13 Jonathan B. Tucker, “Historical Trends Related to Bioterrorism: An Empirical Analysis,” Emerging Infectious Diseases,
Vol. 5, No. 4, August 1999; Stephen Hummel and F. John Burpo, “Small Groups, Big Weapons: The Nexus of Emerging Tech-
nologies and Weapons of Mass Destruction Terrorism,” Combating Terrorism Center, West Point, April 2020.

14 Erik Frinking, Tim Sweijs, Paul Sinning, Eva Bontje, Christopher Frattina della Frattina, and Mercedes Abdalla, The
Increasing Threat of Biological Weapons: Handle with Sufficient and Proportionate Care, Hague Centre for Strategic Studies,
2016; Tom Porter, “Isis: Moroccan Daesh Cell ‘Plotted Biological Weapons Attack’ Say Authorities,” International Business
Times, March 4, 2016.
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FIGURE 2.3
A Modification of the Design, Build, Test, Learn Workflow That Includes Selected Emerging
Technologies (and One Mature Outgroup Control)
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SOURCE: The design, build, test, learn workflow is adapted from Rose and Nelson, 2023, p. 3.

by individuals pose a different risk than that of larger organizations. For example, the scale of an attack that
an individual might be able to conduct is likely limited, and there could be greater challenges identifying an
individual versus a larger, more organized group. Thus, an individual actor might not be able to scale and
achieve their goal in the same way an organization with more individuals all sharing the same goal could.!
Although we discuss organizations and individuals who are funded or might report to state-run programs
or governments, we do not discuss state biological weapon programs because of the differences in access
between some state biological weapon programs and nonstate actors or state-sponsored actors.

15 Gary A. Ackerman and Lauren E. Pinson, “An Army of One: Assessing CBRN Pursuit and Use by Lone Wolves and
Autonomous Cells,” in Jeffrey Kaplan, Heléne Lo6w, and Leena Malkki, eds., Lone Wolf and Autonomous Cell Terrorism,
Routledge, 2017.
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An assessment of resources available includes examining the threat actor’s ability to access facilities to
conduct work or funding that could enable that access.!® We chose resources available as a factor because the
support—including funding, materials, sanctuary, and intelligence—of an organization or individuals can
increase their ability.!” Greater access to each of these types of support is considered to increase an actor’s
ability to develop a biological agent. To return to the ISIS example, one 2016 Hague Centre for Strategic Stud-
ies report surmised that the organization would have had little trouble acquiring the equipment needed for a
naturally occurring biological weapon.!8 For state-sponsored organizations, access to resources increases. An
example of increased access because of state sponsorship would be Al-Qaeda, which had the ability to pursue
multiple pathways toward CBRN WMDs and support separate teams pursuing each pathway, including a
team dedicated to developing anthrax.!

The last descriptive characteristic that we examined was knowledge. We selected knowledge as a factor
because access to scientific and technological knowledge is known to play a role in whether a nonstate actor
pursues CBRN weapons.2? As mentioned in Chapter 1, tacit knowledge plays a significant role in bioprolif-
eration. Although some terrorists could have knowledge of biology, they might lack actual lab experience.?!
With this in mind, we broke down knowledge into two categories: (1) novice or general (this captures both
types of actors that lack the requisite laboratory experience needed to be successful, regardless of theoretical
knowledge) and (2) expert (someone who has applicable lab expertise). As with the other categories, greater
levels of expertise are considered to be associated with greater abilities to develop biological agents.

Combinations of different levels of ability across each of these characteristics correspond to examples of
adversaries commonly considered in biosecurity analysis (Table 2.1). Collectively, these combinations create
a road map that shows which technologies affect which part of the biological weapon development pipeline,
when those technologies would potentially be widely available to nonstate actors, and how the skills and
resources available to these nonstate actors affect the speed at which these technologies are available.

Assessing Requirements for Actors and Indicators of Adversary Concern

With the six actor types selected, we then set a baseline for what their current abilities are. These baselines
form the foundation of the assessment, particularly because they provide a frame of reference for how dif-
ferent technologies might provide uplift. As these technologies mature, becoming more developed and avail-
able, the actors’ scores will modulate. To assess indicators of biological attack concern, each combination of
actor characteristics was compared with the required capacity, resources, and knowledge judged to be nec-
essary to complete each attack scenario. This comparison resulted in a rating that estimated whether each
adversary type has the capacity, resources, and knowledge to perform the needed protocols to successfully
complete each pathogen generation scenario. If the required abilities are deemed insufficient in a particular

16 Christopher Paul, “How Do Terrorists Generate and Maintain Support?” in Paul K. Davis and Kim Cragin, eds., Social
Science for Counterterrorism, RAND Corporation, MG-849-0SD, 2009, p. 113.

17 paul K. Davis and Kim Cragin, eds., Social Science for Counterterrorism: Putting the Pieces Together, RAND Corporation,
MG-849-0SD, 2009.

18 Frinking et al., 2016.

19 Rueben Ananthan Santhana Dass, “Jihadists’ Use and Pursuit of Weapons of Mass Destruction: A Comparative Study of
Al-Qaeda and Islamic State’s Chemical, Biological, Radiological and Nuclear (CBRN) Weapons Programs,” Studies in Conflict
& Terrorism, Vol. 47, No. 5, 2024.

20 Forest, 2012.

21 Ouagrham-Gormley, 2014.
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category, the adversary was given a score of zero. If the adversary’s abilities were judged to be questionable,
they were given a one. And, if the adversary’s abilities were judged sufficient in the category, they were given
a two. This collectively resulted in an indicator of concern score with a range of zero to six, indicating which
adversaries should be more concerning based on their increased likelihood of success in creating a biological
weapon. Table 2.2 demonstrates this assessment process for scenario one (genetic modification of an existing
and accessible pathogen). The assessments for other scenarios are included in Appendix B.

After establishing a baseline score for each of the six adversary types across all three scenarios, the indica-
tors of concern scores were adjusted to account for emerging technologies based on the TAV scores. We relied
on discussions with experts to map each technology to their enabling factor group (or groups) in which the
technology would have the most significant impact on augmenting adversary abilities to meet those required
for a scenario. Although in this demonstration all the technologies were assigned to one of the three enabling
factors, this was not a constraint in the method. Should a technology be judged to affect more than one
enabling factor, the method allows for this relationship to be represented.

One of the researchers on the team performed an analysis as a proof-of-concept regarding whether these
technologies could be mapped to the factors. We have not included this mapping because doing so would also

TABLE 2.1
Nonstate Actor Selection, Generic Breakdown of Types of Nonstate Threat Actors

Organized Group or Resources Level of Current Lab

Individual? Available? Knowledge? Example(s) of This Type of Actor
Individual ? Novice or general Disgruntled graduate student

Individual ? Expert Disgruntled academic or industry virologist
Individual v Expert Government or industry scientist?

Organized group v Novice or general State-sponsored terrorist organization®
Organized group X Novice or general Grassroots terrorist organization®

Organized group v Expert Biological agent-equipped terrorist organization®

@ Such actors include Bruce Ivins, the likely perpetrator in the 2001 anthrax attacks in the United States, or Larry Wayne Harris, a former Aryan
Nation member who individually sought biological weapons.

b Hezbollah, which receives state support from Iran, is one such actor.

© Such actors include the Minnesota Patriots Council, which has not deployed biological weapons but has expressed an interest in doing so in the
past, or the Rajneeshees, a cult that successfully deployed a biological weapon to incapacitate voters in order to win an election.

d'Such actors include Aum Shinrikyo or ISIS, both of which had high levels of expertise either within or adjacent to their memberships. This
category can have state-sponsored or grassroots terrorist groups, so long as they have the means and ability to create biological agents.

TABLE 2.2
Scores Given to Actors Based on Their Understood Knowledge, Facility, and Capacity (in
2024) for Scenario One

Example Bioterrorist Knowledge? Facility? Capacity? Score
Disgruntled graduate student No Uncertain No 1
Disgruntled academic or industry virologist Yes Yes No 4
Government or industry scientist Yes Yes No 4
State-sponsored terrorist organization No Yes Yes 4
Grassroots terrorist organization No No Yes 2
Biological agent-equipped terrorist organization Yes Yes Yes 6

NOTE: Only one scenario of the three is shown here as an example of the baseline scoring. All scores can be found in Appendix B.
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reveal the biological agent creation protocols that we have omitted to reduce risks from revealing details of
biological weapon creation. Instead, we have opted for a higher-level overview of the mapping process, which
can be found in Figure 2.4. In practice, these mapping tasks could and should rely on assessments of addi-
tional experts and be subjected to peer review to improve their validity.

Using this mapping, we adjusted the indicators of concern scores in cases in which emerging technolo-
gies might augment adversary capabilities. Technologies with a TAV score of four or higher were judged to be
mature. If an enabling factor had one technology matured, it would affect nonstate actors shown to have an
increased likelihood of success at a baseline level, regardless of the difficulty of the protocol. This is because
a more resourced or more skilled actor might already have fewer bottlenecks to performing the protocols in
each scenario. If two technologies matured, it would affect all actors, raising those with minimal to no like-
lihood of success to a questionable likelihood of success. If three or more technologies matured, all actors
would be marked as having an increased likelihood for success in that category. The logic of this assessment
is illustrated in Figure 2.5.

To analyze how uncertainty about the maturation of technologies affected these results, this step of the
analysis was repeated for the complete range of TAV scores: the highest, most optimistic score average; the
most confident score average; and the most pessimistic score average. This is because any of these technolo-
gies could provide the needed uplift for increased success by a nonstate actor to successfully perform the
protocols needed to make a biological weapon in each scenario. Each additional mature technology increases
this likelihood.

Our approach assumes that all technologies would have the same potential to augment adversary capabili-
ties. In practice, a technology could be developed that would have a disproportionate impact on biosecurity
risks. To address this, we conducted an additional analysis that examined whether the technologies that were

FIGURE 2.4
Workflow for Identifying a Technology’s Role in a Scenario
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but should reflect the most-common protocols to generate the intended end product. Once pooled, the expert should identify areas in
which technologies from the list could be useful in the near term. The expert should also note how the technology is useful in the protocol
and map it to one of the three categories.
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FIGURE 2.5
An Example of the Impact of Technology Maturity on Nonstate Actor Capabilities
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NOTE: The white circles marked with a T represent unmature technologies that turn green when matured. The more technologies in a
specific category (in this case, knowledge) that mature and become more widely available, the more likely an actor will advance in that
category. We show this as follows: x = no to minimal likelihood; ? = questionable likelihood; and v = high likelihood.

identified as being higher risk by the experts would have an additional impact on the scenarios (Figure 2.6).
Experts were asked to identify which of the eight emerging technologies (and the one control technology)
they considered would have the greatest impact on biosecurity once mature (specifically, we asked, “Here is
the complete list of all nine technologies. Which of these technologies listed poses the greatest risk? Why?”).
For those technologies that the experts identified, we adjusted the scoring of their impact on adversary abili-
ties to treat them as equivalent to twice the impact of other technologies. This reflects the possibility that
some technologies could have a greater impact on the likelihood of a bad actor’s success.

Limitations

The elicitations reported in the demonstration of our method represent the views of a small group of experts.
The initial pool of experts who judged TAV was restricted to experts at RAND who could speak to at least two
of the technologies listed. Additionally, only one team member performed the analysis on how these technol-
ogies would increase adversaries’ abilities by augmenting their knowledge, resources, and/or capacity. In the
future, this method could be used to conduct expert elicitations on a larger group of experts in biosecurity,
bioterrorism, and terrorism research.
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FIGURE 2.6
An Example of the Impact of Super Mature
Technologies on Nonstate Actor Capabilities
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NOTE: The white circles marked with a T represent unmature technologies
that turn green when matured. Super mature technologies have bold
outlines and refer to those technologies that our experts identified as
potentially having the greatest impact on each of our biological agent
production scenarios. The more technologies in a specific category (in this
case, knowledge) that mature and become more widely available, the
more likely an actor will advance in that category. We show this as follows:
? = questionable likelihood; and v = high likelihood.
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CHAPTER 3

Demonstration of the Proposed Assessment Method

By analyzing the malicious pathogen development scenarios and responses from our small sample of experts,
we gained illustrative insights into how experts’ views of technology maturity can affect these scenarios. Our
results are not conclusive, but they do provide examples of the type of insights and conclusions our method
could provide. With some notable exceptions, most of the technologies that the experts were asked to fore-
cast on were considered to be nearly mature or fully mature within the next ten years. The maturity scores
of these technologies were applied to our scenarios via the technology augmentation mapping exercise done
by one of our team members. The results suggest that sophisticated actors are likely already able to geneti-
cally modify an existing pathogen. Experts’ optimistic projections of maturing technologies suggest that all
types of adversaries would be capable of doing so in five to ten years. Additionally, the experts viewed only
the most-sophisticated adversaries to be capable of recreating an existing or difficult to acquire pathogen
today or in the future. However, excepting the experts’ pessimistic views of technology maturity, the ability
of adversaries to accomplish this scenario rise over ten years. Lastly, the experts judged that the creation of
a novel pathogen appears to be a capability that only sophisticated adversaries could achieve in five to ten
years, and only if their optimistic projections of technology maturity occur.

Experts Agreed That Many of the Analyzed Emerging Technologies Will
Be Mature or Nearly Mature in the Next Decade

Experts broadly agreed that the listed emerging technologies—ones that could be disruptive in the life
sciences—would see growth and diffusion over the next decade. We consider a technology that was given an
average rating of four or higher to be reasonably mature and diffuse in the market (see the shaded boxes in
Figure 3.1). However, judgments about the rate of maturation greatly differed among the technologies.

At the lowest range (i.e., experts’ most pessimistic forecasts), only two technologies were considered to
be reasonably mature by year ten (foundational AT models and NGS) (Panel A, Figure 3.1). The scores in
the lowest range saw the most spread at year ten: The scores ranged from roughly two to four (Panel A,
Figure 3.1). Conversely, in the highest range (i.e., experts’ most optimistic forecasts), the spread of scores
decreased significantly by year ten.

When examining the scores about which the experts were most confident, many of the technologies had
scores between 3.5 and 4.5 by year ten, meaning that these technologies were considered to be near or fully
mature in the near future. It is worth noting that, as of 2024, very few of these technologies are considered
nearly mature, and only one technology is considered mature by year five.

Experts also identified major hurdles, including the lack of technology adoption within fields of research
and the lack of proof-of-concept results that prove a technology’s necessity in the life sciences (proof-of-
concept results could include discoveries or products that use the technology, such as novel drugs).
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FIGURE 3.1
Average Scores of Technology Maturity and Diffusion by Experts
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NOTE: In Panel A, the average scores are based on the lowest end of the range given during expert elicitation. In Panel B, the average
scores are based on the experts’ responses about which scores within their range they felt the most confident. In Panel C, the average
scores are based on the highest maturation scores that the experts gave to each technology. The shaded areas denote reasonable
technology maturity and diffusion, which corresponds with a score of four or higher.

Experts Did Not Expect Cloud Labs and Automated Science and
Benchtop Synthesizers to Mature in the Next Decade

During the expert elicitations, two technologies on the list—benchtop synthesizers and CLAS—did not
receive scores high enough to be considered mature. Although both are variations of existing technologies,
they represent substantial advancements in their respective fields. Experts noted that these technologies are
expensive, relatively untested, and require substantial knowledge and resources to obtain (see Appendix A
for more detail on the experts’ comments on these and the other emerging technologies). The scoring data
indicate that even in the most-optimistic projections, benchtop synthesizers and CLAS will not reach matu-
rity (Tables 3.1, 3.2, and 3.3). These scores contrast with the other technologies, which were, at minimum,
considered by experts to mature within ten years under optimistic scenarios (Tables 3.1, 3.2, 3.3).

Experts Indicated That Some Emerging Technologies Will Become
Mature in the Next Decade and Increase Biological Attack Risks by
Lowering Barriers to Access

In addition to examining how technologies will progress, we wanted to examine how the technologies
becoming more mature and diffuse would augment human capabilities in three specific threat scenarios.
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Demonstration of Proposed Assessment Method

TABLE 3.1

Average Technology Maturity and Diffusion Scores from Expert Elicitations for 2024

Impact on Threat

Lowest Score

Most-Confident

Highest Score

Technology Landscape Average Score Average Average
CLAS Capacity 1.20 1.63 2.00
DNA assembly Capacity 2.80 3.20 3.80
Benchtop synthesizers Facility 1.40 1.80 2.27
NGS Facility 3.10 3.60 4.00
Lab-on-a-chip Facility 1.80 2.00 2.60
CRISPR-Cas9 Knowledge 2.70 3.00 3.80
BTs Knowledge 1.75 2.31 3.04
Foundational Al models Knowledge 3.16 3.68 4.08

NOTE: In this table, we bolded scores of four or higher, which represent reasonable technology maturity and diffusion.

TABLE 3.2

Average Technology Maturity and Diffusion Scores from Expert Elicitations for 2029

Impact on Threat

Lowest Score

Most-Confident

Highest Score

Technology Landscape Average Score Average Average
CLAS Capacity 1.55 2.20 2.95
DNA assembly Capacity 3.20 3.80 4.20
Benchtop synthesizers Facility 2.07 2.67 3.27
NGS Facility 3.60 3.90 4.60
Lab-on-a-chip Facility 2.40 2.80 3.60
CRISPR-Cas9 Knowledge 3.00 3.60 4.30
BTs Knowledge 2.49 3.12 3.92
Foundational Al models Knowledge 4.00 4.44 4.76

NOTE: In this table, we bolded scores of four or higher, which represent reasonable technology maturity and diffusion.

TABLE 3.3

Average Technology Maturity and Diffusion Scores from Expert Elicitations for 2034

Impact on Threat

Lowest Score

Most-Confident

Highest Score

Technology Landscape Average Score Average Average
CLAS Capacity 2.25 3.25 3.80
DNA assembly Capacity 3.80 4.40 4.80
Benchtop synthesizers Facility 2.80 3.47 3.93
NGS Facility 4.10 4.40 4.80
Lab-on-a-chip Facility 3.20 3.80 4.40
CRISPR-Cas9 Knowledge 3.00 4.40 4.80
BTs Knowledge 2.86 3.60 4.10
Foundational Al models Knowledge 4.34 4.66 4.96

NOTE: In this table, we bolded scores of four or higher, which represent reasonable technology maturity and diffusion.
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These threat scores provide a way for experts to forecast human uplift impacts among synergetic technolo-
gies. Comparing the threat scores with the increasing maturity and diffusion scores of the selected emerging
technologies, there is a growing progression toward increased threat (Figures 3.2, 3.3, 3.4). This is because
the experts forecasted that the practical constraints will decrease for a majority of these technologies in the
next ten years.! These forecasts do not address whether nonstate actors will be more strategically interested
in biological agents in the future but rather that, if they were, they might have more success developing and
deploying them than what seems currently possible.

The first scenario (genetic modification of an existing and accessible pathogen) included the potential use
of seven of the eight emerging technologies. We considered this scenario to represent the baseline of nonstate
actor capabilities and set the standard for the next two scenarios. This is because the protocols for this scenario
are typical of an average lab in the field of microbiology, genetics, or a similar scientific discipline. Those with
experience would be considered capable of completing these protocols, and those with questionable access
might be able to attempt the protocols. This is why some groups—such as a highly resourced, highly capable
group (e.g., a biological agent—equipped terrorist organization) or lone wolf (e.g., a government or industry
scientist or disgruntled academic or industry virologist)—would be considered to be of increased concern.

The increased starting capabilities of some nonstate actors raise their level of concern when considering
the impact of technological maturation (except the biological agent-equipped terrorist organization, which
was already at maximum concern) (Figure 3.2). For the most-confident scores and the highly optimistic
scores, our analysis suggests an increased likelihood of higher actor capabilities (Panels B and C, Figure 3.2).
Conversely, there is little movement in the most-pessimistic scores because not enough technologies were
judged mature enough to make an impact (Panel A, Figure 3.2). Data from the expert elicitations and the
logic mapping suggest that the first scenario is the most likely to see significant increased risk with higher
nonstate actor capabilities.

The second scenario—recreation (or resurrection) of a previously existing or difficult to acquire patho-
gen)—is a more difficult protocol to achieve and has far fewer success cases. All eight emerging technologies
can potentially be used in this scenario. Because of the greater difficulty, the baseline capabilities of all nonstate
actors were judged to be lower. Consequently, because of the decreased starting capabilities, the threat scores
increase less compared with those in the other scenarios. In both the pessimistic and confident judgment scores,
there is not much of an increase in capabilities (Panels A and B, Figure 3.3). However, the most-optimistic scores
indicate a significant increase in the capabilities of all nonstate actors, and for some of them, the increase is
particularly pronounced between 2029 and 2034 (Panel C, Figure 3.3). These data suggest that, unless there is a
rapid development for most of these emerging technologies, they will not affect nonstate actors’ capability levels.

The final scenario (creation of a novel pathogen) included all eight emerging technologies because they
all could be feasibly used in this scenario’s protocols in the future. This scenario, although the most concern-
ing, has the most-difficult protocols to perform. Very few people in the world have the necessary skills and
expertise, and research in this field is still focused on proofs-of-concept and whether it is possible to design
and create a wholly novel pathogen.? Because of this, the baseline threat scores of all actors were judged to
be greatly reduced compared with the other scenarios. Although all the technologies matured in the same
pattern as the second scenario, our analysis suggests less impact on nonstate actors’ capabilities because the
maturity of the technologies was judged insufficient to overcome the difficulty of the protocol (Figure 3.4).

1 See Appendix A for more-specific summarizations of the experts’ rationale for the forecasts.

2 NASEM, Biodefense in the Age of Synthetic Biology, National Academies Press, 2018, pp. 54-56.
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Demonstration of Proposed Assessment Method

FIGURE 3.2
Threat Score for Genetic Modification of an Existing and Accessible Pathogen Scenario
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FIGURE 3.3
Threat Score for Recreation (or Resurrection) of a Previously Existing or Difficult to Acquire

Pathogen Scenario
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Demonstration of Proposed Assessment Method

FIGURE 3.4

Threat Score for Creation of a Novel Pathogen Scenario
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Technologies Identified by Experts as Contributing to the Highest
Likelihood of Biological Attack Risk Do Not Uniquely Drive Threat Scores
for the Scenarios

As part of the expert elicitation, we asked the experts to identify the tool that they thought would pose the
greatest biological risk. Their responses were used to identify super technologies (the technologies that could
have the most impact in the scenarios). Three of the seven (42 percent) experts identified either benchtop syn-
thesizers or BTs as the largest risk to biosecurity in the next decade. Other experts identified foundational AI
models (two of seven or 28 percent), CRISPR and DNA assembly combined (one of seven or 14 percent), and
lab-on-a-chip (one of seven or 14 percent). Thus, benchtop synthesizers and BTs were selected as technologies
for additional analysis, and they were given additional weight within the enabling factors.

It is worth noting that the experts forecasted that benchtop synthesizers will not reach sufficient maturity
in any scenario, regardless of how optimistic their projections were. Additionally, BTs only reach the requi-
site near-maturity score threshold in 2034 and only in the most-optimistic forecasts. Because of their nascent
state, both technologies had no impact on the threat landscape. However, they could have a significant impact
in the future if they become mature and widely diffused. This analysis could be used in the future to reexam-
ine these technologies with additional expert judgments or additional technologies not included in this study.
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CHAPTER 4

Discussion and Next Steps

The maturation and diffusion of emerging technologies currently disrupting the life sciences is lowering
the barriers to access these technologies. This has the potential to increase the capabilities of nonstate actors
to produce biological agents. Although this possibility does not guarantee that there will be a significant
increase in the risk of biological agent development by bad actors in the coming years, it should raise our level
of concern, particularly for groups or individuals who are known to have a strategic interest in acquiring bio-
logical agents but have practical constraints that prevent them from doing so. Although the example of our
method detailed in this report did not examine state actors beyond state-sponsored terrorist organizations,
future assessments could include state-run biological weapon programs to evaluate the capabilities of more
highly resourced and skilled groups.

Our method could provide a road map for understanding where bottlenecks to biological weapon devel-
opment exist and where barriers to access might decrease. Although our results suggest that some of the
technologies are advancing rapidly, the results also suggest that other technologies, such as benchtop syn-
thesizers or CLAS, remain nascent. Still, these technologies could become critical in the future. Future itera-
tions of this method should examine how emerging technologies can be mapped to the design, build, test,
learn workflow and how they could increase biological agent production capabilities. The mapping tasks
should rely on assessments of additional experts and be subjected to peer review to improve their validity.

The expert elicitations regarding the first scenario (the genetic modification of an existing and acces-
sible pathogen) show that this scenario presents the highest persistent risk because of the relative ease of
its protocols. The second scenario—the recreation (or resurrection) of a previously existing or difficult to
acquire pathogen—shows increased risk in the experts’ more-optimistic forecasts. The experts reported that
the third scenario (the creation of a novel pathogen) appears to be the most challenging and the least likely
to see significant advancements in the next decade. These findings illustrate the types of insights that this
method could provide to inform biosecurity policy. More-robust uses of this method that include more sce-
narios, more experts, and other technologies could provide valuable insights on how these technologies could
increase biosecurity risks.

Future research should continue to monitor the development of these technologies and apply the methods
discussed here to assess their impact on biosecurity. By staying ahead of technological advancements and
understanding their implications, biosecurity experts can further anticipate the impact of various technolo-
gies’ usability on nonstate actors’ acquisition of biological agents and the levels of concern that should be
assigned to those actors. Such an analysis would allow for continued monitoring of increases or decreases in
risk without restraining the beneficial uses of these technologies.
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APPENDIX A

Summary of Notable Remarks from Expert Elicitation

This appendix contains a summarization of the remarks collected during the expert elicitations, includ-
ing their rationale for why each technology was given a specific score. For those technologies representing
results from two or more expert interviews, we have included a figure to show the spread of opinions on the
specific technology within the pool of experts. All the conclusions reported here are based on interpretations
of the results elicited from experts and comments recorded during those elicitations; these conclusions are
illustrative of the types of results that could be generated using this method.

Narrow Biological Tools

Narrow BTs are “systems that are trained on biological data and can help design proteins or other biological
agents.”! They are currently considered to be inadequately mature technologies and not yet usable, but there
are expectations for significant improvement. There is no effective way to use compute resources for narrow
BTs, which slows development in some areas of the field. The future of narrow BTs is highly uncertain, par-
ticularly in the sectors of agriculture and medicine, both of which face significant hurdles to adoption. Until
these sectors can adopt narrow BTs, growth and diffusion will be limited. Narrow BTs are also untested,
and drug testing using narrow BTs will be important but slow, taking about seven years. Within five years,
narrow BTs are expected to become more relevant in early drug discovery.

Except for prominent narrow BTs (such as AlphaFold and RosettaFold), many narrow BTs are not aging
well because of a lack of management and updates. There will be a dichotomy between highly targeted com-
mercial BTs and public ones that are discarded after initial use. With proper assistance, citizen scientists
might become interested in narrow BTs, and large language models could make interacting with narrow
BTs easier. However, some narrow BTs will still require technical expertise. The technology is nascent but
increasingly useful, although to gain full trust, it must prove to be as reliable as benchwork. Interpreting data
from narrow BTs remains complex.

Figure A.1 shows the average distribution of the TAV scores given to this technology by the experts whom
we interviewed.

Foundational Artificial Intelligence Models

Foundational Al models are not theoretical and have emerging use cases, particularly at a basic level.
Research populations have enthusiastically adopted them, but widespread use is still limited. Such issues as
hallucinations, plagiarism, and debugging problems have prevented broader adoption. Additionally, adop-

' Jonas B. Sandbrink, “Artificial Intelligence and Biological Misuse: Differentiating Risks of Language Models and Biological
Design Tools,” arXiv, arXiv:2306.13952v8, December 23, 2023.
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FIGURE A.1
Spread of Expert Opinions on Narrow Biological Tools

Panel A. Narrow Biological Tools Panel B. Narrow Biological Tools Panel C. Narrow Biological Tools
Low Score Confident Score High Score

5 5 5 —ﬁ—'—.—

Average TAV score
w
[ ]
|
w
w
\
+ .

°
* e °
—o—
2 2 2
‘o o
1 1 1
2024 2029 2034 2024 2029 2034 2024 2029 2034

tion in the developing world and among older individuals is expected to be slow and not significant over
the next five years, specifically among older scientists; there is an anticipated lag between the technology’s
maturity and its widespread use. Foundational AI models can currently be found reliably and affordably
(mostly as chat bots), but creating one’s own foundational AT model would be cost prohibitive. The tech-
nology clearly has useful capabilities but also notable limitations. It is relatively mature in some areas but
nascent in others. While a given AI company might become obsolete in five years, in general, AI technolo-
gies are expected to scale up. Still, there is uncertainty about how the technologies will look in ten years,
which increases the perception of risk among some experts. Market demand will change with new Al
technologies, and policy will struggle to keep pace with these changes unless policy becomes automated.
Foundational AT models receive risky funding and are not currently profitable. Experts also expressed
skepticism about achieving artificial general intelligence within ten years but acknowledged that the pos-
sibility needs to be addressed.

Figure A.2 shows the average distribution of the TAV scores given to this technology by the experts whom
we interviewed.

Benchtop Synthesizers

Benchtop synthesizers are compact and portable DNA synthesizers that allow individual researchers to
synthesize DNA sequences in their own labs. The technology is more than theoretical but still not fully
developed. Companies (such as Twist Bioscience) aim to make benchtop synthesizers as ubiquitous as
polymerase chain reaction machines in labs. That said, widespread adoption is unlikely because of high
error rates in printing. In ten years, improvements (such as longer strands and lower error rates) could
make these synthesizers useful in specific labs. However, without a good sequencer, investment in these
machines is not advisable. Companies, such as Integrated DNA Technologies, offer cheaper and easier
alternatives to benchtop synthesizers.
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Summarization of Remarks of Note from Elicitation

FIGURE A.2
Spread of Expert Opinions on Foundational Artificial Intelligence Models
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Policy reports on benchtop synthesizers exist, but discussions are still in the early stages. Policy will be
specific to this technology and not broadly applied. Controls, including Know Your Customer regulations,?
will be implemented, but the stringency of these controls will be crucial.

Figure A.3 shows the average distribution of the TAV scores given to this technology by the experts whom
we interviewed.

Next-Generation Sequencing

NGS technologies allow for the rapid sequencing of DNA; NGS technologies can sequence in a single day
genomes that used to take several years to decipher. Needless to say, they have completely transformed
genomic research. These technologies are very mature in research labs but less so in clinical settings. The
speed and ease of NGS will continue to improve, and, although NGS is widely diffused and fully adopted in
labs, it has not yet peaked in terms of its potential. Additionally, policy maturity is still lagging. Policy back-
sliding is a concern, and, as more stakeholders join the conversation, resolving policy issues could become
more challenging, potentially stirring up additional social issues beyond privacy and discrimination. Policy
development for NGS is expected to be slow and ineffective, as NGS is expected to be lumped in with AI tech-
nologies rather than being regulated separately. There is a possibility of more-targeted policy emerging, but
many uncertainties remain, particularly around privacy and regulatory compliance.

Figure A.4 shows the average distribution of the TAV scores given to this technology by the experts whom
we interviewed.

2 Know Your Customer regulations require businesses to confirm the identity of their customers and determine whether they
pose any risks before offering them products or services.
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FIGURE A.3
Spread of Expert Opinions on Benchtop Synthesizers
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NOTE: Not enough experts were interviewed for this technology to warrant statistical analysis.

FIGURE A.4
Spread of Expert Opinions on Next-Generation Sequencing
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NOTE: Not enough experts were interviewed for this technology to warrant statistical analysis.

DNA Assembly

DNA assembly is the process of combining fragments of longer DNA sequences to create novel sequences. It
has existed in the life sciences for some time but has room for continual improvement. There are concerns
that synthetic biology policy will not address this technology, and it is often disregarded despite being an
important part of synthetic biology.
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Lab-on-a-Chip

Lab-on-a-chip technology is the process of condensing complex lab processes onto a computer chip, allowing
for their automation. Its adoption will be significantly influenced by whether the Food and Drug Adminis-
tration approves this technology for clinical use. A related technology, people-on-a-chip, will be very useful
in the future for medical countermeasures because it can rapidly determine the physiology of an illness
without people having to get sick. However, these machines require high levels of specialization for tissue
types and are not yet comprehensive. They might help with home diagnostics but come with dual-use risks.

Cloud Labs and Automated Science

CLAS is considered one of the most-nascent technologies, and there were no forecasts of maturity in the next
ten years. As of 2024, there were very few fully operational cloud labs. Some drug companies are using CLAS,
which indicates that there is commercial but not widespread adoption. There is also the possibility that CLAS
might fail because of the ease and affordability of human labor. Rather than being used in general-purpose
facilities, CLAS will need to specialize and excel in specific tasks, such as handling toxins for biosecurity.
Specialized labs that can produce and ship specific products, such as synthetic labs that could replace Inte-
grated DNA Technologies, might be viable.

Significant work is needed before scientists can trust automated systems for extended periods. Existing
machines, such as automatic pipettors, are seen as novelties, and manual work is preferred. People gener-
ally turn to human labor before considering CLAS, except in such areas as microscopy in which adoption is
more evident. Graduate students are irreplaceable, and the use of graduate student labor in labs could lead to
uneven adoption. Additionally, the economics of cloud labs versus hiring labs in developing countries are not
favorable. Labs might partially adopt semiautomated systems before fully automated ones. Although repeti-
tive tasks could be automated, such processes as cell culturing are too delicate for current CLAS capabilities.
The complete automation of such processes as mutagenesis and protein translation is not yet feasible, and
core labs might adopt specific automated functions rather than end-to-end automation. There is no demand
for citizen science CLAS.

Figure A.5 shows the average distribution of the TAV scores given to this technology by the experts whom
we interviewed.

CRISPR-Cas9

CRISPR-Cas9 is a gene-editing technology that was rated highly by the experts in terms of its ease of use, but
several challenges prevent its maturation and widespread adoption. Off-target effects are a major concern
with CRISPR-Cas 9, and future developments will need to focus on reducing these effects. This technology
has many barriers to overcome, including the development of new proteins beyond Cas9. Medical applica-
tions of CRISPR-Cas9 are challenging to achieve and require a significant burden of proof to meet thresh-
old effects, though they might become more usable in the future. Scientists might hesitate to adopt future
gene- editing technologies if ethical concerns arise. Gene therapy will play a crucial role in the expansion and
public acceptance of CRISPR-Cas9 technology. There will also be extensive ethical discussions regarding the
technology’s specific applications, and distinctions will need to be made between controversial uses (such as
gene-edited “designer” babies) and broadly accepted uses (such as gene therapy for genetic blindness).

Figure A.6 shows the average distribution of the TAV scores given to this technology by the experts whom
we interviewed
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FIGURE A.5
Spread of Expert Opinions on Cloud Labs and Automated Science
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FIGURE A.6

Spread of Expert Opinions on CRISPR-Cas9
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NOTE: Not enough experts were interviewed for this technology to warrant statistical analysis.
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APPENDIX B

Threat Scoring and Impacts on Select Nonstate
Actors

This appendix contains all the capabilities tables for each of the three scenarios (Tables B.1-B.9). These
tables show how our method reflects the impact of different technologies on nonstate actor biological agent
development capabilities for three time frames: baseline (2024), five years from baseline (2029), and ten
years from baseline (2034).
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TABLE B.1
2024 Baseline Capabilities for Scenario One

Most Confident Score Lowest Tech Maturity Highest Tech Maturity
Example Bioterrorist Knowledge Facility Capacity Score  Knowledge Facility Capacity Score Knowledge Facility Capacity Score
Disgruntled graduate student N Uncertain N 1 N Uncertain N 1 N Uncertain N 1
Disgruntled academic or industry Y Y N 4 Y Y N 4 Y Y N 4
virologist
Government or industry scientist Y Y N 4 Y Y N 4 Y Y N 4
State-sponsored terrorist organization N Y Y 4 N Y Y 4 N Y Y 4
Grassroots terrorist organization N N Y 2 N N Y 2 N N Y 2
Biological agent—equipped terrorist Y Y Y 6 Y Y Y 6 Y Y Y 6
organization
TABLE B.2
2029 Capabilities and Potential Modifications by Mature Technologies for Scenario One

Most Confident Score Lowest Tech Maturity Highest Tech Maturity

Example Bioterrorist Knowledge Facility Capacity Score Knowledge Facility Capacity Score Knowledge Facility Capacity Score
Disgruntled graduate student N Uncertain N 1 N Uncertain N 1 Y Y N 4
Disgruntled academic or industry Y Y N 4 Y Y N 4 Y Y N 4
virologist
Government or industry scientist Y Y N 4 Y Y N 4 Y Y N 4
State-sponsored terrorist organization N Y Y 4 N Y Y 4 Y Y Y 6
Grassroots terrorist organization N N Y 2 N N Y 2 Y N Y 4
Biological agent-equipped terrorist Y Y Y 6 Y Y Y 6 Y Y Y 6

organization
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TABLE B.3
2034 Capabilities and Potential Modifications by Mature Technologies for Scenario One

Most Confident Score Lowest Tech Maturity Highest Tech Maturity
Example Bioterrorist Knowledge Facility Capacity Score Knowledge Facility Capacity Score Knowledge Facility Capacity Score
Disgruntled graduate student Y Y N 4 N Y N 2 Y Y N 4
Disgruntled academic or industry Y Y N 4 Y Y N 4 Y Y N 4
virologist
Government or industry scientist Y Y N 4 Y Y N 4 Y Y N 4
State-sponsored terrorist organization Y Y Y 6 N Y Y 4 Y Y Y 6
Grassroots terrorist organization Y N Y 4 N N Y 2 Y Y Y 6
Biological agent-equipped terrorist Y Y Y 6 Y Y Y 6 Y Y Y 6
organization
TABLE B.4
2024 Baseline Capabilities for Scenario Two

Most Confident Score Lowest Tech Maturity Highest Tech Maturity
Example Bioterrorist Knowledge Facility Capacity Score Knowledge Facility Capacity Score Knowledge Facility Capacity Score
Disgruntled graduate student N Uncertain N 1 N Uncertain N 1 N Uncertain N 1
Disgruntled academic or industry Y Uncertain N 3 Y Uncertain N 3 Y Uncertain N 3
virologist
Government or industry scientist Y Y N 4 Y Y N 4 Y Y N 4
State-sponsored terrorist organization N N Y 2 N N Y 2 N N Y 2
Grassroots terrorist organization N N Y 2 N N Y 2 N N Y 2
Biological agent-equipped terrorist Y N Y 4 Y N Y 4 Y N Y 4

organization
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TABLE B.5
2029 Capabilities and Potential Modifications by Mature Technologies for Scenario Two

Most Confident Score Lowest Tech Maturity Highest Tech Maturity
Example Bioterrorist Knowledge Facility Capacity Score Knowledge Facility Capacity Score  Knowledge Facility = Capacity Score
Disgruntled graduate student N Uncertain N 1 N Uncertain N 1 Uncertain  Uncertain N 2
Disgruntled academic or industry Y Uncertain N 3 Y Uncertain N 3 Y Uncertain N 3
virologist
Government or industry scientist Y Y N 4 Y Y N 4 Y Y N 4
State-sponsored terrorist organization N N Y 2 N N Y 2 Uncertain ~ Uncertain Y 4
Grassroots terrorist organization N N Y 2 N N Y 2 Uncertain N Y 3
Biological agent-equipped terrorist Y N Y 4 Y N Y 4 Y Uncertain Y 5
organization
TABLE B.6
2034 Capabilities and Potential Modifications by Mature Technologies for Scenario Two

Most Confident Score Lowest Tech Maturity Highest Tech Maturity

Example Bioterrorist Knowledge Facility Capacity Score Knowledge Facility Capacity Score Knowledge Facility Capacity Score
Disgruntled graduate student Y Y N 4 N Uncertain N 1 Y Y N 4
Disgruntled academic or industry Y Y N 4 Y Y N 4 Y Y N 4
virologist
Government or industry scientist Y Y N 4 Y Y N 4 Y Y N 4
State-sponsored terrorist organization Y Uncertain Y 5 N Uncertain Y 3 Y Y Y 6
Grassroots terrorist organization Y N Y 4 N N Y 2 Y Y Y 6
Biological agent-equipped terrorist Y Uncertain Y 5 Y N Y 4 Y Y Y 6

organization
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TABLE B.7
2024 Baseline Capabilities for Scenario Three

Most Confident Score Lowest Tech Maturity

Highest Tech Maturity

Example Bioterrorist Knowledge Facility Capacity Score

Knowledge Facility Capacity Score

Knowledge Facility Capacity Score

Disgruntled graduate student N N N 0 N N N 0 N N N 0
Disgruntled academic or industry N N N 0 N N N 0 N N N 0
virologist
Government or industry scientist N Y N 2 N Y N 2 N Y N 2
State-sponsored terrorist organization N N N 0 N N N 0 N N N 0
Grassroots terrorist organization N N N 0 N N N 0 N N N 0
Biological agent-equipped terrorist N N N 0 N N N 0 N N N 0
organization
TABLE B.8
2029 Capabilities and Potential Modifications by Mature Technologies for Scenario Three

Most Confident Score Lowest Tech Maturity Highest Tech Maturity
Example Bioterrorist Knowledge Facility Capacity Score Knowledge Facility Capacity Score Knowledge Facility Capacity Score
Disgruntled graduate student N N N 0 N N N 0 Uncertain N N 2
Disgruntled academic or industry Uncertain N N 1 Uncertain N N 1 Uncertain N N 2
virologist
Government or industry scientist Uncertain Y N 3 Uncertain Y N 3 Uncertain Y N 4
State-sponsored terrorist organization N N N 0 N N N 0 Uncertain  Uncertain Uncertain 4
Grassroots terrorist organization N N N 0 N N N 0 Uncertain N Uncertain 3
Biological agent-equipped terrorist Uncertain N N 1 Uncertain N N 1 Uncertain  Uncertain Uncertain 4

organization
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TABLE B.9

2034 Capabilities and Potential Modifications by Mature Technologies for Scenario Three

Most Confident Score

Lowest Tech Maturity

Highest Tech Maturity

Example Bioterrorist Knowledge Facility Capacity Score Knowledge Facility Capacity Score Knowledge Facility Capacity Score
Disgruntled graduate student Uncertain N N 1 N N N 0 Y Uncertain N 3
Disgruntled academic or industry Uncertain N N 1 Uncertain N N 1 Y Uncertain N 3
virologist

Government or industry scientist Uncertain Y N 3 Uncertain Y N 3 Y Y N 4
State-sponsored terrorist organization Uncertain  Uncertain Uncertain 3 N Uncertain N 1 Y Uncertain Uncertain 4
Grassroots terrorist organization Uncertain N Uncertain 2 N N N 0 Y Uncertain Uncertain 4
Biological agent-equipped terrorist Uncertain  Uncertain Uncertain 3 Uncertain  Uncertain N 2 Y Uncertain Uncertain 4

organization
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APPENDIX C

Elicitation Script

This appendix presents the script (which has been lightly edited for clarity) used to conduct the expert
elicitations in this report.

Elicitation Script

Hello, and thank you so much for agreeing to be interviewed. There is a PPT [RAND time charge code] that
you can charge this meeting to, which was sent in my prior email. Before I begin, did you have any questions
on the email sent or any of its contents?

Right now, I’d like to give you an overview of the agenda for the interview and then tell you a bit about
this study. First, I will explain how I will conduct this interview and thoughts to keep in mind while I ask you
questions. After, I will begin the interview. During the interview I will periodically pause to take notes and
record your thoughts. Your scores will be aggregated with those of other experts and thus not for attribution.
I will save some time at the end for any final thoughts or questions.

It is important that I give the same information and instructions to every group, so I'll be reading from a
script to make sure I don’t leave anything out or skip over anything too quickly. But feel free to interrupt me
and ask questions at any point along the way if there is anything you don’t understand, or if there is anything
that you would like to know more about. Are there any questions about this before I begin?

Today I will be asking you to examine a list of emerging technologies to evaluate how mature these tech-
nologies are currently and how their maturity will progress in the near term. I will only be evaluating you
on the technologies you noted you felt comfortable speaking on. You will be asked to do this on a five-point
scale on five topics:

maturity of the science and technology

advancement of innovation and demand

the political, moral, and ethical barriers to the technology
funding and resources

Gk W

technical expertise and availability to the public.

This will come together in a 25-point score range for each technology.

Let me walk you through the scale. All technologies begin at number 1, where small gains in performance
take a high level of effort. The next step, 2, the ability to make discoveries on the technology and performance
of the technology improve. It may also start to get a return on investment. Step 3 is a period of rapid growth
for the technology, where the fundamentals of the technology are now understood, and the technology can
now be used in application. Return on investment is high, and performance of the technology increases at
an exponential rate. Stage 4 is where we begin to see that the technology is becoming fully diffused into its
market. Advancement slows. And lastly, we have stage 5, where a technology has reached full diffusion and
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maturity. This marks the end of market expansion and the technology plateaus. The return on investment
for further advancement has slowed, as the level of effort is high for incremental increases in performance.

Do you have any questions regarding this scale?

In evaluating technology maturity, you will be asked to do some forecasting of the future. It is important
when forecasting to not conflate the idea of predicting when exactly a technical advance will take place and
what that advancement will be with identifying relevant technology directions. This latter point is the crite-
rion we are measuring today. You will be asked to evaluate the maturity of the technologies over time in five
and ten years. Rather than evaluate when a specific technology development will occur, try to evaluate the
direction the technology is headed in.

Do you have any questions regarding this framing?

Continuing this train of thought, you may not be certain about a specific technology, which may lead
you to push for a number that is higher than it actually is. You may also feel the need to anchor to a specific
value in the scoring system because you are confident in the accuracy. We kindly ask you to work with us to
identify a range of values when scoring. This will help overcome any overconfidence issues and avoid biases.

For each score, you will be asked to provide the score you assess to be the lowest it can be and then the
highest it can be. I am very interested in your reasons for scoring the technologies as you do. For these scores
to be useful to policymakers, it is important to provide some explanation for why you scored some technolo-
gies higher and others lower and why you selected these ranges for each technology. So, for each technology,
I will be asking “What is the least mature this technology could be? Why? What is the most mature this tech-
nology could be? Why?”

Do you have any questions on how I will be interviewing you or how you should be evaluating the
technologies?

The context for today’s interview is to understand a select list of emerging technologies that are disrup-
tive in the biological sciences. There are 9 technologies in total I am evaluating, as you saw in the prior email.
Today I will be interviewing you regarding [NUMBER] of them. I will now provide a very quick slide on my
broad definition of each technology we have agreed to discuss to set the parameters for you.

I will now go over slowly the first score and the technologies we have selected to discuss.

Technology Scoring Section

Science and Technology Score
Our first score is on the maturity of the science and technology. Our first technology is [TECHNOLOGY]. Let
us consider where the technology is currently. We are grading this technology on the five-point scale given:

This technology is theoretical, but there is proof-of-concept.

2. There are some emergent use cases of the technology at a basic level.

3. This product is increasingly used in a variety of fields, but there are significant limitations preventing
widespread use.

4. There are many users of the product, and the barriers and limitations preventing its use have been
significantly reduced.

5. All those who would use this product can use it. It has fully diffused in all research fields that could
benefit from it.

+ Do you have any questions on this scale?

« What is the lowest score you would give this technology?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology?
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 Can you explain why you gave this as the highest score?
o What score are you the most confident in? Can you explain why?

This means that you consider that [TECHNOLOGY] is currently somewhere between [LOW SCORE] and
[HIGH SCORE] currently, but you feel the most confident that it is [CONFIDENT SCORE]. Do you feel this
is accurate to your understanding of the technology as it is right now?

Now, using this as our base of understanding, let us look to the future and forecast where this technology
will go. First, let us look at 5 years from now in 2029. Remember, we are not looking to give specifics on how
the technology will develop and when, but rather what direction the technology is headed in.

« What is the lowest score you would give this technology in five years?
 Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in five years?
« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

This means that you consider that [TECHNOLOGY] will shift in five years to be somewhere between
[LOW SCORE] and [HIGH SCORE], but you feel the most confident that it will be a [CONFIDENT SCORE].
Do you feel this is accurate to your understanding of the direction the technology is headed towards?

Now we are going to forecast out to 10 years in the future, or 2034. We will once again consider the trends
the technology is headed towards, not a specific development.

o What is the lowest score you would give this technology in ten years?
» Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in ten years?
 Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

This means that you consider that [TECHNOLOGY] will shift in ten years to be somewhere between
[LOW SCORE] and [HIGH SCORE], but you feel the most confident that it will be a [CONFIDENT SCORE].
Do you feel this is accurate to your understanding of the direction the technology is headed towards?

Having walked through the very first technology, do you feel like you understand the scoring system and
how to evaluate each technology?

Now that you are familiar with the evaluation, we can move forward a little more quickly. If at any point
you do not understand something or wish for additional clarification, please do not hesitate to stop me.

Let us move on to [NEXT TECHNOLOGY]. We will once again start with your understanding of the
technology as it currently exists.

What is the lowest score you would give this technology?

« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology?
 Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us move forward to 5 years in the future in 2029.

« What is the lowest score you would give this technology in five years?
« Can you explain why you gave this as the lowest score?
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o What is the highest score you would give this technology in five years?
+ Can you explain why you gave this as the highest score?
« What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.

o What is the lowest score you would give this technology in ten years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in ten years?
+ Can you explain why you gave this as the highest score?

« What score are you the most confident in? Can you explain why?

[REPEAT THIS SECTION FOR EACH TECHNOLOGY UNTIL COMPLETION OF SCORE]

Use Case, Demand, and Market Score

Our second score is on the maturity of the advancement in innovation and demand for the technology.
We will go through all of the technologies again in the same order as the previous. Our first technology is
[TECHNOLOGY]. We are grading this technology on the five-point scale given:

1.  There is little movement on this product beyond the original innovators. It is very nascent.

2. There are some emergent, early adopters of the product.

3. This product is increasing in popularity in specialized fields, with rapidly increasing numbers of indi-
viduals and organizations now able to use it.

4. There are many adopters of the product, and it is considered a regular tool. Many individuals and
organizations will use it.

5. The product is established in the field, and all those who can use it are. It has fully diffused in the
market.

Do you have any questions on this scale?

What is the lowest score you would give this technology?

Can you explain why you gave this as the lowest score?
What is the highest score you would give this technology?
Can you explain why you gave this as the highest score?

What score are you the most confident in? Can you explain why?
Let us move forward to 5 years in the future in 2029.

« What is the lowest score you would give this technology in five years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in five years?
 Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.
o What is the lowest score you would give this technology in ten years?

« Can you explain why you gave this as the lowest score?
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o What is the highest score you would give this technology in ten years?
+ Can you explain why you gave this as the highest score?
« What score are you the most confident in? Can you explain why?

Let us move on to [NEXT TECHNOLOGY]. We will once again start with your understanding of the
technology as it currently exists.

o What is the lowest score you would give this technology?

« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology?

» Can you explain why you gave this as the highest score?

« What score are you the most confident in? Can you explain why?

Let us move forward to 5 years in the future in 2029.

o What is the lowest score you would give this technology in five years?
» Can you explain why you gave this as the lowest score?

« What is the highest score you would give this technology in five years?
 Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.

« What is the lowest score you would give this technology in ten years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in ten years?
 Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

[REPEAT THIS SECTION FOR EACH TECHNOLOGY UNTIL COMPLETION OF SCORE]

Political, Ethical, and Regulatory Score

Our third score is on the maturity of the legal and political barriers to and discussion of the technology.
We will go through all of the technologies again in the same order as the previous. Our first technology is
[TECHNOLOGY]. We are grading this technology on the five-point scale given:

There is little discussion of this product beyond the original innovators.

There are some emergent discussions of the product.

This product is increasing in popularity in its respective fields; there may be early discussions of policy.
There is an increased focus on this product. This can include both the public and policymakers.

The product is well known outside of its original field. There may be established policy on it.

M

Do you have any questions on this scale?

o What is the lowest score you would give this technology?

« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology?

+ Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?
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Let us move forward to 5 years in the future in 2029.

o What is the lowest score you would give this technology in five years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in five years?
+ Can you explain why you gave this as the highest score?

« What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.

o What is the lowest score you would give this technology in ten years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in ten years?
+ Can you explain why you gave this as the highest score?

« What score are you the most confident in? Can you explain why?

Let us move on to [NEXT TECHNOLOGY]. We will once again start with your understanding of the
technology as it currently exists.

« What is the lowest score you would give this technology?

 Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology?
 Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us move forward to 5 years in the future in 2029.

« What is the lowest score you would give this technology in five years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in five years?
« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.

o What is the lowest score you would give this technology in ten years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in ten years?
« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

[REPEAT THIS SECTION FOR EACH TECHNOLOGY UNTIL COMPLETION OF SCORE]

Funding and Resources Score

Our forth, penultimate score is on the maturity of the resources and funding available for the technology.
We will go through all of the technologies again in the same order as the previous. Our first technology is
[TECHNOLOGY]. We are grading this technology on the five-point scale given:
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1. There is little funding of this product beyond the original funding (start-up, basic research, etc.).

2. There is some emergent investment in the product, but not much or at all in its application of use.

3. This product is increasing in access to funds, both private and public. Projects using this product are
funded at increasing rates.

4. Thereis an increased focus on funding and investment in this product. There may be targeted grants
or funding pools for the use of this product.

5. The product is used heavily outside of its original field. There are established pools of funds set aside
for this product.

Do you have any questions on this scale?

« What is the lowest score you would give this technology?

« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology?

« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us move forward to 5 years in the future in 2029.

What is the lowest score you would give this technology in five years?
« Can you explain why you gave this as the lowest score?

What is the highest score you would give this technology in five years?
» Can you explain why you gave this as the highest score?
« What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.

o What is the lowest score you would give this technology in ten years?
« Can you explain why you gave this as the lowest score?

« What is the highest score you would give this technology in ten years?
« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us move on to [NEXT TECHNOLOGY]. We will once again start with your understanding of the
technology as it currently exists.

o What is the lowest score you would give this technology?

» Can you explain why you gave this as the lowest score?

« What is the highest score you would give this technology?

« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us move forward to 5 years in the future in 2029.

« What is the lowest score you would give this technology in five years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in five years?
« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?
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Let us lastly move forward to 10 years in the future in 2034.

o What is the lowest score you would give this technology in ten years?
« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in ten years?
+ Can you explain why you gave this as the highest score?

« What score are you the most confident in? Can you explain why?

[REPEAT THIS SECTION FOR EACH TECHNOLOGY UNTIL COMPLETION OF SCORE]

Accessibility Score

Our fifth and final score is on the maturity of the technical expertise required and availability of the technol-
ogy to the public. We will go through all of the technologies again in the same order as the previous. Our first
technology is [TECHNOLOGY]. We are grading this technology on the five-point scale given:

1. This product is highly cost prohibitive. There are no avenues to acquire the product outside of contact-
ing the original innovators directly. Requires a great deal of technical knowledge.

2. There are some emergent avenues of acquisition of the product for users. Costs are still high, as well as
technical expertise to utilize the product.

3. This product is decreasing in cost at a rapid pace as innovation occurs. It is increasingly easy to find
and use, with established methodologies, protocols, etc.

4. The price of the product is heavily decreased. There are plenty of online resources available on how to
use the product. Product can be bought at a multitude of stores.

5. The product can be found reliably and affordably and requires only some technical knowledge.

Do you have any questions on this scale?

What is the lowest score you would give this technology?
+ Can you explain why you gave this as the lowest score?

What is the highest score you would give this technology?
 Can you explain why you gave this as the highest score?
o What score are you the most confident in? Can you explain why?

Let us move forward to 5 years in the future in 2029.

What is the lowest score you would give this technology in five years?
+ Can you explain why you gave this as the lowest score?

What is the highest score you would give this technology in five years?
 Can you explain why you gave this as the highest score?
o What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.

What is the lowest score you would give this technology in ten years?
+ Can you explain why you gave this as the lowest score?

What is the highest score you would give this technology in ten years?
 Can you explain why you gave this as the highest score?
o What score are you the most confident in? Can you explain why?
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Let us move on to [NEXT TECHNOLOGY]. We will once again start with your understanding of the
technology as it currently exists.

« What is the lowest score you would give this technology?

« Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology?

« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us move forward to 5 years in the future in 2029.

« What is the lowest score you would give this technology in five years?
 Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in five years?
« Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

Let us lastly move forward to 10 years in the future in 2034.

« What is the lowest score you would give this technology in ten years?
 Can you explain why you gave this as the lowest score?

o What is the highest score you would give this technology in ten years?
 Can you explain why you gave this as the highest score?

o What score are you the most confident in? Can you explain why?

[REPEAT THIS SECTION FOR EACH TECHNOLOGY UNTIL COMPLETION OF SCORE]
This concludes the scoring section of the interview.

Final Thoughts and Conclusions

Let’s revisit the full list of technologies and where they potentially fit in the pipeline of biological weapon
generation. I have three final questions to ask you regarding this pipeline. This is the last task I'll ask you to
do today.

o Isthere a technology somewhere listed here that you believe should all be listed somewhere else on this
pipeline?

o Here is the complete list of all nine technologies. Which of these technologies listed poses the greatest
risk? Why?

« Lastly, looking at this list again, is there a technology that is not on this list should be included? Why?

Thank you again for volunteering to participate in this elicitation interview. If you have any additional
thoughts, please do not hesitate to email me. I will be sure to follow up with you in the near future.
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Abbreviations

Al

BT
Cas9
CBRN
CLAS
CRISPR
DNA
ISIS
NASEM
NGS
TAV
WMD

artificial intelligence

biological tool

CRISPR-associated protein 9

chemical, biological, radiological, and nuclear

cloud labs and automated science

clustered regularly interspaced short palindromic repeats
deoxynucleic acid

Islamic State of Iraq and Syria

National Academies of Sciences, Engineering, and Medicine
next-generation sequencing

technology availability

weapon of mass destruction
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