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Purpose 
The aim of this policy brief is to summarise 
the key outcomes from an in-person event 
examining and stress-testing the aims, 
objectives and working practices of the UK 
Microbial Forensics Consortium (UKMFC). A 
series of recommendations and immediate 
next steps have been highlighted for 
consideration in order to help evolve the 
concept of operations for UKMFC. 

Introduction
UKMFC was established to strengthen the 
UK’s national microbial forensics capability 
and substantively contribute towards the 
UK’s Biological Security Strategy, specifically 
the ‘Detect’ pillar.1 To achieve this, UKMFC 
is establishing a network of laboratories 
across the UK and a community of experts 
(both national and international) involved in 
biosurveillance, with a focus on bioinformatics 
and forensics.2 

The UKMFC network met for the first time 
at an in-person event on 6 November 2024. 
This event aimed to identify and socialise 
the current barriers to effective investigation 
and attribution of potentially engineered or 
deliberate biological threats, and to use the 
experts in the room to propose solutions to 
address these barriers. The participants (over 
100 delegates) represented expertise from 

1	 UK Government. 2023. ‘UK Biological Security Strategy.’ As of 22 January 2025: 
https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf

2	 UK Government, UK Microbial Forensics Consortium, webpage, GOV.UK, undated. As of 22 January 2025:  
https://www.gov.uk/government/groups/uk-microbial-forensics-consortium

the human health, animal and plant health, 
aquaculture, food-safety, environmental, 
defence, security, law enforcement, 
intelligence, bioinformatics, academic and 
forensics sectors. 

About the workshop 
RAND Europe, a non-profit research institute, 
developed and delivered an interactive, 
scenario-based workshop which allowed 
members of the UKMFC Advisory Board 
and Bioinformatics Working Group to design 
an investigation response to a biological 
incident, identify and characterise evidence 
of genetic engineering, and attribute the 
source to a specific actor. The scenario 
that the participants were presented with 
was deliberately ambiguous, with features 
suggestive both of routine outbreaks and 
deliberate release. 

Participants were asked to consider how 
they would respond to the situation given the 
current capabilities present within the UKMFC 
network. They reflected on where performance 
could be improved and generated priority 
actions to address this in order to further 
develop the UK’s ability to investigate and 
attribute biological attacks. The exercise was 
structured according to the decision framework 
in Figure 1. 

https://assets.publishing.service.gov.uk/media/64c0ded51e10bf000e17ceba/UK_Biological_Security_Strategy.pdf
https://www.gov.uk/government/groups/uk-microbial-forensics-consortium
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Figure 1. Decision framework structure for bioattribution

Key takeaways from the workshop
We present below a summary of the key 
themes highlighted by participants during the 
event. It is important to note that these themes 
are not listed in any specific order of priority. 
This overview is intended to capture the diverse 
insights and perspectives shared, fostering 
further reflection and discussion.

UKMFC involvement and communication

Participants debated how and when UKMFC 
should become involved in a given incident. 
While some suggested early involvement to 
address potential risks, others raised concerns 
about the frequency of routine outbreaks 
creating unnecessary alerts and false positives. 
Clear triggers and thresholds for UKMFC 
engagement were proposed as essential 
for consistency of response. Participants 
also highlighted the newness of UKMFC, 
leading to uncertainty about whether other 

stakeholders would instinctively include them. 
This emphasised a need to raise awareness 
of UKMFC and to define responsibilities and 
interfaces between stakeholder organisations 
in order to streamline communication and 
foster collaboration.

Investigation processes and scientific 
analysis

UKMFC brings together a wide range of 
professionals across many disciplines. There 
is a very high level of scientific and technical 
expertise in UK biosurveillance, with varying 
levels of familiarity with forensic investigations. 
Analysis methods such as genomic 
sequencing and pathogen phenotyping were 
familiar, but detection and characterisation of 
genetic engineering, and attribution of an agent 
to a specific source, were unfamiliar to many 
participants. Clarity on what capabilities will be 
required across the network was sought, while 
a lack of understanding of current capability 
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(as well as gaps) was cited as a barrier multiple 
times during the workshop. 

Consortium members identified further 
uncertainties which could hinder investigations. 
These included, in particular, (1) whether 
their evidence and analysis would need to 
be adequate to inform a criminal process, 
and (2) concerns regarding insufficient 
forensic sampling, inadequate chain-of-
custody procedures, and the potential for 
degraded evidence if timelines were extended. 
The absence of standard methodologies 
for distinguishing routine outbreaks from 
suspicious incidents compounded these 
challenges. Attendees suggested leveraging 
diverse data sources, including open-source 
intelligence and syndromic surveillance, to 
triangulate findings and guide investigations.

The need to create a shared understanding 
of which features of an outbreak or pathogen 
should be regarded as potentially suspicious 
was also highlighted – several consortium 
members were unfamiliar with this context. 

Data sharing

Establishing clear agreements, and 
procedures and systems for the secure 
sharing and storage of sensitive data, was 
perceived as essential for an effective and 
timely response to investigating an outbreak. 
For many of the participants, the success 
of the hypothetical investigative responses 
developed during the workshop rested on the 
assumption that they would be able to access 
and share data with others. Consortium 
members were highly motivated to develop 
these data-sharing agreements. 

Sensitivity versus collaboration

Attendees noted that one of the key strengths 
of the UKMFC network is the diverse and 
complementary technical capabilities it offers. 
While these are a crucial asset, they also 
noted several areas of overlap and duplication 
which will require careful coordination 

and deconfliction. Participants also noted 
that conducting sensitive investigations 
across a diverse network will require careful 
consideration of information security and 
classification requirements, related both 
to data (when can it be shared, and with 
whom?) and personnel (who can work on 
investigations?). Balancing the potential 
benefits of openness and collaboration with 
the need to ensure an appropriate level of 
security required by the sensitive nature 
of bioattribution investigations therefore 
emerged as an important challenge. 
For instance, clear procedures may be 
necessary for managing the transition when 
investigations begin as routine and are 
escalated to UKMFC at a later stage. 

Operational and resource constraints

Operational uncertainties were a recurring 
theme of the workshop, particularly concerning 
roles, responsibilities and response scalability. 
There was no consensus on triage and 
escalation processes for UKMFC, leading 
to confusion about statutory duties which 
might deter members from initiating broader 
investigations involving security and intelligence 
stakeholders. Consortium members expressed 
their desire to establish clear roles and 
responsibilities. The development of a clear 
consortium structure and Standard Operating 
Procedures (SOPs) were seen as crucial 
components, alongside establishing clear 
channels of communication and increasing the 
awareness of existing processes across the 
network to support investigations and create 
appropriate trigger points.

Public messaging and escalation of risk(s)

Finally, ‘soft’ capabilities, such as the ability to 
effectively communicate risk and uncertainty 
to decision-makers, or the public, were 
considered by many members of UKMFC to be 
as important as analytical capabilities but were 
assessed as being less developed. Participants 
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noted the need for a unified narrative to 
manage public perception and mitigate mis- 
or disinformation risks, especially in cases of 
suspected bioterrorism, hostile state activity 
or high-profile incidents. Similarly, informal 
communications and an active community 
of practice to support information- and 
knowledge-sharing were seen as important 
enablers of success. 

Key recommendations
Outlined below are the recommendations 
addressing the barriers, opportunities and 
actions raised by participants during the 
event, supplemented by RAND analysis. These 
suggestions are not presented in any particular 
order of priority, but aim to guide future 
initiatives and decision-making.

1.	 Establish how the consortium will be 
structured. Decide which capabilities and 
resources should be centralised and which 
should be distributed. This may require a 
scoping review of existing structures and 
capabilities to understand what kind of 
resources will be needed to establish any 
proposed structure, and how to define 
pooling and sharing arrangements. 

2.	 Establish centralised SOPs for engaging/
alerting UKMFC, specifying incident 
alert thresholds, and specifying ways of 
working and communication requirements 
across the network, drawing on best 
practices in analogous contexts. This 
could help members to understand how 
and when to involve the wider network, 
and provide concrete thresholds/triggers 
to escalate an alert within a sector. This 
is especially important when considering 
UKMFC members’ nervousness and 

3	 World Organisation for Animal Health (WOAH). 2015. ‘Guidelines for Investigation of Suspicious Biological Events.’ As 
of 22 January 2025:  
https://www.woah.org/fileadmin/Home/eng/Our_scientific_expertise/docs/pdf/Guidelines_Investigation_Suspicious_
Biological_Events.pdf

disagreement in relation to involving the 
security community in case an incident 
turns out to be a false positive. 

3.	 Establish consortium members’ clear 
roles and responsibilities, including 
expected timescales for actions, thresholds 
for action, and statutory duties. Clarify what 
is required of actors who are not UKMFC 
members in order to trigger investigations 
or avoid compromising them and to 
ensure that SOPs are shared with them as 
required. Consider developing a registry 
of UKMFC members and main points of 
contact to support practical engagement. 

4.	 Conduct an assessment of whether 
current sampling and analysis processes 
would hold up in criminal investigations, 
especially in cases where suspicious activity 
may not have been detected and was 
yielded only through retrospective analyses. 

5.	 Identify capability and knowledge gaps 
in lab procedures where knowledge 
of forensics is limited. While scientific 
capabilities may be present, the ability to 
assess attribution appears to be limited. 
Establish how to most efficiently fill these 
gaps when considering a suite of options 
such as training and toolkits.

6.	 To inform decision-making, analysis and 
communication with UKMFC, supplement 
the SOPs (see recommendation 2) with 
an authoritative framework for what 
constitutes a suspicious incident and 
what are the defining features of an 
outbreak. Consider either developing or 
adapting a framework for training or to 
guide decision-making.3

7.	 Establish requirements for data-sharing 
and determine how these can most 

https://www.woah.org/fileadmin/Home/eng/Our_scientific_expertise/docs/pdf/Guidelines_Investigation_Suspicious_Biological_Events.pdf
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easily be met. Where real-time sharing is 
required, this should be clearly identified 
and any new infrastructure required should 
be identified as soon as possible. Ensure 
that outreach to data-sharing stakeholders 
is tailored, at the appropriate level of 
seniority, and clearly communicates the 
value of achieving this quickly and with 
minimum changes to existing processes.

8.	 Clarify minimum requirements for 
accreditation, information security, 
classification and security clearances 
at each stage. Where systems do not yet 
meet these requirements, make a clear 
plan to address this to avoid delays. 

9.	 Develop test materials and exercises 
to gauge the consortium’s capabilities 
habitually to maintain a warm community 
of practice and to create preparedness. 
Deliberately test edge cases and mimic 
deliberate attempts to evade detection/
attribution. Establish tolerable rates 
of false positives and false negatives 
for various types of test material and 
investigation. Test soft skills as well as 
analytical capabilities, including exercises 
testing procedures for sharing or securing 
sensitive or hazardous information. 

10.	Identify use cases and the need 
for development of new sources 
of information to inform forensic 
investigations. This could include systems 
or technical measures for identifying and 
tracing suspicious usage of biological 
design tools, training data that could be 
used to train these tools, and nucleic acid 
synthesis services and hardware. 

11.	Make structured plans to ensure that 
UKMFC learns from the successes and 
failures of comparable relevant systems 
(such as COG-UK, PATHSAFE and the FBI 
Bioforensic Analysis Center) and act to 
mitigate specific risks to delivery which 
are identified.

12.	Develop and share a clear delivery plan 
in consultation with UKMFC inclusive 
of SOPs and frameworks for suspicious 
investigation (see recommendations 2 
and 5).

Immediate next steps
UKMFC is in the process of forming a 
laboratory network as an ‘Initial Operating 
Capability’ which includes the development of a 
set of shared working practises as a new alert 
system for the misuse of biological hazards 
(i.e. determining the ‘natural vs nefarious’). 

In addition, the project is currently looking 
to identify the next generation technologies 
which could form the basis of future microbial 
forensic capabilities. To that effect, a Defence 
and Security Accelerator (DASA) competition 
has been launched to support future capability 
development for the UKMFC. It would be 
beneficial to consider the recommendations 
above (especially 5, 6, and 9) when funding 
awards and implementing outcomes from 
these competitions. 

DASA-themed competition launched 
January 2025

Future-Proofing Biosecurity by 
Strengthening the UK’s Microbial Forensic 
Capability 

Challenge 1: Novel computational analysis 
tools for genomic data

Challenge 2: Approaches for the 
identification and/or computational 
analysis of other omic signatures




