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About This Report

The growing information technology (IT) and computing infrastructure and an evolving threat
landscape are increasing the difficulty for individual firms to protect their I'T systems. At the same
time, the interconnectedness of business services (including cloud services) and the widespread use of
vulnerable software and hardware have heightened the risk of cyber incidents affecting many
companies simultaneously, causing significant aggregated losses. Together, these factors pose the
threat of a cyber catastrophe. In response, the U.S. Department of the Treasury is investigating the
need for a federal response to manage harms from a catastrophic cyber event. The justifications for
such a response and the specific form of that response remain undetermined but are becoming
increasingly pressing. To support policymaking on these topics, we describe the implications of cyber
risk for the functioning of insurance markets, review trends and potential gaps in insurance markets,
and discuss policy options to address observed shortfalls in private insurance markets. Our findings
are intended to inform public- and private-sector deliberations on how to improve cyber risk
management and inform policymaking related to cyber insurance markets.
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future losses; providing just compensation to those suffering losses while appropriately allocating
liability to responsible parties; helping affected individuals, businesses, and communities to recover
quickly; and avoiding unnecessary legal, administrative, and other transaction costs. For more
information about the Feinberg Center, see www.rand.org/well-being/justice-
policy/centers/catastrophic-risk-management.html or contact the director at ccrmc@rand.org.
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Summary

Firms are facing increasingly difficulty in protect their information technology (IT) systems
because of a growing computing infrastructure and an evolving threat landscape. At the same time, the
interconnectedness of business services and the widespread use of vulnerable software and hardware
have heightened the risk of cyber incidents affecting many companies simultaneously, leading to
significant aggregated losses. That duality of cyber risk, often denoted as the risk of attritional versus
catastrophic losses, poses a significant risk management challenge for the private insurance market and
the federal government.

Despite the softening cyber insurance market, a persistent threat of a cyber catastrophe remains,
potentially rising to the level of a national security concern. In response, the U.S. Department of the
Treasury is investigating the need for a federal response to manage harms from a catastrophic cyber
event. In 2022, the Treasury’s Federal Insurance Office requested public comments regarding whether
such a federal insurance response is warranted and whether minimum cybersecurity controls should
be integrated into that response. The justifications for such a response and the specific form that the
response might take remain undetermined but are becoming increasingly important. To inform
stakeholders in that policy discussion, we address the following questions in this report:

e  What characteristics of risks allow insurability, and how do these characteristics vary among
types of cyber events?

e  What s the state of the cyber insurance market, and where does the market suffer any
limitations?

e  What are the government options for managing catastrophic risk, and what might a U.S.
federal insurance response be?

e  What cybersecurity considerations are relevant for managing both attritional and catastrophic
cyber losses, and what are the implications for designing a federal insurance response?

To begin, we identify the criteria for insurability that explain why some cyber events can be
managed by the private insurance market while others cannot. Specifically, we show that the types of
cyber events causing attritional losses, such as data breaches and I'T outages, meet all insurability
criteria and can be effectively managed using reliable models for loss frequency and impact.
Conversely, the types of events that can cause catastrophic losses, such as attacks on IT and
operational technology infrastructure and those caused by nation-state actors, do not meet those
criteria, and the private sector faces difficulties in insuring those risks. A third, hybrid category of
events, including ransomware attacks, is typically attritional and insured but can aggregate to
catastrophic events, presenting challenges for the market.

Using that conceptual background, we examine the performance of the U.S. cyber insurance
market. We find that the private market adequately manages the risks and losses from attritional cyber
events. However, we find that the challenges cyber risk creates for the private insurance market have



limited the ability of businesses to transfer their cyber risk for the types of events that can lead to
catastrophic losses. Coverage is not available for war and infrastructure events. The characteristics of
the risk lead to capital charges that likely increase the premium considerably above estimates of
expected annual loss. Limitations on available capacity limit the amount of coverage businesses can
buy, particularly during hard markets. The results are the low take-up rates and the reported
difficulties businesses have had in finding the coverage they desire. We explore some of the broader
economic and social implications of these limitations in the private cyber insurance market.

We conclude that these limitations and their economic and social implications present sufficient
justification for exploring options for federal support of the cyber insurance market.

We next review literature examining government solutions for managing catastrophic loss,
discussing ex ante insurance and ex post disaster relief options, and we consider the advantages and
disadvantages of each. Using that background, we present practical options for a federal response
designed to address the current coverage exclusions and the tail risk that increases premiums because
of the associated capital costs and depresses take-up. That discussion leads to a sketch of the design
parameters for a federal Cyber Risk Insurance Program (CRIP), a public-private risk-sharing scheme.
The program takes advantage of the strengths of both the public and private sectors, relying on the
private sector to bear risk to an extent that is consistent with overall program objectives. Given the
different private-sector risk appetite for war-, terrorism-, and infrastructure-related events and losses
because of other types of events, we set up a risk-sharing scheme with two reinsurance towers:

e The first tower covers insured losses because of war, terrorism, and infrastructure and
transfers a high percentage of the risk to the public sector.

e The second tower covers all other insured losses. Its intent is to remove the tail risk and
reimburse insurers for losses over a substantial threshold. Thus, the private sector retains a
considerable share of the risk.

Parameters for such a program include how it would classify events; the program’s trigger and cap
levels; its participation, offer, and purchase requirements; and its funding mechanism.

To provide a proof of concept, we illustrate potential payments under specified parameters and
show that, for the costliest past cyber events, CRIP would not be triggered, and reimbursements of
insurer claims payments would not be made. However, we found that, under extreme but realistic
catastrophe scenarios, payments would be made to insurers if their individual loss ratio exceeds a
specified minimum. We believe that this outcome is appropriate and balances the needs of private-
and public-sector stakeholders.

We also discuss the cybersecurity considerations that are relevant for a federal cyber insurance
program and how they might (or might not) address attritional versus catastrophic cyber risks. We
find that the evolution in carriers’ ability to drive better cybersecurity hygiene of policyholders is likely
to affect losses from attritional but not catastrophic cyber events. Nevertheless, given insurer incentives
to already address attritional events and the unproven efficacy of firm-level controls for catastrophic
events, we conclude that there is no strong case for conditioning program eligibility on whether
insurers require policyholders to comply with minimum security standards. Similarly, although the
notion of excluding ransomware payments from a federal insurance program has strong political
support, we conclude that it lacks strong empirical evidence to suggest that it would eliminate
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ransomware attacks in any meaningful way. Thus, we do not believe there is a strong case for including
such a prohibition in program design. However, we support the creation of a better flow of
information related to cybersecurity incidents and practices to draw more defensible insights regarding
cybersecurity effectiveness. Thus, we think that requiring insurers participating in a federal insurance
program to report data on cyber incidents and claims to data repositories is reasonable.

If a federal cyber insurance program were to be implemented, evaluating its performance and
making adjustments over time would be important. Thus, we conclude this report with a short
discussion of performance metrics for a government insurance response. Identifying and tracking
metrics associated with the program would help policymakers determine whether it is fulfilling its
goals, whether further intervention is needed, or whether the program is no longer required. We offer
several potential metrics and the likely effects that a meaningful federal cyber insurance program
would have.

A well-functioning cyber insurance market is important for the overall health of the economy, the
efficacy of efforts to reduce cyber risk, and the ability to rebound after major incidents. We hope that
this report provides to policymakers and stakeholders the research and analysis needed to determine
whether to address the limitations in the cyber insurance market and the type of policy response that
would be appropriate.
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Chapter1

Introduction

The information technology (IT) and computing landscape has evolved dramatically since the
early 2000s. The number of newly connected and internet-accessible devices, the emergence of new
vulnerabilities, and an evolving threat landscape have increased the difficulty for firms to protect their
IT effectively. These forces have combined to drive an increasing number of malicious cyber incidents,
causing losses to thousands of firms each year (Check Point Team, 2024). In addition, the
interconnectedness of business services and the ubiquity of commonly used and vulnerable networked
software have increased the opportunities for malicious actors to target critical I'T and operational
technology (OT) systems, leading to aggregated and potentially catastrophic losses. These forces are
shown in Figure 1.1.

Figure 1.1. The Duality of Cyber Risk
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That duality of cyber risk (i.e., a peril that causes both attritional and catastrophic loss) is not unique
to cyber but has emerged as an important characteristic that drives risk mitigation efforts by the
private insurance market and the federal government.'

The cyber insurance market has evolved considerably since 2000, beginning as a niche insurance
product in 1997 (Wolff, 2022), reaching over $15 billion in annual global premiums in 2024 (Swiss
Re, 2024) and having aggressive expectations to grow to $120 billion by 2032 (Mixides, 2024). Loss
ratios for cyber insurance (i.e., the ratio of claim payments and loss adjusting expenses to premiums)
have dropped considerably because carriers have overcome the scourge of ransomware attacks and
slowly improved their oversight and understanding of cybersecurity protections and risk mitigations.

! We refer to attritional losses as those that are small yet still erode resources of insurers (e.g., profits and revenues) and
catastrophic losses as those that are great and threaten the stability of firms or communities. In the context of insurance, attritional
losses can be considered to be small compared with collected annual premiums, whereas catastrophic losses exceed collected
annual premiums. This duality also exists, to some degree, for terrorism, natural disasters, and health.



Together, these advancements have helped soften the cyber insurance market to have lower premiums
and more-available coverage (National Association of Insurance Commissioners [NAIC], 2023).
Nevertheless, there remains a persistent threat of a catastrophic cyber event that could inflict
substantial harm, potentially rising to the level of a national security concern (Johansmeyer, 2024b).

In response, the U.S. Department of the Treasury’s Financial Insurance Office (FIO) is
investigating the need for a federal response to manage harms from a catastrophic cyber event. In
2022, FIO requested public comments asking whether such a federal response is warranted and
whether minimum cybersecurity controls should be integrated into that response (U.S. Department of
the Treasury, 2022). FIO received 60 comments from carriers, reinsurers, brokers, modeling
companies, insurance experts, and others (U.S. Department of the Treasury, undated). In 2023, FIO
held a public workshop at New York University, during which FIO officials heard from many of the
same organizations to further discuss the topic and listen to the private sector (New York University,
2023). In February 2024, FIO held a nonpublic meeting as part of its International Forum of
Terrorism Risk (Re)Insurance Pools annual conference (U.S. Department of the Treasury, 2024),
during which FIO officials and conference participants further discussed federal options. In April
2024, FIO partnered with the National Science Foundation to propose an industry-research
consortium that focuses on studying catastrophic cyber and terrorism risk (National Science
Foundation, 2024).

Although the concern over catastrophic cyber risk is growing, the justifications for a federal
response and the form it should take remain unresolved. To inform stakeholders in that policy
discussion, we address the following questions in this report:

e  What characteristics of risks allow insurability, and how do these characteristics vary among
types of cyber events?

e  What is the state of the cyber insurance market, and where does the market suffer any
limitations?

e  What are the government options for managing catastrophic risk, and what might a U.S.
federal insurance response look like?

e  What cybersecurity considerations are relevant for managing both attritional and catastrophic
cyber losses, and what are the implications for designing a federal insurance response?

To answer these questions, we began by reviewing academic and gray literature on risk analysis,
insurance economics, and cybersecurity. We used those three topics as a theoretical basis to inform
two separate avenues of inquiry. To better understand the market’s state and stakeholders’ concerns,
we conducted interviews and conversations with subject-matter experts in the cyber insurance and
cybersecurity fields. We also reviewed literature on previous solutions by governments to manage
catastrophic risk to learn how those solutions were structured, what successes they had, and what
challenges they faced.

Our report is structured as follows. In Chapter 2, we examine the insurability criteria for risks and
their application to cyber risks that could have attritional and catastrophic losses. In Chapter 3, we
discuss the current state of the cyber insurance market and its limitations in managing cyber events. In
Chapter 4, we outline the government options for managing catastrophic loss. In Chapter 5, we
present a notional structure of a U.S. federal insurance response, and in Chapter 6, we discuss the



cybersecurity considerations for addressing cyber risk and the implications for the design of a federal
insurance response. We conclude in Chapter 7 by describing the performance metrics that can be used
to track the progress and performance of a federal insurance program, if one were to be adopted.



Chapter 2

The Challenges That Cyber Risk
Creates for Private Insurance Markets

The most common cyber incidents, such as data breaches and business email compromises,
typically produce attritional losses that can comfortably be supported by the private insurance market.
However, those that result from failures of or attacks against technology infrastructures, possibly
caused by nation-state actors (such as the NotPetya ransomware attack), can lead to massively
correlated losses and present an entirely separate problem for insurers. A common motivation for
policy discussions about cyber insurance is the claim that cyber events might result in catastrophic
losses (i.e., the losses exceed the collected premiums) and are, therefore, uninsurable. Analyzing the
merits of that claim helps understand the conditions in which cyber insurance markets are better (or
worse) positioned to manage risks and informs discussions regarding government interventions that
balance the limits and constraints observed in insurance markets (which we describe in Chapter 3)
with leveraging the private sector to manage cyber risks.

Insurability Criteria of an Ideal Risk

The characteristics of a risk that make it more (or less) insurable are well documented. They
describe the features of a peril that enable insurers to estimate and price the risk and the conditions
that must exist for firms to want to purchase policies covering the risk. Schmit (1986) defined a set of
insurability criteria according to review of nine commonly referenced analyses that each provided
related but overlapping sets of criteria (Athearn et al., 1984; Holtom, 1973; Mehr, 1977; Mehr and
Cammack, 1976; Mehr and Hedges, 1974; Kulp and Hall, 1968; Long and Gregg, 1977; Rejda, 1982;
Vaughan, 1982). Table 2.1 describes those criteria and the rationale behind each being associated with
insuring an ideal risk. Some criteria are related to conditions necessary to enable actuarial assessment of a
risk (i.e., Criteria 1-4), while others are associated with the conditions that would make market
transactions possible (i.e., Criteria 4-6).

Table 2.1. Rationale for Criteria of Insurability of Ideal Risks

Insurability Criteria Rationale for Criteria
1. Existence of a large Insured and insurer seek to pool risk across similar exposure entities, which
number of enables predictability of losses for the pool because of the statistical law of
homogenous entities large numbers.

exposed to an event®



Insurability Criteria

Rationale for Criteria

2.

Independence of
exposure among
entities

Calculable expected
loss in monetary
values

A defined loss in
time, place, amount,
and cause of the
event

Fortuitous
(unintentional) losses

Economic feasibility
of pricing for
insurance policies

Avoidance of
catastrophic loss

The required assumption is that the law of large numbers holds (i.e., Criterion 1),
facilitating statistical predictability.

Insured and insurer must be able to assess the probability and consequences
of events to allocate resources to managing the resulting risks. Insurers must be
able to estimate probability and consequence to price insurance policies and
manage accumulation of risk across their portfolio. Insureds must also be fully
informed when deciding whether to buy insurance and how much to buy.

Insured and insurers must understand what risks are covered or excluded by
policies (i.e., Criterion 3)

Insurers must be assured that claimable events are not intentionally or
deliberately caused by policyholders (i.e., fortuitous events are those beyond
the control of policyholder). Nonfortuitous losses could also lead to adverse
selection if information is not revealed to insurers, thus leading to a violation of
Criterion 1.°

If events are too frequent, consequences are too small, or prices are too high,
insureds will not purchase policies, and a market will not develop, violating
Criteria 1. If events are too frequent or too small, insureds are more likely to self-
insure.

Economic infeasibility can play out in several ways. For example, if premiums
are large with respect to losses, then people might not pay. Or if catastrophic
potential is too high (Criterion 7) or a pool is not large enough (Criterion 1),
premiums will be unaffordable.

If the potential for excessive losses because of unrecognized dependency
becomes too high, insurers might not offer policies. And if the potential for
losses is large compared with the aggregate premiums collected, then either
insurers might not offer policies or might do so at prices above insured’s
willingness to pay.

This criterion is sometimes not listed independently and instead associated with
independence (Criterion 2) or economic feasibility (Criterion 6) while also
related to the ability to calculate the loss (Criterion 3).

SOURCE: Features information from Schmit, 1986.

@ This criterion does not imply that all exposed entities face the same level of risk. In the exposed population, different
subgroups might face different levels of risk. The criterion specifies that it is necessary that the risk in the subgroups
be relatively homogenous. For example, there are a large number of drivers under age 25, large numbers of truck
drivers, and large numbers of drivers with prior moving violations; auto insurers often distinguish among these
groups, estimating their risks of accident-related losses separately and charging them distinct premiums.

b Adverse selection can be defined as an insured party taking advantage of information that is undisclosed to the
insurer and benefiting more from the insurance policy than would otherwise be expected by the insurer.



Applicability of Insurability Criteria to Cyber Risks

In practice, risks might be insured even though they do not meet all the criteria for an ideal risk, as
presented in Table 2.1 (Schmit, 1986). Considering how insurance markets can respond to risks that
present both catastrophic and attritional losses, Schmit (1986) identifies conditions for insurability
criteria in which cyber insurance markets will be better (or worse) positioned to manage these risks.
That analysis leads to our observations about cyber risks, which we discuss in the following sections.

The Exposure to Cyber Risks for Every Firm

On the one hand, the potential for losses related to accidental or malicious compromises of I'T or
OT systems is ubiquitous across the economy. Assuming that computing systems exist and might be
compromised in any sector of society and that no one is spared the potential of being the target of a
cyber intrusion or a computing system failure is reasonable. The consequence is producing large
numbers of homogeneous entities that are exposed to cyber risks, satisfying Criterion 1.

On the other hand, there remains a lack of clarity about which factors contribute to making a firm
or network more susceptible to cyber risks and how to most effectively reduce those exposures,
especially to avoid catastrophic losses (which we discuss more in Chapter 6). That information
problem makes it difficult for insurers to evaluate whether a pool of policyholders represents a
homogeneous risk pool, potentially violating Criterion 1. Nonetheless, insurability of cyber risks
might still be possible because policyholders face the same challenge as the insurers when seeking to
understand risk, limiting the potential for adverse selection.

Attritional, Catastrophic, and Hybrid Cyber Events

Some types of cyber events have emerged as being independent, predictable, and uncorrelated,
such as data breaches and I'T outages. Those types of events lead to attritional loss. Over time, carriers
learn more about them and gain confidence in modeling loss behavior. However, other types of cyber
events can arise from mass dependencies, leading to catastrophic loss because of inherent correlation.
Catastrophic events happen less frequently and are less well understood and less predictable than
attritional events.

Underlying dependencies can, in part, be understood by examining the features of a cyber scenario.
Events that lead to attritional losses affect a single firm at a single time and have a high marginal cost
of launching a subsequent attack (because of the additional time and effort necessary to identify a
target, conduct reconnaissance, and execute the attack). For example, most data breaches, business
email compromise attacks, and customer data theft scenarios involve specific (i.e., direct) attacks in
which companies are affected one at a time and that have very limited scope and effects.

By contrast, events leading to catastrophic loss are those that affect many firms at the same time or
can be executed with little or no additional effort. For example, attacks against or failures of critical I'T
or OT infrastructure, such as a utility facility or internet service provider, and attacks by highly
capable and motivated adversaries will affect many individuals and firms, potentially inducing
catastrophic losses.



Moreover, some cyber events that are typically considered to be attritional can also rise to the level
of creating a catastrophic loss. For example, ransomware can (and has) exhibited properties of both
attritional events (single attacks targeting individual companies) and catastrophic events (attacks that
can be easily replicated to infect many companies). In addition, firms are sometimes compromised
through the exploitation of software vulnerabilities. In such cases, software exploitation causes a
merely attritional loss. However, the accidental or deliberate exploitation of a vulnerability in a
ubiquitous software or hardware component could lead to catastrophic losses, and these losses can be
magnified by the interdependence of cybersecurity. As Shetty et al. (2018, p. 226) observes:

Additional difficulties facing cyber insurers are correlated cyber losses and
interdependent security, which can create externalities providing an incentive for
organisations to freeride on other organisations that do invest in cybersecurity. Cyber
losses can be correlated because organisations are connected by networks running
similar software platforms. Interdependent security means that an organisation’s
cybersecurity depends not only on its own cybersecurity posture but also on effective
cybersecurity being implemented by other organisations.

The concern, therefore, is that such hybrid events—a subset of events typically associated with
attritional loss—could also lead to an aggregation event that violates Criterion 2, resulting in
catastrophic losses (i.e., losses which are beyond the capacity of those that carry the risk to manage it
and remain solvent). These conditions can also violate Criteria 6 and 7. Moreover, because of the
obscured nature of the risk, the exposure to dependencies that can produce catastrophic risk is not
well recognized by either policyholders or insurers.

To underscore the point, we note that insurability does not have a condition that large losses do
not exist but rather that insurers can model (i.e., anticipate) the dependence between large and
infrequent losses such that insurers can reliably spread risk over the pool of insureds and manage
exposure through policy limits and hold capital to cope with the potential for unexpected losses. As
the American Academy of Actuaries (2001, p. 1) states, “For property and casualty insurers,
catastrophes are defined as infrequent events that cause severe loss, injury, or property damage to a
large population of exposures.” Similarly, a critical insurability problem for cyber risk is the potential
for massively correlated losses that are poorly characterized.

Therefore, in this report, we distinguish between three types of cyber events that can lead to loss:
attritional, hybrid, and catastrophic. Attritional events have almost no possibility of leading to
aggregated losses and are largely independent of other events. Hybrid events are often independent of
other events but can lead to catastrophic loss because of ubiquitous hardware or software
vulnerabilities. Catastrophic events target common infrastructure or concentrations in the I'T sector
and necessarily affect many firms simultaneously. Examples of these events are shown in the following
box.



Examples of Types of Cyber Events

Attritional Hybrid Catastrophic
e Data breaches e Ransomware e Attacks against IT
e Localized IT outages e Exploitations of ubiquitous infrastructure
e Business email compromises software vulnerabilities e Attacks targeting
e Cyberattacks on OT systems concentrated businesses.

(e.g., cloud or Domain Name
System providers)

e Attacks against OT systems.
(e.g., water, gas, electricity).

Persistent Uncertainty Obscuring Measuring and Managing Cyber Risks

Although the general understanding regarding frequency and magnitude of loss for some forms of
cyber risks is improving, cyber threats against I'T and OT systems are poorly defined. Modeling the
cause and exposure of these risks remains challenging. Although cyber risk modeling and cybersecurity
evaluation methods are improving for catastrophic losses, policyholders and insurers do not have a
developed reliable means of estimating the risks presented from noninformation-driven losses, such as
physical damage or personal injury, reputation, business interruption, and supply-chain disruption
consequences. In addition, ambiguity about the effectiveness of security measures and a lack of
awareness and transparency into I'T and business supply chains could induce companies to
unwittingly make business decisions that increase their risk of attritional or catastrophic losses. These
gaps in understanding of risk, modeling, and mitigation efforts create difficulties that can lead to
violations of Criteria 3 and 4. When these limitations obfuscate understanding of catastrophic losses,
Criterion 7, and consequently Criterion 6, can also be violated.

The Evolving Definitions of Cyber Risk

Efforts to insure cyber risk have wrestled with the challenge of clearly defining cyber risk. Cyber
insurance policies were initially created to cover the financial losses associated with liability from
online media or data processing services (Wolff, 2022). When the use and exploitation of IT systems
expanded, insurance began covering financial losses from unauthorized network access and data loss.
Eventually, policies expanded to also cover first-party damages related to network outages and
ransomware attacks (Wolff, 2022).

Throughout the evolution of cyber insurance markets, insurance companies have adjusted the
perils and losses that are covered by insurance. When the losses from cyber breaches grew and cyber
intrusions began affecting OT and the data integrity of I'T systems, the insurance industry used
exclusions and limits to more tightly control their exposure. Efforts to define the scope of cyber
insurance coverage continued by addressing silent cyber losses (i.e., losses associated with the
compromise of I'T and OT that could affect property and casualty [P&C] lines of insurance). Insurers



and courts have addressed ambiguity about whether standard war exclusions apply to cyber-related
losses and motivated further cyber policy exclusions related to war (see Lloyd’'s Market Association,
undated), which we discuss in Chapter 3. The clarification of perils and losses that are covered by
which types of insurance policies helps both insureds and insurers better manage risk and satisfy
Criterion 4.

Unplanned Cyber Incidents for the Policyholder

Criterion 5 speaks to the condition that loss events are fortuitous in that they occur by accident or
are beyond the deliberate control of the policyholder. Although the fact that policyholders practicing
poor cyber hygiene will increase their cyber risk is true, violation of that criterion would require the
firm to knowingly incite a cyberattack, such as by engaging with an adversary in an escalation of
hacking behaviors. We are aware of no indication of any such activity, especially systematic activity,
that has resulted in cyber insurance claims, so Criterion 5 appears to be satisfied.

Implications for Insuring Attritional and Catastrophic Cyber Risks

Given our analysis, we compare the alignment of two types of cyber risks with the criteria for
insurability. Specifically, we examine (1) risks that present attritional losses that insurance markets
should be able to address through conventional market mechanisms and (2) risks that require special
consideration (e.g., government intervention). We find that situations in which the insurability criteria
align most closely with the types of events result in attritional loss, whereas insurability criteria that
are most challenged align with events that can lead to catastrophic loss (see Table 2.2).

Table 2.2. Implications of Insurability Criteria for Cyber Risks Presenting Attritional and
Catastrophic Losses

Cyber Risks That Cyber Risks That
Insurability Criteria Present Attritional Losses Present Catastrophic Losses
1. Large number The potential for losses related to Events that lead to catastrophic losses
of accidental or unavoidable are those that would be concentrated
homogeneous compromise of IT systems is on a large number of firms or on firms
exposure ubiquitous across the economy and that present highly networked
entities society. Thus, it is expected that all relationships because of delivery of
entities face some level of cyber risk. common IT or software or hardware
However, there is lack of clarity about services.*

which factors contribute to larger or
smaller risks; as a result, knowing
whether a pool consists of
homogenous exposure units is
difficult. However, that ambiguity also
reduces the opportunity for adverse
selection.®




Insurability Criteria

Cyber Risks That
Present Attritional Losses

Cyber Risks That
Present Catastrophic Losses

2. Independence
of exposure
among
entities

Occurrence of attritional cyber events
(e.g., common data breaches,
business email compromise, IT
outages) is independent. Having time
and experience, insureds and insurers
are learning more about the
frequency and costs of these events.®

Many forms of dependencies are
recognized to exist but not well
characterized. Some of these relate to
software and hardware vulnerabilities in
commonly used IT systems or software
and IT supply chains. Other
dependencies are related to business or
contractual relationships among firms
that are not well recognized across firms
and unknown to the insurers. These
dependences can create the potential
for losses that cross sectors and
economies.”

3. Calculable
expected loss
in monetary
values

For attritional events, historical
observation helps insureds and
insurers understand the nature of
losses, in frequency, kind of loss, and
magnitude of losses. These tend to be
the everyday events, such as data
breaches, ransomware attacks, and IT
outages.®

The threat and vulnerability space for
cyberattacks is large and poorly
defined. For that reason, risks from
conflict (whether war or terrorism) and
crime can defy prediction. Although
some of these incidents have been
revealed, efforts to model risks have not
confidently bounded the potential
exposure.

In addition, many of the events in this
category involve attacks by highly
capable adversaries and might also
involve physical losses or contingent
business interruption and predicated
supply chain disruptions.

Even though efforts are improving,
insureds and insurers have not
developed reliable means of estimating
the value of security measures for risk
reduction.”

4. Definite loss
as to time,
place,
amount, and
cause

Insurers are more clearly and narrowly
defining the causes and losses
covered by cyber policies.’

As described in Chapter 2, the process
of more clearly delineating which losses
are covered on cyber policies, which
losses are covered on other lines of
insurance, and which losses and events
are excluded appears to be creating
gaps in insurance coverage for many
types of highly consequential events,
especially those associated with
physical losses or contingent business
interruption and predicated supply chain
disruptions.”
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Cyber Risks That Cyber Risks That

Insurability Criteria Present Attritional Losses Present Catastrophic Losses
5. Fortuitous Cyber incidents are primarily outside Ambiguity about the effectiveness of
loss the control of the insured (i.e. security measures and a lack of
happening by accident, not by transparency into security practices, IT
design).’ system and hardware supply chains, and

company supply chains could create
information asymmetries, whereby the
insureds can make decisions, probably
unwittingly, affecting risk of which the
insurers are not aware. Where those
create exposure to systemic risk, the
potential for catastrophe exists.
Additionally, contingent business
interruption losses resulting from
systemic risks could be affected by how
diligent and aggressive firms are in
implementing alternative sourcing
options after a disruption, creating the
potential for fortuitous losses.”

6. Economic Cyber insurance markets are growing, Sources of catastrophic loss are being
feasibility suggesting that premiums are excluded from policies because, in part,
economically feasible.’ of the economic infeasibility of their
inclusion.*
7. Avoidance of See analysis of Criteria 2, 3, and 6.° See analysis of Criteria 2, 3, and 6.°
catastrophe
potential

NOTE: The colors are meant to provide visual indications of the extent to which each insurability criterion is satisfied.
Green represents fully satisfied, yellow represents partially satisfied, and red represents not satisfied.

@ This criterion is fully satisfied.

® This criterion is partially satisfied.

¢ This criterion is not satisfied.

Discussion

In this chapter, we used the criteria for the insurability of an ideal risk to provide a theoretical
understanding of why some types of cyber events should be managed by a private-sector insurance
market, whereas other types of cyber events are not. We define the types of cyber risks that satisfy all
insurability criteria as attritional. The risk of these events independently affects large numbers of
homogeneous entities to produce losses. Examples of attritional events include data breaches, localized
IT outages, and business email compromise. These types of events rarely, if ever, result in a
catastrophic level of losses.

In contrast, catastrophic risks can have large, aggregated losses, which do not fully satisfy the
insurability criteria, making it more difficult for carriers to model losses and cover such risks.
Examples include attacks against technology infrastructure and those caused by nation-state actors.

Hybrid risks represent a third category of events, such as ransomware attacks and the exploitation
of ubiquitous software or hardware devices, that typically lead to attritional losses but might also
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produce catastrophic losses. The problem that insurers face when underwriting that type of risk is
that, although such risks appear commonplace and tractable, insurers nonetheless face an unknown
probability of extreme losses that cannot effectively be modeled. Insurers, therefore, respond by raising
premiums that reflect expected losses and a loading for the capital at risk to manage their exposure to
such losses, reducing the total value underwritten, by leveraging reinsurance to dilute exposure.

Using that framework, we turn to the state of the cyber insurance market to examine how cyber
risks are underwritten in practice.
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Chapter 3
Cyber Insurance Market Trends and
Limitations

In this chapter, we provide an overview of the current market conditions in cyber insurance. We
begin by reviewing trends in cyber insurance policies and examining premiums, policies in force,
claims, and loss ratios. We then consider the available evidence on market limitations—the factors
that limit the quantity and quality of cyber insurance supplied—and pay special attention to typical
policy exclusions. Using that evidence, we derive implications for the insurance market’s ability to
address cyber risks.

Trends in the Cyber Insurance Market

In the following sections, we examine premiums, policies in force, claim frequency and severity,
and loss ratios.

Premiums

The cyber insurance market has grown dramatically, expanding from approximately $1.5 billion in
the aggregate premium collected by the global insurance industry in 2015 (Aon, 2017), reaching an
estimated $15.5 billion globally in 2024 (Swiss Re, 2024), and being expected to grow as high as $120
billion by 2032 (Mixides, 2024). However, premium increases have slowed: By February 2023, Marsh
McLennan showed a 10-percent increase in premiums relative to the prior year versus a 110-percent
annual increase previously (Reyes, 2023). In 2024, the market softened further, and Howden (2024)
reported a double-digit decline in prices because of improved cybersecurity, reduced claim costs, and
increased capacity.

Policies in Force

In the United States, the number of packaged and standalone policies has increased monotonically
since 2018, with almost ten times as many packaged cyber policies as standalone ones (Aon, 2024).
As shown in Figure 3.1, standalone policies increased from approximately 120,000 in 2018 to more

% Packaged policies provide cyber coverage through sublimits or endorsements of broader commercial policies or commercial
packaged policies, such as a business owner’s policies, technology errors, and omissions policies (A. M. Best, 2019).
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than 400,000 in 2023 (left axis), while packaged policies rose from almost 3 million in 2018 to about 4
million in 2023 (right axis).

Figure 3.1. Policies in Force, by Standalone and Packaged Policies
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SOURCES: Features data from Aon, 2024, and NAIC, 2024.
NOTE: The left axis shows standalone policies, and the right axis shows packaged policies; PIF = policies in force.

Claim Frequency and Severity

Claim frequency (i.e., the number of claims per policy) for standalone cyber policies has fluctuated
between about 5 and 7 percent from 2018 to 2023, peaking in 2019, dropping steadily until 2022, and
slightly increasing to almost 6 percent in 2023 (see Figure 3.2). Although the claim frequency for
standalone policies has fluctuated, there has not been a general trend over the same period. Packaged
policies exhibit a much lower claim frequency, maintaining a steady 0.3 percent since 2018.
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Figure 3.2. Cyber Claim Frequency (Number of Claims Per Policy), by Standalone and Packaged
Policies
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SOURCES: Features data from Aon, 2024, and Fitch Ratings, 2023b.

Figure 3.3 shows average claim severity (in thousands of dollars per claim) for standalone and
packaged policies. Severity for both standalone and packaged policy increased between 2018 and 2021
and declined 2022. The severity of standalone policies is a good deal higher than for packaged policies,
similar to claim frequency.

Figure 3.3. Average Claim Severity for Cyber Claims ($1,000s per Claim), by Standalone and
Packaged Policies
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Confirming these trends, Coalition (2024) reports that although the frequency of cyber claims has
continued to increase since 2023, severity declined in the second half of that year. The cause of that
decline cannot be determined, but the Coalition report argues that firewalls and virtual private
networks are reducing cyber risk. In addition, employee training, such as antiphishing training, might
be proving effective.’ Farley (2024, p. 2) observes the same trends, noting that “[t]heories behind the
decrease range from hacking groups in Russia and Ukraine being distracted by their own conflict to
more sophisticated and disciplined underwriting to the improved cyber risk hygiene of insureds.”

Loss Ratios

Loss ratios for standalone and packaged cyber polices saw much improvement in 2022 and 2023
relative to 2020 and 2021, as shown in Figure 3.4.*

Figure 3.4. Loss Ratio for Cyber Policies (Losses/Premium), by Packaged and Standalone
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SOURCE: Features data from Aon, 2024.

An increase in loss events in 2020, caused predominantly by ransomware attacks, drove higher loss
ratios and lower limits, leading to hardening in the cyber insurance market from around 2019 to 2022.
The ratios for standalone and packaged policies peaked in 2020 and 2021, respectively, at around 70
percent. However, the cyber insurance market began to soften in 2022 because carriers began to more
effectively address ransomware and enforce stronger minimal cybersecurity controls and cybersecurity
standards. By 2023, loss ratios were at or below 45 percent.

3 Leading broker, interview with the authors, 2024.

* A loss ratio is the ratio of claim payments and loss adjustment expense to the premium and is the product of claim frequency and
claim severity.
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Data from NAIC show loss ratios for the 20 largest cyber carriers in 2021 averaging 62.5 percent,
and three carriers (American International Group [AIG], Axis, and Liberty) posted loss ratios very
close to or above 100 percent (NAIC, 2022, Exhibit 1, p. 4). For comparison with other perils, the
minimum, maximum, and average annual direct loss and defense and cost containment expense
(DCCE) loss ratios across cyber, workers compensation, directors and officers, professional liability,
and commercial auto lines are shown in Figure 3.5.° The figure shows the variation in the annual loss
and DCCE ratio for the industry as a whole: The bottom end of the range indicates the year that had
the lowest ratio, the top end of the range indicates the year that had the highest ratio, and the middle
dash indicates the average of the eight annual observations for the loss ratio between 2015 and 2022.

Figure 3.5. Annual Industrywide Direct Loss and Defense and Cost Containment Expense Ratio,
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SOURCE: Features information from Fitch Ratings, 2023b.

NOTE: For each type of insurance, percentages represent the sum of all industry direct losses (including DCCE) divided
by the total of industry premium. Each line in the figure shows the range of these percentages by type of insurance for
the years covered. D&O = Directors and officers; Misc. pro. liability = Miscellaneous professional liability.

These results illustrate that, despite the intermittent and extreme loss ratios experienced by
individual carriers in particular years, cyber insurance carriers have enjoyed lower average loss ratios
than other lines of insurance over that period. For example, in 2021, Sompo experienced a loss ratio of
114 percent, while the industrywide average loss ratio was 56 percent (NAIC, 2020).

However, cyber risk also exhibits larger variation in loss ratio over the years observed relative to
the other insurance lines. That variation is likely the result of cyber insurance covering more
heterogeneous risks (between standalone and packaged policies) and being a smaller and less mature
market than other lines. As more data become available over time, comparisons of the mean and
variance of cyber loss ratios with those in other lines will become more meaningful.

> DCCEs are one component of loss adjustment expenses.
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Limitations of the Cyber Insurance Market

In the following sections, we discuss four areas in which we observe limitations of the cyber
insurance market: coverage exclusions, reinsurance capacity, capacity from alternative capital markets,
and adoption.

Exclusions in Cyber Coverage

Cyber polices have converged on excluding three important perils: harmful cyber acts committed
by or at the behest of sovereign states, known as the “war exclusion”; and losses from infrastructure
outages, known as the “infrastructure exclusion”; and physical damage to industrial control systems
(ICSs).

Cyber insurance has expanded on the typical war exclusion to include incidents that happen
outside the scope of a declared war, and Lloyd’s has urged syndicates to exclude cyber incidents by
nation-states that “(a) significantly impair the ability of a state to function or (b) that significantly
impair the security capabilities of a state” (Chaudhry, 2022, p. 2). Losses because of infrastructure
outages are also broadly defined to include not only outages from malicious activity but also those
from natural disasters, human error, and other causes. Together, these exclusions represent concerted
efforts to eliminate or limit the potential for correlated, massive losses because of cyber risk as much as
possible. See the following box for examples of the war and infrastructure exclusions.
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Examples of Cyber Insurance Exclusions for Cyber War and Infrastructure Losses
Cyber War

“The coverage under this Policy will not apply to any Loss arising:
1. directly or indirectly out of War; or

2. from a Cyber War.

This exclusion applies notwithstanding anything to the contrary in this Policy or any appendix or
endorsement added to this Policy.

2. For the purposes of this endorsement only:
Cyber War means any harmful act, conducted using a Computer System (or series of related, repeated
or continuing harmful acts conducted using one or more Computer System), directed against one or
more Computer System that is committed by, or at the direction or under the control of, a sovereign
state, and which:
1. is conducted as part of a War; or

2. causes a major detrimental impact on:

(i) the functioning of another sovereign state due to disruption to the availability, delivery or
integrity of any Essential Service in that other sovereign state; and/or

(ii) the security or defense of another sovereign state.”
Infrastructure
“The Insurer shall not be liable for Loss based upon, arising from, or attributable to any:
a. failure or malfunction of any securities exchange or financial market, or gas, water, electrical,
telecommunications, internet, cable, or satellite service or utility, however caused, including without

limitation, any electrical power interruption, short-circuit, surge, brownout, or blackout; or

b. fire, flood, volcanic eruption, tornado, explosion, lightning, wind, hail, tidal wave, landslide, solar storm,
act of God, or other physical event;

except that Subparagraph a. of this Exclusion shall not apply to any such failure or malfunction if such
exchange, market, service, or utility is under the operational control of the Insured.”

SOURCES: The Cyber War section is reproduced from Beazley, 20234, p. 2; the Infrastructure section is reproduced
from Sompo, undated, p. 6.

In addition to these exclusions, the cyber insurance market faces a significant gap in coverage
regarding the replacement of expensive supervisory control and data acquisition (SCADA) and ICS
devices following cyberattacks. Although cyber insurance policies generally cover hardware
replacement costs for common items, such as laptops and computer equipment, policies fall short in
covering the physical replacement of SCADA and ICS devices, which can cost millions of dollars.
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Firmware or software replacement for SCADA or ICS devices could also be covered but is usually a
minor expense.

Moreover, property insurance policies exclude coverage for the replacement of SCADA and ICS
devices because of cyberattacks. These policies might cover damages from a fire caused by such an
attack but do not extend to the replacement of these critical systems.

Reinsurance and Constraints on Market Capacity

Despite evidence showing a softening cyber insurance market, policyholders have still experienced
the effects of a capacity-constrained market. For example, RMS reported:

For large corporates, there isn't enough limit available for their cyber insurance needs.
At this time, the largest “towers” of insurance a large corporate can buy are around
$500 million, however their wants and needs may be many times greater than this (if

they could afford it). (RMS, 2022, p. 6)
And Gallagher Re found that

a crunch of capacity in the face of exponential demand growth has been the greatest
challenge the growing Cyber market has yet faced. Without significant increase, it
risks being an inefficient market with insureds finding it ever harder to obtain
coverage at reasonable cost. (Newman, Pocock, and Hall, 2022, p. 8)

Although the market has recently softened, the fundamental issue of supporting growth remains.
Moreover, these effects are also felt by insurers. To increase their capacity for underwriting more
policies, insurers regularly cede premiums to reinsurers as a risk management mechanism: Cyber
insurance is no different from other insurance lines in this respect. Reinsurance is, therefore, another
potential solution for distributing losses because of a catastrophic cyber incident. An estimated 50
percent of direct cyber premiums are ceded to the reinsurance market (Gallin, 2022), whereas overall
ceded premiums for P&C are about 20 percent (Kumar et al., 2024). For comparison, according to the
International Association of Insurance Supervisors,

the global net insurance market covered by the SWM [sector-wide monitoring] was
approximately $5.57 trillion [in premium] in 2021. The size of the global net
reinsurance market covered by the SWM was approximately $438 billion. In total,
reinsurance accounted for about 8 percent of all global net insurance premiums

covered by the SWM.® (International Association of Insurance Supervisors, 2022)

A substantial increase in reinsurance capacity for cyber risks is viewed to be unlikely by
stakeholders. According to Gallagher Re, for example, “as the rated reinsurance and retro markets fail
to grow in parallel to the underlying demand, (re)insurers will be forced to seek capacity in alternative
forms” (Newman, Pocock, and Hall, 2022, p. 7). Therefore, the market for cyber reinsurance is
reaching a point at which the price of capital is increasing sharply relative to what insurers are willing
to pay for it, and affordable capital for cyber reinsurance is in short supply. Note, however, that the

Sector-wide monitoring denotes the collection of insurance market supervisors surveyed by the International Association of
Insurance Supervisors.
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limited supply of reinsurance does not necessarily represent an economic constraint for insurers in the
sense that the supply of reinsurance is completely out of their control, but rather it is just beyond their
willingness to pay.

In any case, reinsurance has an inherent limitation in managing catastrophic cyber risk. Because
several significant catastrophic scenarios are excluded from cyber insurance policies under and
infrastructure exclusion clauses, reinsurance does not provide a remedy because the primary coverage
does not exist. Reinsurers could signal that they are willing to take on policies that omit these
exclusions, but that has not yet occurred.

Capacity from Alternative Capital Markets: Limited Relief

The broader financial market provides an alternative source of capital to address catastrophic risk
through insurance-linked securities (ILSs) as an innovative form of reinsurance. Catastrophe bonds
are the most common form of ILSs and the most relevant for cyber insurance, likely because of their
high liquidity and nonproportional nature (Pain, 2024).

These instruments work as follows: For a defined period (term to maturity, usually three to five
years), an insurer cedes some risk. That risk is usually connected to a narrowly defined, severe loss
event, or trigger, such as a Category 5 hurricane striking Miami in the next three years. The sale of the
bond raises a pool of capital that can cover losses related to the event. In return, the bond holders
receive a return in the form of interest, or yield, on the bond. If the triggering event does not occur
over the term of the bond, investors are returned their principal investment in addition to the yield.

Catastrophe bonds and ILS more generally provide a substantial and growing amount of risk
capital. Premiums collected for U.S. P&C insurance totaled $715.9 billion in 2021 (Insurance
Information Institute, undated-b). In comparison, according to the ILS market-watcher Artemis, “at
the end of 2022, the outstanding catastrophe bond market size sits at a new year-end high of $37.9
billion” or roughly 5 percent of total premiums (Artemis, 2022, p. 13). Figure 3.6 shows that nominal
growth in the ILS market has been increasing by more than a factor of ten since 2002 ($3.71 billion
outstanding).

7 According to the NAIC, catastrophe bonds “are used by P&C insurers and reinsurers to transfer major risks on their books,
such as for hurricanes, windstorms, and earthquakes, to capital market investors, reducing their overall reinsurance costs while
freeing up capital to underwrite new insurance business” (NAIC, 2023a).
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Figure 3.6. Size of the Insurance-Linked Securities Market over Time
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Although the ILS market is well established, it has only begun to address cyber risks. Fitch
Ratings, a securities rating company, states that “wider development of the cyber risk transfer market
requires further maturation of the product” (Fitch Ratings, 2023a). Although both buyers and sellers
might be warming to the idea of trading these bonds, Gallagher Re also claims that “ILS has not yet
become a material part of the market” (Newman, Pocock, and Hall, 2022, p. 7). Moreover, unlike
natural catastrophe risk, concerns over systemic cyber risk and variation in policy wording and
exclusions limit the opportunity for investors to diversify risks, making cyber less appealing for capital
markets (Pain, 2024).

Beazley, a specialty insurer, sponsored the first cyber insurance catastrophe bond in 2023. The
one-year $45-million bond insures Beazley against large losses in its cyber insurance portfolio. The
bond triggers if losses to Beazley’s cyber insurance portfolio exceed $300 million. Any losses more
than $300 million incurred by Beazley are paid by the bond’s principal until it is exhausted. Similarly
to the underlying cyber insurance coverage sold by Beazley, the bond does not respond to losses from
infrastructure disruption, state-sponsored cyberattacks, or acts of war (Evans, Stine, and Emmanuel,
2023).

The third-largest reinsurer in the world, Hannover Re, also leveraged the ILS market to transfer
cyber insurance risk (Reinsurance News, undated). In brief, investors provided $100 million in capital
to own a share of the policies that Hannover Re reinsured (Global [Re]insurance, 2023). That quota
share retrocession made the investors responsible for a share of any losses incurred on the policies that
Hannover Re has reinsured and, in return, entitled investors to some share of the premium. As a
vehicle for helping insurers and reinsurers manage their exposure to cyber losses, the ILS market
provides an important source of capital and should reduce capital costs for cyber insurance over time
as the market grows.

As of the time of this writing (May 2025), the ILS market has accepted $800 million of insured
cyber risks from catastrophe bonds, structured as per occurrence, excess of loss coverage
(Johansmeyer, 2024b; Pain, 2024). Although $800 million is a sizable amount, it still represents less
than 2 percent of all issued catastrophe bonds (Pain, 2024). ILS markets and the broader insurance
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market have a long way to go to address the scale of risk and have the capital available if they thought
that they could do so profitably. In conjunction with the fact that many catastrophic scenarios of
concern are excluded from cyber insurance, as it is written today, reinsurance via ILS markets, similar
to reinsurance more generally, will not directly translate into coverage of many relevant risks.
Although a cyber-focused catastrophe bond that addresses acts of war or attacks on infrastructure
might be developed, these risks are not the focus of the ILS market, as of the time of this writing.

Limits on Adoption

Accurate information about the percentage of firms that have purchased cyber insurance policies,
whether packaged or standalone, remains elusive. For example, some sources provide estimates of the
adoption gap by industry (Granato and Polacek, 2019). The adoption gap is 100 minus the percentage
of firms purchasing coverage. Other sources report adoption separately for small and large companies
(Hiscox, 2018; Kevelighan, Lynch, and Pieffer, 2019). Some articles only report the change in
adoption (Marsh McLennan, 2023), whereas others report the percentage of companies using limits
greater than some value (Cole, 2024). As of 2024, most accounts continue to claim very low adoption
by small- and medium-sized enterprises (SMEs). For example, Swiss Re reports that only 10 percent
of SMEs carry cyber coverage (Swiss Re, 2024). Although best estimates across the industry are that
the adoption rate by large enterprises is much higher at 80 percent (Swiss Re, 2024), conversations with
an insurance expert suggest that these adoption rates might start rising, in part, because larger firms
are starting to require their SME partners to purchase insurance.’

No normative basis exists to determine whether the adoption of cyber insurance is too low.
Nonetheless, we can compare the adoption rate of cyber insurance to the adoption rates in other lines
of business insurance. Although the products differ significantly, we consider that businesses generally
want insurance when it is available, priced consistently with its perceived value, and relevant to their
exposure. Property and commercial general liability insurance coverages are nearly ubiquitous, but
other more-specialized lines are not: An estimated 68 percent of businesses purchased D&O
insurance (Risk and Insurance Management Society, 2019, cited in Insurance Information Institute,
undated-c), and 60 percent of U.S. businesses have terrorism insurance (Insurance Information
Institute, undated-a). Together, these observations suggest that adoption of cyber cover by large
enterprises is on par with other commercial insurance lines, even though adoption by SMEs appears
relatively low.

These low adoption figures for SMEs could be driven by several factors. For example, firms might
be uninformed or misinformed about the true risk from cyber incidents. As a result, firms might choose
to purchase cyber insurance if they were better informed about the actual risk. An alternative
explanation is that firms are already fully informed about the risk of a cyber event and rationally
choose not to purchase cyber insurance because they view other operational risks as greater threats
(Romanosky, 2019).

The low adoption figures could also be because premiums are considerably above the expected
annual losses from cyber incidents. The features of cyber risk discussed in Chapter 2 can lead insurers

8 Insurance expert, interview with the authors, 2024
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to hold considerable capital or rent capital from reinsurers or capital markets for the types of events
that can lead to catastrophic losses (i.e., the hybrid and catastrophic types of events). Doing so is
costly, increasing the premium above estimates of the expected annual loss on the policy. Uncertainty
about the likelihood of cyber events and the effectiveness of mitigation measure also pushes up
premiums (Kunreuther et al., 1995).

Although market participants have some understanding of the frequency and severity of attritional
cyber losses, they apparently have relatively little insight into the likelihood of large losses from hybrid
or catastrophic scenarios.” We have not been able to collect data that would help determine the
magnitude of these capital costs and the ratio of premium to expected annual loss in the cyber
insurance market."” The data are often proprietary and difficult to access. We do not expect these
ratios to be particularly large for the types of events that almost always lead to attritional losses.
However, we have reason to expect that the ratios are substantial for the types of events that typically
lead to attritional losses but can result in accumulations that lead to catastrophic losses and for the
types of events that lead to catastrophic losses.

Implications of Cyber Insurance Market Conditions

The challenges that cyber risk creates for the private insurance market limit the ability of
businesses to transfer their cyber risk for events that can lead to catastrophic losses. Coverage is not
available for war and infrastructure events. The characteristics of hybrid and catastrophic risks imply
capital charges that would increase premiums considerably above estimates of expected annual loss.
Limitations on available capacity can also limit the amount of coverage that businesses can buy,
particularly during hard markets. High prices and capacity limits might explain the low take-up that
we observe for SMEs and the reported difficulties that businesses have in finding the coverage that
they desire. In the following sections, we discuss three broader economic and social implications of the
challenges that cyber risk creates for private insurance markets.

Consequences for Investment, Innovation, and Economic Activity

Conceivably, the limited ability to transfer risk and obtain coverage for catastrophic cyber events
could have tangible economic consequences. Concerns about foregone corporate investment because of
the absence or lack of cyber insurance (for catastrophic events or otherwise) are plausible, given
exclusions and the lack of insurance coverage for extreme cyber events. Drawing on interviews that we
conducted with subject-matter experts, our analysis of responses to the U.S. Department of the
Treasury’s request for comments, and a literature review of the cyber insurance market, to the best of
our knowledge, we find no evidence that the limitations that we identify in the cyber insurance market
have led to significant reductions in economic activity. Over time, however, particularly in the wake of
any future cyber catastrophe, these consequences might indeed manifest: Similar issues were noted

9 Insurance carriers, interviews with the authors, 2024.

19 See Dixon, Clancy, and Marns, forthcoming, for a discussion on the ratio of premium to expected annual losses for
catastrophic risks.
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after insurers largely eliminated terrorism insurance offerings after the September 11, 2001, terrorist

attacks (9/11) (Webel, 2019).

Constraints on Insurer Ability to Improve Risk Mitigation

Insurance carriers can reduce risk in several important ways. Having proper information about
effective risk-mitigation activities, carriers can incentivize policyholders to adopt cybersecurity
controls and raise their security posture (see Chapter 6). In addition, the use of pre- and post-incident
services helps firms prepare for and recover from an event. Therefore, as more carriers acquire more
claim data over time, their information and recommendations become more precise, useful, and able to
adjust to changing threat and vulnerability landscapes. However, the opportunity for carriers to drive
change is limited to actual policyholders—to those firms that carry insurance. Because of the low
overall cyber insurance adoption rates for firms in the United States, the opportunities for carriers to
acquire the necessary data from firms are inherently limited. For the same reason, the opportunity to
use insurance requirements and premium adjustments to motivate firms to make risk-mitigating
decisions is also limited.

Slow Recovery After a Catastrophic Attack, Putting Pressure on Ex Post
Government Assistance and Taxpayer Burden

Claim payments from private cyber insurers provide funds to help businesses recover from a
cyberattack. However, low adoption rates and existing exclusions imply that this mechanism will help
relatively few businesses after a cyber catastrophe. Compared with a world in which cyber insurance
was more ubiquitous and broader, the existing world will have a slower pace of recovery, which might
result in lower economic activity and a greater reduction in human well-being. Moreover,
uncompensated losses and the fear of a downward economic spiral might create pressure for some
form of ex post government intervention. As discussed in Chapter 4, ex post assistance would likely be
ad hoc and hastily adopted, creating potential for wasted resources and unwanted consequences.

Discussion

The cyber insurance market has grown steadily, experiencing waves of hardening and softening.
From about 2019 to 2022, firms suffered a surge in cyber incidents, driven mainly by ransomware
attacks. That surge resulted in more claims and consequently higher loss ratios across the insurance
industry, driving a hardened market when carriers tightened underwriting requirements and adjusted
premiums. The market has softened since then, and many cyber insurance carriers have remained
steadfast in excluding costs that result from outages of technology infrastructure, acts of war, and
damage to ICS and SCADA devices. They will not likely relax or modify these exclusions anytime
soon. Although the rate of cyber coverage by large enterprises is at least on par with other corporate
insurance lines, adoption rates remain low for SMEs. Both reinsurers and carriers are finding little
relief in the form of added capacity from reinsurance or alternative capital markets.
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Drawing on our discussion presented in Chapter 2 and this chapter, we find that risks and losses
from attritional cyber events are being adequately managed by the private market. However, concerns
regarding accumulation risk from hybrid cyber events have led to increased premiums and capacity
constraints for some cyber risks, reducing the willingness of businesses to purchase coverage and
limiting the amount of available coverage. Reinsurance and insurance-linked securities markets have
little to no further appetite to relieve insurers. Moreover, standard exclusions in cyber insurance
policies show a refusal by the market to address catastrophic risks. Although these exclusions make
sense for the industry in light of the criteria for insurability, such exclusions pose problems for society.

These limitations suggest that a government role in the cyber insurance market that addresses the
existing coverage exclusions and the tail risk that increases premiums because of the associated capital
costs and depresses take-up should be considered. In the following two chapters, we discuss options
for what such a government role might be.
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Chapter 4
Government Management of
Catastrophic Risk

In this chapter, we consider the role of the federal government in managing catastrophic risks. We
first examine the literature that discusses the advantages and disadvantages of ex ante and ex post
options. Next, we discuss the potential goals of a federal response (either in the form of an insurance
or disaster relief program). We then provide examples of existing U.S. federal catastrophe programs
for terrorism risk, flood risk, and the 9/11 disaster relief fund.

Alternative Forms of Government Intervention

A rich body of scholarship addresses the government’s role in managing catastrophic events. Much
of that research discusses and compares alternatives between two main forms of government
intervention: ex ante insurance and ex post compensation (or disaster relief).

The choice of option is driven mainly by approaches and preferences for correcting observed
market failures or inefficiencies (Rothschild and Stiglitz, 1976). For example, a demand problem
might exist in which potential victims exhibit behavioral biases that lead them to underestimate the
probability of catastrophic event (Jaffee and Russell, 2013; Kunreuther, 2016) and irrationally forgo
purchasing insurance, such as in the case of Hurricane Katrina (Daniels, Kettl, and Kunreuther,
2006).

Supply-side problems might also exist when carriers are unwilling or unable to offer coverage for a
given peril (Bruggeman, Faure, and Fiore, 2010). An example occurred in the wake of 9/11 when U.S.
carriers effectively exited the terrorism insurance market, leaving firms without any practical means of
covering losses because of a terrorist event. The passage of the Terrorism Risk Insurance Act (TRIA)
in 2002 was required to correct that market failure (NAIC, 2023b).

Even when a market does exist, there could still be justification for government intervention. For
example, government intervention can be justified when the premiums charged in the private market
are unreasonably high because insurers incur large costs to hold the capital necessary to limit the
probability of insolvency or premium markups related to deep uncertainty about the distribution of
potential losses.

Some experts also argue that risks that are influenced by the actions of a federal government
should be supported in some way by the government (Cummins, 2006; Bruggeman, Faure, and Fiore,
2010; Kunreuther and Michel-Kerjan, 2005). Succinctly, the idea supporting that argument is that
government policies create a negative externality on U.S. businesses; through the government’s
actions, individuals and firms might suffer economic or physical losses. Because the federal
government possesses specialized (or even classified) information regarding the threats, it should,
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therefore, bear some of the risk of its actions when related to terrorism, war, and perhaps also, cyber
risk.

Government responses to catastrophic risks might also be appropriate when the government has
the ability—and therefore the responsibility—to diversify risks that are cross-generational, such as
economic depressions and climate change (Cummins, 2006; Bruggeman, Faure, and Fiore, 2010;
Organisation for Economic Co-operation and Development, 2005).

Ex Ante Insurance

The form of ex ante government insurance intervention can vary greatly. For example, the
government might act as a primary insurer, wherein the state “defines the coverage, bears the risk, and
plans to finance the costs from general tax revenue” (Bruggeman, Faure, and Heldt, 2012, p. 195).
That approach is designed to provide insurance cover for risks that are no longer covered by the
private insurance market or perceived by potential buyers as too expensive relative to the risk (Clissitt,
2021). One concern, however, is that the government might compete with the private market, thereby
creating or compounding market inefficiencies. The California Earthquake Authority and National
Flood Insurance Program (NFIP) are two examples in which the government acts as the primary
insurer in different ways.

Alternatively, the government could act as a reinsurer (e.g., an insurer of last resort). In that
approach, the interest is for the private sector to bear most of the attritional risk from a given peril in
the primary layer, while the government assumes the risk for catastrophic losses (i.e., the tail end of
the loss distribution). That option is meant to help relieve carriers of covering extreme losses, thereby
freeing up capital to expand their market shares. That approach also helps retain proper market
incentives for both carriers and policyholders, especially when the government charges an actuarially
fair price, thereby allowing carriers to choose other reinsurance options, if available (Bruggeman,
Faure, and Heldt, 2012). The Terrorism Risk Insurance Program (TRIP) in the United States and
Pool Re in the United Kingdom (UK) are two examples of that model.

A third option is for the government to form and operate a more structured public-private
partnership. A good example is terrorism insurance in the UK, which is managed by Pool Re: A
specific private-public entity was created, funded, and staffed to form the policy criteria and manage
the pool (Pool Re, undated).

Opverall, these options provide the advantage that premium assessments and claims processing are

managed by the private sector, thereby preserving all incentives for private-sector insurance markets
(Clissitt, 2021).

Ex Post Disaster Relief

Ex post disaster relief seeks to compensate victims after the disaster has occurred. Approaches
include one or more forms of emergency response aid (e.g., disaster relief in the immediate aftermath
of Hurricane Katrina), compensation funds for loss of life or injury (e.g., 9/11 Victim’'s Compensation
Fund), or long-term grants and loans used to rebuild property and infrastructure (Jaffee and Russell,
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2013). Bruggeman, Faure, and Heldt (2012) provide additional examples of ad hoc compensation
funds in Austria, Belgium, and the Netherlands.

Jaffe and Russel (2013) show that ex post disaster relief can be welfare-enhancing, relative to ex
ante insurance, in situations in which relief payments can be processed at low cost (or lower cost than
private-sector insurance firms) and the insured appropriately applies risk mitigation measures. In
addition, disaster relief has been described as more attractive politically because the enacting politician
might be viewed very favorably by offering lump sum payouts to victims (i.e., voters) (Depoorter,
2006).

However, ex post disaster relief is largely considered to be less efficient than an ex ante insurance
solution because disaster relief induces a moral hazard when compensation is guaranteed regardless of
any risk mitigation, suggesting that the private sector is, therefore, in a better position to manage
moral hazard and adverse selection (Bruggeman, Faure, and Fiore, 2010).

Although that criticism would hold for perils, such as natural disasters, that are somewhat
predictable, it would not hold for terrorism or catastrophic (not attritional) cyber risks, for which
malicious attacks or computing failures are unpredictable.

Finally, an ex post response is generally considered less efficient because the government would
likely provide a slower compensation response relative to the more streamlined private-sector claims
process under ex ante insurance. Indeed, Cummins (2006, p. 374) states that “it is more efficient to
provide assistance through prearranged programs where claims are settled by private industry rather
than by ex post government assistance programs.”

Potential Goals of a Federal Response to Managing Catastrophic
Risk

There are several potential goals that a federal government might have when constructing a policy
to manage catastrophic risk, which we describe in the following sections.

Reduce Market Inefficiencies

Some primary goals of an intervention are to address limitations on the supply side of an insurance
market, such as the unavailability of coverage for a specific risk, or to avoid large capital costs because
of large tail risks that can lead to premiums considerably above expected annual loss. Another
limitation includes restrictions on the amount of capacity that is available in the market. In particular,
government intervention can address situations in which inadequate cyber coverage is available to meet
demand at the expected annual loss.

Government programs can also address problems on the demand side of the market. Insurance
can suffer from many forms of information-based market failures, such as moral hazard, information
asymmetry, and adverse selection (Rothschild and Stiglitz, 1976). Other demand-side market
inefficiencies might arise if policyholders behave irrationally, choosing not to carry insurance, despite
available risk information, or if there is weak agreement on the perceived value of insurance coverage at
the price offered, resulting in premiums above policyholders’ willingness to pay. A federal program
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might seek to reduce or eliminate behaviors leading to such market inefficiencies (Hillman, 2002;
Litan and Stiglitz, 2006).

In addition, a federal insurance program might seek to reduce gaming of the program by market
participants. For example, TRIA is designed with a carrier deductible equal to 20 percent of its
previous year’s premiums on TRIA-eligible lines, which could be substantially high for some carriers.
However, that design allows captive insurers to pay artificially low amounts because they can charge
negligible premiums to their policyholders.

Ensure Government Continuity and Economic Resilience

Not all catastrophic risks require government intervention. For example, even though a risk could
become catastrophic if it were to materialize, it might already be managed by the private sector (even if
imperfectly) or might simply be considered too remote to require attention yet. However, other risks
might warrant government intervention (either in the form of an ex ante insurance or ex post disaster
relief program) to ensure economic and social resilience and maximize overall social well-being.
Besides supporting the private sector, an important goal of such a government program could be to
support the continuity of government services in the event of a disaster.

Reduce the Protection Gap

Governments might also perceive that individuals or businesses bear too much exposure in the
form of uninsured assets and, therefore, choose to implement an ex ante insurance program to help
reduce the insurance protection gap. That gap could be the result of a collapsed private insurance
market (e.g., in the case of terrorism insurance in the United States after 9/11), an insurance market
that is perceived as inefficient (e.g., in the case of earthquake or flood insurance), or a belief that too
few companies are participating in the insurance market (which some have argued is the case with
cyber risk)."

One way to reduce the protection gap in capacity-constrained markets is to promote expansion
from reinsurance and capital markets. For example, Cummins (2006) provides insight regarding the
geographic independence of a risk that might limit available capital. He observes that locally
independent risks are locally insurable and, therefore, easily managed by primary insurance carriers,
such as in the case of auto accidents or home fires. However, even risks that are locally dependent
might still be nationally or globally independent and, therefore, insurable, by leveraging the global
reinsurance market. For example, natural disasters (such as floods and tornadoes) and terrorism are
examples of locally dependent risks for which there is a healthy global reinsurance market valued at
more than $500 billion (the global capital base) (Araullo, 2024). That risk diversification reduces the
capital per policy needed to keep the probability of insolvency at levels acceptable to the insurer.
However, Cummins (2006) argues that risks that are globally dependent can still be managed by
leveraging global capital markets. Therefore, depending on the type of risk at issue, a federal program

11 . . . . . . . . .
An inefficient insurance market can be characterized as one in which premiums diverge considerably from expected annual loss
or in which the capacity needed to satisfy demand when insurance prices approximate expected annual loss is unavailable.

30



does not need to take the form of a primary insurer; it might need only facilitate or promote private-
sector insurance diversification into these markets.

Improve Risk Mitigation Behaviors

Governments might also perceive a substandard level of risk mitigation across the economy, and so
another potential goal of a government program could be to incentivize (or require) greater levels of
protection by individuals or businesses (Bruggeman, Faure, and Fiore, 2010). Note that the socially
efficient approach would not be to minimize loss but instead to optimize it. Given that risk mitigation
practices come at an increasing marginal cost, the socially efficient approach is achieved by minimizing
the total cost: the cost of loss avoided plus the cost of any risk mitigation activities. Moreover,
Cummins (2006, p. 231) offers that any government intervention should be provided in a way that
“interferes least with loss-mitigation efforts,” the idea being that government solutions should not
artificially distort private-sector risk mitigation.

Limit Crowding Out the Private Market

Many scholars recommend that any federal intervention should be constructed in a manner that
does not crowd out, displace, or create disincentives for the private market to participate (Hillman,
2002; Cummins, 2006; Jaffee and Russell, 2006; Bruggeman, Faure, and Fiore, 2010). In particular,
Hillman (2001, p. 16) suggests:

As long as private firms have their own money at risk, the private market is a better
choice than the government for handling traditional insurance functions such as
setting prices, underwriting policies, and handling and adjusting claims. If the
government is bearing all or most of the risk, private firms will not have the same
incentives to maximize efficiency.

Examples of Existing U.S. Federal Catastrophe Programs

To provide context for a federal response to cyber catastrophe risks, we present three examples of
government responses to other catastrophic risks: ex ante reinsurance (for terrorism risk), ex ante
insurance (for flood risk), and ex post disaster relief (9/11 Victim Compensation Fund). We focus on
the history and structure of these programs and provide some evaluations of their success.

Terrorism Risk Insurance Program

TRIP was signed into law in 2002 and reauthorized in 2019."” The program was intended to
increase the resilience of the economy to terrorism by ensuring the availability of terrorism risk
insurance at reasonable and predictable prices, despite the unpredictable nature of catastrophic

12 TRIP was created with passage of TRIA (Public Law 107-297, 2002) and extended through December 31, 2027, via the
passage of the Terrorism Risk Insurance Program Reauthorization Act of 2019 (Public Law 116-94, 2019).
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terrorism events. All P&C insurers writing coverage in the United States are required to participate in
TRIP and make terrorism coverage available to their commercial policyholders on the same terms as
the coverage for losses because of other perils. In return, the federal government agrees to reimburse
insurers for a proportion of the claim payments from terrorism attacks that exceed an insurer’s
deductible. Insurers set the premium for the terrorism risk that they retain, subject to applicable state
regulation, and policyholders are not required to purchase coverage.

To be covered by the program, the event must be certified as an act of terrorism by the Secretary
of the Treasury in consultation with the Attorney General of the United States and the Secretary of
Homeland Security. To be considered an act of terrorism, the event must be committed by an
individual or individuals and, thus, does not apply to acts of war (U.S. Department of the Treasury,
2022). The program does not become active until the industry aggregate insured loss (i.e., the program
trigger) exceeds $200 million.

An insurer’s deductible is 20 percent of the premium that it writes in TRIP-eligible lines. When
aggregated across all insurers, the deductible comes to approximately $45 billion (U.S. Department of
the Treasury, 2022). Insurers are responsible for 20 percent of claim payments above their deductible,
and TRIP covers the remaining 80 percent. Neither insurers nor the program is responsible for
aggregate claim payments (of both insurers and the program combined) that exceed $100 billion.
Figure 4.1 provides an overview of the TRIP coverage tower.

Figure 4.1. Coverage Tower for the Terrorism Risk Insurance Program
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Insurers pay no premium to TRIP for the reinsurance coverage that it provides. Thus, TRIP
accumulates no claim-paying capacity with which to pay claims. However, if industrywide insurer
claim payments are less than the insurance marketplace aggregate retention amount (IMARA), the
program is required to recoup 140 percent of its outlays from insurers. IMARA is the “annual average
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of the sum of insurer deductibles for all insurers for the prior 3 years” and was approximately $45
billion for calendar year 2023 (Code of Federal Regulations, Title 31, Part 50)." If total insured losses
paid by insurers exceed IMARA, the Secretary of the Treasury retains discretion regarding whether to
recoup any federal payments made to insurers. Insurers are assessed in proportion to their premium in
TRIP-eligible lines."* Insurers, in turn, collect these funds from policyholders by placing a surcharge
on the insurance policies in TRIP-eligible lines, and these funds are collected regardless of whether the
policyholder brought terrorism coverage.

A topic frequently raised in discussions managing risks from catastrophic cyber incidents is which,
if any, would be covered by TRIP. The U.S. Department of the Treasury’s current position is that the
requirements of the act apply to any policies that cover cyber losses or that do not specifically exclude
cyber losses and are written in a line of insurance that is subject to TRIP (U.S. Department of the
Treasury, 2022). That general statement has been in place as guidance since 2016 and codified in the
TRIP rules as of 2021. However, several considerations would come into play in determining whether
a specific cyber event is determined to be an act of terrorism.

In the nearly 25 years since TRIP was established, it has not paid out any claims, but the program
has generally been viewed as effective. In the U.S. Department of the Treasury’s evaluation of the
program (2022, p. 2), it concluded:

e Terrorism risk insurance has generally been available and affordable over the last three years.

e The market for terrorism risk has been relatively stable over the last three years.

e The program has not had the effect of discouraging or impeding insurers from providing
commercial P&C insurance in general or coverage for acts of terrorism specifically.”

National Flood Insurance Program

NFIP was established in 1968 and is managed by the Federal Emergency Management Agency
(FEMA). NFIP provides primary insurance to over 4.7 million policyholders in 22,000 communities
for losses from floods, earning 4.3 billion in premiums and having combined limits of $1.3 trillion
(Congressional Research Service, 2025).

Although communities are not required to participate in NFIP, when they do, property owners in
the community that receive a federally backed mortgage are required to purchase insurance, even
though limits are not typically very high (maximum $250k per residential property, and $100k for

13 The $45 billion industry aggregate insurer deductible does not mean that TRIP would not make payments until insured losses
exceed $45 billion. For example, losses for a subset of insurers might exceed their individual deductibles, even though overall
industry losses do not exceed $45 billion. The $45 billion figure would approximate the actual deductible if, for example, annual
insured losses were spread across insurers in proportion to their share of premium in TRIP-eligible lines.

14 The TRIA lines include commercial lines of P&C insurance, including excess insurance, workers’ compensation insurance, and
D&O liability insurance but not including federal crop insurance or any other type of crop of livestock insurance, private
mortgage or title insurance, financial guarantee insurance, medical malpractice insurance, health or life insurance, flood insurance
provided by the NFIP, reinsurance or retrocessional reinsurance, commercial automobile insurance, burglary and theft insurance,
surety insurance, professional liability insurance, or farm owners multiple peril insurance (Title I, Section 102 of Public Law 107-
297, 2002).

1> There have been concerns raised regarding certain aspects of the program. In particular, the low deductible for captive insurers
that only provide terrorism coverage has been criticized.
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contents) (Congressional Research Service, 2025). One of the most significant losses for NFIP was a
$17.7 billion payout in 2005 from Hurricane Katrina (Macdonald, Dixon, and Zakaras, 2010).

NFIP has broader goals than a private insurer in that it is designed to mitigate the consequences of
floods to individuals and communities. In exchange for subsidized rates, community owners manage
and enforce specific risk-reducing measures and standards, especially in high-risk areas referred to as
Special Flood Hazard Areas (SFHAs), which are in a 100-year floodplain.'* NFIP works with local
governments to adopt and enforce floodplain management regulations and offers insurance to
residents of participating communities, Communities must agree to establish land-use planning,
management policies, and building codes to control or limit development in floodplains before
insurance is available to residents and businesses.

NFIP mapping, rating, and administering programs are run by FEMA in partnership with P&C
insurance providers, state and local governments, and lending institutions. NFIP offers policies that
cover buildings only, contents only, or both buildings and contents. Policies differentiate coverage for
items in basements versus aboveground space, and do not cover items outside the built structure, such
as fences or patios. The insurance premium is affected by the building type (residential or
nonresidential), the type and amount of coverage requested (building only, contents only, or both),
and the selected deductible.

Initially, NFIP offered subsidized premiums to policyholders, which, although generous, arguably
crowded out the private market, preventing any practical capability for the private sector to compete
and offer any innovative risk mitigation opportunities (Jaffee and Russell, 2013). NFIP also provided
arguably inadequate incentives for risk mitigation. The Biggert-Waters Act, passed in 2012, allowed
the replacement of subsidized premiums with risk-based pricing (Jaffee and Russell, 2013), although
such pricing was not truly in place until 2022 (Congressional Research Service, 2025). FEMA’s new
rating methodology uses geographic factors, including the height of the building (i.e., first floor
elevation related to ground), distance to the potential water hazard source, building property factors,
such as foundation type and replacement cost, to determine the insurance premium rate.

9/11 Victim Compensation Fund

In the wake of 9/11, the government established the 9/11 Victim Compensation Fund that
provided relief to families of individuals who were physically injured or killed in the terrorist attacks.
The 9/11 Victim Compensation Fund was part of a larger collection of compensation mechanisms
that included insurance companies, charity, and the tort system that sought to compensate people
directly injured or killed in the attacks, individuals and businesses that suffered property and economic
loss, and others who suffered emotional or health effects (Dixon and Stern, 2004).

Of the $38 billion in total compensation, government benefits amounted to almost $16 billion,
insurance payments accounted for more than one-half, or almost $20 billion, and the remaining $2.7
billion was provided by charitable donations (Dixon and Stern, 2004). In addition, the federal
government promised a further $20 billion to help repair New York City’s property (Dixon and Stern,
2004).

' More rigorously stated, an SFHA has a likelihood of 1 percent or greater for an annual exceedance probability flood event.
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Victim compensation was assessed according to fixed age and income tables (expected life
earnings) in exchange for relinquishing the opportunity to bring lawsuits, which have primarily
targeted airlines and other businesses. Nearly all victims, including emergency response victims, filed
claims under the 9/11 Victim Compensation Fund. Compensation amounts were designed to provide
equitable and efficient financial relief, ranging between $250,000 and $7.1 million and having a mean
of a little more than $2 million (Dixon and Stern, 2004).

Unlike floods or other kinds of recurring disasters, 9/11 was unanticipated, obviating any
opportunity for the government or property owners to reduce the probability or effects of the attacks.
The unexpected event also eliminated any concerns of ex ante inefficiencies that are typically
associated with ex post compensation, such as charity hazard (Raschky and Weck-Hannemann, 2007)
and other free-riding problems (Bruggerman, Faure, and Heldt, 2012).

As described previously, coordination of ex post government relief funds is generally considered
less efficient than ex ante prevention measures. Indeed, insurance payments were considered to be
expeditious, while government payments were considered to be slower. As Dixon and Stern (2004, p.
xx) write, “[w]ithout the huge insurance payments, the economic disruption caused by the attack on
the [World Trade Center] would have been much greater. Greater demands for assistance would have
been placed on government and charities, and a greater portion of the losses likely would have been
borne by businesses and their workers.”

Discussion

In Chapter 2, we enumerated the insurability criteria for an ideal risk. We determined that some
types of cyber events leading to attritional losses satisfied these criteria, whereas other types of events
leading to catastrophic losses did not. In Chapter 3, we examined the cyber insurance market more
closely and identified limitations of the private market and the implications of these limitations. Of
particular concern were policy exclusions that restricted a policyholder’s ability to transfer risk for
catastrophic loss, capacity constraints, and insurance prices that are likely inflated by the high cost of
the capital insurers need to hold to limit the probability of insolvency—all of which suggest an
opportunity for government intervention.

In this chapter, we reviewed the literature concerning government solutions for managing
catastrophic risk. We discussed both ex ante insurance and ex post disaster relief options, including
the advantages and disadvantages of each. We then provided three examples of government programs
for terrorism, flood, and hurricane relief.

Collectively, these chapters provide the background and justification for designing a government
response to address limitations in the cyber insurance market, which we discuss in the next chapter.
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Chapter 5

Options for a Federal Cyber Risk
Insurance Program

In this chapter, we consider what a federal insurance program that addresses the limitations of the
private cyber insurance market might be. We sketch out a structure of an ex ante insurance option
that we model after TRIP. We then discuss two other proposals that establish a cyber risk insurance
program, including a proposal by Pool Re in the UK and a notional proposal by researchers from the
University of California at Irvine. These programs take advantage of the strengths of both the public
and private sectors, relying on the private sector to bear risk to an extent that is consistent with overall
program objectives.

A Cyber Risk Insurance Program

In this section, we provide options for establishing a Cyber Risk Insurance Program (CRIP) that
is similar in approach to TRIP as described in Chapter 4. We hope that the material in this chapter
will serve as a basis for further discussion and analysis that can more fully flesh out and specify an
effective program. Our intent is not to present a complete design that has precise parameters but
rather to provide the rough contours of such a program and a variety of parameter values that we argue
would be appropriate.

An overall program design can be decomposed into decisions about several different program
features, although there are multiple interconnections among the features. In the following sections,
we discuss potential program features in the following order:

e public-private risk-sharing scheme

® program trigger

® program cap

® event classification

® participation, offer, and purchase requirements

¢ funding mechanism.

Cybersecurity hygiene requirements are an additional potential program feature, which we address in

Chapter 6.
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Public-Private Risk-Sharing Scheme

As discussed in Chapter 3, private insurers have varying appetites for different types of cyber risk.
Exclusions are typical for war and infrastructure incidents. There is a growing and dynamic market for
other types of risk, but even for non-war and non-infrastructure risks, concern remains that
widespread software vulnerabilities, ransomware attacks, or other types of incidents might create
aggregation risk that can lead to very large losses."” That tail risk increases the cost of coverage and
reduces the available market capacity. Given these different private-sector capabilities, there are likely
benefits to setting up a risk-sharing scheme with two reinsurance towers:

o The first tower (Tower 1) would cover insured cyber losses because of war, terrorism, and
infrastructure, which are sometimes referred to as uninsurable risks in industry discussions. In
this way, Tower 1 addresses the existing cyber policy exclusions.

e The second tower (Tower 2) would cover all other insured losses, which are sometimes
referred to as insurable risks in industry discussions. The intent of Tower 2 is to remove the
tail risk associated with hybrid events and reimburse insurers for losses over a certain

threshold.

An advantage of this approach is that it allows the amount of risk borne by the public and private
sectors to be tailored to the capabilities of the private sector. For example, in Tower 1, the federal
government could bear most of the risk. A higher share of risk would be borne by private insurers in
Tower 2, and the amount of risk borne by the private sector in either tower could be increased over
time when the capability of the private sector to provide for that type of risk improves.

A risk-sharing scheme that has only one tower is a potential alternative approach. An attractive
aspect of a single tower is that responsibility for events or the target of the events (infrastructure versus
non-infrastructure) would not have to be determined, saving time and eliminating uncertainty over
which risk-sharing regime would apply in the face of a catastrophic event. However, a downside is that
the amount of risk the private sector bears would likely have to be low to induce insurers to offer war
or infrastructure coverage, even when the private sector can bear a much larger share of the risk for
other types of incidents. Note, however, that even if a single tower program increased private-sector
appetite for non-war and non-infrastructure risk, a single tower approach might have little to no effect
on the appetite to underwrite war and infrastructure risks. If a CRIP failed to induce insurers to offer
more war and infrastructure coverage, the program would not address the main catastrophic risks at
issue. A single-tower approach should remain under consideration during the program design process,
but given the potential advantages of a two-tower approach, we continue to flesh out a two-tower
structure in the following sections.

Insurer Deductible and Co-Pay

Each tower has a different way to determine the deductible and co-pay, which we describe in the
following sections.

17 Aggregation risk refers to risk that a very large number of policies will be simultaneously affected. The loss on any one policy
might not be particularly large but, when combined, can create major financial stress on insurers.
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Tower 1 (Losses Because of War, Terrorism, and Infrastructure Incidents)

Tower 1 would apply to all insured losses during a calendar year that are caused by war or
infrastructure incidents. Losses because of terrorism could also be included in Tower 1.'"® Given
insurer reluctance to provide coverage for these types of events, a low insurer deductible and co-pay are
appropriate. A sensible starting point is a zero deductible and a private-sector co-pay of 5 to 10
percent of insured loss. That structure would amount to a quota share reinsurance program in which
CRIP reimburses insurer for 90 to 95 percent of insured losses because of war, terrorism, and
infrastructure incidents (see the left panel of Figure 5.1 for illustration of coverage tower with a 10-
percent co-pay). The proposed 5- to 10-percent co-pay is motivated by proposals put forward by
insurers during the coronavirus disease 2019 (COVID-19) pandemic for a pandemic risk insurance
program.”” The co-pay might, for example, be set at 5 percent for the first five years of the program
and then increase 1 percentage point per year to 10 percent. As we show in the next section, the
insurer deductible for Tower 2 is a multiple of cyber insurance premiums in the previous year, and
setting the deductible to zero avoids the problem of what premium measure to use for a Tower 1

deductible.

Figure 5.1. Payment Towers for a Cyber Risk Insurance Program (for an Individual Insurer)

Insurer cap ﬁ m
Calendar year _
insured cyber g
losses foran @ 75% CRIP
individual 5 é-? contribution
insurer 2 90% CRIP ¥
e contribution
g
, . AN %
5times cyber premlum[ N
Insurer deductible
LN / ~ S/
Tower 1 Tower 2
(war, terrorism, and infrastructure) (other cyber losses)

NOTE: An insurer reaches its cap after all its policies pay out at their limits or annual industrywide insured losses reach
$500 billion.

Having no deductible and a low insurer co-pay, the risk-sharing scheme in Tower 1is akin toa
direct government insurance program, such as NFIP. Insurers bear no underwriting risk in NFIP
(although they might bear some reputation risk), even though they administer the program by writing

18 To avoid overlap with TRIP, all terrorism cyber losses could be covered by CRIP.

19 See Dixon and Morikawa, 2021, p. 9. The co-pay percentages in the pandemic risk proposals put forward by insurers and
stakeholders during the COVID-19 pandemic ranged from 0 to 10 percent.
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policies and adjusting claims. Similarly, insurers offering coverage that would qualify for Tower 1
would write policies, adjust claims, and, in this case, bear a small share of the risk. Bearing some risk in
Tower 1 in the form of a co-pay provides incentives to insurers to properly adjust claims.

Tower 2 (Other Cyber Losses)

Tower 2 would apply to all insured losses during a calendar year that are not assigned to Tower 1.
Given the current availability of coverage in the private market for these risks, insurers would retain a
substantial amount of risk, and the government would address the potential aggregation risk. An
insurer deductible on the order of four to eight times the cyber premium in the previous year and a co-
pay on the order of 20 to 30 percent more than that deductible provides a reasonable starting point.

If the deductible multiplier were five, each insurer would be responsible for all losses up to five
times its cyber premium in the previous year. If the co-pay were 25 percent, each insurer would be
responsible for 25 percent of its cyber losses above the deductible (see right panel of Figure 5.1). Note
that this formulation is based on only the insuret’s cyber premium. This approach contrasts with
TRIP, in which the deductible is based on the insurer’s premium in the TRIP-eligible lines. Doing so
avoids the captive insurer problem in TRIP but magnifies the importance of insurers accurately
reporting the cyber portion of the premium in packaged policies.*

The existing U.S. cyber insurance market is estimated to be approximately $10 billion in
premiums (Aon, 2024, Exhibit 3). Thus, having a deductible factor of five, insurers as a whole would
be responsible for up to the first $50 billion in claim payments.”" An individual insurer’s loss ratio (loss
x 100 + premium) would need to be 500 before government reimbursement for loss would kick in;
the loss ratio would then rise as insurers paid the co-pay above the deductible. At roughly $50 billion,
the industry aggregate deductible for events other than war, terrorism, and infrastructure attacks
would be roughly comparable with that under TRIP (see Figure 4.1 in Chapter 4).

Selecting a factor between four and eight for the insurer deductible in Tower 2 is consistent with
the expectation that insurers should be able to find reinsurance cover for up to a 1-in-200 or 1-in-250
year event in the private reinsurance market: Modeling by CyberCube suggests that the insured losses
for a 1-in-250 event is roughly $20 billion for a single massive event, not necessarily for losses during a
calendar year (CyberCube, 2022). That suggested range is the same as that proposed by RMS, a
leading insurance modeling firm, in its response to the U.S. Department of the Treasury’s Request for
Comments (RMS, 2022).

A co-pay on the order of 25 percent is usefully compared to that of TRIP. The insurer co-pay in
TRIP is 20 percent above a substantial deductible, although the insurer co-pay started at 10 percent
when the program was first adopted in 2002.>> The market offered little terrorism coverage in the
wake of 9/11, justifying the low industry co-pay. But terrorism coverage is now broadly available, and

0 The term captive problem refers to the unintended consequence of TRIP in that captive insurers are able to take advantage of
reimbursements by charging premiums significantly lower than conventional carriers.

! The actual amount paid by the industry as a whole would depend on how losses were distributed across insurers. If losses were
distributed across insurers in proportion to premiums written, the government would not make payments to any insurer until
industrywide losses reached $50 billion.

%2 For the existing co-pay, see U.S. Department of the Treasury, 2022, p. 7. For insurer co-pay when FEMA was first adopted,
see Carroll et al., 2005, p. 8.
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take-up rates are considerable, suggesting that a 20-percent co-pay is sufficiently low to support a
healthy terrorism insurance market. Given that a dynamic market for cyber coverage for non-war and
non-infrastructure events already exists, a cost share in the range of 20 to 30 percent is a sensible place
to start.

Program Trigger

A program trigger specifies when federal reinsurance becomes available to reimburse insurers for
cyber claim payments and is distinct from the insurer deductible. For Tower 1, the trigger would
consist, in part, of a determination that losses were because of a war or terrorism event or attack on
infrastructure. Requiring industrywide, calendar-year losses that qualify for Tower 1 to exceed on the
order of $500 million to $1 billion during the calendar year before federal payments could be made
would also be wise.”> Doing so would eliminate the administrative costs of reimbursing insurers and
recouping government outlays (which we discuss later) for small events.**

To avoid payments to an insurer when the industrywide loss ratio is modest but the insurer,
through poor underwriting or inappropriate pricing, has a very high loss ratio, a program trigger for
Tower 2 could be specified according to the industrywide loss ratio. For example, CRIP might make
no payments in Tower 2 until the industrywide loss ratio exceeds 125 to 175, for example.” Such a
trigger would also avoid the administrative cost of activating the program when industrywide losses
are substantial but not catastrophic. A higher trigger could be considered, but the lower administrative
costs of activating the program less frequently should be weighed against the increased exposure that a
higher trigger creates for firms that experience substantial cyber losses, even when the industrywide
loss ratio is not particularly high. Such risk can limit CRIP’s influence on insurer incentives to expand
cyber capacity and reduce the premium insurers charge for the cyber risk they retain, which can be a
particular concern for smaller insurers.

Program Cap

TRIP has a program cap that limits program outlays: If insured losses exceed $100 billion, claim
payments are prorated. A program cap for CRIP is also worthy of consideration. Such a cap is another
mechanism for limiting an insurer’s tail risk, although, because the cap is based on industrywide losses
as opposed to an insurer’s individual losses, that cap is less reliable from the perspective of an
individual insurer. Such a cap would also limit government outlays and expectations for recoupment.

 The program trigger for Tower 1 is expressed as a dollar amount as opposed to the multiple of premium used for Tower 2
(discussed in the following paragraph). The reason is that there is very little premium for war and infrastructure risk. That said, a
program trigger based on some multiple of a very low premium amount might still be considered, and a dollar trigger might be
converted to a multiple of premium after the market for war and infrastructure risk grows.

% For comparison, the TRIP trigger is $200 million. TRIP will not make payments until industrywide insured losses from
terrorism in a calendar year exceeds $200 million. Setting a program trigger based on industrywide losses (as opposed to losses by
an individual insurer) would create exposure to substantial claim payments without government reimbursement for insurers that
are disproportionately affected by Tower 1 losses during a year (as opposed to losses being spread over all insurers). Small
insurers would be particularly vulnerable.

% The industrywide loss ratio is industrywide losses x 100 + industrywide cyber premium.

40



Given the current market size of $10 billion in premiums, insured losses would unlikely ever reach
$100 billion (especially because policy limits have some relation to premium levels).”® However, the
market is expected to continue growing, and an initial cap of $500 billion, for example, might be a
reasonable starting point.”’

An alternative approach would be to cap each individual insurer’s claim payments at a multiple of
its premiums. That framework resolves the uncertainty that a cap based on industrywide claim
payments (including reimbursements by CRIP) creates for individual insurers. However, such an
approach could limit claim payments by an insurer with poor underwriting or inappropriate pricing,
even when the industrywide loss ratio is modest.

Event Classification

A process would need to be set up to determine whether losses are assigned to Tower 1 or Tower
2 and to audit insurers’ decisions to assign losses to each tower. Attributing a cyber incident to a state
actor is complicated and requires both technical computer forensic assessment and political assessment
by multiple public and private experts. However, we believe that the difficulties often associated with
attributing a cyber incident are mitigated by two considerations.

First, it is very likely (almost certain) that a truly catastrophic event will prompt considerable
investigation and analysis by multiple federal U.S. agencies and international partners (i.e., the Five
Eyes) to identify the actor or actors responsible for the event.”® That scrutiny will likely result in the
positive determination of whether the event originated from a state-sponsored actor or terrorist.

Second, for CRIP, a two-tower approach would not require that attribution is made to a named
country or terrorist group but rather that a cyber event was caused by a nation-state or terrorist group
or was an infrastructure disruption and, thus, would be covered under Tower 1. Event classification
could be assigned to the U.S. Department of the Treasury in consultation with the White House,
U.S. Department of Homeland Security (DHS), Office of the Director of National Intelligence,
Federal Bureau of Investigation (FBI), and the private sector, as necessary.

Regardless, we recognize that all criteria regarding program triggers and event classification should
be clearly defined to promote certainty concerning CRIP (or any federal insurance response).

Participation, Offer, and Purchase Requirements

Following TRIP and requiring all insurers writing P&C coverage in the United States to
participate in CRIP seems sensible to reduce adverse selection. Insurers would be required to submit
information on cyber insurance premiums written.

Even though insurer participation in CRIP would be mandatory, we see no need to require
insurers to offer cyber coverage. If the reinsurance towers are sufficiently attractive, insurers will be

26 : . . o .
For example, a rate-on-line for reinsurance (premium + coverage limit) of 10 percent is not unusual.

2 . . . . . .
7 The inclusion of losses that would normally be excluded by war or infrastructure exclusions and the inclusion of losses because
of terrorism would also increase market size.

28 Five Eyes refers to an intelligence-sharing alliance among Australia, Canada, New Zealand, the UK, and the United States.
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interested in writing coverage. TRIP requires insurers to offer terrorism coverage, but insurers set the
prices at which the coverage is available. An insurer that has little interest in providing terrorism
coverage can discourage policyholders from accepting the offered coverage by quoting an unattractive
price. Consequently, mandatory offerings do not achieve the goal discussed in Chapter 4 of increasing
take-up. Thus, there does not seem to be a strong argument for requiring insurers to offer cyber
coverage.

In addition, a downside of mandatory offerings is that it would force insurers that have little
interest or expertise in writing cyber insurance to offer the coverage: That outcome might be
inefficient because it could engender a segment of poor underwriting in the market. Determining what
types of coverage should be included is also difficult. For example, should insurers be required to offer
coverage for physical damage or contingent business interruption? Conversely, one could argue that
mandatory offerings help insurers clearly know that they have a stake in the program and would
reduce objections to recoupment (which we discuss later) from their policyholders. In our view, that
consideration is not strong enough to warrant mandatory offerings.

Government-sponsored insurance programs require coverage to be purchased in some cases. For
example, NFIP requires homeowners in high-risk flood areas who have mortgages from federally
funded lenders to purchase flood insurance (either from NFIP or a private insurer). In most
circumstances, businesses are required to purchase workers’ compensation insurance. TRIP does not
require policyholders to purchase coverage, and we do not think mandatory cyber insurance would be
wise for several reasons. First, if purchase were to be required, determining how much coverage to
require would be necessary, which likely would not be straightforward. Second, in contrast to personal
lines, leaving risk management decisions to businesses is more appropriate. Finally, mandates are
politically controversial and might derail any legislative prospects for the program.

Funding Mechanism

A government insurance or reinsurance program can be prefunded, postfunded, or a combination
of both. Prefunding refers to collecting a premium up front that covers part or all the actuarially based
risk. In a postfunding scheme, program outlays are covered by taxpayers or assessments on insurers or
policyholders. TRIP is postfunded: No premium is charged for the reinsurance provided to insurers
by the program, and insurer reimbursements are recovered either by assessments on P&C
policyholders in the TRIP lines or funded by federal taxpayers. The federal crop insurance program is
prefunded, and the U.S. Department of Agriculture sets the actuarially based rates for coverage.”
NFIP is a combination of both: Premiums are charged for coverage, but the premiums have not been
adequate to cover losses, and Congress has forgiven billions of dollars that NFIP has borrowed from
the Treasury to pay claims.

Prefunding has several advantages. Risk-based insurance premiums can create incentives to avoid
or mitigate risk. Prefunding can also reduce the financial burden on the government. On the
downside, the government needs to have some basis for setting premiums for the risk it bears, which
might be difficult to determine when the tail events covered by the program are very rare. One might

 The rates in the crop insurance program might be actuarially based, but the U.S. Department of Agriculture pays a
considerable portion of the premium on behalf of policyholders.
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not have a great deal of confidence that the rates from the process will accurately reflect a difficult-to-
determine underlying risk. Charging for government-provided reinsurance also increases the premium
charged for the ultimate policyholder, which will depress take-up.

Postfunding also has its advantages. Risk can be spread intergenerationally and broadly.
Postfunding reduces premiums paid up-front by policyholders, encouraging the purchase of coverage.
Postfunding also avoids the technical challenges and costs of setting premiums. On the downside, it
can reduce incentives to mitigate risk, create cross-subsidies between parties at higher and lower risks,
and result in budget obligations that must be fulfilled.

Using that discussion as a background, we discuss how prefunding and postfunding might be used

in CRIP.

Whether a Premium Should Be Charged for the Reinsurance Provided by CRIP

A strong case can be made for not charging a premium for the reinsurance provided by Tower 2
(non-war and non-infrastructure losses). In the structure that we sketch in this chapter, the insurer
deductible (on the order of five times cyber premium in the prior year) is set so that CRIP payouts are
expected to be very infrequent. Going through the process of setting and collecting premiums when
program outlays are infrequent and there might not be much confidence that the rates reflect
underlying risk does not seem to be sensible. Insurers will set premiums for the considerable risk they
continue to bear for these types of events. Those rates should be lower than they would be absent
CRIP-provided reinsurance, but they will still likely be considerable.

The situation is different for the war and infrastructure losses in our Tower 1. In the program that
we describe, there is no insurer deductible in Tower 1, and insurers are responsible for only a small
percentage of claim payments. CRIP is, thus, responsible for paying a high proportion of the losses
that occur. These payments ultimately have to be absorbed by taxpayers or recovered to some extent
from insurers and policyholders. Because insurers bear little risk for the policies in that tower,
premiums charged for the coverage would be modest, absent a charge for the CRIP-provided
reinsurance.

What is unknown is how often war and infrastructure incidents will occur. If they happen
infrequently, the same reasoning that was used for Tower 2 can be used to argue that there should be
no charge for Tower 1 reinsurance. However, if events occur regularly, relying entirely on postfunding
seems to be ill-advised. Given the deep uncertainty over the frequency of war and infrastructure
events, initially forgoing a premium charge for Tower 1 reinsurance but including a provision in the
authorizing legislation that allows the program administrator to impose such premiums if conditions
warrant them seems to be sensible.

How CRIP Outlays Might Be Covered

In the absence of a premium for the reinsurance provided by CRIP, a source of funding must be
identified for any program outlays. Potential funding sources include

e taxpayers (perhaps through an increase in government debt)
e insurers that receive CRIP payments

e insurers according to their market share in specified P&C lines (as measured by premium)
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e commercial policyholders who have cyber coverage or policies from insurers offering cyber
coverage

e all commercial policyholders who have coverage in specified P&C lines.

TRIP takes the last approach, and the Secretary of the Treasury is required to recoup a certain
amount of program outlays and given discretion to recoup additional amounts. All policyholders in
the P&C lines specified in the TRIP legislation (the TRIP lines) are subject to the assessment,
regardless of whether they purchased terrorism coverage. Insurers are charged with collecting the
required assessment from their policyholders.

Starting with the first option in the list, the downside of taxpayer funding is that it creates another
budget obligation for the federal government and potentially contributes to the national debt.
Congressional budget rules that require a funding source be identified for new programs might also
make passage of CRIP difficult when tax increases are politically charged. Thus, taxpayer funding
seems unattractive.

Requiring insurers to repay the reimbursements that they receive from CRIP (the second option)
is also unattractive. The point of a federal reinsurance program is to reduce the tail risk for insurers
providing cyber coverage. That purpose would be frustrated if insurers were assessed for their
individual CRIP claim reimbursements. Thus, spreading any recoupment more broadly is desirable.

Insurers might be assessed in proportion to their premiums written in cyber or other P&C lines
(the third option). For example, insurers might be assessed according to their cyber premiums.*
Although assessing insurers is an option, assessing policyholders directly more fully, as done in TRIP
(the fourth and fifth options), reduces the tail risk for insurers, which is an advantage of assessing
policyholders rather than insurers.

If commercial policyholders are to be assessed, which policyholders should be assessed? The
benefits of additional cyber resilience accrue to the economy, so a case can be made for policyholder
surcharges that are broadly spread. A tiered assessment recoupment approach motivated by Florida’s
Citizens Property Insurance Corporation provides a potential model.’" For example, businesses that
have cyber coverage might first be assessed up to a percentage of their cyber premium. If that is
insufficient to cover CRIP outlays, policyholders in other commercial P&C lines might be assessed up
to a specified percentage of their premium in those (noncyber) lines. If a shortfall remains, both cyber
and noncyber premiums might be assessed an additional percentage.

Finally, how much of the program outlays should be recouped? We think that it is advisable to
direct the program administrator to recoup all program outlays to address the program’s effect on the
federal budget unless Congress grants budgetary discretion.

3% Insurers would be able to pass some of these assessments on to their policyholders, and the amount would depend on the
demand and supply elasticities for cyber insurance and the state of insurance rate regulations. The elasticity considerations follow
those for an incidence of a tax. For example, if the demand is completely inelastic, the insurer will be able to pass any assessment
on to it policyholders. However, the demand for insurance is not completely inelastic.

3! Florida’s Citizens Property Insurance Corporation provides windstorm insurance on properties that are not able to find
coverage in the voluntary insurance market. Depending on the circumstances, the company can assess its policyholders up to 45
percent of their premium to cover a deficit in claim-paying ability. If that is not sufficient to cover the deficit, the company can
charge nonpolicyholders in Florida in specified lines up to 2 percent of their premiums. If a deficit still remains, the company can
charge both policyholders and nonpolicyholders in specified lines up to 10 percent of their premiums (Citizens Property
Insurance Corporation, undated; Citizens Property Insurance Corporation, 2022).
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Modeling Program Outlays Under a Cyber Risk Insurance Program
Approach

Next, we consider how payments would be distributed between carriers and the federal
government under CRIP in various event scenarios. The program parameters used in the analysis are

shown in Table 5.1. The second and third columns list parameters that apply at the individual insurer
level, and the last two columns list parameters that apply at the industry level.

Table 5.1. Parameters for Simulation

Parameter Specified at Insurer Level Industry-Level Parameter
Tower 1 Tower 2 Tower 1 Tower 2
Program trigger 150% of U.S. cyber
(insured loss) - - $500 million premium written in prior
year
Insurer 5 times the U.S. cyber
. $0 o - -
deductible premium in prior year

Insurer co-pay
above 10% 25% - -
deductible

Program cap (for
both towers - - $500 billion $500 billion
combined)

We begin by considering whether the program would have been activated in past years according
to the past industrywide loss ratio. We then examine what program outlays might result from two sets
of loss events: (1) five of the largest cyber events of the past ten years and (2) insured losses from a set
of catastrophic cyber scenarios.

Past Industry Aggregate Loss Ratio

Table 5.2 lists the premium, insured loss, and industry aggregate loss ratio in the cyber insurance
line, as reported by NAIC. The table shows that the loss ratios are all less than the proposed program
trigger for CRIP (150 percent), assuming that all cyber losses would have been assigned to Tower 2.
Thus, insurers would not have been eligible for payments from CRIP in any of these years, regardless
of their individual loss ratios.
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Table 5.2. Annual Industry Aggregate Cyber Premium, Insured Loss, and Loss Ratio in the
United States

Year Premium ($ billions) Insured Loss ($ billions) Loss Ratio
2019 3.15 1.42 45%
2020 3.88 2.60 67%
2021 6.54 4.38 67%
2022 9.66 4.35 45%
2023 10.5 4.41 42%

SOURCE: Features data from NAIC, 2023b, and Aon, 2024.

Five Largest Cyber Events

The five most expensive cyber incidents since 2017 are shown in Table 5.3. Note that these losses
are global and not restricted to losses in the United States.

Table 5.3. Most Costly Cyber Events and Their Program Triggers If a Cyber Risk Insurance
Program Had Been in Effect at the Time of the Event

U.S. Cyber

Premiums Program
Event Year Economic Loss Insured Loss (for Prior Year) Trigger®
NotPetya 2017 $10.00 $3.00 $3.0 $4.5
WannaCry 2017 $4.00 $0.06 $3.0 $4.5
MOVE:it 2023 $12.00 $0.70 $9.6 $14.4
Crowdstrike 2024 $1.70 $1.50 $10.0 $15.0
Change Healthcare 2024 $2.45 $0.75 $10.0 $15.0

SOURCES: Features data from Johansmeyer, 20244, for NotPetya; Cooper, 2018, for WannaCry; Sivesind,
2024, for MOVEit and Change Healthcare; and Guidewire, 2024, for Crowdstrike.

NOTE: All dollars are in billions and not adjusted for inflation.

@ CRIP triggers if program had been in effect at the time of the event (150% of premium in prior year).

All five events would be in Tower 2, and the last column shows the program trigger had a program
been in effect at the time of the incidents. Even if these losses were all in the United States, the total
insured losses would not have exceeded the program trigger for any event. Note, however, that the
program trigger we describe applies to annual losses. But, even if the roughly $4.5 billion in annual
industrywide insured losses for 2021 to 2023 were added to the insured losses for these incidents,
CRIP would not be triggered, given the size of the market in 2023.
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Catastrophic Cyber Scenarios

Next, we consider a list of catastrophic cyber scenarios, as modeled by Guy Carpenter (a global
risk and reinsurance company) and CyberCube (a leading catastrophic cyber risk modeling company),
as listed in Table 5.4. In that table, each scenario represents attacks or compromises of single points of
failure (i.e., an aggregation point in either software computing systems or infrastructure). We assume
that each event would be covered under Tower 2 because the events represent malicious attacks
against technology infrastructure rather than acts of cyber war or terrorism. Each catastrophic
scenario provides modeled estimates of extreme but realistic loss scenarios, ranging up to a 1-in-300-
year return period. The insured losses in these scenarios are significantly larger than the costliest cyber
events since 2017 (see Table 5.3), and some exceed $20 billion in insured losses.

Table 5.4. Catastrophic Cyber Scenarios

Event Insured Loss Program Trigger®
Long-lasting outage at a leading cloud service provider $14.3 $15.0
Large-scale cloud ransomware at a leading cloud service provider $11.5 $15.0
Widespread data loss from a leading operating system provider $23.8 $15.0
Blackout affecting 93 million people in 15 states $21to $71 $15.0

SOURCES: Features information from Guy Carpenter and CyberCube, 2019, and Lloyd’s and the University of
Cambridge Centre for Risk Studies, 2015.

NOTE: All dollars are in billions.

@ Assumes $10 billion in premiums industrywide in the previous year.

Assuming that these events were to happen in 2025, when the industrywide premium is roughly
$10 billion, the program trigger would be $15 billion. The losses in two of the scenarios exceed the
program trigger. If losses from noncatastrophic events during the year are roughly $4.5 billion, as
suggested in Table 5.2, then the program would be triggered if any of those events occurred. In that
case, the program will reimburse each insurer for 75 percent of losses over its insurer-specific
deductible (five times its cyber premium in the previous year).

Table 5.5 provides an estimate of overall program outlays under the strong assumption that losses
are spread in proportion to insurer market share. That estimate provides a lower bound of program
outlays. As shown in the table, the program is triggered in all scenarios, but if losses are spread
proportionately to insurer market share, the aggregate insurer deductible is $50 billion.

The program would be trigged in only the final OT scenario, in which there is a blackout.
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Table 5.5. Cyber Risk Insurance Program Payouts Under Catastrophic Cyber Scenarios
Assuming Losses Are Distributed Across Insurers According to Their Market Share of Written

Premiums
Insured Other Total

Catastrophe Cyber Annual Program Insurer Program
Catastrophe Event Loss Losses Loss® Trigger® Deductible Outlay®
Long-lasting outage at a leading $14.3 $4.5 $18.8 $15.0 $50.0 $0.0
cloud service provider
Large-scale cloud ransomware at a $11.5 $4.5 $16.0 $15.0 $50.0 $0.0
leading cloud service provider
Widespread data loss from a leading $23.8 $4.5 $28.3 $15.0 $50.0 $0.0
operating system provider
Blackout affecting 93 million people  $21to $71 $4.5 $25.5t0 $15.0 $50.0 Up to
in 15 states $75.5 $19.1

NOTE: All dollars are in billions.

@ Sum of insured catastrophe losses and other annual cyber losses.

® Assumes cyber premiums were $10 billion in previous year.

¢ Assumes losses spread across insurers in proportion to market share.
9 Max(0,(total annual losses — program trigger) x 0.75).

Summary of a Cyber Risk Insurance Program

In the previous section, we presented a practical model for a federal insurance response to
addressing catastrophic cyber losses—CRIP—using realistic parameter definitions and illustrated
potential payment of funds under the selected parameters. The result is that plausible high-impact
events would trigger CRIP. How the program would pay out in that case would depend on how losses
were distributed across insurers. Under the strong assumption that losses were distributed
proportionately to market share, there would be no outlays for the scenarios we explored. However,
relaxing that assumption could result in outlays to insurers that happened to be disproportionately
affected by a given attack. The program removes the risk that insurers would need to pay out more
than five times their premium in the previous year, presumably increasing their willingness to write
coverage and limiting the capital cost they would need to add to their premiums.

Considerations from Other Approaches

We next discuss two other proposals in addition to CRIP for addressing the limitations of the
cyber insurance market. First, there has been considerable work by Pool Re in the UK to develop a
realistic proposal to cover catastrophic losses, reduce the protection gap, and thereby support
economic resilience in the UK. The proposal is still under development, but several of its features
merit consideration when designing a program for the United States. Second, Cunningham and
Talesh (2021) have proposed the Catastrophic Cyberattack Resilience Act (CCRA), which is similar

to TRIA and includes strong considerations for cybersecurity protections. We provide a brief
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overview of these approaches and then highlight some of the key differences from the CRIP approach
described in the previous section.

Overview of Cyber Re Proposal

As reported in the UK insurance media, Pool Re’s proposal for government involvement in the
cyber insurance market provides two structures designed to support firms in different ways.”> The first
structure, designed for larger firms and firms in critical sectors, is a mutual reinsurance company for
insurers providing cyber coverage. The program covers cyber claims over an insurer-specific
deductible, and claims would be adjusted using a traditional, indemnity approach.” Insurers pay a
premium for the coverage, although the factors that might be used in setting the premium have not
been revealed. The Cyber Re program sets the premium in consultation with the government. The
premiums fund the pool’s claim-paying capacity (CPC), and the government provides a repayable loan
if claims exceed CPC. Initial plans suggest a pool of approximately £1 billion to £10 billion, leveraging
funds from the existing Pool Re program for terrorism. Insurers’ participation in the program would
be voluntary, but as in the Pool Re program, insurers would likely need to reinsure all their cyber
exposure with the program. Finally, reimbursement of insurer claim payments would be available only
when the cyber event exceeded a certain level on a cyber event declaration and classification system,
such as one constructed by the UK Cyber Monitoring Center (CMC).**

The second structure, designed for SMEs, is a public-private compensation scheme funded by a
mandatory levy on the policyholder premiums in cyber-adjacent insurance lines, such as P&C and
business interruption. The levy constitutes the premium for the coverage provided by the program.
The levy is based on the security practices of the policyholder to provide incentives to mitigate risk.
The insurance carriers collect the levy, and the resulting funds are used to pay claims. Any shortfall
would be backstopped by the UK government. Claim payments operate using a parametric approach:
Payments would be made after a cyber event exceeded a specified CMC or analogous designation. The
magnitude of the payment to each policyholder would not be based on its actual losses but on specific
pre-event measures, such as firm type and size and perhaps the CMC designation. The goal is not to
provide full indemnification for losses but to sustain the business during a period of business
interruption. The parametric basis for the payouts also allows payments to be made very rapidly.

The proposed design covers all cyber losses, including those caused by infrastructure and cyber
war, except for ransomware payments. Inclusion of all types of cyber events in the program obviates
the need to attribute events to specific actors, an issue that chronically plagues and stalls conversation
on such programs in the United States.

32 This description of the Cyber Re proposal is based on Pool Re, 2023, and “UK Industry Mulls Groundbreaking State-Backed
Parametric Cyber (Re)Insurance Pool,” 2024.

3 Insurer retentions total £420 million in the Pool Re terrorism program (HM Treasury, 2022, p. 17). Information on the
deductible under consideration for the cyber reinsurance program has not been released.

3* The CMC’s event classification system provides a score from 1 to 5 according to the spread and financial effects of the attack.
See CMC, 2025.
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Noteworthy Features of the Cyber Re Approach

The Cyber Re proposal has several interesting and innovative features worth considering for

designing a U.S. program.

Separate Programs for Small and Medium-Sized Enterprises and Large Firms

CRIP does not differentiate between policyholders according to size. However, the needs and
challenges in providing insurance for SMEs and large firms differ. SMEs are often funding-
constrained and, thus, might not be well suited to survive even relatively brief interruptions without
assistance. In addition, the sheer number of SMEs makes quickly adjusting claims for a widespread
event difficult.”” Larger firms are better positioned to survive short-term disruptions and are often
more concerned with eventually recovering lost revenue or profit. The Cyber Re approach addresses
these different needs with two separate structures. A similar approach was taken in one of the
proposals for a pandemic risk insurance program in the United States during the COVID-19
pandemic.*®

Parametric Coverage for Small- and Medium-Sized Enterprises

Cyber Re’s SME program uses a parametric policy to distribute compensation quickly with low
loss-adjusting expenses. Payments are based on pre-event measures of operating costs or other firm
characteristics and not based on the actual losses incurred. A parametric approach for SMEs addresses
the challenges of paying a potentially enormous number of claims during a widespread event and
getting assistance out in a timely fashion. However, the payments might not be particularly well
targeted: SMEs suffering little damage might receive payments even if the firms suffered little
disruption. Similarly, some firms might suffer damage but receive no payment if an event does not
reach the scale needed to trigger payment. Such targeting inefficiency of parametric programs can
increase the overall cost of the coverage.

Mandatory Coverage for Small- and Medium-Sized Enterprises

SMEs might not be well informed about their cyber risk or have inadequate resources to purchase
cyber coverage. The Cyber Re proposal closes the resulting insurance gap by, in effect, providing
mandatory coverage for cyber risk. All SMEs that have insurance policies are assessed a levy on cyber-
adjacent insurance coverage, and cyber coverage is included in all SME insurance policies. In CRIP,
insurers are required to offer coverage at prices that they set, but policyholders do not need to accept
it.

3> Firms that have fewer than 500 employees account for approximately 5.98 million of the 6.0 million firms in the United States
(Dixon and Morikawa, 2021, p. 28).

36 A proposal by Chubb provided parametric coverage for firms that have 500 or fewer employees and indemnity coverage for
firms that have more than 500 employees (see Dixon and Morikawa, 2021, pp. 7-12).
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Program and Payment Triggers According to a Cyber Event Classification System

The program trigger in CRIP is based on the magnitude of insured cyber losses. In that structure,
the government or some other entity does not need to declare that a cyber event has occurred, and
legitimate cyber claims would be paid regardless. If industrywide cyber losses exceed the program
trigger and an insurer’s losses exceed its deductible, payments are made to the insurer, regardless of
how a cyber event is categorized in a cyber event classification system. In CRIP’s two-tower structure,
however, there is a need to determine the coverage tower (war, terrorism, and infrastructure or other)
to which the insured losses should be assigned.

In contrast, the trigger for the Cyber Re program is based on an incident classification system,
such as CMC's method. Such a program trigger seems necessary for the SME part of Cyber Re. After
the program is triggered, payments are made to the SMEs. Waiting until insured losses exceed a
certain threshold would undercut the reason for using a parametric approach for SME payments in
the first place: Basing the program trigger on insured losses requires insurers to provide estimates of
insured loss, which would be time-consuming and expensive.

Premiums for the Reinsurance Provided by the Cyber Re Proposal

In CRIP, the insurer sets the premium that it charges policyholders for the risk it retains.
However, the insurer does not pay a premium for the reinsurance provided by CRIP. The program is
funded by ex post assessments on policyholders across many insurance lines. In contrast, Cyber Re
charges a premium for both the SME and large firm programs, and insurers pass that premium on to
Cyber Re. (Insurers still charge their policyholders a premium for the risk they retain.) An advantage
of that approach is that it provides up-front funding for Cyber Re and can provide additional
mitigation incentives to the extent that the Cyber Re premiums vary according to cyber risk. A
downside of that approach is that it requires some basis for setting rates for the tail risk borne by
Cyber Re and requires Cyber Re to take on many of the roles and responsibilities of an insurer.

Cyber Re Requires the Establishment of What Amounts to an Insurance Company

The CRIP approach does not require the government-supported entity to set premiums, collect
premiums, develop policy forms, or manage accumulated CPC. In contrast, the Cyber Re approach
sets up a mutual reinsurance company. The company sets premiums for the coverage that it provides.
To do so, the company must develop some type of model for setting premiums. In the case of the Pool
Re program, the pricing schedule is not very sophisticated, but in a Cyber Re program, there might be
much to gain by collecting claim information and other data and by hiring highly trained staff to set
risk-based premiums that reflect the exposure and security profile of the policyholder.

Whether the benefits of setting up a more complex structure exceed the costs depends on several
factors: If the program rarely makes payments, there seems less reason to do so. TRIP, for example,
has never made a payout and is run by a small staff in the U.S. Department of the Treasury’s Federal
Insurance Office. However, Pool Re has had a different experience, paying out a total of £635 million
for 13 certified terrorism events from 1993 to 2023. In that time, Pool Re has not had to draw on
government funds, demonstrating the adequacy of the pool and premiums paid (Pool Re, 2023).
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Catastrophic Cyberattack Resilience Act

Cunningham and Talesh (2021) have proposed the CCRA, which is generally based on the
reinsurance structure of TRIA and includes several key insights from the U.S. Cyber Cyberspace
Solarium Commission’s report (King and Gallagher, 2020). Overall, the proposal strongly focuses on
cybersecurity requirements that carriers would impose on their policyholders in exchange for covering
extreme losses. We interpret that design as an effort to prioritize the improved cyber resilience of U.S.
companies.

The CCRA proposal specifies a prefunded model that has $50 billion in government
appropriations, no upper limit on government payments, and no recoupment necessary for carriers.
For the program to be triggered, a cyber event must generate insured losses of at least $10 billion and
must be certified by the Secretary of the Treasury. Details on when and how the program would pay
out after the program is triggered are not provided. However, the authors specify that there is no
insurer deductible. One possible implementation is that insurers are reimbursed for the same
percentage of their insured loss and that the percentage is set so that the portion of the losses borne by
the industry equals $10 billion.

In exchange for relieving carriers of extreme losses from a cyber event, carriers would agree to
several conditions. For one, participating carriers must enforce mandatory minimum cybersecurity
standards on their policyholders, as defined by section 4.7 of the U.S. Cyberspace Solarium
Commission’s report (King and Gallagher, 2020), which primarily focuses on personal data security
and privacy protections, federal data breach notification, and civil enforcement by the Federal Trade
Commission. In addition, there would be enhanced cybersecurity requirements for I'T infrastructure
systems and increased enforcement of reasonable cybersecurity controls by insurance carriers.

Carriers would also agree to provide timely notification to the government regarding the timing
and circumstances related to cyber events. In addition, carriers would agree to provide any information
related to the attribution of the claimed event and descriptions of any response actions taken after the
event. The program also emphasizes determining attribution of any cyberattack: Participating carriers
must comply with any U.S. government attribution statements. Finally, in exchange for that
protection from bearing catastrophic losses, carriers would agree not to enforce any war exclusions in
place in cyber insurance policies.

Discussion

In this chapter, we presented government options for addressing the limitations of the cyber
insurance market. Further discussions with stakeholders and analysis will be needed to flesh out an
actual proposal, but the approaches outlined in this chapter can provide a starting point for such an
effort. We described a potential CRIP in considerable detail, discussing the advantages and
disadvantages of different program features and offering what we think we would be a desirable
approach. Underlying our thinking was addressing the limitations of the private market while taking
advantage of the comparative strengths of the public and private sectors. Our CRIP proposal is
summarized in Table 5.6.
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Table 5.6. Summary of Cyber Risk Insurance Program Features and Parameters

Features Tower 1 Tower 2

Description Covers war, terrorism, and Covers all other aggregation
infrastructure events events

Program trigger Industrywide insured losses between Industrywide loss ratio between

$500 million and $1 billion during 125 and 175 during calendar year
calendar year

Insurer deductible None Four to eight times each insurer’s
cyber premium in previous year

Insurer co-pay 5 to 10 percent of insured loss, while  Each insurer pays 20 to 30 percent
government pays 90 to 95 percent above its deductible

Premium for CRIP None but allows for possibility None
coverage

Features Common to Both Towers

Attribution Performed by the U.S. Department of the Treasury in consultation with the
White House, DHS, Office of the Director of National Intelligence, FBI, and
private sector, as necessary

Mandatory offer or No requirement for carriers to offer cyber insurance and no requirement

purchase for firms to purchase insurance
Program cap Industrywide insured losses of $500 billion
Recoupment Made first by assessing commercial cyber policyholders, then commercial

noncyber policyholders, and finally both commercial cyber and noncyber
policyholders, as needed

The UK Cyber Re proposal includes several features that would be useful to consider for
developing a program in the United States. Features of particular interest include

® separate insurance structures for SMEs and larger firms
e parametric coverage for SMEs
e mandatory coverage for SMEs

e premium for the coverage provided by the program.

Note that the structure and responsibilities of the Cyber Re program require setting up what amounts
to an insurance company that has a budget and staff to set rates, collect premiums, and invest pool
proceeds. The CRIP approach required much less formal infrastructure. What is appropriate for a
U.S. program merits careful consideration.

The CCRA'’s distinguishing feature is its emphasis on cybersecurity standards and incentives to
reduce cyber risk nationwide. To participate in the program, insurers would agree to require their
policyholders to adopt minimum security standards and participate in data-gathering efforts to better
understand cyber risk and the effectiveness of mitigation measures. In the next chapter, we examine
cybersecurity considerations for a government insurance response and the advantages and drawbacks
of incorporating security standards into a federal cyber risk insurance program.
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Chapter 6

Cybersecurity Considerations for
Managing Cyber Risk and Implications
for a Federal Insurance Response

The role that cybersecurity plays in cyber risk mitigation is largely uncertain. Cleatly, better
cybersecurity practices are important for reducing cyber risk, but the extent of that risk reduction from
any given security control or a group of controls has not yet been empirically validated. That
uncertainty is problematic for cyber risk managers at small, medium, and large businesses, for cyber
insurance underwriters, and for policymakers.

However, there has been an important evolution by carriers, brokers, and reinsurers to collect and
analyze more relevant data. The cybersecurity industry has also improved in ways that allow it to
better capture, understand, and communicate cyber risk, which has important implications for any
government insurance response.

We begin this chapter by providing background on how insurance carriers can help policyholders
reduce cyber risk and on the cybersecurity standards that have been developed. We then examine the
potential effects of attaching cybersecurity standards to a federal insurance response. We provide
arguments in favor and against providing insurance coverage for ransomware payments and a
discussion of the factors that should be considered when deciding whether insurers participating in a
federal program should be required to submit data to a central repository that can help evaluate the
effectiveness of cybersecurity standards. We conclude the chapter with the implications of our
findings for designing a federal insurance response.

How Carriers Help Reduce Cyber Risk

In a 2019 study, carriers admitted that they had little information on which to base prices, and by
extension, incentivize any risk reduction (Romanosky et al., 2019). At the time, many carriers based
their premiums on composite information collected from other lines of business, single datapoints of
frequency and severity, and best guesses. According to carriers, “[t]he base retentions [for
policyholders] were set at what we believe to be an appropriate level for the relative size of each
insured,” or “[r]ates for this coverage have been developed based upon the experience and judgment of
our underwriters, claims personnel, and actuaries” (Romanosky et al., 2019, p. 13). However, since
then, carriers have been improving their capabilities.

Carriers have at least four opportunities to affect firms’ cybersecurity posture:

e Deny coverage for companies that fall below a minimum threshold of risk.
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e Provide ongoing threat monitoring and alerts to policyholders.
e Provide premium incentives for policyholders that adopt particular cybersecurity practices.

e Support post-breach incident management.

The first opportunity for carriers to reduce risk is at the policy application stage, in which they
might conduct initial assessments of the applicants’ technical and administrative security controls to
compute policy limits and premiums. Unfortunately, public evidence of the resulting denial rates or
the thresholds that would cause applicants to be denied does not exist.

One blog post suggests that policyholders might be denied coverage for a lack of basic security
controls (to include breach prevention measures), history of past breaches, violation of regulations,
and lack of an incident response plan (Packetlabs, 2023). Marsh McLennan offers a service to help
companies it thinks would fail to meet carriers’ requirements (Marsh McLennan, undated). Beazley
specifies a small set of controls that it states would put applicants on a path to insurability: endpoint
protection, anti-virus and anti-malware solutions, and multifactor authentication (Beazley, 2023b, p.
2). Drawing on interviews with carriers, MacColl et al. (2023, p. 48) states, “One underwriter at a
specialist cyber insurer highlighted that ‘if we're looking at a new buyer and we identify that they have
an open [remote desktop protocol] port, we're going to decline that risk outright. They close the port,
we verify it, we go ahead and offer terms,” and that “[multifactor authentication] and off-site backups
now appear to be a prerequisite for nearly all organisations to obtain ransomware coverage.”

The second opportunity relates to a growing movement by carriers, driven mainly by insurance
technology (also known as insurtech) companies, to monitor a firm’s security posture, such as by
scanning its publicly facing internet devices for known vulnerabilities or misconfigurations. For
example, Coalition promotes its “active monitoring” capability, which scans policyholders’ computing
networks and alerts them to current or emerging threats that target any weaknesses (Coalition,
undated).

The third approach relates to the carriet’s opportunity to provide incentives, through reduced
premiums, to policyholders that adopt what it believes are better cybersecurity controls. Although that
practice is more transparent for health and automotive insurance lines, there is little evidence of how
that practice functions for cyber insurance. One article states that policyholders might receive
“premium rating credits up to 30%” by sharing cyber risk assessments (Byerley, 2023). Coalition
promises an undisclosed discount on its UK customers’ premiums if customers purchase one of
Coalition’s security detection capabilities (Roberts, 2024). Woods and Wolff (2025, p. 4), citing work
by Wolff (2022), states that “AIG offered a 25% discount to customers whose security was audited
and certified by the National Computer Security Association.”

The fourth opportunity carriers have to reduce cyber risk relates to the post-breach assistance that
carriers provide to firms following a cyber incident. For example, Arce, Woods, and Bohme (2024)
discuss the dynamics and composition of insurance panels (i.e., companies that offer different
capabilities recommended by carriers to help policyholders manage a cyber incident), and Hui, Hui,
and Yue (2024) provide a theoretical model of post-breach services. Carriers, such as Beazley
(undated; 2023b) and AIG (undated), list the types and names of firms on their panels, which include
breach and privacy counsel, forensic and investigations, and public relations, notification and other
post-breach services.
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This discussion is not meant to criticize insurance transparency but to point out the reality of the
availability and verifiability of public information regarding these practices. We acknowledge that it
might not be appropriate to publish information about minimum cybersecurity practices or premium
discounts that are offered for security compliance. The changing nature of cyber threats and,
therefore, our collective beliefs about which controls can best prevent breaches evolve over time, and
the belief that too much disclosure might cause unnecessary confusion for policyholders is reasonable.

In summary, despite the general lack of understanding regarding which cybersecurity controls are
most effective, we observe that cyber insurance stakeholders (primarily carriers but also brokers and
reinsurers) are improving in helping firms manage their cybersecurity risk. And, as we discuss later in
this chapter, we believe that this improvement has been most effective in reducing risk from the types
of cyber events that lead to attritional cyber losses.

Cybersecurity Standards

A topic of ongoing discussion is whether insurers participating in a federal cyber insurance
program should be required to impose minimum cybersecurity standards on their policyholders.
Indeed, the U.S. Department of the Treasury’s Request for Comments asked stakeholders, “[s]hould
cybersecurity and/or cyber hygiene measures be required of policyholders under the structure? If so,
which measures should be required?” (U.S. Department of the Treasury, 2022, p. 59163). The idea is
that a federal insurance program would reimburse claims from carriers only if the carriers could
demonstrate that their policyholders complied with some set of approved cybersecurity standards.

Whether and what security standards should be imposed are challenging problems because no
proven and publicly testable set of cybersecurity standards exists. Although the National Institute of
Standards and Technology (NIST) Cybersecurity Framework has emerged as a leading collection of
cybersecurity practices, as a framework, it is meant to provide only a list of possible security practices
that an organization could adopt rather than define a set of standards that companies must adopt
(NIST, undated).

The NIST framework is very useful but could benefit from more guidance from researchers,
practitioners, and the insurance industry. Two efforts that have emerged as potential options to help
inform a minimum cybersecurity standard (whether implemented as a requirement of a federal
insurance program or not) are (1) the cyber performance goals (CPGs) from DHS and the
Cybersecurity and Infrastructure Security Agency (CISA) and (2) the Center for Internet Security’s
(CIS’s) security controls.”’

DHS's CPGs were first published in 2022 in response to an executive order in 2021 and
developed in collaboration with industry experts. The CPGs can be organized according to NIST’s
cybersecurity framework, as shown in Table 6.1.%®

37 The CPGs are described in CISA, undated, and the CIS controls are described in CIS, undated.

%% We note that the Cybersecurity Maturity Model Certification is a program developed by the U.S. Department of Defense
designed to help defense industrial base companies meet cybersecurity requirements and could be modified for a federal insurance
program.
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Table 6.1. Cybersecurity Performance Goals

NIST Category Goals

Identify Asset inventory, organizational cybersecurity leadership, OT cybersecurity leadership,
improving it and OT cybersecurity relationships, mitigating known vulnerabilities, third-party
validation of cybersecurity control effectiveness, supply chain incident reporting, supply
chain vulnerability disclosure, and vendor/supplier cybersecurity requirements

Protect Changing default passwords, minimum password strength, unique credentials, revoking
credentials for departing employees, separating user and privileged accounts, network
segmentation, detection of unsuccessful (automated) login attempts, phishing-resistant
multifactor authentication (MFA), basic cybersecurity training, OT cybersecurity training,
strong and agile encryption, secure sensitive data, email security, disable macros by
default, document device configurations, document network topology, hardware and
software approval process, system backups, incident response (IR) plans, log collection,
secure log storage, prohibit connection of unauthorized devices, no exploitable services on
the internet, and limit OT connections to public internet

Detect Detecting relevant threats and TTPs
Respond Incident reporting, vulnerability disclosure/reporting, and deploy security.txt files
Recover Incident planning and preparedness

SOURCE: Features information from CISA, undated.
NOTE: TTPs = tactics, techniques, and procedures.

These voluntary CPGs (also known as cybersecurity practices or controls) are not meant to be an
exhaustive list of all possible security controls but represent a collection of security practices that have
been vetted with industry experts. In addition, the documentation provides a way for organizations to
track their progress and maturity of adoption across each CPG item by specifying implemented, in
progress, scoped, or not started.

The list of critical security controls managed by the CIS is organized into three distinct
implementation groups, and the first implementation group consists of 56 controls spread across six
categories, as shown in Table 6.2 (CIS, undated).

These controls amount to what would be considered a minimum set of practices for defending
against commonly seen cyber threats rather than sophisticated nation-state ones. CIS suggests that the
first implementation group’s safeguards are most useful for SMEs that have limited I'T and
cybersecurity resources and low data sensitivity requirements.

Although CISA’s CPGs and the CIS controls are important steps forward, the uncertainty about
which cybersecurity controls work best to prevent or mitigate cyberattacks does not lead to any
explicit conclusion about which cybersecurity measures are most effective.
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Table 6.2. First Implementation Group Controls

Category Controls
Asset management e Enterprise Asset Management Policy/Process
e Enterprise and Software Asset Management
Tool

e Software Asset Management Policy/Process
e Service Provider Management Tool
e Data Management Policy/Process
Data management e Data Management Tool
e Data Disposal Tool
e Encryption Tool

Secure configurations e Secure Configuration Policy/Process
e Configuration Management Tool
o Firewall
Account and access control e Account and Credential Management
management Policy/Process

e |dentity and Access Management Tool
e Password Management Tool
e Multi-Factor Authentication Tool

Vulnerability management e Vulnerability/Patch Management Policy/Process
e Vulnerability/Patch Management Tool

Log management e Log Management Policy/Process
e Log Management Tool

SOURCE: Features information from CIS, undated.

Finally, these controls address standard I'T computing systems. However, a comprehensive set of
security controls should also include protections and best practices for OT systems in critical
infrastructure sectors (e.g., utility, energy). For example, Purdue Enterprise Reference Architecture
and IEC 62443 are well-recognized frameworks that together provide comprehensive OT
cybersecurity guidance for critical infrastructure companies regarding the protection and segmentation
of networked ICSs (International Electrotechnical Commission, 2021; Mathezer, 2021).

The Effect of Attaching Cybersecurity Controls to a Federal
Insurance Program

In earlier chapters, we discussed the difference between cyber event types that result in attritional
and catastrophic losses. When managing cyber risk, firms must understand the relationship between
these types of incidents and how cybersecurity controls could prevent or mitigate losses.

In Chapter 2, we described how cyber events leading to attritional loss typically target and
compromise the cybersecurity defenses of individual firms and, therefore, have very limited scope and
influence. Cyber events causing catastrophic losses can be realized by compromising critical IT or OT
infrastructure, might originate from attacks from sophisticated actors, and will have very wide-ranging
effects across firms and the economy. We also described hybrid events that are typically attritional but
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can lead to catastrophic loss, such as ransomware and attacks exploiting a common software or
hardware vulnerability across many firms.

Although we do not claim perfect separation between these categories of cyber events, we believe
that attritional events will be most affected by firm-based cybersecurity controls (such as firm-targeted
minimum standards, etc.), whereas the types of attacks leading to catastrophic loss would be least
affected by any given firm’s cybersecurity controls. Stated another way, the minimum cybersecurity
standards applied to individual firms would have the greatest ability to stop attritional cyber incidents
and the smallest ability to prevent catastrophic cyber events.

Note that assigning any cybersecurity controls to a federal insurance policy would only drive
cybersecurity posture for those firms carrying cyber insurance and would, therefore, not affect the
posture of firms without that cover.

Insurance Coverage for Ransomware Payments

For many years, there have been suggestions that ransomware payments, which are paid mainly by
insurance companies, are fueling more ransomware attacks. According to a 2019 article, “The FBI and
security researchers say paying ransoms contributes to the profitability and spread of cybercrime and
in some cases might ultimately be funding terrorist regimes,” and “by rewarding hackers, it encourages
more ransomware attacks” (Dudley, 2019). The article also quotes Fabian Wosar, the chief
technology officer of an antivirus software company, as saying, “Cyber insurance is what's keeping
ransomware alive today” (Dudley, 2019).

Ransomware remains a substantial cause of cyber events and related losses. For example, as
described in Table 5.3 of Chapter 5, the WannaCry and NotPetya ransomware attacks of 2017
together resulted in $14 billion economic losses and $3.06 billion insured losses (in 2017 dollars).
Chainanalysis, a leading blockchain and cryptocurrency company, found that annual ransomware
payments rose from $567 million in 2022 to more than $1 billion in 2023 (Chainanalysis, 2024).
Analysis by Marsh McLennan using more than 1,800 claims filed in 2023 reported that about 20
percent of claims were the result of ransomware attacks (Marsh McLennan, 2024), while Munich RE
described that “ransomware was, by far, the leading cause of cyber insurance losses” (Munich RE,
2024).

Despite claims that the insurance market is fueling ransomware crimes, no actual evidence has
been found to substantiate such claims. By drawing on workshops and interviews with industry
experts, the authors of a research study state that “[w]hile there is evidence that cyber insurance
policies exfiltrated during attacks are used as leverage in negotiations and to set higher ransom
demands, the conclusion that ransomware operators are deliberately targeting organisations with
insurance has been overstated” (MacColl et al., 2023, p. 1).

Although insurance carriers have been able to adjust their practices to properly account for
ransomware losses and firms continue to invest in technologies to defeat these attacks, there are,
nevertheless, increasing policy efforts to stop ransomware payments and reimbursement by carriers.”
For example, in 2021, North Carolina became the first U.S. state to ban public entities from paying

39 Insurance carriers, interviews with the authors, 2024.
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ransoms from cyberattacks, followed by Florida in 2022, which enacted a similar law (Davidson,
2024). New York, Texas, and Pennsylvania have also tried to pass similar bills (Schindler, 2023).

In 2023, the United States also sought signatures from 40 countries in a pledge to never pay
ransoms (Siddiqui, 2023), and in 2024, 2 White House official stated that “[s]Jome insurance company
policies—for example covering reimbursement of ransomware payments—incentivize payment of
ransoms that fuel cybercrime ecosystems. This is a troubling practice that must end” (Neuberger,
2024). In addition, the FBI also discourages ransomware payments (FBI, 2023), stating, “The FBI
does not encourage paying a ransom to criminal actors. Paying a ransom may embolden adversaries to
target additional organizations, encourage other criminal actors to engage in the distribution of
ransomware, and/or fund illicit activities” (FBI, 2023, p. 14).

However, outright bans on ransomware payments might introduce unintended consequences. For
example, others argue that “[m]aking ransomware payments illegal could discourage the reporting of
ransomware attacks and penalise victims. It may also leave businesses unable to deal with the outcome
or provide the necessary assistance to customers, who may also be impacted. In some cases, the costs
involved could result in the insolvency of the targeted company” (Global Federation of Insurance
Associations, 2023, p. 7).

For a federal insurance program, a ban on ransomware payments would appear to support political
goals, and eliminating these payments could curtail ransomware attacks. However, there is insufficient
evidence to demonstrate how a ban might affect the rates, severity, or reporting of ransomware attacks.

Data Collection to Develop More Effective Standards over Time

Efficient underwriting depends on using data to understand correlations between the
characteristics of policyholders and their claims. Insurers can use these data to understand which
security practices matter most, for example. Cyber insurance is no different than other lines of
insurance in that regard: Policymakers and insurers have long argued that better cyber incident data
collection and a centralized incident repository are beneficial. Although insurers (and brokers) analyze
their data (or pools of contributors’ data), no centralized repository exists, as of the time of this
writing. Requiring insurers that enroll in a federal reinsurance program to participate in data collection
efforts is, thus, worthy of consideration. Therefore, we provide a brief introduction to the policy
discussion on cyber incident data collection.

In 2014, CISA created the Cybersecurity Insurance and Data Analysis Working Group
(CIDAWG). At its inception, CIDAWG focused on creating a centralized, trusted cyber incident
data repository. As envisioned, that data repository would allow for anonymous contribution, storage,
aggregation, and analysis of cyber incident data to support the assessment of security controls,
benchmarking, return-on-investment analyses, and threat forecasting (CIDAWG, 2015a). Other
white papers by the working group describe the possible data scheme for the repository (i.e., the
categories of data for each incident that might be useful), perceived obstacles to the repository, and
how they might be overcome (CIDAWG, 2015b; CIDAWG, 2015¢).

Although a centralized repository for I'T and OT cyber incidents has not yet been created, the
idea retains appeal. For example, the U.S. Cyber Solarium Commission argues for creating a Bureau
of Cyber Statistics in the U.S. Department of Commerce (King and Gallagher, 2020). Among other
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recommendations, the commission calls for both data collection and aggregation and for cyber
incident reporting to be overseen by a Bureau of Cyber Statistics:

Data Collection and Aggregation: The Bureau should be empowered and sufficiently
funded to establish programs and make purchases required to collect the data
necessary to inform its analysis. These tasks include collecting and aggregating open-
source data, purchasing private or proprietary data repositories, and conducting
surveys. Departments and agencies should assist the Bureau in its work, making
available data sets as needed, and to the greatest extent practicable, in furtherance of
its work.

Cyber Incident Reporting: In the authorizing legislation, Congress should mandate that
relevant departments and agencies, as well as companies that regularly collect cyber
incident data as a part of their business, are required to provide aggregated,
anonymized, minimized data on cyber incidents to inform statistical analysis on a
yearly basis. The law would authorize the Bureau of Cyber Statistics to define key
data points, a standardized format, timelines, and mechanisms for complying with
these requirements, unless departments and agencies are precluded by a legal
constraint or by considerations of operational sensitivity. The law should also insulate
these private companies from liability associated with disclosing minimized,
anonymized, and aggregated data to the Bureau. (King and Gallagher, 2020, p. 79)

To date, no such bureau has been created. The Cyber Incident Reporting for Critical Infrastructure
Act of 2022 provides the authority to CISA to develop and implement regulations requiring covered
entities to report covered cyber incidents and ransomware payments (CISA, 2024), but no final rule
based on this authority has been issued.*

As indicated in Chapter 5, Cunningham and Talesh (2021) also argue for centralized reporting of
cyber incidents in their proposal for a federal cyber reinsurance program. In discussing the insurance
industry’s limited understanding of the effectiveness of cybersecurity controls, they state,

Our research suggests that this failure to date is due to several factors. First, big data
analysis and use in the cyber insurance ecosystem remains an unreliable tool to aid in
improving the global cyber insurance ecosystem as access remains limited and
available data is often not accurate or reliable. Second, the data that is available
appears to be used more to increase sales of insurance products than to enhance
overall cyber hygiene. Third, other technology tools such as security scanning and
scoring by cybersecurity professionals also may not be reliable and accurate. Finally,
although insurers have an array of pre- and post-breach services available to their
insureds, to date most insurers have not used the potential carrots (e.g., lower
premiums) or sticks (e.g., denial of coverage or higher premiums) to incentivize better

cyber hygiene. (Cunningham and Talesh, 2021, p. 18)

As a result, they propose that access to the federal reinsurance program include mandatory incident
reporting. Specifically, the program should “[r]equire all insureds to make timely reporting of cyber
incidents, coupled with mandatory, but protected, information sharing and requirements for the

* For the proposed reporting requirements, see CISA, DHS, 2024.
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government to make the gathered information public to the greatest extent consistent with disclosure
limitations and national security concerns” (Cunningham and Talesh, 2021, p. 38).

CISA reinvigorated CIDAWG “to create a venue for collaboration and forward progress with
industry on topics where we have shared interests—specifically, understanding what security controls
are working most effectively to defend against cyber incidents” (Natarajan, 2023). Although the
working group no longer appears focused on creating a central data repository, aggregating and
analyzing incident data remains a central interest. A blog post from CISA’s Deputy Director Nitin
Natarajan (2023) explains that

the working group will partner with Stanford’s Empirical Security Research Group, a
research lab in Stanford’s Computer Science Department, with the intent to correlate
data with cybersecurity controls to understand their effectiveness. CISA will ask
working group members to collaborate with Stanford to improve analysis of the
aggregated, anonymized loss data and link it with controls effectiveness.

Public outputs from these efforts were not available at the time of this writing, so what activity is
occurring, if any, is unclear.

Considering the underlying theory, arguments, and efforts to date, we concur with these sources
and others: The best approach to understanding which security controls are most effective relies on
objective, data-driven analysis, correlating insurance application data containing high-quality
information about the policyholder’s cybersecurity practices with claims and incident data (i.e.,
information regarding the consequences and outcomes of those practices). Only through the broad
collection, aggregation, and analysis of these data can objective and trusted inferences about best
practices be achieved. Although CIDAWG and its members are making progress in this arena, the
United States has neither achieved the creation and analysis of such data nor disseminated its results.

In developing a federal insurance response to mitigate catastrophic cyber risk, policymakers might
consider incorporating provisions for a data repository and incident reporting requirements (to
include all IT and OT incidents) to further these goals. Access to the program might prove to be a
sufficient incentive to share data, and the benefits of analyzing these data stand to bolster the
program’s overarching goal of reducing cyber catastrophe risk over time.

Implications for the Design of a Federal Cyber Insurance Program

In Chapter 5, we discussed examples of alternative government insurance responses to
catastrophic cyber risk, presenting CRIP and outlining differentiating features for two other
proposals. In this chapter, we explored cybersecurity topics that we believe are relevant when
constructing and implementing a federal insurance response, and in this section, we discuss the
implications of our findings for the design of a federal cyber insurance program.

First, realizing the separation between types of attritional and catastrophic cyber events leads to
important policy implications for designing a federal insurance response. If a policy goal were to
reduce losses from attritional cyber events, then enforcing (or incentivizing) minimum cybersecurity
controls through some kind of federal initiative—not necessarily an insurance solution—would likely
be effective, and either CISA’s CPGs or CIS’s Security Controls would be viable options for crafting
this minimum set of controls. A federal reinsurance solution could require participating insurers to
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require policyholders to comply with minimum cybersecurity standards as a condition of obtaining
coverage. However, there are reasons to believe such a requirement is unnecessary. Namely, cyber
insurers are already increasingly managing cybersecurity risk for threats that typically lead to
attritional losses (e.g., through underwriting practices, threat detection and notification, and panels).
In addition, insurers have strong incentives for reducing attritional cyber risk. Thus, we find an
insufficient basis for concluding that minimum security standards related to attritional risks are
necessary for a federal response. Regarding the types of events that can lead to catastrophic risks, we
found that minimum cybersecurity standards applied to individual firms would have the least ability to
stop such cyber incidents and, thus, argue that there is no strong case for requiring that standards
related to these types of events be part of the program.

Second, whether to pay ransoms in ransomware attacks remains an uncertain decision.
Considering whether a federal insurance response should ban ransomware payments to arrest the
scourge of these crimes is reasonable. However, this approach might impose unintended costs on firms
when seeking to recover from the attacks. We believe that further research is needed to properly
understand and estimate the consequences of prohibiting coverage for ransomware payments in a
federal insurance response, and, at this point, we do not believe that there is a strong case for including
such a prohibition in a program design.

Finally, we believe tremendous insights would be generated from a continual analysis of an
appropriately broad collection of data that correlates cyber incidents and losses with cybersecurity
controls. Although the industry undertakes some of this analysis independently, the analyses exist in
siloed pockets behind closed doors. A centralized repository and mechanism for data sharing would
allow for something fundamentally different: an aggregate knowledge base that has more-reliable,
harmonized data and can drive both private underwriting decisions and public security-standard
development. Several efforts toward this goal have been made, and we conclude that a federal
insurance response to cyber catastrophe risk would provide an appropriate vehicle for cementing the
vision.
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Chapter 7

Conclusion

In this report, we examined insurability criteria and applied these criteria to cyber risk. We
recognized three types of cyber events: those leading to attritional loss, those leading to catastrophic
loss, and hybrid events that are typically attritional but can lead to catastrophic loss. We then
characterized the current cyber insurance market and identified limitations on the type of offered
coverage, pricing, and available capacity for insurers and reinsurers. We found that the risks and losses
from attritional cyber events are adequately managed by the private market.

We argued, however, that the challenges cyber risks create for the private insurance market have
limited the ability of businesses to transfer their cyber risk for the types of events that can lead to
catastrophic losses. Coverage is not available for war and infrastructure events. The characteristics of
the risk lead to capital charges that can increase the premium considerably above estimates of expected
annual loss. Limitations on available capacity can limit the amount of coverage that businesses can buy,
particularly during hard markets. The results are the low take-up rates and the reported difficulties
businesses have had in finding the coverage they desire.

We concluded that these limitations present sufficient justification for exploring the options for
federal support of the cyber insurance market. We, therefore, reviewed literature related to both ex
ante and ex post government management of catastrophic risk and discussed the potential goals of
such programs. These programs typically focus on resolving or reducing market failures (e.g.,
responding to the absence of an insurance market) or addressing market imperfections (usually in the
form of either supply- or demand-side biases). Overall, we showed that ex ante insurance solutions are
typically more efficient in mitigating moral hazard and providing swift payments after a catastrophic
event.

By drawing on this analysis, we discussed alternative approaches for managing catastrophic cyber
risk and presented CRIP, an ex ante federal insurance response. Having a two-tower model, CRIP
addresses the market failure caused by cyber policy exclusions and the losses from attritional cyber
events that might exceed the current capacity of the private market. We believe that CRIP’s voluntary
program will reduce the catastrophe load currently borne by insurers and reinsurers, incentivizing
them to release more capital, thereby reducing premiums and ultimately increasing uptake to reduce
the cyber insurance protection gap.

To provide a proof of concept, we illustrated potential payments under specified parameters and
showed that, for the costliest past cyber events, CRIP would not be triggered, and reimbursements of
insurer claims payments would not be made. However, we found that, under extreme but realistic
catastrophe scenarios, payments would be made to insurers whose individual loss ratios exceed the
specified threshold. We believe that this is an appropriate outcome and balances the needs of private-
and public-sector stakeholders. We closed that segment of this report by comparing the CRIP concept
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to other proposed insurance responses to mitigate cyber catastrophe risk and highlighted the features
of them that policymakers might find useful.

Finally, we discussed cybersecurity considerations relevant for a federal cyber insurance program
and how they might (or might not) address attritional versus catastrophic cyber risks. We find that
the evolution in carriers’ ability to drive better cybersecurity hygiene of policyholders is likely to affect
losses from attritional but not catastrophic cyber events. Given existing insurer incentives to address
attritional events and the unproven efficacy of firm-level controls for catastrophic events, we conclude
that there is no strong case for conditioning program eligibility on whether insurers require
policyholders to comply with minimum security standards. Similarly, even though the notion of
excluding ransomware payments from a federal insurance program has strong political support, we
conclude that it lacks sufficient empirical evidence to suggest that it would eliminate ransomware
attacks in any meaningful way. However, we support the creation of a better flow of information
related to cybersecurity incidents and practices to draw more defensible insights regarding
cybersecurity effectiveness. Thus, we think that requiring insurers to leverage a federal insurance
program to report data on cyber incidents and claims to data repositories is reasonable.

If a federal cyber insurance program were to be implemented, evaluating its performance and
making adjustments over time would be important. We, therefore, conclude our report by providing
suggestions for measures that can be used to track the progress and performance of a federal insurance
program:

e Availability of coverage for war and infrastructure events. A clear justification for a
potential federal insurance response comes from policy exclusions related to acts of war and IT
infrastructure. Therefore, an important factor to track relates to private-sector coverage for
these exclusions. Indeed, the private sector beginning to cover these exclusions would be a
significant indicator of market evolution.

e Insurance prices and catastrophic risk load. We would expect cyber insurance premiums to
decline following a federal insurance program, such as CRIP, by removing the tail of cyber
risk, controlling for policy coverage and other policy parameters. The reduction in tail risk and
an associated improvement in the ability to estimate expected annual loss should also reduce
the catastrophic risk load and the ratio of premium to expected annual loss.

® Auvailable capacity and limits, The program should also allow insurers to release capital that
they would otherwise need to hold in anticipation of a catastrophic (or aggregated) event. This
extra capital can then be deployed back into the market to support additional policies and
greater available limits. The ability for policyholders to purchase a sufficient amount of cover at
a price closer to expected annual loss provides an indication of a healthy insurance market that
has less inefficiency.

o Cybersecurity defenses and losses. As we discussed, insurance carriers and brokers are
improving their ability to track and measure cyber risk. Together with a broader data
collection and analysis effort as implemented by a federal insurance program, a potentially
useful progress measure would be the amount of collected and analyzed data and the insights
generated from that analysis. Although it might be difficult to control for effects of changing
cyber threat actors and attacks, that analysis should lead to improved defenses and reduced
losses stemming from accidental and malicious cyber incidents.

65



o Size of the protection gap. A primary interest of any government insurance intervention is to
reduce the amount of uninsured losses that could be suffered by U.S. companies or individuals
(ie., to reduce the protection gap). For cyber insurance, the protection gap is composed of two
main components: uninsured losses from firms that do not carry cyber coverage and uninsured
losses because of the war and infrastructure policy exclusions. Progress in closing the
protection gap is an important indicator of program influence.*'

e Stock market valuation. Stock market valuation of firms that participate in the cyber
insurance ecosystem presents another potentially useful performance metric. Therefore,
conceivably, trading markets might see the passage of federal response (such CRIP) positively
for carriers and reinsurers of cyber insurance, thereby increasing the stock valuations of these
firms.*

A well-functioning cyber insurance market is important for the economy’s overall health, the
efficacy of efforts to reduce cyber risk, and the ability to rebound after major incidents. We hope that
this report has provided to policymakers and stakeholders the research and analysis needed to
determine whether to address the limitations in the cyber insurance market and the type of policy
response that would be appropriate.

M The anticipated increase of adoption is unknown. However, for reference, take-up rates following TRIA saw take-up increase
from 27 percent in 2003 to 78 percent in 2022, as measured by the percentage of policies containing terrorism coverage (U.S.
Department of the Treasury, 2024).

*2 Previous research by Brown et al. (2004) examined the stock market prices of industries likely most affected by TRIA.
Although we expect that stock valuation of cyber (re)insurance and related firms should increase ceteris paribus (i.e., assuming
other conditions remain the same), Cummins (2006) identifies competing explanations for any observed changes. He explains
that the Samaritan’s dilemma (Buchanan, 1977) might cause a devaluation of affected firms if the anticipated federal compensation
from an insurance program is deemed less than any assistance it would otherwise receive from a disaster relief effort in the
absence of a federal program. The market might also view the federal program as introducing inefficiencies by creating an
environment that would attenuate or dampen efforts by carriers at reducing and managing risk, absent a federal program.
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Abbreviations

9/11 September 11, 2001, terrorist attacks

AIG American International Group

CCRA Catastrophic Cyberattack Resilience Act
CIDAWG Cybersecurity Insurance and Data Analysis Working Group
CIS Center for Internet Security

CISA Cybersecurity and Infrastructure Security Agency
CMC UK Cyber Monitoring Center

COVID-19 coronavirus disease 2019

CPC claim-paying capacity

CPG cyber performance goal

CRIP Cyber Risk Insurance Program

DCCE defense and cost containment expense

DHS U.S. Department of Homeland Security

FBI Federal Bureau of Investigation

FEMA Federal Emergency Management Agency

FIO Financial Insurance Office

ICS industrial control system

ILS insurance-linked security

IMARA insurance marketplace aggregate retention amount
IT information technology

NAIC National Association of Insurance Commissioners
NFIP National Flood Insurance Program

NIST National Institute of Standards and Technology
oT operational technology

P&C property and casualty

SCADA supervisory control and data acquisition

SFHA Special Flood Hazard Area

SME small- and medium-sized enterprise

TRIA Terrorism Risk Insurance Act

TRIP Terrorism Risk Insurance Program

UK United Kingdom
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