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Preface

Ahead of the 2025 North Atlantic Treaty
Organization (NATO) summit in The Hague,
Microsoft commissioned a range of think tanks
and research organisations to conduct projects
examining digital capability across defence.
These projects are intended to help better
articulate how NATO and its members can
progress the development of digital capabilities
and encourage informed dialogue both before
and after the summit. As part of this project
RAND Europe has produced papers (now
publicly available on the RAND Europe website)
covering three aspects of digital capability
development:

1. Conceptualising Digital Capability (Paper 1)

2. Effective Digital Capability Management
(Paper 2)

3. Interoperability in the Digital Environment
(Paper 3)

This case study is one of four written as part
of the research for Paper 1; the other three

cover Finland, Poland and Sweden. Research
was based on a literature review, stakeholder
interviews and workshops. These short case
studies provide examples of how different

NATO allies have approached digital capability
development and are intended to be read as a
supplement alongside the three research papers.

RAND Europe had full editorial control and
independence of the analyses performed and
presented in this report, which has been peer
reviewed in accordance with RAND Europe’s
quality assurance standards. Our work is
intended to inform the public good and should
not be taken as a commercial endorsement of
any product or service.

For more information about the research,
including the specific sources used to gather
evidence and the wider analysis conducted

by RAND Europe, please see the project
website or any of the three main reports (links
provided above).







Introduction

The objective of this series of RAND Europe
papers is to explore the evolving role of digital
capabilities in NATO. The first paper seeks to
develop a clearer conceptual understanding
of digital capability, its relationship to digital
transformation, and how digital capabilities
support the core tasks of the alliance.

As part of the project the team reviewed
selected allies’ approaches to civilian and
military digital capability development. Case
studies were used in the broader project to
illustrate how individual governments and
militaries understand digital capabilities in
their national context, what outcomes they
have set out to achieve in terms of digital
capability development, where their priorities
lie, and how they have linked digital capabilities
to wider strategic objectives. Four country
case studies were prepared covering Estonia,
Finland, Poland and Sweden, reflecting a mix
of frontline nations and new and established
NATO Allies.

Estonia was selected due to its position as an
outsized digital power, reflected in its highly
digitalised government services and society,
as well as strong cybersecurity expertise and
a track record of developing niche military
technologies to compensate for its limited
size. Estonia now offers most public services
to its population online and is considered a
leading player globally in the digital space. In
the defence sector the country aims to take a
similarly strategic approach, learning lessons
from Ukraine and investing in high-tech niches

Ministry of Defence (2025).
Jermalavicius (2023).

Estonian Ministry of Defence (2025a).
Ministry of Defence (2025).
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such as artificial intelligence (Al) and uncrewed
systems (UxS) to try to offset the limitations of
its small armed forces and defence industrial
base.! It has also sought novel ways to protect
these essential services and capabilities,

not only investing in technical cybersecurity
solutions but also creating a cyber unit within
the volunteer-based Estonian Defence League
(EDL) to build and leverage digital skills across
both the public and private sectors. Estonia’s
expertise in this sector is demonstrated by its
hosting of NATO's Cooperative Cyber Defence
Centre of Excellence (CCDCOE) in Tallinn.

Still, challenges and shortcomings persist.
Although the country is a major player in

the field of digitalisation, the successes

in digitalising public services do not yet
necessarily translate to the same level of
progress in the military. Some analysts have
argued that the Estonian military remains
inherently sceptical of emerging technologies,
which is manifested in a relatively weak
internal structure for innovation. Estonia’s

size and limited resources mean that the
Estonian military has a narrow margin of error
in initiating major change. This underpins an
apparent caution in technology adoption.?

The Defence Artificial Intelligence Strategy

for Estonia, the country’s first such strategy,
published only in March 2025, aims to
address this,® citing the relatively low level of
Al-expertise across institutions governed by the
Ministry of Defence as an enduring challenge.*
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(ﬂé) Estonia as a digital player

Despite its small size and population,

Estonia is often cited as one of the biggest
players in the field of digital capabilities

and cybersecurity and a prime example of
successful digitalisation efforts.5 According to
Toomas llves, President of Estonia between
2006 and 2016, digitalisation was the key to the
country’s economic and social development
after it regained its independence from the
Soviet Union in 1991.6 The country was able to
take advantage of this opportunity to reform
and modernise both the public and private
sectors, building successful e-government
infrastructure on a platform for decentralised
databases and data exchange known as
X-Road, and establishing a compulsory national
digital identification system. Today, 100% of
public services are available to citizens online.

However, work remains to further provide
digital benefits across society. The ease of use
and sustainability in terms of maintenance of
such services is not always up to par, while
cross-border services are also underdeveloped.
Fast internet is not available to all citizens,’
with an urban—-rural divide.8 Moreover, even
though digital services are widely used in

the public sector, this is not the case in the

economy more broadly and in some metrics
Estonia ranks below the EU average regarding
digital development in the private sector.® Small
and medium-sized enterprises, in particular, are
lagging in digitalisation, especially regarding Al
and data analytics.™ Finally, despite the high
rankings for digital skills and the substantial
number of IT specialists, the number of suitably
skilled individuals remains inadequate to meet
demand.” This helps to explain why, despite its
progress, the country does not rank as high in
overall digital transformation indices and why,
equally, these indices might not be the most
reliable or nuanced indicator of digitalisation.’

To meet these shortfalls and further advance
Estonia's economy, state and society through
digital technology, in 2021 the country adopted
the Estonian Digital Agenda 2030. This
development plan is centred around three
main areas: the digital state, connectivity and
cybersecurity. The document also underpins
Estonia's 2023 European Digital Decade
Strategic Roadmap, which aims to achieve
the EU digital targets set for 2030. The main
goals of the roadmap are improved digital
skills, digital infrastructure, digitalisation of the
public sector and digitalisation of business.’

5 Complex Discovery (2025).

6 lives (2024).

7 Ministry of Economic Affairs and Communication (2021).

8 European Commission (2024).

9 Ministry of Economic Affairs and Communication (2021).

10 European Commission (2024).

11 Ministry of Economic Affairs and Communication (2021).

12 See Kattel & Mergel (2019) and Jermalavicius (2023) for more detail on overall digital transformation indices.

13 Estonian Ministry of Justice and Digital Affairs (n.d.).

14 The European Digital Decade Strategic Roadmap is an EU policy programme which sets up an annual cooperation

cycle to achieve common objectives and targets through to 2030, resting on the four pillars of skills, infrastructures,
business and government. The cooperation mechanism involves member states and the commission, which
developed EU-level projected trajectories for the attainment of the digital targets set under the policy programme. For

more detail, see European Commission (n.d.).

15 Estonian Ministry of Economic Affairs and Communications (n.d.).



Currently, Estonia’s strength lies in its
digitalisation of public services, the number of
information and communications technology
(ICT) specialists in its workforce, and the level
of digital skills among its population. While
further work is needed to continue expanding
connectivity and services for its people, the
country has adopted long-term strategies to
achieve these goals.
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Estonia’'s experience with cyber attacks has
pushed it to develop significant cybersecurity
expertise and capability. Major, seemingly
Russian-sponsored attacks in 2007 were a key
driver for the country to significantly strengthen
its national cybersecurity and cyber defence. In
recognition of Estonia’s role as a major player
in this domain, NATO established the CCDCOE
in Tallinn in 2008. CCDCOE now has the most
member states of all of NATO's 30 centres of
excellence.’® CCDCOE is, among other things,
responsible for the publication of the Tallinn
Manual, a resource for legal advisers and policy
experts dealing with cyber issues, and also
hosts the annual Locked Shields exercise to
bring together cyber experts from across the
alliance." Estonia regularly does well in these
exercises, finishing in the top three teams every
year between 2022 and 2024."®

\

Digital capabilities
and defence

Unsurprisingly, given this experience and
pedigree, cyber capabilities are a key priority
for Estonian defence, and the country must
regularly respond to a large number of cyber

attacks to maintain the availability of digital
services for its population.” The scale of

the threat continues to intensify. In 2024

the Estonian Information System Authority
recorded 6,515 impactful cyber incidents,
nearly twice as many as in 2023.2° As a result,
Estonia has made cyber capabilities a key
priority for defence. It has also invested in
provisions for dealing with possible mass cyber
or kinetic attacks in times of war, including

a data embassy initiative to back up vital
government data in the cloud using Keyless
Signature Infrastructure (KSI) blockchain
technology. A world first, the data embassy
initiative means that the Estonian state can
fall back on a highly secure data centre in
Luxembourg not just for data backups but to
operate critical services, ensuring continuity
of government even if, for example, Estonian
cities were to be occupied by a hostile force
during a conflict.??

In addition to technical solutions for
cybersecurity, Estonia has focused on
developing necessary skills among its
population as well as seeking novel ways

for defence to access this pool of qualified
professionals. This is exemplified by the
Estonian Cyber Defence League, the cyber
defence unit of the EDL. The EDL is a voluntary
national defence organisation operating within
the jurisdiction of the Ministry of Defence, with
the cyber unit being established in reaction

to the 2007 cyber attacks.?? The cyber unit

is a national collaboration of cybersecurity
professionals and, as such, represents an

16 French Institute for Higher National Defence Studies (n.d.).
17 CCDCOE (n.d.a; n.d.b).

18 CCDCOE (n.d.c;;n.d.d;n.d.e;n.df).

19 Kriisa (2025).

20 E-Estonia (2024); The Baltic Times (2025).

21 e-Estonia (n.d.).

22 Estonian Defence League (n.d.).



innovative model for the involvement of
volunteers in national cyber defence,? allowing
Estonia to bring together skills from across
the private and the public sectors.?* Public
enthusiasm for participating in the EDL stems
from the perceived threat posed by Russia, with
the organisation seeing a surge of volunteers
after the illegal Russian invasions of Ukraine
in 2014 and 2022.2° However, the cyber unit

in particular has also tried to emphasise

the opportunities it provides for volunteers

to improve their practical skills, thereby
supporting careers in the private sector.? To
further bolster cyber skills in the country, as
well as to support the development of new
cyber solutions, Estonia has also created the
Open Cyber Range — a platform for cyber
exercises, the building of digital twins and the
development and testing of new products
and technologies — that, unlike other cyber
ranges at the national level, will be opened to
companies from the private sector.?’

In addition, Estonia is looking to leverage its
technical expertise and develop new military
capabilities based on digital technologies,
being conscious of the need to specialise in
order to be competitive given the limited size
of its domestic defence industrial base and
market. To this end, Estonia unveiled a €100m
defence industry fund in January 2025 to
foster innovation in, among other things, digital
capabilities for defence.?® The government

23 Kaska et al. (2013).

24 Digital Front Lines (2023).

25 Estonian World (2022).

26 CybExer (n.d.).

27 Estonian Ministry of Defence (2024).
28 Invest Estonia (2025).

29 Defence Estonia (2025).

30 Estonian Ministry of Defence (2025).

31 Estonian Ministry of Defence (2025b).

is also backing the Defence Estonia Cluster
comprising numerous companies operating
in the digital and cyber sectors. In addition
to more traditional defence capabilities, the
local defence industry has long focused on
technologies such as Al and UxS, building on
the country’s wider expertise in ICT. In March
2025, Estonia’s Ministry of Defence published
its first Defence Artificial Intelligence Strategy
for Estonia. To fulfil the objectives of the
strategy, the National Defence Development
Plan for the period 2026-2035 envisions
dedicating 30—50% of the annual research
and development budget to developing Al
with defence applications.® A key element

of the strategy is the building of a digital
infrastructure for the Estonian defence forces
in order to enable more expansive use of Al
solutions and to drive interoperability among
Estonian defence institutions and with NATO
allies. While exact details about the digital
infrastructure remain unclear, the Al strategy
does mention that the Ministry of Defence will
have a new organisational structure to support
these aims. The strategy also includes a strong
emphasis on growing local defence industry
and promoting innovation.?’

Estonia has also made considerable
investments in the development of UxS,
including uncrewed air (UAVs) and ground
(UGVs) vehicles. For example, Estonia is
playing a leading role in the development of a



next generation UGV?® as part of Permanent
Structured Cooperation (PESCO), an initiative
to deepen defence cooperation between EU
member states.®® The Estonian company
Milrem Robotics is a major player in the

fleld, having developed the THeMIS multirole
UGV. THeMIS is currently in trials or use by
18 countries, with production scheduled

to be increased through a new facility in
Tallinn.®* Interest in such technologies reflects
the country’s limited population size and
consequent challenges in generating mass
using traditional military forces, as well as
the more recent lessons of the war in Ukraine
and the growing number of Russian breaches
of airspace in the Baltic region. According to
reports, the Estonian company Meridein Group
is planning to build a UAV factory capable of
manufacturing 2,000 drones per day,* while
the country has also opened its first drone
training centre in order to further bolster its
skills around UxS.%

Estonia has also been able to take advantage
of its close relationship with Ukraine to battle
test its defence technologies. Tallinn has been
a staunch supporter of Ukraine, providing it
with government support totalling around
2.6% of Estonia’'s GDP, representing a 0.4%
share of EU aid.*” In turn, Estonia also directly
benefits from the relationship with Ukraine

as it allows its defence companies to test
their defence solutions in the field, providing

32 Hankewitz (2019).

33 PESCO (n.d.).

34 Army Recognition (2024).

35 Domingo (2025).

36 Defence Industry Europe (2025).

37 Kiel Institute for the World Economy (n.d.).

38 Defence Industry Europe (2025); Vihma (2024).
39 Zadorozhnyy (2024).

40 E-Estonia (2024b).

41 European Defence Review On-Line (2020).

them with valuable feedback and speeding

up innovation.® The Estonian company
Frankenburg Technologies, for example, is
developing Al-guided anti-drone missiles that it
claims will be capable of autonomous targeting
and which are planned to be tested against
Shahed drones in Ukraine.* Similarly, the
company DefSeclntel, a provider of integrated
autonomous situational awareness and control
systems, has opened a maintenance and
development centre in Ukraine which allows
military users to provide feedback directly

to the company’s employees, who can then
incorporate changes on the spot, significantly
speeding up the innovation process.*

Estonia's progress has also been enabled by
close cooperation with partners and allies.
Since very few countries can afford to develop
all the needed technologies on their own,

joint projects can provide more cost-effective
means for innovation. Estonia’s focus on
specialising in specific technology sectors has
already positioned it to spearhead international
projects, such as being appointed as the leader
of a European consortium responsible for
developing an integrated modular UGV.4" While
such joint projects allow Estonia to showcase
its expertise, as well as to acquire advanced
technology, they also help build trust between
participants and open opportunities for future
cooperation. Another successful example is
the delivery of the first fully modular, hybrid
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UGV ('Titan’), which the Estonian company
Milrem developed together with QinetiQ

North America.*? Besides collaboration

on development of new platforms, the
Estonian example also shows how important
cooperation and sharing of lessons learnt with
other governments can be. This is illustrated
by the creation of the Tallinn Manual, which
allowed Estonia to have a voice in the creation
of global norms for cyberspace, as well as the
aforementioned Locked Shields exercise.®

However, as noted in the introduction, several
challenges remain. Some analysts argue that
the Estonian military is still inherently sceptical
of emerging technologies, which is reflected

in its relatively weak internal innovation
structure.* Estonia’s size and constrained
resources leave little room for error when
implementing significant changes, contributing
to a cautious approach to technology
adoption.*® The first Defence Artificial
Intelligence Strategy for Estonia, released in
March 2025, seeks to tackle these issues. This
strategy recognises the need for the country
to enhance its technological competence and
human capital to maintain interoperability with
NATO Allies,* and also recognises several
challenges including the relatively low level

of Al expertise among institutions under the
Ministry of Defence.# Finally, the military's
forward thinking has been constrained by

the realities of defence development, as the
Estonian defence forces have had to prioritise
fundamental capability gaps (e.g. air defence

42 Invest in Estonia (2016).

43 CCDCOE (n.d.a;n.d.b;n.d.c;ndd;nde;ndf).
44 Jermalavicius (2023).

45 Jermalavicius (2023).

46 Estonian Ministry of Defence (2025a).

47 Ministry of Defence (2025).

48 Jermalavicius (2023).

49 E-Estonia (2019).

and ammunition production) before shifting
focus to more advanced capabilities and
emerging disruptive technologies.*®

Q

Estonia has invested heavily in digital
capabilities for its civilian population and
government, recently making 100% of
government services digital. The omnipresence
of digital services in turn helps Estonian
citizens gain digital skills and proficiency in the
use of digital technologies, increasing their skill
base, driving prosperity and making them more
resilient to new and emerging security threats.

Lessons from the
Estonian case

However, Estonia’s experience is also a
reminder that reliance on digital systems and
networks also creates new vulnerabilities. The
country’s high level of digitisation has resulted
in both an expanded number of opportunities
for attackers as well as widespread
dependence on digitally enabled capabilities
in both the civilian and military spheres. This
reliance on digital capabilities therefore makes
the country more vulnerable to disruption if
these capabilities are interrupted, whether due
to an attack or an accident.

To reduce the risks associated with cyber
disruptions, Estonia has developed innovative
solutions (such as the data embassy) to
protect its data from both cyber and physical
threats.* Such models could be of interest

to other nations thinking about how to



bolster their resilience and continuity of
government. The country has also invested
heavily in cybersecurity in order to address
further challenges stemming from its high
level of digitalisation. As a result, Estonia
has gained a reputation as a major European
actor in cyber — as well as the broader digital
— sector, despite its small economy and
population size. This reputation is not only
due to its investment in technology but also
due to its underlying skills base. Estonia’s
creation of the EDL provides an opportunity
to upskill volunteers as well as to leverage
skills for national defence that are normally
confined to the private sector. Estonia’s
experience therefore highlights the need for
states looking to digitalise their capabilities
to simultaneously invest in their workforce
skills, data management and cybersecurity
competencies, both in the public and private
sector, as critical enablers.

When it comes to digitalisation in the military
sphere, the Estonian example demonstrates
the advantages of focusing on specific or niche
areas. This is best illustrated in the field of UGVs,
where Estonia has become a global leader
despite limited resources. Estonia’s long-term
strategic view of technology development, as
illustrated by the Defence Artificial Intelligence
Strategy for Estonia, enables it to leverage its
expertise to partner with EU and NATO allies
who offer different areas of specialisation, as
well as opportunities for scale, interoperability
and exports. This strategic approach is enabled
by the country’s high level of digital skills and
technical expertise, as well as considerable
investment explicitly targeted to support

local start-ups and businesses. Ultimately,

this approach enables Estonia to provide a
compelling value proposition to allies interested
in joint programmes, while still ensuring that its
own interests are protected.
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Abbreviations and acronyms

Al
CCDCOE

CIS
COE
EDL
EU

ICT

NATO
UAV
uGv

UxS

Artificial intelligence

Cooperative Cyber Defence Centre of Excellence (NATO)
Communications and information systems
Centre(s) of excellence

Estonian Defence League

European Union

Information and communications technology
Information technology

North Atlantic Treaty Organization

Uncrewed aerial vehicle

Uncrewed ground vehicle

Uncrewed systems
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