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i

Ahead of the 2025 North Atlantic Treaty 
Organization (NATO) summit in The Hague, 
Microsoft commissioned a range of think tanks 
and research organisations to conduct projects 
examining digital capability across defence. 
These projects are intended to help better 
articulate how NATO members can progress 
the development of digital capabilities and 
encourage informed dialogue both before and 
after the summit. As part of this project RAND 
Europe has produced papers (now publicly 
available on the RAND Europe website) covering 
three aspects of digital capability development:

1.	 Conceptualising Digital Capability (Paper 1)

2.	 Effective Digital Capability Management 
(Paper 2)

3.	 Interoperability in the Digital Environment 
(Paper 3)

This case study is one of four written as part 
of the research for Paper 1; the other three 
cover Estonia, Finland and Sweden. Research 

was based on a literature review, stakeholder 
interviews and workshops. These short case 
studies provide examples of how different 
NATO allies have approached digital capability 
development and are intended to be read as a 
supplement alongside the three research papers.

RAND Europe had full editorial control and 
independence of the analyses performed and 
presented in this report, which has been peer 
reviewed in accordance with RAND Europe’s 
quality assurance standards. Our work is 
intended to inform the public good and should 
not be taken as a commercial endorsement of 
any product or service.

For more information about the research, 
including the specific sources used to gather 
evidence and the wider analysis conducted 
by RAND Europe, please see the project 
website or any of the three main reports (links 
provided above).

Preface
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Introduction 

The objective of this series of RAND Europe 
papers is to explore the evolving role of digital 
capabilities in NATO. The first paper seeks to 
develop a clearer conceptual understanding 
of digital capability, its relationship to digital 
transformation, and how digital capabilities 
support the core tasks of the alliance.

As part of the project the team reviewed 
selected allies’ approaches to civilian and 
military digital capability development. Case 
studies were used in the broader project to 
illustrate how individual governments and 
militaries understand digital capabilities in 
their national context, what outcomes they 
have set out to achieve in terms of digital 
capability development, where their priorities 
lie, and how they have linked digital capabilities 
to wider strategic objectives. Four country 
case studies were prepared covering Estonia, 
Finland, Poland and Sweden, reflecting a mix 
of frontline nations and new and established 
NATO Allies. 

Poland was selected due to its significant 
increase in defence investment – Warsaw is 
now the largest spender on defence within 
NATO as a percentage of GDP – as well as its 
position on the frontlines of NATO.1 Poland’s 
experience also sheds light on several enduring 
challenges to its approach and highlights the 
fact that digitalisation is a complex process 
which extends beyond merely acquiring new 
technologies, with other developmental factors 

1	 NATO (2025).

2	 Burilkov et al. (2025); Sylvia (2025).

3	 Burilkov et al. (2025).

4	 Burilkov et al. (2025); Sylvia (2025).

– such as updated processes, organisational
structure and training – being crucial for
successful digitalisation initiatives.

Overall, Poland has already become one of 
the leaders in the field of cybersecurity and is 
quickly improving its defence digital capabilities 
through the acquisition of a wide range of 
platforms and technologies. These efforts are 
underpinned by significant increases in defence 
spending. As such, Poland can serve as a role 
model for other allies at a time of increased 
uncertainty and amid a deteriorating security 
environment. Poland’s approach also highlights 
a number of issues, such as a focus on buying 
off-the-shelf systems at pace given the urgency 
of the country’s military modernisation and 
rearmament drive. Some argue that Poland’s 
platform-centric approach to modernisation 
and digitalisation lacks a cohesive enterprise-
level digitalisation strategy. This has led 
to a force that is increasingly digitised and 
networked, but only partially integrated.2 
Additionally, its dependence on off-the-shelf 
foreign technology imposes a considerable 
economic burden and raises concerns about 
digital sovereignty in the sense that although 
sovereignty is still a goal, it is defined more 
by operational control than by considerations 
related to domestic industry.3 Additional 
challenges also arise from the shortage of a 
skilled workforce.4
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Poland as a digital player
While Poland remains below the European 
Union (EU)’s average level of digitalisation 
according to the eGovernment Benchmark 
2024 insight report, it recorded significant 
progress in 2022–2023.5 During this period 
it embarked on a major effort to achieve the 
‘Digital Decade’ objectives and targets set out 
by the EU, underpinned by a budget of some 
€12.4bn for digital transformation, or 1.6% of 
GDP.6 Poland’s strengths include high-gigabit 
connectivity coverage and the increasing 
digitalisation of small and medium-sized 
enterprises, the pace of which is reported to be 
six times higher than the EU norm.7 However, 
adoption of advanced digital technologies, 
except for cloud services, remains low 
compared with EU averages, with just 3.7% 
of Polish companies having adopted artificial 
intelligence (AI) (the EU average is 8%) and 
only 19.3% having adopted data analytics 
(compared to an EU average of 33.2%). The 
share of the Polish population which possess 
at least basic digital skills is also below average 
(44.3% in Poland versus a 55.6% average in the 
EU).8

To accelerate progress, Poland published its 
first digitalisation strategy in October 2024, 
covering the period until 2035. According 
to the Minister of Digital Affairs, Krzysztof 
Gawkowski, the changing landscape of 

5	 Ptak (2024); Capgemini et al. (2024).

6	 European Commission (2024a).

7	 European Commission (2024a).

8	 European Commission (2024a).

9	 Polish Ministry of Digital Affairs (2024).

10	 Decent Cybersecurity (2024a).

11	 Polish Ministry of Digital Affairs (2024).

12	 Polish Presidency Council of the European Union (2025c).

13	 Polish Presidency Council of the European Union (2025c).

14	 Polish Presidency Council of the European Union (2025d).

national security, trends and challenges in 
technology, and the desire to sustain Poland’s 
rapid economic growth are some of the key 
drivers of investment in digitalisation.9 The 
main goal of the document, the first strategy 
of its kind in Poland, is to improve quality of 
life for the population. Key targets include 
universal access to high-speed internet, the 
complete digital transformation of public 
services, the development of quantum-
computing capabilities, the creation of a robust 
AI ecosystem, and enhanced cybersecurity 
infrastructure.10 To implement these ambitions 
Poland is planning on spending up to 5% of 
GDP on digitalisation by 2035.11

This increased focus on digitalisation, 
alongside cybersecurity, was also reflected 
in Poland’s six-month programme for its 
EU Council presidency, which ran from 1 
January to 30 June 2025. Strategic focus 
areas included cyber, new technologies 
and digital diplomacy.12 This stressed a 
comprehensive and horizontal approach to 
cybersecurity, as discussed below. In terms 
of emerging technologies, emphasis was 
placed on supporting digital transformation 
and enhancing European AI research.13 The 
presidency contributed to the European 
Commission’s AI Continent Action Plan, 
which included the creation of 13 European 
AI ‘factories’,14 one of which will be located in 
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Poland.15 Lastly, concerning digital diplomacy, 
the presidency sought to bolster the EU’s 
influence in external digital regulations.16

Digital capabilities  
and defence

The increased focus on digital capabilities 
and digital security comes in the context of 
a deteriorating security environment and an 
increase in sub-threshold threats. Poland has 
reportedly become the most cyber-attacked 
country in the world measured by some open-
source metrics, with an average of 1,000 cyber 
attacks on organisations per week.17 The 
number of attacks rose significantly following 
Russia’s full-scale invasion of Ukraine in 2022. 
In June 2024, for example, the Polish news 
agency Polska Agencja Prasowa was targeted 
by a suspected Russian cyber attack, resulting 
in the publication of a false article about military 
mobilisation on the agency’s website as part of 
an apparent disinformation campaign.18 

Even though Poland had already had a 
dedicated cybersecurity strategy in place since 
2019, the Minister for Digital Affairs announced 
an additional €704m in funding to strengthen 
the country’s cybersecurity in response to 
these attacks.19

Cybersecurity has thus emerged as a key 
priority in Poland, as reflected in the strategic 
goals set during its recent EU presidency.20 

15	 European Commission (2025).

16	 Polish Presidency Council of the European Union (2025c).

17	 International Trade Administration (2024a).

18	 Reuters (2024).

19	 Reuters (2024); Jatkiewicz (2023).

20	 Polish Presidency Council of the European Union (2025c).

21	 Polish Presidency Council of the European Union (2025a).

22	 Polish Ministry of Digital Affairs (2025).

23	 Polish Presidency Council of the European Union (2025b, 2025c).

24	 Kozlowski (2023).

Focusing on cyber resilience, Warsaw 
hosted a meeting of relevant EU ministers in 
March 2025. This was entirely dedicated to 
cybersecurity and resulted in the adoption 
of the ‘Warsaw Call’ communiqué,21 which 
stressed the need to strengthen resilience, 
cybersecurity and cyber defence in the light 
of geopolitical changes and ongoing Russian 
aggression against Ukraine.22 Another 
important focus of the presidency was 
updating the EU’s cyber crisis coordination 
framework (the EU Cyber Blueprint), which 
was adopted by the European Council on 6 
June 2025.23

Poland’s growing focus on cybersecurity is also 
reflected in the establishment of a dedicated 
cyber defence unit. To consolidate its own 
military cybersecurity, Poland created the 
dedicated Cyberspace Defence Forces in 2022, 
with the unit expected to be fully operational 
by 2026. The Cyberspace Defence Forces are 
responsible for operations including defence, 
reconnaissance and offence in cyberspace, 
as well as for countering psychological and 
information operations.24

Beyond cybersecurity, the Polish Ministry 
of Defence published an AI strategy for the 
period 2024–2039, one of the first Polish 
government documents to address the 
implementation of such technology. The 
strategy aims to put in place conditions for 
the responsible development, implementation 
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and use of military AI and to help achieve 
technological advantage over potential 
adversaries.25 The key implementation areas 
include autonomous systems, intelligence, 
surveillance and reconnaissance, logistics 
and support, and cybersecurity.26 The AI 
strategy highlights several issues which need 
to be tackled in order to achieve these goals 
including breaking down data silos, aligning 
legislation and procedures with ethical 
standards, making targeted investments 
in technology, and fostering international 
collaboration.27 A significant challenge lies 
in obtaining the required skills and expertise, 
both in Poland generally and the armed forces 
specifically. The strategy recognises that the 
global labour market is marked by a strong 
demand for AI professionals, potentially 
resulting in a significant skills gap for the Polish 
military. Introducing measures to ensure the 
recruitment and retention of talent is therefore 
seen as essential, as well as modifying 
education and training programmes focused 
on the application of AI systems in military 
operations.28 Several concrete steps have 
already been taken including the establishment 
of a specialised Military IT High School in 
Warsaw and the introduction of specific 
financial incentives for IT professionals within 
the military.29

An integral part of the AI strategy is the 
establishment of the Artificial Intelligence 
Implementation Centre within Poland’s 
Cyberspace Defence Forces, which will 
seek to advance and integrate AI across all 
operational domains of the Polish armed 

25	 Polish Ministry of National Defence (2024).

26	 Army Technology (2025).

27	 Polish Ministry of National Defence (2024).

28	 Polish Ministry of National Defence (2024).

29	 Kozlowski (2023).

30	 Army Technology (2025).

31	 Polish Ministry of National Defence (2024).

32	 Polish Ministry of National Defence (2024).

33	 Terlikowski (2017).

forces.30 Key areas of focus for this centre 
include facilitating access to essential data and 
expertise, fostering collaboration with industry 
and scientific communities, and assessing the 
appropriateness of commercial solutions for 
military applications.31

Cooperation with industry is a reoccurring topic 
in the AI strategy. This includes encouraging 
investment in research and the development 
of dual-use technologies, simplifying rules 
for gaining access to data and streamlining 
acquisition. Steps will also be taken to 
maximise the use and commercialisation 
of intellectual property related to AI and to 
increase collaboration by Polish defence 
agencies with small and medium-sized 
enterprises (SMEs).32 

This latter point is of particular relevance as, 
unlike in most EU member states, the vast 
majority of the Polish defence technological 
industrial base (DTIB) is state-owned, with 
the Polish Armaments Group (Polska Grupa 
Zbrojeniowa, PGZ) being formed in 2014 to 
consolidate all state-owned defence enterprises 
into a conglomerate comprising approximately 
fifty companies. Military electronics providers, 
the part of the DTIB most relevant to digital 
capabilities, are split between PGZ and a few 
SMEs which tend to focus on software and 
high-tech electronic components. Some occupy 
a significant share of niche markets, such as 
WB Group, the largest private defence company 
in Poland, which focuses on C4ISR/battlefield 
awareness systems as well as uncrewed 
platforms for reconnaissance/surveillance.33 
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In addition to military AI, Poland is making 
progress in acquiring other technologies 
to help it leverage the benefits of defence 
digitalisation. In December 2024, for example, 
it was reported that the country’s prototype 
quantum computer for military and special IT 
applications was at an advanced stage, with 
the spokesperson of the Polish Cyberspace 
Defence Forces stating that the project was 
expected to be completed by the end of 2025.34 
That same month, Poland’s Ministry of National 
Defence declared initial operational capability 
for the first integrated battle command 
system (IBCS)-enabled battery of its Wisła 
medium-range air defence programme. IBCS 
is a command and control (C2) system with a 
network-enabled, modular, open and scalable 
architecture, and is a foundational element 
for enabling multi-domain operations.35 With 
the initiation of the Wisła programme, Poland 
became the first export user of IBCS, which 
was originally designed for the US Army. In the 
first phase of Wisła, the Polish armed forces 
acquired IBCS in a standard configuration 
used by the US Army. However, for the second 
phase of Wisła, the manufacturer of IBCS 
proposed a localised version of the system, 
incorporating Polish components.36 Poland is 
also acquiring major platforms which leverage 
digital technology in order to improve its overall 
capabilities such as the F-35A combat aircraft 
and the US Patriot and British CAMM-ER air 
defence systems.37 

34	 Choucair (2025).

35	 Northrop Grumman (2024).

36	 Defence24 (2021).

37	 Burilkov et al. (2025). The CAMM-ER represents the largest commercial agreement ever made between the UK and 
Poland, valued at over $4.9bn – see Breaking Defense (2023).

38	 Burilkov et al. (2025).

39	 Terlikowski (2022).

40	 European Defence Agency (2024).

41	 Burilkov et al. (2025).

42	 Burilkov et al. (2025); Sylvia (2025).

Poland relies heavily on such external 
procurement, especially through the US Foreign 
Military Sales programme, as it lacks a robust 
domestic DTIB in certain areas.38 Investing 
in R&D and sovereign solutions in emerging 
and disruptive technologies is considered 
too expensive and resource-intensive for the 
Polish DTIB and is thus neglected as a means 
of urgently acquiring new capabilities. A key 
limitation here is the inadequate funding 
for long-term R&D given the focus on short-
term requirements. From 2011 to 2020, the 
total budget spent on R&D contracts was 
approximately €1bn, representing just 1.4% of 
Poland’s total defence spending during that 
period.39 This falls short of the 2% benchmark 
on defence R&D agreed on by EU member 
states in 2007, although it does align with the 
average across these states.40 

Some experts suggest that the dependence 
on external procurement is linked to a notable 
challenge in Poland’s defence digitalisation 
efforts.41 Although externally procured 
systems theoretically offer avenues for allied 
interoperability, the lack of a unified strategy and 
architecture obstructs integrated connectivity. 
Similarly, the exploitation of data at scale is 
hindered by the country’s outdated information 
infrastructure.42 Some argue that Poland’s 
platform-centric approach to modernisation 
and digitalisation has not been accompanied 
by a coherent enterprise-level digitalisation 
strategy, resulting in an increasingly digitised 
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and networked force which is at the same time 
only partially integrated.43 

Lessons from the  
Polish case

Digitalisation requires significant investment and 
through-life costs need to be taken into account 
to avoid negative impacts on the state budget. 
The Polish approach to defence digitalisation is 
characterised by significant investment, much 
of which has gone towards the acquisition of 
large and expensive platforms which also create 
substantial costs to sustain. Although Poland 
has been lauded for its increased investment 
(which now makes it the largest spender on 
defence in NATO as a proportion of GDP44), 
Warsaw has acknowledged that it faces growing 
budgetary pressures, with underestimated 
long-term obligations associated with the 
acquisitions of platforms such as the F-35A 
fighter playing a major role.45 This experience 
highlights the need to set realistic ambitions for 
digitalisation and acquisition and integration of 
new technologies. 

The Polish example also highlights the fact that 
digitalisation is a multifaceted process which 
goes beyond the acquisition of new technologies, 
with other lines of development – such as 
updated processes, organisational structures 
and training – playing a key role in successful 
digitalisation efforts.46 Poland largely relies on 
external procurement of Western equipment, 
which should allow interoperability with allies. 
However, the absence of an overarching 

43	 Burilkov et al. (2025); Sylvia (2025).

44	 NATO (2025).

45	 Szakacs & Badohal (2024).

46	 Huismans et al. (2025a).

47	 Burilkov et al. (2025); Sylvia (2025).

48	 Jatkiewicz (2023).

49	 Kozlowski (2023).

50	 Kozlowski (2023).

digitalisation strategy hinders integrated 
connectivity.47 Thus, there is a need to adopt a 
strategic long-term approach to digitalisation, 
as the acquisition of advanced technology is not 
sufficient to produce effective results on its own.

When it comes to cybersecurity, Poland 
has emerged as a major player in the 
field, underpinned by a strong national 
cybersecurity system, although it continues 
to face staffing challenges. As one of the 
most cyber-attacked countries in the world, 
Poland has invested heavily in cybersecurity, 
taking a systematic approach to developing 
its cybersecurity capabilities supported by a 
dedicated cybersecurity strategy which clearly 
outlines key strategic objectives.48 Even so, 
Poland’s cybersecurity efforts continue to 
face challenges due to the lack of skills and 
expertise, as exemplified in the understaffing of 
the Polish Cyberspace Defence Forces. Poland 
is, admittedly, far from being the only country 
facing a lack of IT, cyber and AI specialists 
willing to work in the military, given the lack of 
people with the necessary skills and the fact 
that most prefer to work for more competitive 
salaries in the private sector.49 This highlights 
the need to invest in the human dimension 
of digitalisation, both through education and 
by finding ways to incentivise people to pick 
government jobs over better-paid private sector 
jobs. The creation of the special Military IT 
High School in Warsaw and the introduction of 
financial benefits to IT specialists in the military 
shows the steps Poland has already taken in 
this direction.50
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Abbreviations and acronyms 

AI Artificial intelligence

C2 Command and control

DTIB Defence technological industrial base

EU European Union

GDP Gross domestic product

IBCS Integrated battle control system

ICT Information and communications technology

IT Information technology

NATO North Atlantic Treaty Organization

R&D Research and development

SMEs Small and medium-sized enterprises
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