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Executive summary:
•	 Directed energy weapons (DEWs) are an emerging technology presenting an effector option 

to defeat Unmanned Aerial Vehicles (UAVs). DEWs appeal because of their precision, reported 
range and low cost at point of use. Systems can be categorised broadly into High-Energy 
Lasers (HELs) that produce a narrow beam of light to blind/damage targets and High-Power 
Microwaves (HPMs) which produce wide bursts of microwaves, causing electronics to 
malfunction in targets.

•	 Although several countries including the UK, United States, China and Israel are exploring 
DEWs actively, the technology readiness levels (TRLs) of this technology vary significantly. 
Whilst some projects are reported at TRL 7–8, others are at TRL 3–4, and all come with 
fundamental constraints in use case and development cost. 

•	 DEWs should not be a near-term investment focus for Ukraine. Whilst DEWs are an appealing 
technological pursuit which can affect multiple targets at once and reduce reliance on 
munitions, these systems present significant practical limitations for Ukraine. Even advanced 
(US and UK) systems are not yet ready to be deployed at scale. Their low at-use costs mask 
significant R&D investments and DEW systems have significant infrastructure requirements 
and atmospheric sensitivities. 

Recommendations:
To address these challenges, the Ministry of Digital Transformation (MDT) can focus on:

•	 Actively monitoring the development and deployment of ongoing projects in other nations 
to assess whether this development area should be prioritised in the future and if partner 
nations exhibit realistic willingness to export the technology.

•	 The development of alternative systems. In the near term, the fundamental cost and use-case 
limitations of DEW development present an opportunity cost and resource distraction for 
Ukraine. Current Ukrainian defence needs would be better served by other capabilities that 
can more immediately provide affordable mass.

•	 Actively monitoring the further evolution of low-power, soft-kill, energy output systems within 
the DEW technology set. These systems may present a more viable alternative for Ukraine but 
are likely still expensive and complicated to deploy in the near term.
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DEWs are a potential effector option to defend 
against UAV threats. These systems weaponise 
particles with wavelengths/frequencies across 
the electromagnetic (EM) spectrum and each 
family of DEW operates using a different region 
of that spectrum.1 Broadly, DEWs that are 
currently being investigated for their potential 
to defeat unmanned aerial systems (UAS) are 
categorised into two groups:

•	 High-Energy Laser weapons that produce 
a narrow beam of photons in the infrared to 
visible region of the EM spectrum that blinds 
sensors and/or damages individual targets 
when sufficiently powerful lasers are used. 

•	 High-Power Microwave weapons that 
produce bursts of microwaves with a wide 
beamwidth that can affect multiple targets 
at once. These waves penetrate the outer 
shell of the drone before inducing electrical 
currents throughout the onboard circuitry 
that cause the drone to malfunction. 

1	 United States Government Accountability Office (2023b).

2	 Johnson (2024); Lockheed Martin (2023).

3	 Stiles (2018).

The TRLs of HELs and HPMs vary significantly 
(see Figure 3). Systems such as the US 
300 kW HEL project sit at low TRLs (3–4), 
with technology development still in early 
stages, while other smaller capabilities have 
reached much higher TRLs (7–8) in some 
advanced economies.2 Examples of each 
are given in Table 1 and Table 2. While they 
are still in development and face several 
challenges, prototype tests against aerial 
targets have been successful and are worth 
exploring as potential future additions to a 
Counter-Unmanned Aerial System (C-UAS) 
effector suite, as part of a layered counter 
drone defence system. Other DEW families 
are generally not useful to consider for 
C-UAS; particle beam weapons, for example, 
accelerate charged or neutral particles to high 
velocities which cause ionisation damage on 
their target’s surface, but these weapons are 
in low TRL phases and will likely only have 
uses in anti-ballistic missile defence.3 
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Figure 3. DEW TRLs

Source: RAND Europe research.

4	 Southgate (2022); Leonardo UK (2025); Southgate et al. (2024).

5	 Defence Science and Technology Laboratory & Ministry of Defence (2024).

6	 Defence Science and Technology Laboratory & Ministry of Defence (2024).

7	 Black (2024); Johnson (2024).

The following sections illustrate, by means of 
specific examples, HEL and HPM capabilities 
available on the market. Further examples are 
listed in the Annex. 

HEL weapons – DragonFire
DragonFire is a UK Directed Energy Weapon 
programme commissioned by the Ministry 
of Defence (MOD). Development is ongoing 
through a consortium of industry partners led 
by MBDA, with Leonardo and QinetiQ as junior 
partners. MBDA provides the manufacturing 
expertise; Leonardo the laser, optical and 
targeting technology; and QinetiQ the system 
integration and trial execution.4

The demonstrator is a 50 kW HEL designed 
to engage aerial targets such as drones. The 

range of the DragonFire is classified and it can 
only engage line-of-sight targets. The system 
aims to provide UK air defence with a number 
of advantages, including:

•	 The ability to engage fast-moving targets 
with an effector that travels at the speed 
of light.

•	 High precision – according to an MOD 
source, DragonFire is precise enough to hit a 
£1 coin (~23 mm) from a kilometre away.5

•	 Low operating cost – according to MOD 
sources, each shot from DragonFire 
costs ~£10.6

The successful test of DragonFire 
against aerial targets in an operationally 
representative scenario conducted in January 
2024 would place it at TRL 7–8.7 However, 

DEW Technology Readiness Levels

Particle beam 
weapons

100kW+ HELs (e.g. United 
States’ 300kW HELWS project)

HPMs - not ready for deployment 
(e.g. Mjolnir, CHIMERA,  
RapidDestroyer)

~50-100kW HELs (e.g. HELIOS, 
Iron Beam, DragonFire)

HPMs - ready to scale production 
(e.g. Leonidas) ~20-30kW HELs (e.g. BlueHalo Locust)

TRL 9: Technology is proven during a 
successful operation
TRL 8: Successfully tested and ready for implementation

TRL 1: Basic principles observed & reported

TRL 2: Concept/applications formulated

TRL 3: Active research & design

TRL 4: Proof-of-concept technology

TRL 5: Breadboard validation & testing

TRL 6: Fully functional prototype/model

TRL 7: Prototype demonstrated in 
operational environment
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roll-out of the system is not scheduled 
until at least 2027, when DragonFire is to 
enter service on four Royal Navy ships.8 
A 2nd-generation system may need to be 
developed before further decisions are made 
on the future of the system.9 

Since DragonFire was made public in 2017, 
£100 million has been invested on developing 
the technology demonstrator.10 Sustained 
funding on a similar scale will be required in 
years to come if the 2027 roll-out date for 
the Royal Navy is to be met.11 Furthermore, 
the demonstrator currently uses commercial 
off-the-shelf components that will need to be 
replaced with military-grade components.12

The Telegraph reported in December 2024 
that Ukraine had unveiled a HEL called Tryzub, 
thought to be modelled on DragonFire.13 These 
claims, from Colonel Vadym Sukharevskyi (the 
commander of Ukraine’s Unmanned Systems 
Forces), were unverified. If true, it is likely that 
this was achieved with significant aid from 
allied countries. It is also unclear whether 
Tryzub has been deployed or reproduced. 
However, it could become the basis for a 
longer-term project for a sovereign Ukrainian 
HEL capability.

DragonFire is representative of the current 
developmental state of HELs. Despite 
successful tests, significant investment (£100 
million) and collaboration have been required 

8	 Navy Lookout (2025).

9	 Scott (2024).

10	 Black (2024).

11	 Allison (2024).

12	 Scott (2024).

13	 Cleave & Sebouai (2024).

14	 Allison (2024).

15	 Plummer (2022).

16	 AFRL (2025).

17	 Wymer (2021).

to develop a prototype that remains not ready 
for the battlefield; the funding that will be 
required to eventually produce and deploy 
multiple DragonFire systems may prove to 
be prohibitively expensive. In May 2024, a 
MOD representative provided a breakdown 
of DragonFire funding which showed that 
government investment of £350 million was 
required to deliver the minimum deployable 
capability by the target date of 2027.14

HPM weapons – THOR & Mjolnir
The Tactical High-Power Operational 
Responder (THOR) is an HPM developed by the 
United States Air Force Research Laboratory 
(AFRL), in collaboration with a number of 
industry partners – Leidos (lead partner), BAE 
Systems and Verus Research. In 2021, Leidos 
was commissioned to develop and deliver 
an improved prototype of the THOR design, 
named Mjolnir.15

THOR is a counter-swarm weapon for short-
range airbase defence.16 While there is little 
public information about its specifications, 
the weapon is reported to function by emitting 
bursts of HPM in a wide beam that disrupt the 
electronics in the target.17 THOR is designed 
to be stowed in a 20-foot container so that it 
can be transported to theatre in a C-130; once 
delivered, the system can reportedly be set up 
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in roughly three hours.18 The main advantages 
that THOR/Mjolnir would provide over current 
systems include:19

•	 A beamwidth which enables THOR to 
engage multiple targets at once.

•	 Longer engagement range and reduced kill 
time compared to kinetic effectors.

•	 Low cost-per-shot and power requirement 
(AFRL claim that THOR ‘operates from a 
wall plug’ once on the ground).

THOR is at TRL 7, having reportedly performed 
well in a test against hundreds of drones 
simulating a swarm attack in 2023.20 The 
Mjolnir follow-up project, however, appears to 
sit lower, between TRLs 5 and 6. 

AFRL claims to have developed THOR for 
approximately $18 million, while the contract 
for the Mjolnir prototype is worth $26 million.21 
However, this does not necessarily reflect the 
full cost of developing HPM capabilities – for 
example, according to unclassified budget 
documents for FY2024, the US Air Force 
requested $87.148 million for HPM research 
related to THOR.22 

The THOR and Mjolnir systems (if indeed 
Mjolnir has been delivered on schedule) 
suggest that the development of HPMs is on 
a similar footing to that of HELs, if not slightly 
ahead. Similarly to HELs such as the BlueHalo 
Locust, small numbers of HMPs (e.g. the 
Leonidas) have been delivered, but require 
significant investment (hundreds of millions) 

18	 AFRL (2025).

19	 Wymer (2021).

20	 Parken (2023).

21	 AFRL (2025); Plummer (2022).

22	 Keller (2023).

23	 Obering (2020).

24	 Boyd (2024b).

25	 Defence Science and Technology Laboratory & Ministry of Defence (2024).

to scale up. Larger and more powerful systems 
such as Mjolnir remain in the prototype phase. 
While they may perform well in testing, it is 
too early in their development to expect the 
systems to be deployed at scale.

Advantages and challenges
If the technology can be successfully matured, 
DEWs will likely offer several benefits over 
traditional weapons which could lead to 
operational advantage. Specific advantages of 
DEW include:

•	 DEWs deliver effects at the speed of light.23 
This speed of engagement will be highly 
sought-after as fast-moving threats like 
drones and advanced missiles proliferate; 
the systems have also been shown to be 
effective at engaging mortar fire. 

•	 DEWs can engage multiple targets rapidly. 
HPMs are able to affect multiple targets 
at once due to their large beamwidth, 
while HELs produce a narrow but 
continuous beam. This attribute makes 
HPMs highly desirable as a potential 
counter to drone swarms.24

•	 DEWs are highly accurate. The UK’s 
DragonFire HEL prototype, for example, 
can hit a target the size of a coin at a 
range of one kilometre.25 As militaries 
look to boost mass with cheaper – and 
smaller – capabilities such as First Person 
Views (FPVs), systems that can engage 
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them rapidly and with high accuracy will 
be crucial. 

•	 DEWs would reduce reliance on munition 
supply. DEWs can keep firing as long as 
they have electrical power and therefore 
do not need to be ‘resupplied’ in the same 
fashion as traditional kinetic capabilities 
using projectile ammunition (assuming 
that suitably powerful energy sources are 
available).26 This could reduce the reliance 
and pressure on ammunition production 
and logistics chains, although it might 
instead shift some of that pressure into the 
critical mineral supply chains required by 
the batteries on the DEW platforms.27 

•	 DEWs are a potentially cost-effective way 
to counter uncrewed systems (though this 
is the case only once deployed, as the initial 
investment required is very high).28 They 
could tip the economic calculus of warfare 
in favour of the user by providing a cheap 
way to eliminate expendable threats such 
as UAVs. The UK’s DragonFire DEW, for 
example, is reported to cost just £10 per 
shot – orders of magnitude cheaper than 
current kinetic air defence interceptors.29 

Despite these potential advantages, 
implementing DEWs effectively faces a range 
of challenges – from technical issues and 
requirements to financial barriers. These 
weapons are still in development, and many 
barriers remain to deploying them at scale 

26	 Boyd (2024a).

27	 United States Government Accountability Office (2023a).

28	 United States Government Accountability Office (2023a).

29	 Black (2024).

30	 Johnston (2025); Johnson (2024); Tucker (2024).

31	 Black (2024).

32	 United States Government Accountability Office (2023a).

33	 Boyd (2024a).

in the battlespace. Challenges concerning 
DEWs include:

•	 DEWs are still in the development phase 
and are not ready to be deployed at scale. 
Even advanced nations with large defence 
budgets cannot deploy DEWs in large 
numbers – the United States, for example, 
is still field-testing its HELIOS laser 
weapon in 2025 and encountering issues, 
and has been able to deploy a lower-
energy laser (ODIN) designed for dazzling 
sensors (rather than damaging/destroying 
targets) on just eight warships.30 

•	 DEW development is expensive, even if the 
cost once in service is lower than in the 
case of traditional capabilities. The UK’s 
DragonFire HEL prototype is the result of a 
£100 million investment (to date) and will 
require sustained funding in order to meet 
its goal of a 2027 rollout.31 Meanwhile, the 
United States, which has multiple ongoing 
DEW development projects, spends roughly 
$1 billion per year in this area.32 Ultimately, 
DEW capabilities – even prototypes – 
require sustained large-scale funding over 
long periods of time.

•	 DEWs have large power supply 
requirements. In order to create a useful 
output over relatively long distances 
(compared to civilian uses for lasers, e.g. 
industrial lasers), DEWs require tens to 
hundreds of kilowatts of power.33 For this 
reason, development has been 
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•	 focused around DEWs on land bases or 
large maritime platforms that already 
have the necessary power generation. 
Mobile land systems, such as trucks 
carrying DEWs, are either significantly 
limited in effect, or must also bring the 
prerequisite energy infrastructure.

•	 DEWs require extensive cooling 
infrastructure. In particular, HELs generate 
a significant amount of waste heat; lasers 
are 50 per cent efficient at best and, 
especially with high-energy capabilities, 
the excess heat can cause major problems 
within the weapon itself and the platform it 
is mounted on if not managed correctly.34 
Similarly to the energy infrastructure 
requirements, this cooling infrastructure 
can be achieved at land bases and aboard 
large maritime platforms, but for smaller 
platforms it is not yet feasible. 

•	 DEWs are only effective with a clear line-
of-sight and need to remain locked on to a 
target for several seconds to achieve the 
desired effect.35 This puts an additional 
burden on the sensors and tracking 
software of the platform. They also become 
significantly less effective as distance to 
target increases – and for HELs, longer 
engagement distances also face issues with 
beams becoming distorted as they diffract 
through the atmosphere. 

34	 Boyd (2024a).

35	 Boyd (2024a).

36	 Black (2024); United States Government Accountability Office (2023a).

•	 DEWs are highly sensitive to atmospheric 
conditions. Many different factors can have 
an impact on DEW performance – rain and 
clouds can scatter beams; temperature 
and atmospheric pressure can reduce 
the intensity of beams; and particulate 
matter like smoke can absorb energy from 
the beam and limit its effectiveness.36 
As it stands, DEW use can be restricted 
on any given occasion by weather and 
environmental conditions.

Recommendations
HEL and HPM technology is still relatively 
immature and does not currently present 
a viable option for C-UAS in Ukraine. 
There is a range of technical limitations 
(including significant power and infrastructure 
requirements, inability to engage beyond line-
of-sight, and reliance on clear atmospheric 
conditions), and DEW systems are prohibitively 
expensive to develop and deploy.

However, investment in DEW R&D remains 
worthwhile. As the technology matures, some 
of the limitations will be overcome. It will be 
important to have the industrial capability 
to develop DEW systems in-house as their 
potential advantages make them a priority 
area in the long-term. However, realising those 
advantages in the short term is unfeasible. 
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Annex – DEW systems

Table 1. HEL systems

Country System Details

USA BlueHalo: Locust Laser 
Weapon System37

•	 26 kW laser – scalable output power
•	 Can engage targets at 5.5 km altitude and moving at 

463 kph
•	 Operational in 15 mins
•	 Two systems deployed in 2022

USA Lockheed Martin: 
HELIOS38

•	 60 kW laser
•	 No information on range
•	 Deployed in 2021

China Poly Corporation:  
Silent Hunter39

•	 30 kW laser (in 2017)
•	 Tested against drones moving slower than 60 m/s at a 

range of 200 m

Germany Skyranger 30 HEL40 •	 20 kW to 50 kW laser
•	 No information on range
•	 Delivery planned for 2027/2028

Israel Rafael: Iron Beam41 •	 100 kW and 50 kW mobile version 
•	 Several km range 
•	 Deployment end of 2025

UK UK DragonFire: 
DragonFire – consortium 
led by MBDA42

•	 50 kW laser
•	 Short-range air defence (exact range classified)
•	 Full rollout estimated 2027

Source: RAND Europe market research.

37	 BlueHalo (2025); Army Recognition Group (2024b); Keller (2024).

38	 Lockheed Martin (2020); Lockheed Martin (2021).

39	 Army Recognition Group (2024a).

40	 Hoffmann (2022); Hoffmann (2025).

41	 Rafael (2025); Magnuson (2025).

42	 Defence Science and Technology Laboratory & Ministry of Defence (2024).
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Table 2. HPM systems

Country System Details

USA Epirus: Leonidas43 • Static and mobile versions available – can be mounted onto 
a drone

• Short-range system
• Four prototypes delivered March 2024; recently received funding 

to scale

USA Lockheed Martin: 
MORFIUS44

• HPM mounted on drone
• Tube-launched
• Still in development – last test in 2023

USA Raytheon: CHIMERA45 • Static air base defence system
• Mid- to long range
• Successful 3-week testing in 2024 against static and aerial targets
• Second prototype to be delivered in 2026

USA AFRL: THOR46 • Transportable static system (set up in 3 hours)
• Designed for short-range defence vs UAVs
• In testing since 2019
• Follow-up prototype ‘Mjolnir’ announced in 2021 – $26 million

contract awarded to Leidos for development

China NORINCO: Hurricane-
300047

• Can be mounted on a mobile chassis
• Effective range of up to 3 km
• Successful testing at the end of 2024, but not ready for deployment

UK Thales 
(consortium lead): 
RapidDestroyer48

• Radio frequency weapon – not microwave (but achieves a
similar effect)

• Modular and mobile system
• Engagement range up to 1 km
• Reported to cost 10p per shot
• Demonstrator tested against live targets in December 2024

Source: RAND Europe market research.

43	 Breaking Defense (2025); Epirus (2025).

44	 Lockheed Martin (2025); Harper (2023).

45	 RTX (2024).

46	 AFRL (2025); Rogers (2023).

47	 Saballa (2025); Army Recognition Group (2025).

48	 Thales (2024); Defence Equipment & Support (2024).
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Abbreviations 

AFRL Air Force Research Laboratory

C-UAS Counter-Unmanned Aerial Systems

DEW Directed Energy Weapons 

EM Electromagnetic

FPV First-Person View

HPM High-Power Microwave

HEL High-Energy Laser 

MDT Ministry of Digital Transformation (Ukraine) 

MOD Ministry of Defence (UK)

R&D Research & Development

THOR Tactical High-Power Operational Responder

TRL Technology Readiness Level

UAS Unmanned Aerial System

UAV Unmanned Aerial Vehicle




