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Executive summary:

Directed energy weapons (DEWs) are an emerging technology presenting an effector option
to defeat Unmanned Aerial Vehicles (UAVs). DEWs appeal because of their precision, reported
range and low cost at point of use. Systems can be categorised broadly into High-Energy
Lasers (HELSs) that produce a narrow beam of light to blind/damage targets and High-Power
Microwaves (HPMs) which produce wide bursts of microwaves, causing electronics to
malfunction in targets.

Although several countries including the UK, United States, China and Israel are exploring
DEWSs actively, the technology readiness levels (TRLs) of this technology vary significantly.
Whilst some projects are reported at TRL 7—8, others are at TRL 3—4, and all come with
fundamental constraints in use case and development cost.

DEWSs should not be a near-term investment focus for Ukraine. Whilst DEWSs are an appealing
technological pursuit which can affect multiple targets at once and reduce reliance on
munitions, these systems present significant practical limitations for Ukraine. Even advanced
(US and UK) systems are not yet ready to be deployed at scale. Their low at-use costs mask
significant R&D investments and DEW systems have significant infrastructure requirements
and atmospheric sensitivities.

Recommendations:

To address these challenges, the Ministry of Digital Transformation (MDT) can focus on:

Actively monitoring the development and deployment of ongoing projects in other nations
to assess whether this development area should be prioritised in the future and if partner
nations exhibit realistic willingness to export the technology.

The development of alternative systems. In the near term, the fundamental cost and use-case
limitations of DEW development present an opportunity cost and resource distraction for
Ukraine. Current Ukrainian defence needs would be better served by other capabilities that
can more immediately provide affordable mass.

Actively monitoring the further evolution of low-power, soft-kill, energy output systems within
the DEW technology set. These systems may present a more viable alternative for Ukraine but
are likely still expensive and complicated to deploy in the near term.
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DEWSs are a potential effector option to defend
against UAV threats. These systems weaponise
particles with wavelengths/frequencies across
the electromagnetic (EM) spectrum and each
family of DEW operates using a different region
of that spectrum.” Broadly, DEWs that are
currently being investigated for their potential
to defeat unmanned aerial systems (UAS) are
categorised into two groups:

* High-Energy Laser weapons that produce
a narrow beam of photons in the infrared to
visible region of the EM spectrum that blinds
sensors and/or damages individual targets
when sufficiently powerful lasers are used.

+ High-Power Microwave weapons that
produce bursts of microwaves with a wide
beamwidth that can affect multiple targets
at once. These waves penetrate the outer
shell of the drone before inducing electrical
currents throughout the onboard circuitry
that cause the drone to malfunction.

ntegrating DEWs into Ukraine's C

UAS framework

The TRLs of HELs and HPMs vary significantly
(see Figure 3). Systems such as the US

300 kW HEL project sit at low TRLs (3-4),
with technology development still in early
stages, while other smaller capabilities have
reached much higher TRLs (7-8) in some
advanced economies.? Examples of each
are given in Table 1 and Table 2. While they
are still in development and face several
challenges, prototype tests against aerial
targets have been successful and are worth
exploring as potential future additions to a
Counter-Unmanned Aerial System (C-UAS)
effector suite, as part of a layered counter
drone defence system. Other DEW families
are generally not useful to consider for
C-UAS; particle beam weapons, for example,
accelerate charged or neutral particles to high
velocities which cause ionisation damage on
their target’s surface, but these weapons are
in low TRL phases and will likely only have
uses in anti-ballistic missile defence.®

1 United States Government Accountability Office (2023b).

2 Johnson (2024); Lockheed Martin (2023).
3 Stiles (2018).



Figure 3. DEW TRLs

DEW Technology Readiness Levels
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Source: RAND Europe research.

The following sections illustrate, by means of
specific examples, HEL and HPM capabilities
available on the market. Further examples are
listed in the Annex.

HEL weapons — DragonFire

DragonFire is a UK Directed Energy Weapon
programme commissioned by the Ministry

of Defence (MOD). Development is ongoing
through a consortium of industry partners led
by MBDA, with Leonardo and QinetiQ as junior
partners. MBDA provides the manufacturing
expertise; Leonardo the laser, optical and
targeting technology; and QinetiQ the system
integration and trial execution.*

The demonstrator is a 50 kW HEL designed
to engage aerial targets such as drones. The

~N o o b~

Black (2024); Johnson (2024).

range of the DragonFire is classified and it can
only engage line-of-sight targets. The system
aims to provide UK air defence with a number
of advantages, including:

The ability to engage fast-moving targets
with an effector that travels at the speed
of light.

High precision — according to an MOD
source, DragonFire is precise enough to hit a
£1 coin (~23 mm) from a kilometre away.®

Low operating cost — according to MOD
sources, each shot from DragonFire
costs ~£10.¢

The successful test of DragonFire

against aerial targets in an operationally
representative scenario conducted in January
2024 would place it at TRL 7-8.7 However,

Southgate (2022); Leonardo UK (2025); Southgate et al. (2024).
Defence Science and Technology Laboratory & Ministry of Defence (2024).
Defence Science and Technology Laboratory & Ministry of Defence (2024).
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roll-out of the system is not scheduled

until at least 2027, when DragonFire is to
enter service on four Royal Navy ships.®

A 2nd-generation system may need to be
developed before further decisions are made
on the future of the system.?

Since DragonFire was made public in 2017,
£100 million has been invested on developing
the technology demonstrator.’® Sustained
funding on a similar scale will be required in
years to come if the 2027 roll-out date for

the Royal Navy is to be met.” Furthermore,
the demonstrator currently uses commercial
off-the-shelf components that will need to be
replaced with military-grade components.'

The Telegraph reported in December 2024
that Ukraine had unveiled a HEL called Tryzub,
thought to be modelled on DragonFire."™ These
claims, from Colonel Vadym Sukharevskyi (the
commander of Ukraine’s Unmanned Systems
Forces), were unverified. If true, it is likely that
this was achieved with significant aid from
allied countries. It is also unclear whether
Tryzub has been deployed or reproduced.
However, it could become the basis for a
longer-term project for a sovereign Ukrainian
HEL capability.

DragonFire is representative of the current
developmental state of HELs. Despite
successful tests, significant investment (£100
million) and collaboration have been required

8 Navy Lookout (2025).

9 Scott (2024).

10 Black (2024).

11 Allison (2024).

12 Scott (2024).

13 Cleave & Sebouai (2024).
14 Allison (2024).

15 Plummer (2022).

16 AFRL (2025).

17 Wymer (2021).
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to develop a prototype that remains not ready
for the battlefield; the funding that will be
required to eventually produce and deploy
multiple DragonFire systems may prove to

be prohibitively expensive. In May 2024, a
MOD representative provided a breakdown

of DragonFire funding which showed that
government investment of £350 million was
required to deliver the minimum deployable
capability by the target date of 2027.'

HPM weapons — THOR & Mjolnir

The Tactical High-Power Operational
Responder (THOR) is an HPM developed by the
United States Air Force Research Laboratory
(AFRL), in collaboration with a number of
industry partners — Leidos (lead partner), BAE
Systems and Verus Research. In 2021, Leidos
was commissioned to develop and deliver

an improved prototype of the THOR design,
named Mjolnir."

THOR is a counter-swarm weapon for short-
range airbase defence.’® While there is little
public information about its specifications,
the weapon is reported to function by emitting
bursts of HPM in a wide beam that disrupt the
electronics in the target.” THOR is designed
to be stowed in a 20-foot container so that it
can be transported to theatre in a C-130; once
delivered, the system can reportedly be set up



in roughly three hours.’® The main advantages
that THOR/Mjolnir would provide over current
systems include:*

A beamwidth which enables THOR to
engage multiple targets at once.

Longer engagement range and reduced kill
time compared to kinetic effectors.

Low cost-per-shot and power requirement
(AFRL claim that THOR ‘operates from a
wall plug’ once on the ground).

THOR is at TRL 7, having reportedly performed
well in a test against hundreds of drones
simulating a swarm attack in 2023.2° The
Mjolnir follow-up project, however, appears to
sit lower, between TRLs 5 and 6.

AFRL claims to have developed THOR for
approximately $18 million, while the contract
for the Mjolnir prototype is worth $26 million.?'
However, this does not necessarily reflect the
full cost of developing HPM capabilities — for
example, according to unclassified budget
documents for FY2024, the US Air Force
requested $87.148 million for HPM research
related to THOR.?

The THOR and Mjolnir systems (if indeed
Mijolnir has been delivered on schedule)
suggest that the development of HPMs is on
a similar footing to that of HELSs, if not slightly
ahead. Similarly to HELs such as the BlueHalo
Locust, small numbers of HMPs (e.g. the
Leonidas) have been delivered, but require
significant investment (hundreds of millions)

18 AFRL (2025).

19 Wymer (2021).

20 Parken (2023).

21 AFRL (2025); Plummer (2022).
22 Keller (2023).

23 Obering (2020).

24 Boyd (2024b).

to scale up. Larger and more powerful systems
such as Mjolnir remain in the prototype phase.
While they may perform well in testing, it is

too early in their development to expect the
systems to be deployed at scale.

Advantages and challenges

If the technology can be successfully matured,
DEWSs will likely offer several benefits over
traditional weapons which could lead to
operational advantage. Specific advantages of
DEW include:

DEWSs deliver effects at the speed of light.??
This speed of engagement will be highly
sought-after as fast-moving threats like
drones and advanced missiles proliferate;
the systems have also been shown to be
effective at engaging mortar fire.

DEWSs can engage multiple targets rapidly.
HPMs are able to affect multiple targets
at once due to their large beamwidth,
while HELs produce a narrow but
continuous beam. This attribute makes
HPMs highly desirable as a potential
counter to drone swarms.?

DEWSs are highly accurate. The UK's
DragonFire HEL prototype, for example,
can hit a target the size of a coin at a
range of one kilometre.?> As militaries

look to boost mass with cheaper — and
smaller — capabilities such as First Person
Views (FPVs), systems that can engage

25 Defence Science and Technology Laboratory & Ministry of Defence (2024).
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them rapidly and with high accuracy will
be crucial.

DEWs would reduce reliance on munition
supply. DEWs can keep firing as long as
they have electrical power and therefore
do not need to be resupplied’ in the same
fashion as traditional kinetic capabilities
using projectile ammunition (assuming
that suitably powerful energy sources are
available).? This could reduce the reliance
and pressure on ammunition production
and logistics chains, although it might
instead shift some of that pressure into the
critical mineral supply chains required by
the batteries on the DEW platforms.?

DEWSs are a potentially cost-effective way
to counter uncrewed systems (though this
is the case only once deployed, as the initial
investment required is very high).?® They
could tip the economic calculus of warfare
in favour of the user by providing a cheap
way to eliminate expendable threats such
as UAVs. The UK's DragonFire DEW, for
example, is reported to cost just £10 per
shot — orders of magnitude cheaper than
current kinetic air defence interceptors.

Despite these potential advantages,
implementing DEWSs effectively faces a range
of challenges — from technical issues and
requirements to financial barriers. These
weapons are still in development, and many
barriers remain to deploying them at scale

26
27
28
29
30
31
32
33

Boyd (2024a).

United States Government Accountability Office (2023a).
United States Government Accountability Office (2023a).

Black (2024).
Johnston (2025); Johnson (2024); Tucker (2024).
Black (2024).

United States Government Accountability Office (2023a).

Boyd (2024a).
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in the battlespace. Challenges concerning
DEWSs include:

DEWSs are still in the development phase
and are not ready to be deployed at scale.
Even advanced nations with large defence
budgets cannot deploy DEWSs in large
numbers — the United States, for example,
is still field-testing its HELIOS laser
weapon in 2025 and encountering issues,
and has been able to deploy a lower-
energy laser (ODIN) designed for dazzling
sensors (rather than damaging/destroying
targets) on just eight warships.®

DEW development is expensive, even if the
cost once in service is lower than in the
case of traditional capabilities. The UK’s
DragonFire HEL prototype is the result of a
£100 million investment (to date) and will
require sustained funding in order to meet
its goal of a 2027 rollout.3" Meanwhile, the
United States, which has multiple ongoing
DEW development projects, spends roughly
$1 billion per year in this area.®? Ultimately,
DEW capabilities — even prototypes —
require sustained large-scale funding over
long periods of time.

DEWSs have large power supply
requirements. In order to create a useful
output over relatively long distances
(compared to civilian uses for lasers, e.g.
industrial lasers), DEWSs require tens to
hundreds of kilowatts of power.3® For this
reason, development has been



focused around DEWSs on land bases or
large maritime platforms that already
have the necessary power generation.
Mobile land systems, such as trucks
carrying DEWSs, are either significantly
limited in effect, or must also bring the
prerequisite energy infrastructure.

DEWSs require extensive cooling
infrastructure. In particular, HELs generate
a significant amount of waste heat; lasers
are 50 per cent efficient at best and,
especially with high-energy capabilities,
the excess heat can cause major problems
within the weapon itself and the platform it
is mounted on if not managed correctly.®*
Similarly to the energy infrastructure
requirements, this cooling infrastructure
can be achieved at land bases and aboard
large maritime platforms, but for smaller
platforms it is not yet feasible.

DEWs are only effective with a clear line-
of-sight and need to remain locked onto a
target for several seconds to achieve the
desired effect.®® This puts an additional
burden on the sensors and tracking
software of the platform. They also become
significantly less effective as distance to
target increases — and for HELSs, longer
engagement distances also face issues with
beams becoming distorted as they diffract
through the atmosphere.

34 Boyd (2024a).
35 Boyd (2024a).

DEWSs are highly sensitive to atmospheric
conditions. Many different factors can have
an impact on DEW performance — rain and
clouds can scatter beams; temperature
and atmospheric pressure can reduce

the intensity of beams; and particulate
matter like smoke can absorb energy from
the beam and limit its effectiveness.*

As it stands, DEW use can be restricted

on any given occasion by weather and
environmental conditions.

Recommendations

HEL and HPM technology is still relatively
immature and does not currently present

a viable option for C-UAS in Ukraine.

There is a range of technical limitations
(including significant power and infrastructure
requirements, inability to engage beyond line-
of-sight, and reliance on clear atmospheric
conditions), and DEW systems are prohibitively
expensive to develop and deploy.

However, investment in DEW R&D remains
worthwhile. As the technology matures, some
of the limitations will be overcome. It will be
important to have the industrial capability

to develop DEW systems in-house as their
potential advantages make them a priority
area in the long-term. However, realising those
advantages in the short term is unfeasible.

36 Black (2024); United States Government Accountability Office (2023a).



Invisible defender? Opportunities and challenges fo

References

Air Force Research Laboratory (AFRL). 2025.
‘Tactical High Power Operational Responder
(THOR)." As of 7 April 2025:
https://afresearchlab.com/technology/thor

Allison, George. 2024. ‘Britain commits £350m
to Laser weapons programme.” UK Defence
Journal, 26 May. As of 23 April 2025:
https://ukdefencejournal.org.uk/britain-
commits-350m-to-laser-weapon-programme/

Army Recognition Group. 2025. ‘China
Conducts Field Tests of new Hurricane-3000
High-Power Microwave Weapon to Counter
Drone Swarms.’ 25 January. As of 7 April 2025:
https://www.armyrecognition.com/news/
army-news/2025/exclusive-china-conducts-
fleld-tests-of-new-hurricane-3000-high-power-
microwave-weapon-to-counter-drone-swarms

Army Recognition Group. 2024a. ‘DSA

2024: Chinese company Poly Technologies
showcases Silent Hunter laser defense
system. 7 May. As of 7 April 2025:
https://www.armyrecognition.com/news/
army-news/army-news-2024/dsa-2024-
chinese-company-poly-technologies-
showcases-silent-hunter-laser-defense-system

Army Recognition Group. 2024b. ‘Leonardo
DRS and BlueHalo reveal new laser-armed
Stryker C-UAS DE to intercept drones up to 463
km/h. 15 October. As of 7 April 2025:
https:/www.armyrecognition.com/news/
army-news/army-news-2024/leonardo-drs-
and-bluehalo-reveal-new-laser-armed-stryker-c-
uas-de-to-intercept-drones-up-to-463-km-h

Black, James. 2024. ‘Directed Energy: The
Focus on Laser Weapons Intensifies” RAND
Corporation, 25 January. As of 7 April 2025:
https://www.rand.org/pubs/
commentary/2024/01/directed-energy-the-
focus-on-laser-weapons-intensifies.html

ntegrating DEWSs into

Jkraine's C-UAS framework

BlueHalo. 2025. ‘Operationally-Proven and
Operator-Trusted Laser Weapon System.” As of
7 April 2025:
https://bluehalo.com/c-uas-autonomous-
systems/c-uas-directed-energy/

Boyd, lain. 2024a. 'High-energy laser weapons:
A defense expert explains how they work and
what they are used for. The Conversation, 7
March. As of 7 April 2025:
https://theconversation.com/high-energy-laser-
weapons-a-defense-expert-explains-how-they-
work-and-what-they-are-used-for-225071

Boyd, lain. 2024b. ‘What are high-energy laser
weapons, and how do they work?’ c4isrnet.
com, 7 March. As of 7 April 2025:
https://www.c4isrnet.com/battlefield-tech/
directed-energy/2024/03/07/what-are-high-
energy-laser-weapons-and-how-do-they-work/

Breaking Defense. 2025. ‘High-power
microwave “force field” knocks drone swarms
from sky. Breaking Defense, 18 February. As of
7 April 2025:
https://breakingdefense.com/2025/02/high-
power-microwave-force-field-knocks-drone-
swarms-from-sky/

Cleave, lona & Lilia Sebouai. 2024. ‘Ukraine
unveils laser weapons “based on UK
prototypes”’ Telegraph, 18 December. As of 7
April 2025:

https://www.telegraph.co.uk/world-
news/2024/12/18/ukraine-unveils-crucial-laser-
weapon-based-on-uk-prototypes/?msocki
d=0243de1b7cf46bal012fbch9e7d8d6al36

Defence Equipment & Support. 2024.
‘British Army test radiofrequency weapon
on drones for the first time." 23 December.
As of 7 April 2025:
https://des.mod.uk/british-army-drone-
radiofrequency-weapon/


https://afresearchlab.com/technology/thor
https://ukdefencejournal.org.uk/britain-commits-350m-to-laser-weapon-programme/
https://www.armyrecognition.com/news/army-news/2025/exclusive-china-conducts-field-tests-of-new-hurricane-3000-high-power-microwave-weapon-to-counter-drone-swarms
https://www.armyrecognition.com/news/army-news/army-news-2024/dsa-2024-chinese-company-poly-technologies-showcases-silent-hunter-laser-defense-system
https://www.armyrecognition.com/news/army-news/army-news-2024/leonardo-drs-and-bluehalo-reveal-new-laser-armed-stryker-c-uas-de-to-intercept-drones-up-to-463-km-h
https://www.rand.org/pubs/commentary/2024/01/directed-energy-the-focus-on-laser-weapons-intensifies.html
https://bluehalo.com/c-uas-autonomous-systems/c-uas-directed-energy/
https://theconversation.com/high-energy-laser-weapons-a-defense-expert-explains-how-they-work-and-what-they-are-used-for-225071
https://www.c4isrnet.com/battlefield-tech/directed-energy/2024/03/07/what-are-high-energy-laser-weapons-and-how-do-they-work/
https://breakingdefense.com/2025/02/high-power-microwave-force-field-knocks-drone-swarms-from-sky/
https://www.telegraph.co.uk/world-news/2024/12/18/ukraine-unveils-crucial-laser-weapon-based-on-uk-prototypes/?msockid=0243de1b7cf46ba012fbcb9e7d8d6a36
https://des.mod.uk/british-army-drone-radiofrequency-weapon/

Defence Science and Technology

Laboratory & Ministry of Defence. 2024.
‘Advanced future military laser achieves

UK first” 19 January. As of 7 April 2025:
https:/www.gov.uk/government/news/
advanced-future-military-laser-achieves-uk-first

Epirus. 2025. ‘Epirus Closes $250M Series
D to Hyperscale Leonidas Production
Capability for Critical Asset Protection!
Press Release, 5 March. As of 7 April 2025:
https://www.epirusinc.com/press-releases/
epirus-closes-250m-series-d-to-hyperscale-
leonidas-production-capability-for-critical-
asset-protection

Harper, Jon. 2023. 'DOD tests airborne microwave
weapon's ability to defeat kamikaze drones!
Defense Scoop, 13 July. As of 7 April 2025:
https://defensescoop.com/2023/07/13/dod-
tests-airborne-microwave-weapons-ability-to-
defeat-kamikaze-drones/

Hoffmann, Oliver. 2022. "The Skyranger 30
HEL — Hybrid solution for modern air defence!
Rheinmetall, 4 February. As of 7 April 2025:
https://www.rheinmetall.
com/en/media/news-watch/
news/2022/2022-02-04_the-skyranger-30-hel

Hoffmann, Oliver. 2025. ‘Mobile air defence:
Rheinmetall hands over verification model of
Skyranger 30 to the Bundeswehr’ Rheinmetall,
5 February. As of 7 April 2025:
https:/www.rheinmetall.com/en/media/
news-watch/news/2025/02/2025-02-05-
rheinmetall-hands-over-verification-model-of-
skyranger-30-to-the-bundeswehr

Johnson, Bonnie. 2024. ‘The Coming of Age

of Directed Energy Weapons and the Red Sea
Crisis.! CIMSEC, 8 May. As of 7 April 2025:
https://cimsec.org/the-coming-of-age-of-
directed-energy-weapons-and-the-red-sea-crisis/

Johnston, Carter. 2025. ‘U.S. Navy HELIOS
laser test underscore greater advancements
in Directed Energy Weapons. Naval News, 4
February. As of 7 April 2025:
https://www.navalnews.com/
naval-news/2025/02/u-s-navy-
helios-laser-test-underscores-greater-
advancements-in-directed-energy-weapons/

Keller, Jared. 2023. ‘The Air Force’'s new
directed energy weapon is ready to blast drone
swarms out of the sky. Task & Purpose, 19
May. As of 7 April 2025:
https://taskandpurpose.com/tech-tactics/air-
force-thor-directed-energy-drone-swarm-test/

Keller, Jared. 2024. 'The Army Has Officially
Deployed Laser Weapons Overseas to Combat
Enemy Drones.” Military.com, 24 April. As of 7
April 2025:

https://www.military.com/
daily-news/2024/04/24/army-
has-officially-deployed-laser-weapons-
overseas-combat-enemy-drones.htm|

Leidos. 2025. ‘Avalon 2025 As of 7 April 2025:
https:/www.leidos.com/company/global/
australia/avalon-2025

Leonardo UK. 2025. ‘DragonFire: Laser fire
power. As of 7 April 2025:
https://uk.leonardo.com/en/innovation/
dragonfire

Lockheed Martin. 2020. The HELIOS Solution:
High Energy Laser with Integrated Optical-
dazzler and Surveillance. As of 7 April 2025:
https://www.lockheedmartin.com/content/
dam/lockheed-martin/rms/documents/
directed-energy/HELIOS_Infographic_FINAL.pdf

Lockheed Martin. 2021. ‘More Than a Laser,
HELIOS is an Integrated Weapon System. 9
January. As of 7 April 2025:
https://www.lockheedmartin.com/en-us/news/
features/2021/more-than-a-laser-helios-is-an-
integrated-weapon-system.html


https://www.gov.uk/government/news/advanced-future-military-laser-achieves-uk-first
https://www.epirusinc.com/press-releases/epirus-closes-250m-series-d-to-hyperscale-leonidas-production-capability-for-critical-asset-protection
https://defensescoop.com/2023/07/13/dod-tests-airborne-microwave-weapons-ability-to-defeat-kamikaze-drones/
https://www.rheinmetall.com/en/media/news-watch/news/2022/2022-02-04_the-skyranger-30-hel
https://www.rheinmetall.com/en/media/news-watch/news/2025/02/2025-02-05-rheinmetall-hands-over-verification-model-of-skyranger-30-to-the-bundeswehr
https://cimsec.org/the-coming-of-age-of-directed-energy-weapons-and-the-red-sea-crisis/
https://www.navalnews.com/naval-news/2025/02/u-s-navy-helios-laser-test-underscores-greater-advancements-in-directed-energy-weapons/
https://taskandpurpose.com/tech-tactics/air-force-thor-directed-energy-drone-swarm-test/
https://www.military.com/daily-news/2024/04/24/army-has-officially-deployed-laser-weapons-overseas-combat-enemy-drones.html
https://www.leidos.com/company/global/australia/avalon-2025
https://uk.leonardo.com/en/innovation/dragonfire
https://www.lockheedmartin.com/content/dam/lockheed-martin/rms/documents/directed-energy/HELIOS_Infographic_FINAL.pdf
https://www.lockheedmartin.com/en-us/news/features/2021/more-than-a-laser-helios-is-an-integrated-weapon-system.html

Invisible defender? Opportunities and challenges fo

Lockheed Martin. 2023. ‘U.S. Army Selects
Lockheed Martin to Deliver 300 KW-Class,
Solid State Laser Weapon System. 10
October. As of 10 April 2025:
https:/news.lockheedmartin.
com/2023-10-10-US-Army-Selects-
Lockheed-Martin-to-Deliver-300-kW-class-Solid-
State-Laser-Weapon-System

Lockheed Martin. 2025. ‘MORFIUS: C-UAS
solution ready today for the Joint Force of
tomorrow.” As of 7 April 2025:
https://lockheedmartin.com/en-us/products/
MORFIUS.html

Magnuson, Stew. 2025. ‘Israel’s Iron Beam
Set for Historic Deployment.” National
Defense, 29 January. As of 7 April 2025:
https://www.nationaldefensemagazine.
org/articles/2025/1/29/
israels-iron-beam-set-for-historic-deployment

Navy Lookout. 2025. ‘DragonFire directed energy
weapon to be fitted to four Royal Navy warships
by 202726 March. As of 7 April 2025:
https:/www.navylookout.com/dragonfire-
directed-energy-weapon-to-be-fitted-to-four-
royal-navy-warships-by-2027/

Obering, Henry. 2020. ‘Directed Energy
Weapons Are Real...And Disruptive. PRISM 8(3):
37-46. As of 7 April 2025:
https://ndupress.ndu.edu/Portals/68/
Documents/prism/prism_8-3/prism_8-3_
Obering_36-46.pdf

Parken, Oliver. 2023. THOR Microwave Anti-
Drone System Downs Swarms in Test’ TWZ, 19
May. As of 7 April 2025:
https://www.twz.com/thor-microwave-anti-
drone-system-downs-swarms-in-test

Plummer, Eric. 2022. 'AFRL awards contract for
drone killer, Mjolnir; brings new drone "hammer”
to the fight AFRL, 25 February. As of 7 April 2025:
https:/www.afrl.af. mil/News/Article/2945744/
afrl-awards-contract-for-drone-killer-mijlnir-
brings-new-drone-hammer-to-the-fig/

ntegrating DEWSs into

Jkraine's C-UAS framework

Rafael. 2025. ‘Iron Beam High Energy Laser
Weapon System. As of 7 April 2025:
https://www.rafael.co.il/system/iron-beam/

Rogers, Nina. 2023. ‘AFRL conducts swarm
technology demonstration. AFRL, 16 May. As
of 7 April 2025:
https:/www.afrl.af.mil/News/Article-Display/
Article/3396995/afrl-conducts-swarm-
technology-demonstration/

RTX.2024. 'RTX's CHIMERA high-power
microwave system excels during three-week
fleld test’ 29 January. As of 7 April 2025:
https://www.rtx.com/news/
news-center/2024/01/29/rtxs-
chimera-high-power-microwave-system-excels-
during-three-week-field-test

Saballa, Joe. 2025. ‘China Says New Microwave
Weapon Fired Thousands of Pulses, Survived!
The Defense Post, 27 January. As of 7 April 2025:
https://thedefensepost.com/2025/01/27/
china-microwave-weapon-test/

Scott, Richard. 2024. ‘UK DragonFire team
outlines follow-on laser weapon plans.” Naval
News, 11 March. As of 7 April 2025:
https:/www.navalnews.com/naval-
news/2024/03/uk-dragonfire-team-outlines-
follow-on-laser-weapon-plans/

Southgate, Jon. 2022. ‘DragonFire Proving Trials
Underway. MBDA, 17 July. As of 7 April 2025:
https:/www.mbda-systems.com/
dragonfire-proving-trials-underway

Southgate, Jon, John Stevenson & Rachel
Roffe. 2024. ‘DragonFire Laser Programme
Accelerating to Equip Royal Navy. MBDA, 12
April. As of 7 April 2025:
https://www.mbda-systems.com/dragonfire-
laser-programme-accelerating-equip-royal-navy


https://news.lockheedmartin.com/2023-10-10-US-Army-Selects-Lockheed-Martin-to-Deliver-300-kW-class-Solid-State-Laser-Weapon-System
https://lockheedmartin.com/en-us/products/MORFIUS.html
https://www.nationaldefensemagazine.org/articles/2025/1/29/israels-iron-beam-set-for-historic-deployment
https://www.navylookout.com/dragonfire-directed-energy-weapon-to-be-fitted-to-four-royal-navy-warships-by-2027/
https://ndupress.ndu.edu/Portals/68/Documents/prism/prism_8-3/prism_8-3_Obering_36-46.pdf
https://www.twz.com/thor-microwave-anti-drone-system-downs-swarms-in-test
https://www.afrl.af.mil/News/Article/2945744/afrl-awards-contract-for-drone-killer-mjlnir-brings-new-drone-hammer-to-the-fig/
https://www.rafael.co.il/system/iron-beam/
https://www.afrl.af.mil/News/Article-Display/Article/3396995/afrl-conducts-swarm-technology-demonstration/
https://www.rtx.com/news/news-center/2024/01/29/rtxs-chimera-high-power-microwave-system-excels-during-three-week-field-test
https://thedefensepost.com/2025/01/27/china-microwave-weapon-test/
https://www.navalnews.com/naval-news/2024/03/uk-dragonfire-team-outlines-follow-on-laser-weapon-plans/
https://www.mbda-systems.com/dragonfire-proving-trials-underway
https://www.mbda-systems.com/dragonfire-laser-programme-accelerating-equip-royal-navy

Stiles, Curtis. 2018. ‘New research for space
based Neutral Particle Beam (NPB) system!
Missile Defense Advocacy Alliance, 28
September. As of 7 April 2025:
https:/missiledefenseadvocacy.org/missile-
defense-news/new-research-for-space-based-
neutral-particle-beam-npb-system/

Thales. 2024. "What are Radio Frequency
Directed Energy Weapons? 16 December. As of
7 April 2025:
https://www.thalesgroup.com/en/countries-
europe/united-kingdom/news/what-are-radio-
frequency-directed-energy-weapons

Tucker, Patrick. 2024. ‘Navy still bullish on
lasers but widely deployed directed-energy ship
defense remains years away. Defense One, 8
August. As of 7 April 2025:
https:/www.defenseone.com/
technology/2024/08/navy-still-bullish-lasers-
real-directed-energy-ship-defense-remains-
years-away/398695/

United States Government Accountability
Office. 2023a. Directed Energy Weapons: DOD
Should Focus on Transition Planning. Report to
Congressional Committees. As of 7 April 2025:
https://www.gao.gov/assets/gao-23-105868.pdf

United States Government Accountability
Office. 2023b. Science & Tech Spotlight:
Directed Energy Weapons. As of 7 April 2025:
https://www.gao.gov/assets/gao-23-106717.pdf

Wymer, James. 2021. ‘AFRLs drone killer, THOR
will welcome new drone “hammer”’ AFRL, 29
July. As of 7 April 2025:

https://www.afrl.af. mil/News/
Article/2711966/afrls-drone-killer-thor-will-
welcome-new-drone-hammer/


https://missiledefenseadvocacy.org/missile-defense-news/new-research-for-space-based-neutral-particle-beam-npb-system/
https://www.thalesgroup.com/en/countries-europe/united-kingdom/news/what-are-radio-frequency-directed-energy-weapons
https://www.defenseone.com/technology/2024/08/navy-still-bullish-lasers-real-directed-energy-ship-defense-remains-years-away/398695/
https://www.gao.gov/assets/gao-23-105868.pdf
https://www.gao.gov/assets/gao-23-106717.pdf
https://www.afrl.af.mil/News/Article/2711966/afrls-drone-killer-thor-will-welcome-new-drone-hammer/

Invisible defender? Opportunities and challenges for integrating DEWSs into Ukraine's C-UAS framework

Annex — DEW systems

Table 1. HEL systems

oty |omom  Jowwls

USA BlueHalo: Locust Laser + 26 kW laser — scalable output power
Weapon System?’ -+ Can engage targets at 5.5 km altitude and moving at

463 kph

Operational in 15 mins
Two systems deployed in 2022

Silent Hunter* .+ Tested against drones moving slower than 60 m/s at a

USA Lockheed Martin: + 60 kW laser
HELIOS®* +  No information on range
Deployed in 2021
China Poly Corporation: - 30kW laser (in 2017)
range of 200 m
Germany  Skyranger 30 HEL*° + 20 kW to 50 kW laser

No information on range
Delivery planned for 2027/2028

Israel Rafael: Iron Beam*' « 100 kW and 50 kW mobile version
Several km range
Deployment end of 2025

UK UK DragonFire: « 50 kW laser

DragonFire - consortium . gport-range air defence (exact range classified)
Full rollout estimated 2027

led by MBDA*

Source: RAND Europe market research.

37 BlueHalo (2025); Army Recognition Group (2024b); Keller (2024).
38 Lockheed Martin (2020); Lockheed Martin (2021).

39 Army Recognition Group (2024a).

40 Hoffmann (2022); Hoffmann (2025).

41 Rafael (2025); Magnuson (2025).

42 Defence Science and Technology Laboratory & Ministry of Defence (2024).



Table 2. HPM systems

Ccounty | systam el

USA Epirus: Leonidas* +  Static and mobile versions available — can be mounted onto
a drone

Short-range system
Four prototypes delivered March 2024; recently received funding

to scale
USA Lockheed Martin: + HPM mounted on drone
MORFIUS* «  Tube-launched

Still in development — last test in 2023

USA Raytheon: CHIMERA** -  Static air base defence system
Mid- to long range
Successful 3-week testing in 2024 against static and aerial targets
Second prototype to be delivered in 2026

USA AFRL: THOR* - Transportable static system (set up in 3 hours)
Designed for short-range defence vs UAVs
In testing since 2019

Follow-up prototype ‘Mjolnir’ announced in 2021 — $26 million
contract awarded to Leidos for development

China NORINCO: Hurricane- - Can be mounted on a mobile chassis
3000* +  Effective range of up to 3 km
Successful testing at the end of 2024, but not ready for deployment
UK Thales - Radio frequency weapon — not microwave (but achieves a
(consortium lead): similar effect)
RapidDestroyer*® +  Modular and mobile system

Engagement range up to 1 km
Reported to cost 10p per shot
Demonstrator tested against live targets in December 2024

Source: RAND Europe market research.

43 Breaking Defense (2025); Epirus (2025).

44 Lockheed Martin (2025); Harper (2023).

45 RTX (2024).

46 AFRL (2025); Rogers (2023).

47 Saballa (2025); Army Recognition Group (2025).

48 Thales (2024); Defence Equipment & Support (2024).



14 Invisible defender? Opportunities and challenges for integrating DEWs into Ukraine’s C-UAS framework

Abbreviations
AFRL Air Force Research Laboratory
C-UAS Counter-Unmanned Aerial Systems
DEW Directed Energy Weapons
EM Electromagnetic
FPV First-Person View
HPM High-Power Microwave
HEL High-Energy Laser
MDT Ministry of Digital Transformation (Ukraine)
MOD Ministry of Defence (UK)
R&D Research & Development
THOR Tactical High-Power Operational Responder
TRL Technology Readiness Level
UAS Unmanned Aerial System

UAV Unmanned Aerial Vehicle





