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About This Report

In this report, we examine how applicants experience the U.S. government’s (USG's) personnel
vetting (PV) process and identify practical and evidence-based strategies for improving that experience
while maintaining the USG’s ability to effectively assess applicant trustworthiness. To do this, we
reviewed past RAND research on PV, interviewed stakeholders, attended industry listening sessions,
and assessed select USG and industry websites to understand applicants’ experiences and the
resources available to them during the vetting process. On the basis of this research, we developed a
conceptual framework to capture and analyze applicants’ experiences, as well as insights and suggested
actions for the USG to consider to improve applicants’ experiences with and the resources available to
them during the PV process. We also developed a Personnel Vetting 101 Applicant Toolkit, which
contains a set of practical resources designed to help applicants better understand and navigate the PV
process. The toolkit can be found as annexes to this report at
www.rand.org/pubs/research_reports/RRA3923-1.html.

RAND National Security Research Division

This work was conducted within the Personnel, Readiness, and Health Program of the RAND
National Security Research Division, which operates the National Defense Research Institute, a
federally funded research and development center sponsored by the Office of the Secretary of War,
the Joint Staff, the Unified Combatant Commands, the Navy, the Marine Corps, the defense agencies,
and the defense intelligence enterprise.

For more information on the RAND Personnel, Readiness, and Health Program, see
www.rand.org/nsrd/prh or contact the director (contact information is provided on the webpage).

This publication documents work completed in December 2025, which underwent security review
with the sponsor and the Defense Office of Prepublication and Security Review before public release.
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Summary

The Security, Suitability, and Credentialing Performance Accountability Council Program
Management Office sponsored this project to gain insights into how applicants experience the U.S.
government’s (USG’s) personnel vetting (PV) process and identify practical and evidence-based ways
to improve that experience while ensuring that the USG can still effectively assesses applicant
trustworthiness. Our project aims were focused primarily on individuals undergoing initial vetting
because they were unlikely to have had prior experience with the PV process. Our objectives were as
follows: (1) describe the experiences applicants have as they navigate the PV process, including areas
in which some individuals may need to make specific requests; (2) develop a framework to capture the
PV process and the experiences of individuals who go through the process; and (3) identify strategies
for improving the PV experience, including ways in which agencies and industry can help clarify and
manage applicants’ expectations.

Methodology

We used a mixed-methods approach for this project. We analyzed past RAND research to
identify recurring challenges, areas for improvement, and suggested actions and focused on how
applicants understand, navigate, and perceive the vetting process. To supplement this analysis, we
conducted interviews with USG PV experts and attended USG-led industry listening sessions to
gather practitioner perspectives. Drawing on these insights, we then created a conceptual framework
to understand applicants’ experiences. Informed by this framework, we reviewed public USG and
security industry organization websites to determine how clearly and completely those websites
communicate PV information to applicants. Finally, we developed suggested actions that the USG can
take to improve the PV experience and created a toolkit containing resources to assist applicants in
understanding and navigating the PV process. The Personnel Vetting 101 Applicant Toolkit can be
found as annexes to this report at www.rand.org/pubs/research_reports/RRA3923-1.html.

Main Finding and Key Insights
Main Finding

PV is not only a security function but also a critical workforce process that directly affects
recruitment, retention, and trust in the USG. However, the USG’s PV system was designed
primarily to address security concerns and has historically emphasized risk management—
sometimes at the expense of the applicant experience. Although the system is essential for
protecting people, property, information, and mission, its processes, tools, and unclear and
inconsistent guidance can unintentionally discourage qualified applicants when the human element is
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overlooked, making the PV experience confusing, time-consuming, and discouraging. The following
key insights illustrate and support this broader finding regarding the PV system.

Key Insights

e Inconsistent, incomplete, inaccurate, unclear, and hard-to-find information from official
sources not only makes it difficult for applicants to understand the PV process but also
leads to confusion and misunderstandings. As a result, some applicants turn to unofficial —
and sometimes unreliable—sources for information, which can reinforce misconceptions and
erode trust in the process.

e Unclear instructions, inconsistent support from security and vetting professionals, and a
limited ability to track progress make it difficult for applicants to navigate the PV process.
Applicants most often struggle with completing questionnaires, finding accurate information,
managing interviews and accommodation requests, and tracking their progress through the
process. These navigation challenges can lead to confusion, delays, and frustration.

e Applicants’ perceptions of the PV process are shaped by how well they understand and
navigate the process and by their interpersonal experiences along the way. Confusing and
inconsistent guidance and applicants’ struggles navigating the PV process can lead to mistrust,
frustration, and perceptions of unfairness. Additionally, applicants’ perceptions are influenced
by their interactions with the individuals involved in conducting or supporting the process.
For many applicants, investigators are the face of the PV process, but experiences with
security, administrative, and support staff—such as those conducting fingerprinting, issuing
Personal Identity Verification cards, or providing help desk support—can also leave lasting
impressions.

Suggested Actions

The challenges we identified in this study are both security and workforce issues. To address those
challenges effectively, PV needs to be approached as a process that is essential to protecting national
security and as a critical element in the government’s ability to attract and retain trusted talent.
Improvements that make PV easier to understand and navigate can improve applicants’ experiences,
strengthen trust and perceptions of fairness, and increase applicants’ willingness to share information.
Therefore, approaching PV as a workforce function, as well as a risk-management tool, would make
the process more responsive to applicants’ needs while maintaining—and potentially enhancing—
security.

Fortunately, the USG has recognized the need to improve the applicant experience, and many
applicant-focused improvements—such as clearer communication, simpler tools, and a more-
transparent, customer service—oriented approach—are already underway. The following suggested
actions build on those efforts and provide actionable steps intended to help applicants better
understand and navigate the process while contributing to improved applicant perceptions of and
experiences with the PV process:
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Approach PV as both a security and a workforce issue. Viewing vetting as both a security
and a workforce process ensures that the USG can protect people, property, information, and
mission while supporting recruitment, retention, and trust. Applying a customer service
mindset and developing communications, tools, and procedures that are more clear, intuitive,
and responsive to the needs of all types of applicants can make the PV process more efficient,
intuitive, and applicant-focused while maintaining security standards.

Ensure that PV communications are clear, easily accessible, and consistent across
government agencies. Applicants need clear, easily accessible, and consistent information
about requirements, what to expect, and how to complete each step of the PV process. Using
plain language, minimizing jargon, and presenting materials in multiple formats—such as
infographics, videos, and policy briefs—can make information more understandable to a
broader group of applicants. Giving materials descriptive and jargon-free titles, organizing
them logically by topic, and optimizing them for online searches can help applicants more
easily locate the information they need. Establishing a centralized USG library of PV
resources and posting consistent information across agency websites would promote uniform
messaging, reduce misinformation, and improve transparency.

Use multichannel, applicant-focused communication strategies. Reaching applicants and
employees through multiple communication channels can expand awareness, improve
understanding, and reinforce key messages about PV, Using a mix of traditional and more-
modern formats—such as newsletters, blogs, videos, infographics, and online training
modules—increases the likelihood that accurate and consistent information reaches target
audiences in ways that are accessible and engaging. Delivering information across multiple
platforms—such as agency websites, onboarding portals, and internal communications
systems—can strengthen agency security culture, reduce misinformation, and promote
ongoing compliance with reporting requirements.

Provide targeted guidance, training, and tools for human resources, security, and vetting
staff. Consistent training and job aids for recruiters, security officers, and investigators can
improve communication with applicants, reduce confusion, and strengthen professionalism.
This includes guidance on common applicant questions, standardized checklists, flexible
interview policies, and mechanisms for applicant feedback.

Continue refining and simplifying vetting questionnaires. Simplifying the language,
improving the layout, and integrating user-friendly features—such as examples, progress
indicators, and adaptive formatting—would make questionnaires easier to complete accurately
and enhance the efficiency of the overall vetting process.

Increase transparency and help applicants track progress. Such tools as dashboards or
progress trackers, supplemented by regular status updates from security offices, can help
applicants understand where they are in the PV process and what to expect next. Greater
visibility into the process can reduce applicant frustration and build confidence and trust in
the system.
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Personnel Vetting 101 Applicant Toolkit

To help applicants better understand and navigate the PV process, we developed a Personnel
Vetting 101 Applicant Toolkit (Annexes I-IV). The toolkit is designed to clarify key steps, explain
requirements, and help applicants move through the PV process with greater confidence and ease.

The toolkit contains the following components:

The Personnel Vetting Process (Annex I): In this annex, we outline the key steps in the PV
process and what happens during each step to help applicants know what to expect and reduce
uncertainty and confusion.

Guide to Completing the Vetting Questionnaire (Annex II): In this annex, we offer strategies
and tips for completing the PV questionnaire, explain what key sections of the questionnaire
are asking for, and identify common pitfalls to help applicants plan efficiently and reduce
errors and omissions.

Security Clearance Guidelines in Brief (Annex III): In this annex, we provide an easy-to-
understand overview of the U.S. National Security Adjudicative Guidelines to help applicants
understand how their applications are judged. We also include a table with a high-level
summary of each adjudicative guideline and examples of what may raise or mitigate potential
vetting concerns.'

Frequently Asked Questions and Common Misperceptions (Annex IV): In this annex, we
provide clear, plain-language answers to common questions and addresses common myths to
help applicants quickly find the accurate information they need to understand and navigate the
PV process.

! Office of the Director of National Intelligence, “National Security Adjudicative Guidelines,” Security Executive Agent
Directive 4, June 8, 2017a; Office of the Director of National Intelligence, “Reporting Requirements for Personnel with Access
to Classified Information or Who Hold a Sensitive Position,” Security Executive Agent Directive 3, June 12, 2017b.
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Chapter1

Introduction

The Security, Suitability, and Credentialing Performance Accountability Council Program
Management Office (PAC PMO) sponsored this project to gain insights into how applicants
experience the U.S. government’s (USG’s) personnel vetting (PV) process and identify practical and
evidence-based ways to improve that experience while ensuring that the USG can still effectively
assesses applicant trustworthiness. Our project aims were focused primarily on individuals undergoing
initial vetting because they were unlikely to have had prior experience with the PV process. Our
objectives were as follows: (1) describe the experiences applicants have as they navigate the PV
process, including areas in which some individuals may need to make specific requests; (2) develop a
framework to capture the PV process and experiences of individuals who go through the process; and
(3) identify strategies for improving the PV experience, including ways in which agencies and industry
can help clarify and manage applicants’ expectations.

Methodology and Limitations

We employed a mixed-methods approach that combined a targeted review of past RAND
research, qualitative interviews with stakeholders, stakeholder engagement through industry listening
sessions, and a review of USG and security industry organization websites. Our structured review of
past RAND research was focused on identifying recurring challenges, promising practices, and
suggested actions. We gave particular attention to applicants’ experiences, including how applicants
understand, navigate, and perceive the PV process.

To complement this review, in September 2025, we conducted four semistructured interviews
with multiple USG PV subject-matter experts, including investigators and experienced security
officers, in two agencies. To gather industry perspectives, we attended three PAC PMO Industry
Listening Tour (ILT) virtual sessions, in September, October, and November 2025. This ongoing
series of ILT sessions is aimed at understanding how PV reforms are affecting industry. During the
ILT sessions, experienced industry security officers shared their insights on applicants’ experiences
with PV and the challenges that such individuals face regarding self-reporting requirements.

We then developed a conceptual framework to provide a structured method for examining how
applicants interact with and perceive the vetting process—a topic that is often discussed generally but
rarely analyzed from the applicant’s point of view. The framework was informed by insights from our
review of past RAND research and stakeholder interviews, as well as established principles and best
practices in communications, process design, and user experience, including universal design.

Informed by the conceptual framework, we examined how well official public and industry online
resources provide information on topics of interest to PV applicants. We analyzed publicly available
websites hosted by USG investigative service providers (ISPs), other websites related to government



employment, and a limited number of industry websites. In this review, we examined the clarity and
completeness with which key PV topics were presented and how easily that information could be
found by an applicant with little knowledge of the PV process.

Although in this report we provide a comprehensive overview of challenges and opportunities,
several limitations should be noted. The interview sample was small, so we also drew on insights
derived from past RAND research. Access to federal interviewees was limited in part because the
interviews took place during a presidential administration transition, when changing mission priorities
and needs created additional demands and time constraints on federal personnel. Therefore,
stakeholders’ insights may not be fully representative of PV professionals’ insights across the USG or
industry. Because of these limitations, our insights reflect qualitative analysis derived from these
sources and past research, not from a quantitative review of system performance.

Additionally, our review of the official information that is available to applicants from USG and
industry security contractor sources was limited because (1) we did not have access to information that
organizations may provide to applicants directly or through internal systems, and (2) the search
parameters we developed may not have captured all relevant materials posted online.

Finally, because the USG PV system continues to evolve, our findings represent a snapshot in
time. Future policy changes, technological advancements, or workforce trends may change the context
in which these suggested actions are applied.

Structure of This Report

The remainder of this report is structured as follows. In Chapter 2, we provide key observations
and insights from our interviews with PV and industry security professionals, the perspectives shared
in the ILT sessions, and our review of past RAND research. We highlight common challenges and
issues and opportunities for improving the applicant experience. On the basis of these insights, in
Chapter 3, we present our conceptual framework for understanding PV. In Chapter 4, we summarize
how, guided by our conceptual framework, we reviewed public USG and industry PV websites to
identify strengths and gaps in how official information about PV is made available to applicants. In
Chapter 5, we present our main finding, supporting key insights, and a set of suggested actions to
improve the applicant experience while ensuring that the USG can still effectively assesses applicant
trustworthiness. Our Personnel Vetting 101 Applicant Toolkit is presented in Annexes I through IV, in
which we provide straightforward resources to help applicants understand and navigate the PV
process. The toolkit is designed to clarify key steps, explain requirements, and help applicants move
through the process with greater confidence and ease. The toolkit can be found at
www.rand.org/pubs/research_reports/RRA3923-1.html.
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Chapter 2

The Personnel Vetting Experience

In this chapter, we provide key observations and insights from our interviews with PV and
security professionals, perspectives that were shared in the PAC PMO ILT sessions, and our review of
past RAND research. The insights are organized around the actions that applicants take during the
PV process. A consistent theme emerged across all stages of the PV process: Applicants often struggle
to understand what is required, how they will be evaluated, and what to expect next. These challenges
can create confusion, stress, and perceptions of unfairness but also reveal opportunities to improve
clarity, communication, and trust in the process.

Understanding the Process, Requirements, and Time Frames of
Personnel Vetting

A common challenge applicants face is understanding the overall PV process, including what is
required of them, what to expect, and likely time frames for completion. PV and security professional
interviewees and ILT participants noted that many applicants begin the PV process uncertain about
their eligibility, what they will need to provide, and who will have access to their personal information.
For example, an ILT participant said, “They may not know what status they are and what it means.
It's not always clear for people, and the language on the website is not enough.” Past RAND research
also specifically found that unclear job descriptions, inconsistent communication, and limited
transparency can negatively affect applicants’ experiences.’

Misinformation about the PV process was noted as a concern by many stakeholders. One
interviewee reported, “There’s a lot of misinformation out there, particularly about polygraphs.” To
combat misinformation, multiple ILT participants emphasized the need for more-definitive and more-
official information to be publicly available about the PV process. One such participant remarked,
“Transparency is key. I don’t think you can overcommunicate. . . . [Applicants] want to know why
things are happening and what happens next. This is a very scary process.”

In addition to calling for more and clearer guidance overall, stakeholders specifically mentioned
gaps in information related to financial reporting, foreign travel reporting, and the adjudicative
guidelines. To communicate better with applicants, one interviewee suggested including links to PV
websites in job announcements. To communicate better with PV professionals, the same interviewee

2 Industry partners, PAC PMO ILT session, October 2, 2025.

3 David Stebbins, Richard S. Girven, and Samantha Ryan, National Security Employment: Improving the Candidate Experience
Journey Through the Personnel Vetting Process, RAND Corporation, RR-A1990-1, 2023.

* USG PV subject-matter expert, interview with the authors, September 16, 2025,
> Industry partners, PAC PMO ILT session, October 2, 2025.



stated that it would be the “best thing in the world” if there was a USG PV newsletter, so that staff
would get the same message no matter where they were looking for information. This interviewee
went on to say that “things [are] being discussed [at the highest levels], but not with the everyday
workers—they [have] zero information.”

Past RAND research about PV and misinformation included an analysis of social media blogs and
posts by PV applicants.” Those researchers found that many applicants are confused about the PV
process, its requirements, and its timelines. As a result, applicants increasingly turn to artificial
intelligence (AI)-driven tools and other unofficial sources for guidance, where inaccurate or misleading
information can shape their expectations and negatively affect their experiences. Those researchers
also found that although AI chatbots can sometimes provide useful information about PV, their
reliability varies by context, and they can unintentionally mislead users or be misused.®

The reliance on unofficial or online sources may be especially common among younger applicants,
whose life experiences often differ from those of older generations and who may be uncertain about
how those differences will be evaluated during the PV process. For example, past RAND research
examined how generational differences in relation to the U.S. National Security Adjudicative
Guidelines found that younger generations are more likely to have student loan debt or possess
cryptocurrency—factors that can be perceived as financial vulnerabilities or are difficult to verify under
traditional financial review processes.” ILT participants stressed the need for clearer guidance on how
student debt affects clearance eligibility.' The same researchers found that younger applicants are
more likely to have used marijuana—which is legal in some states but still prohibited under federal
law—and to have foreign-born friends or family members or international work or study experiences,
all of which can raise questions about foreign influence. Without clear explanations about why such
personal applicant details are requested and how those details will be judged, younger applicants may
be confused, seek information from unofficial sources, and perceive these questions as intrusive or
unfair.!!

Another issue mentioned by interviewees and found in past research is that workforce or security
personnel sometimes provide inconsistent or inaccurate information to applicants. Interviewees noted
that applicants often struggle to reconcile what appears to be conflicting information in official
sources, including the Standard Form 86 (SF-86) Questionnaire for National Security Positions,
Security Executive Agent Directive (SEAD) 3 reporting requirements, SEAD 4 reporting

® USG PV subject-matter expert, interview with the authors, September 16, 2025.

7 Ryan Andrew Brown, Sina Beaghley, Douglas Yeung, Emily Higgs, Ethan Doshi, and Prateek Puri, Clearing Up the Confusion
from Misperceptions About the Security Clearance Process, RAND Corporation, RR-A3543-1, 2025.

8 Brown et al., 2025.

9 Marek N. Posard, Emily Ellinger, Jamie Ryan, and Richard S. Girven, Updating Personnel Vetting and Security Clearance
Guidelines for Future Generations, RAND Corporation, RR-A757-1, 2021; Office of the Director of National Intelligence,
“National Security Adjudicative Guidelines,” Security Executive Agent Directive 4, June 8, 2017a; Office of the Director of
National Intelligence, “Reporting Requirements for Personnel with Access to Classified Information or Who Hold a Sensitive
Position,” Security Executive Agent Directive 3, June 12, 2017b.

10 Industry partners, PAC PMO ILT session, October 2, 2025.

" posard et al., 2021.



requirements, and various government websites.'> One interviewee described key PV terms and
standards—such as the “whole-person” concept, eligibility, suitability, and clearance duration—as
“difficult to understand,” adding that “such confusion is understandable . . . and happens
consistently.””” Past RAND research found that some applicants receive conflicting or incorrect
guidance about their eligibility, the types of issues that may raise concerns, and how foreign passports
are treated (in the case of dual citizens)."* ILT participants noted that they face challenges because the
agencies do not use terms consistently.”” Inconsistent and inaccurate information can cause
unnecessary anxiety and delays in the PV process and discourage individuals who are qualified and
needed for the security workforce from applying for a clearance.

Getting Questions Answered

Applicants frequently seek clarification during the PV process but sometimes find that the
available resources are difficult to access or are inconsistent, leading to confusion about how to get
questions answered accurately.'® For example, an ILT participant reported that applicants are often
unclear about who to contact with questions: “We have a lot of folks saying that [the points of contact
they are given] are not responding or they're being told there’s someone else they should talk to.”"”
One interviewee reported that applicants sometimes receive vague or unhelpful guidance from security
officers or investigators, such as being told to “figure it out.”*®

In part to help address concerns along these lines, the Defense Counterintelligence and Security
Agency (DCSA)—which is the primary ISP for the USG, processing more than 95 percent of the
government’s background investigations—created an Applicant Knowledge Center staffed with
security professionals and technical experts to answer substantive and technical PV questions."”
According to some interviewees, the DCSA’s assistance and response times have improved over time.*
These interviewees also described the DCSA’s ongoing efforts to adopt a more customer service—
oriented approach with applicants, including by improving its public-facing websites, developing a
customer experience framework, collecting feedback through surveys, and developing a newsletter.*!

2ysGgpv subject-matter expert, interview with the authors, September 29, 2025; industry partners, PAC PMO ILT session,
October 2 and November 6, 2025; U.S. Office of Personnel Management (OPM), “Questionnaire for National Security
Positions,” Standard Form 86, revised November 2016; Office of the Director of National Intelligence, 2017b; Office of the
Director of National Intelligence, 2017a.

3 USG PV subject-matter expert, interview with the authors, September 29, 2025,

!4 Stephanie J. Walsh, Sina Beaghley, David Stebbins, Nikolay Maslov, and Theiline Pigott, Vetting of Dual Citizens and
Naturalized Citizens for Service in the National Security Workforce: Addressing Complexities, Challenges, and Opportunities Related to
the Personnel Vetting Process, RAND Corporation, RR-A3461-1, 2025a.

15 Industry partners, PAC PMO ILT session, October 2, 2025.

' Brown et al., 2025.

7 Industry partners, PAC PMO ILT session, October 2, 2025.

18 USG PV subject-matter expert, interview with the authors, September 16, 2025.

P DCSA, “Personnel Vetting,” webpage, undated.

20 USG PV subject-matter experts, interviews with the authors, September 9 and 25, 2025.

2lysGg pv subject-matter experts, interviews with the authors, September 16 and 25, 2025; USG PV subject-matter expert,
interview with the authors, September 9, 2025.



However, interviewees cautioned that staffing changes and shifting priorities could limit the DCSA's
ability to address substantive PV queries in the future.”

Both interviewees and ILT participants emphasized that applicants would benefit from short and
more easily understandable guidance about the PV process.” To address this need, ILT participants
recommended developing concise reference sheets, tutorials, and examples to help applicants better
understand the vetting process, SEAD 4, and the vetting questionnaire. Several participants noted
that existing materials are too long and text-heavy to hold applicants’ attention, particularly among
younger audiences. As one attendee explained, “We're using the wrong means to convey information.
We're doing 30-minute presentations and slides on reporting, and the attention span of the new
generation is much shorter. It would be good to see a fundamental change in how we deliver guidance.”

Interviewees and ILT participants also mentioned the importance of using clear and relevant
language in guidance documents. One ILT participant commented on the importance of presenting
information in ways that resonate with younger audiences, explaining,

I think it’s generational. I understand, but I've been doing this for 30 years. The
newer generation doesn't get it. They're used to tracking people with GPS and social
media. . . . They think, “You don’t need to know everything—but I still want my job.”
It's an education issue. We need to modernize the language and teach them what is

and isn’t allowed.?*

To make guidance documents more applicant-friendly, one interviewee described the need to have a
communications person to “take . .. ‘personnel security’ speak and convert it into everyday

language . . . get more information out there that’s less in federal government and process speak . . . get
rid of that language barrier.””

Completing the Vetting Questionnaire

Multiple interviewees and ILT participants observed that filling out the vetting questionnaire (e.g.,
the SF-86) can be the most difficult part of the process for many applicants—an observation that was
also identified by Brown and colleagues.”® One of those stakeholders noted that most nontechnical
calls that the DCSA applicant support desk receives are related to the vetting questionnaire.
Ambiguous or very-detailed questions can cause confusion and lead to errors, particularly when
applicants do not understand why certain information is requested. One interviewee reported that
vetting questionnaires are not available in languages other than English, with one interviewee noting

22 USG PV subject-matter expert, interview with the authors, September 9, 2025; USG PV subject-matter experts, interviews
with the authors, September 16 and 25, 2025.

2 USG PV subject-matter experts, interviews with the authors, September 9 and 25, 2025; industry partners, PAC PMO ILT
session, November 6, 2025.

2 Industry partners, PAC PMO ILT session, November 6, 2025.
% USG PV subject-matter expert, interview with the authors, September 16, 2025,

%6 USG PV subject-matter experts, interviews with the authors, September 9 and 16, 2025; industry partners, PAC PMO ILT
session, October 2, 2025; Brown et al., 2025.



that “I've heard people use Google Translate, but I worry that things could be misinterpreted or lost in
translation.””’

Manual data entry and reentry can add to applicants’ frustrations, especially for those who are
already stressed by the process or struggle with the technology, time management, or organization.”®
One ILT participant noted that a common complaint from applicants is the number of yes-or-no
questions they have to answer: “I counted 74 questions.””

Interviewees and ILT participants reported that the eApp portal streamlines the process of
submitting the vetting questionnaire, especially for individuals who have been vetted before and are
required to resubmit the form, because the system automatically fills in information from their last
submission. However, these interviewees and participants suggested that additional automated
features could further enhance the process. Recommended improvements included automatically
flagging missing fields, alerting applicants when the same reference is entered multiple times, and—for
reinvestigations—removing information that falls outside the required reporting time frame.”

Several ILT participants noted that applicants are often confused about what must be reported,
particularly regarding their financial history, foreign travel, foreign passports, and criminal charges.’
Participants reported that some applicants mistakenly believe that such issues as student debt and
foreign travel are automatically disqualifying—a misperception that other RAND research found is
also reflected in social media posts and online discussions.’> One interviewee described one of the
sources of confusion as follows: “Sometimes it’s a language barrier, and sometimes it's because the
questions are as clear as mud.””

Past RAND research found that imprecise language in questions about foreign connections has
led to applicants providing too much, too little, or irrelevant detail, which increases processing time.**
Some candidates may be reluctant to provide sensitive demographic, personal, or social information
because of fear of bias.*® One prior RAND report quoted a stakeholder who suggested that hiring
managers should help applicants fill out their forms as a way of “recognizing that they are being hired
for a specific expertise that may not be filling out forms.”*® These findings and observations suggest
that clearer language, increased automation, and more responsive support for applicants when
completing the questionnaire could reduce errors, improve efficiency, and increase applicant
confidence.

27 USG PV subject-matter expert, interview with the authors, September 16, 2025.
28 Stebbins et al., 2023, Brown et al., 2025.
29 Industry partners, PAC PMO ILT session, October 2, 2025.

39 USG PV subject-matter experts, interviews with the authors, September 9 and 16, 2025; Industry partners, PAC PMO ILT
session, October 2 and November 6, 2025.

31 Industry partners, PAC PMO ILT session, October 2, 2025.

*? Brown et al,, 2025.

33 USG PV subject-matter expert, interview with the authors, September 29, 2025,
3% Walsh et al., 2025a.

3> Sina Beaghley, Jessica Welburn Paige, David Stebbins, Sarah Zelazny, Samantha Ryan, and Amy Burnett Cross, A Diverse
and Trusted Workforce: Examining Elements That Could Contribute to the Potential for Bias and Sources of Inequity in National
Security Personnel Vetting, RAND Corporation, RR-A1987-1, 2023.

36 Stebbins et al., 2023, p. 29.



Being Interviewed

Confusion about applicant background investigation interviews was mentioned by both ILT
participants and interviewees. An ILT participant noted that applicants are sometimes contacted to
schedule interviews without understanding the purpose, expectations, or how to prepare for them.”
One interviewee said, “We have people showing up [for background investigation interviews], and
they don’t even know why they're there.””® Another interviewee noted that applicants had requested
their lawyer attend the interview because, when they learned that they were being investigated, they
did not understand that it was not a criminal investigation.” Prior research also found that applicants
are often confused by the requirements and purpose of the background investigation interview.*

Some applicants have disabilities, other needs, or concerns that need to be addressed to fully
participate in the interview. However, prior RAND research found that the web-based job board for
the federal government—USAJOBS—does not clearly explain how to request an accommodation,
and there is no consistent process to ensure that applicants know such options are available.* As a
result, candidates may be unaware that accommodations are possible, assume that accommodations
are not permitted, or be uncomfortable making such a request.

USG PV expert interviewees reported that the most frequent request they get from applicants is
for translators, and although they try to be responsive to such requests, they are not always able to do
$0.* One PV professional noted, “We struggle to get interpreters for foreign languages, even with the
forms.””® When official translators are not available, investigators may ask applicants to bring someone
to assist with translation. However, interviewees explained that this approach can create challenges:
Precise meanings can get lost in translation, applicants may be reluctant to share sensitive information
with someone they know, and the translator could intentionally or unintentionally influence the
applicant’s responses. Other applicant requests noted by interviewees were being assigned an
investigator of a specific gender (for religious reasons, personal comfort, or other reasons); having a
lawyer, union representative, or other third party in the room (e.g., someone to help an applicant
understand the questions being asked); meeting in a location that is physically accessible, more quiet,
or more convenient; getting regular breaks to move, take medicine, eat, drink, or use the restroom; and
bringing a service animal.**

Although some USG agencies have high-level guidance for how to respond to requests related to
PV interviews, interviewees reported that no USG-wide policies exist, leading to management on a
case-by-case basis and potential inconsistencies across and within agencies in how such requests are
handled. Interviewees reported that applicant requests are sometimes made “too late in the process—
after the interview is scheduled.” In these cases, investigators may not be able to be responsive to the

37 Industry partners, PAC PMO ILT session, November 6, 2025.

38 USG PV subject-matter expert, interview with the authors, September 25, 2025,

39 USG PV subject-matter expert, interview with the authors, September 16, 2025,

% Brown et al,, 2025.

! Beaghley et al., 2023.

#2 USG PV subject-matter experts, interviews with the authors, September 16, 25, and 29, 2025.
B USG PV subject-matter expert, interview with the authors, September 16, 2025.

# USG PV subject-matter experts, interviews with the authors, September 16, 25, and 29, 2025.



request because it would require rescheduling and delay the interview beyond the time they were given
to complete the interview.* However, even when requests are made in advance, investigators may lack
the training, resources, or authority to respond appropriately. As one interviewee summarized, “I
think [the applicant] asks for it and hopes for the best.”*

Background investigation interviews can cause applicants discomfort or anxiety, especially when
sensitive or personal questions are asked.” In past RAND research, some applicants reported negative
interactions with interviewers who the applicants said were overly aggressive or confrontational. In a
study of how dual and naturalized citizens experience PV, some interviewees reported feeling that
their loyalty to the United States was being unfairly questioned, which left them feeling that they were
not considered “American enough.”*® Past RAND research also found that some individuals with
certain cognitive or developmental differences—such as some forms of autism, attention-
deficit/hyperactivity disorder, or obsessive-compulsive disorder—may communicate or behave
differently during background interviews, and these differences can sometimes be misinterpreted by
interviewers as suspicious or deceptive.*”

Neither we nor other RAND researchers have examined investigator training in detail related to
responding to specific requests from applicants, and the training materials that are used are not
publicly accessible. When asked about investigator training for interviewing and handling sensitive
topics—such as past trauma—one interviewee explained that investigators are taught to show
respect.”’ Beyond that, interviewees described informal training, such as learning from peers,
individual research, and on-the-job experience, but they also suggested that clear communication
guidance and policies for addressing applicant needs and requests could help provide clarity and
consistency in the process.”

Tracking Progress

Stakeholders consistently described a lack of transparency and communication about where
applicants are in the PV process. In prior research, applicants described being “in the dark” about their
status once they submitted their questionnaires, often hearing nothing at all until they were contacted
by an investigator or received a final decision.”> One interviewee noted that the most common
applicant question is, “What happens next?”>* An ILT participant said,

% USG PV subject-matter expert, interview with the authors, September 25, 2025,

% USG PV subject-matter expert, interview with the authors, September 16, 2025,

47 Stebbins et al., 2023,

48 \Walsh et al., 20252, p. 34.

* Beaghley et al., 2023.
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1 USG PV subject-matter experts, interviews with the authors, September 16, 25, and 29, 2025.
52 Brown et al., 2025; Stebbins et al., 2023.
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We have people in sheer panic that the investigation hasn't started because no one has
reached out. It may be because they elected not to talk to the individual at all, but if
no one reaches out in three months and [the applicant expects to be contacted in 30

days), they're scared something is wrong.>*

Another ILT participant added that when applicants receive requests for additional information, they
often become nervous because they do not understand why the information is needed.”

Past RAND research found that infrequent communication has a negative impact on applicants’
experiences, leading to frustration, anxiety, and attrition. When the hiring process is lengthy and
communication is limited, applicants—especially younger applicants—can feel ignored or dismissed.*
Some private-sector organizations have addressed this problem by using applicant tracking systems
and dashboards to maintain communication and provide feedback to job candidates at each stage in
the process.”” Prior RAND research recommended actions to improve communication and
responsiveness to help applicants feel supported and informed and to reduce applicants’ frustration
and uncertainty. These strategies include increasing the frequency of direct communication with
applicants; providing applicants with resource guides; giving applicants clear points of contact,
anticipated timelines, and regular progress notifications; using communication strategies to make
information easier to digest, such as visual guides to explain complex topics; and developing online
tools to help applicants complete forms and secure messaging options to support confidential
communication.’®

To improve communication with applicants, an interviewee in a past RAND report suggested a
“universal front-end’ dashboard ‘transparency tracker’ for all candidates, while each USG entity could
then develop its own application programming interface (API) on the ‘back end’ to suit unique
organization requirements.”® DCSA is developing an applicant dashboard, which could help address
the communication issue by allowing applicants whose clearances are being processed through DCSA
to track their progress.”” Improving communication and providing a way to track status updates could
help increase transparency and reduce uncertainty for applicants.

Sharing Information and Trusting How It Is Used

Applicants’ willingness to share sensitive information depends on their level of trust in the PV
system, their perception of the system’s fairness, and their level of confidence that their personal
information will be protected.®’ For example, applicants may be reluctant to disclose past drug use,

54 Industry partners, PAC PMO ILT session, October 2, 2025.
5 Industry partners, PAC PMO ILT session, October 2, 2025.
56 Stebbins et al., 2023.

*7 Matthew Deutsch, “Improving Candidate Communication with Advanced Recruiting Software,” Top Echelon blog, November
25, 2024; Gillian O'Brien, “What Is an Applicant Tracking System (ATS) and How Can It Help?” Remote, February 10, 2025.

58 Stebbins et al., 2023; Walsh et al., 2025a.

%9 Stebbins et al., 2023, p. 51.
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%! Brown et al., 2025.
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financial issues, or personal contacts because they do not know who will see the information or how it
will be used.®* Applicants with mental health or physical disabilities may avoid disclosing their
conditions or requesting accommodations out of concern that doing so could lead to negative
treatment or bias or that their condition could be shared with current or future employers or
supervisors.”> Applicants may also fear that admitting to past behaviors, such as illegal drug use, could
result in legal consequences or harm them professionally if such information is shared with their
employers.** Some applicants have expressed concerns that the vetting process may be unfair or
exclusionary and that they felt unfairly judged for their past behaviors.®® Uncertainty by applicants
about how their personal information will be used and shared can discourage full transparency and
potentially undermine trust in the process.

Key Takeaways

Insights from stakeholder interviews, ILT sessions, and prior RAND reports revealed challenges
and opportunities to improve the PV process. Applicants often find the PV process confusing and
would benefit from clearer communication, better guidance, and more support. Stakeholders noted
that confusion and misinformation frequently lead to application errors, delays, and frustration for
both applicants and security staff—inefficiencies that slow hiring and may deter qualified candidates
from government service. These perspectives emphasize that improving how agencies communicate
and engage with applicants can enhance the applicant experience and overall program effectiveness.

Findings from prior RAND reports reinforce these insights and include recommendations for
clearer public information, better training for PV professionals, and a more customer service—oriented
approach that treats applicants as valued participants in the process. Altogether, this evidence
highlights that a transparent, more applicant-centered system could not only improve the experience
of applicants but also help agencies and industry reduce delays and rework, while maintaining
personnel security standards and strengthening workforce outcomes.

In Chapter 3, we build on these insights by introducing a framework for understanding the
applicant experience at each stage of the PV process.

2 Brown et al., 2025.
63 Beaghley et al,, 2023.
% Brown et al., 2025.

65 Beaghley et al., 2023; Brown et al., 2025.
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Chapter 3

Conceptual Framework for
Understanding the Applicant’s
Personnel Vetting Experience

To better understand and evaluate the individual PV experience, we developed a conceptual
framework informed by the insights we described in the previous chapter. The framework provides a
structured method for examining how applicants interact with and perceive the vetting process—a
topic that is often discussed generally but rarely analyzed from the applicant’s point of view. By
mapping key elements of the applicant experience to the major steps of the PV process, the framework
helps identify where the applicant encounters challenges and what kinds of communication or support
could improve their overall experience.

To build the framework, we analyzed recurring themes, challenges, and recommendations from
prior RAND research, stakeholder interviews, and the USG-led ILT sessions. From this analysis,
three primary aspects of the applicant experience emerged:

1. Understanding the PV process: How well the applicant grasps what the process involves and
what is expected of them.

2. Navigating the PV process: The actions an applicant must take to successfully complete each
step of the process.

3. Perceiving the PV process: How an applicant feels about their experience and the fairness,
clarity, and respectfulness of the process.

Together, these aspects of the applicant experience provide a comprehensive way to assess the process
and guide efforts to improve policies and practices. Each aspect is described in more detail in the
following sections.

Understanding the Personnel Vetting Process

Understanding the PV process refers to how well the applicant comprehends factual information
about the process. Examples of what the applicant should understand include the following:

e what they are applying for

e what happens if they receive a favorable or unfavorable decision

o the steps in the PV process and the requirements and timelines for each step
e where to find information

e how they will be evaluated

12



e who will see their personal information

o whether there are supports or alternatives available to help meet their individual needs.

The applicant’s understanding of these topics shapes their expectations, affects how they move
through the process, and influences their overall experience and perceptions.

Navigating the Personnel Vetting Process

The second aspect of the PV experience is navigating the process, which refers to the actions the
applicant needs to take to be successful in the process. Examples of what the applicant needs to do
include the following:

e tracking where they are in the PV process
e meeting deadlines

e getting meaningful answers to questions

e completing the vetting questionnaire

e scheduling and completing the interview

e fulfilling any additional requirements, such as polygraphs or medical examinations.

To be successful in the process, the applicant may also need to request additional support, such as
extra time to complete the questionnaire, foreign language resources or translators, a different setting

for their interview, or alternative ways to communicate during their interview.

Perceiving the Personnel Vetting Process

The final aspect of the PV experience is perceiving the process, which refers to the applicant’s
perceptions or feelings about the process. Examples of the types of perceptions the applicant may have
include the following:

o whether they were confident in their ability to successfully complete requirements

o whether they felt security and PV staff acted professionally and treated them with respect

e whether they believe their application will be evaluated fairly

o whether they trust that the personal information they provided will be protected and not
shared inappropriately.

Mapping Aspects of the Applicant Experience to Steps in the
Personnel Vetting Process

Figures 3.1, 3.2, and 3.3 provide a graphical depiction of the framework. Each figure maps an
aspect of the individual experience—understanding, navigating, and perceiving—to the steps in the
PV process. Recognizing that the PV process can vary depending on an applicant’s background and
their current or future employer, the framework is not intended to be a rigid interpretation of the
process but rather a conceptual tool for systematically considering how the applicant experiences PV.
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The circles in the figures indicate the aspects of the applicant experience that are most directly affected
during each step of the process. We used the framework to identify the types of information, guidance,
and support that are needed by applicants to successfully understand and navigate the vetting process
and to have a better overall experience. The framework can also be used by policymakers and
implementers.

Key Takeaways

The conceptual framework we introduced in this chapter is designed to systematically analyze the
PV process from the applicant’s perspective. Rather than serving as a rigid model, the framework is
intended to provide policymakers and implementers with a tool for understanding how individuals
experience the PV process. By mapping how individuals understand, navigate, and perceive the
process during each step of PV, the framework highlights where applicants are most likely to
encounter challenges and have experiences that affect their perception of the process. The framework
can be used to identify the types of information, guidance, and support that are needed by applicants
to successfully understand and navigate the vetting process and to have a better overall experience.

14



Figure 3.1. Conceptual Framework, Part 1: Understanding the Personnel Vetting Process
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NOTE: The circles in the figure indicate the aspects of the applicant experience that are most directly affected during each step of the process.



Figure 3.2. Conceptual Framework, Part 2: Navigating the Personnel Vetting Process
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Figure 3.3. Conceptual Framework, Part 3: Perceiving the Personnel Vetting Process
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Chapter 4
Review of Online Resources Available
to the Applicant

Drawing on the conceptual framework we developed to understand the applicant PV
experience—which illustrates what the applicant must understand and do to successfully navigate the
process—we examined how well publicly available official online resources meet applicant needs—
specifically, whether those resources provide clear, accessible, and easily discoverable information for
an individual who may be unfamiliar with PV terminology and processes. To evaluate the clarity and
completeness of official online communications about PV, we conducted a structured review of
public-facing websites operated by active USG ISPs, other federal workforce and/or PV websites, and
a sample of industrial security contractor websites. Using assumptions about how an applicant would
search for information, we assessed each website’s content for completeness, accessibility, and usability
to determine how effectively these resources support an applicant through the vetting process. We
focused on resources that an applicant could reasonably find and understand without prior knowledge
of agency-specific language, organization, or procedures.

Methodology

We identified 16 USG agencies with PV- or workforce-related missions and evaluated their
websites (13 active ISPs and three agencies with workforce and/or PV responsibilities). As a point of
comparison, we also selected five large and one medium-size industrial security contractors that have
contracts with the government and evaluated their websites.*® The contractor sample was deliberately
skewed toward larger firms on the assumption that they would be more likely than smaller firms to
post PV information online.

We then selected seven key topics to search for on the websites that, according to the conceptual
framework, would help an applicant understand and navigate the PV process. For each topic, we
developed criteria for assessing whether a site included complete information or partial information; a
third possible outcome would be if we were unable to find the topic mentioned. The topics and
criteria are presented in Table 4.1.

66 Contractors were selected from a list of firms with USG security contracts that included those firms” annual federal funding
awards and number of cleared employees.
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Table 4.1. Criteria for Characterizing Website Content

Topic Criteria for Complete Information Criteria for Partial Information

Eligibility Clearly defines the concept Mentions the concept but does not define it

Types of vetting  Explains that there are different levels of PV Mentions that there are different levels of PV
and clearances and provides definitions of clearance types but does not go into detail
and/or public trust positions

Steps in the Lists all steps in the process with Provides some information about the steps in
vetting process explanations the process but does not explain them or
skips some steps

Overview of Lists all topic areas covered by adjudicative  Provides a partial list of topic areas covered
adjudicative guidelines by adjudicative guidelines

guidelines

Details about Includes explanations about all the topic Includes explanations of only some topics
adjudicative areas covered by the adjudicative guidelines covered by the adjudicative guidelines
guidelines

Interim clearance A clear definition is provided The term is mentioned but not defined
Whole-person Clearly defines the concept The concept is mentioned but not defined
concept

NOTE: Websites could have one of three characterizations: complete information, partial information, or unable to find
the topic mentioned.

Finally, we designed a website review methodology that simulated the approach a first-time
applicant might use to find information about PV. Rather than conducting an exhaustive review of all
subpages, we took a top-down approach. For each website, we began on the homepage and navigated
through the menus, headings, and dropdowns to search for information related to the key topics. We
searched for not only the specific topics listed in Table 4.1 but also related words and phrases that an
applicant unfamiliar with the PV process might use or recognize. In addition to searching each
website directly, we conducted two targeted search engine queries for each agency: “security clearance
[agency name]” and “personnel vetting [agency name].” These searches helped ensure that relevant
webpages were not overlooked and were incorporated into the methodology as another way an
applicant might search for information. This combined approach allowed us to assess both the
discoverability and clarity of the information available on each agency’s website from the perspective of
someone who is unfamiliar with the PV process.

Although the methodology functioned as intended (simulating how a first-time applicant might
search for information), our familiarity with PV sometimes enabled us to recognize information that a
typical applicant might overlook. Or, our familiarity made us aware of online content that we were
unable to find using our methodology. Such content may have been difficult to find due to complex
site navigation, deeply buried content, or links and documents with unclear titles (e.g.,, SEAD 4 or
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Executive Order 13467).” Because this information could not be located using the applicant-style
search methodology we developed, we did not include it in our assessment of the website.

Limitations

This review only included publicly available online information found using the methodology we
described above, which is not necessarily the only official information an applicant receives or has
access to. Some participants in the PAC PMO ILT sessions reported that their organizations provide
vetting materials directly to applicants or employees through internal systems or onboarding
resources. Similarly, government agencies may also provide additional or more-detailed materials
directly to applicants or through internal systems. USG interviewees also mentioned that investigators
sometimes provide pamphlets to applicants in response to questions about certain topics.
Furthermore, given the limited number of industry websites we reviewed, these findings should be
interpreted as an illustrative sampling rather than representative of industrial security contractors writ
large.

U.S. Government Websites

We found variation in how well topics were described on USG websites (Table 4.2) and across

USG websites (Table 4.3).

Coverage of Topics on U.S. Government Websites

Table 4.2 illustrates our ability to find key topics on specific agency websites. We found complete
or partial descriptions of or references to the key topics on 13 of 16 USG websites searched. On eight
websites, we found information on four or more topics, but we were only able to find all seven topics
on one of these websites. On the other eight websites, we found information on three or fewer topics,
including three websites on which no information about any key topic was found.

Some websites maintained relevant content in a single, clearly labeled location that made it easy to
find. However, others required searching through multiple pages, navigating confusing website
structures, recognizing technical terminology or references, or reading several PDF documents to piece
together a full understanding of the topics. As we described above, these types of challenges were
assumed to be more than a typical new PV applicant could navigate and resulted in a determination
that the information could not be found.

57 Executive Order 13467, “Reforming Processes Related to Suitability for Government Employment, Fitness for Contractor
Employees, and Eligibility for Access to Classified National Security Information,” Executive Office of the President, June 30,
2008.
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Table 4.2. Applicant-Focused Website Review, U.S. Government Websites

Types of Stepsinthe Overview of Details About Whole- Number of
Vetting and Vetting Adjudicative  Adjudicative  Interim Person Topics
Agency Eligibility Clearances  Process Guidelines Guidelines Clearance Concept  Found
Agency 1* B — B B — — — 3
Agency 2* B B B B B B B 7
Agency 3* B A B — — A — 4
Agency 4* A B A B — A A 6
Agency 5* — — — — — — — 0
Agency 6* A B A B — B B 6
Agency 7* A B A A — — B 5
Agency 8* — — A A — — — 2
Agency 9* — — — — — — — 0
Agency 10* B B — B — A B 5
Agency 11* — — A B — — B 3
Agency 12* — — — — — — — 0
Agency 13* — B — B — — — 2
Agency 14 B — B A A A A 6
Agency 15 B — B A B — — 4
Agency 16 B A A B — — — 3
KEY: Complete explanation Partial explanation of topic Unable to find topic
of topic found (A) found or topic mentioned (B) mentioned (—)

NOTE: An asterisk (*) indicates active ISPs.

Coverage of Topics Across U.S. Government Websites

Table 4.3 illustrates our ability to find the key topics on the websites we searched. The topics for
which we found the most complete or partial descriptions were “overview of adjudicative guidelines”
(12 websites, or 75 percent), “steps in the vetting process” (ten websites, or 63 percent), and
“eligibility” (ten websites, or 63 percent). “Steps in the vetting process” was the most thoroughly
explained topic: Five websites provided complete descriptions of all the steps in the vetting process,
although this number represents fewer than one-third of the websites we searched. By comparison, we
found complete explanations of “overview of adjudicative guidelines” and “eligibility” on four websites
and three websites, respectively.

The topics for which we found the fewest descriptions were “types of vetting and clearances” (eight
websites, or 50 percent), “whole-person concept” (seven websites, or 44 percent), “interim clearance”
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(six websites, or 38 percent), and “details about adjudicative guidelines” (three websites, or 19
percent).

Table 4.3. Percentages of U.S. Government Websites Reviewed with Personnel Vetting
Information, by Category

Types of Steps

Vetting inthe Overview of Whole-
Amount of and Vetting Adjudicative Details About Interim Person
Information on Eligibility Clearances Process Guidelines Adjudicative Clearance Concept
Each Topic (%) (%) (%) (%) Guidelines (%) (%) (%)
Complete 19 13 31 25 6 25 13
description
Partial description 44 38 31 50 13 13 31
Topic not found 38 50 38 25 81 63 56

Security Industry Contractor Websites

The results of our security industry contractor website analysis are summarized in Table 4.4.

Table 4.4. Applicant-Focused Website Review: Industrial Security Contractors

Details

Security Types of Steps in Overview of About Whole- Number
Industry Vetting and the Vetting Adjudicative Adjudicative Interim Person of Topics
Contractor  Eligibility Clearances Process Guidelines Guidelines Clearance Concept Found
Contractor 1 A A B A — — B 5
Contractor 2 — A — B — — — 2
Contractor 3 — B — — — — — 1
Contractor 4 — — — — — — — 0
Contractor 5 A B — A B — B 5
Contractor 6 — — — — — — — 0
KEY: Complete explanation Partial explanation of topic Unable to find topic

of topic found (A) found or topic mentioned (B) mentioned (—)
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Coverage of Topics on Industry Websites

Table 4.4 illustrates our ability to find key topics on a small sampling of industrial security
contractor websites. We found complete or partial descriptions of five key topics on two websites we
searched, but, on another two websites, we found no information. Relative to the USG websites,
industry sites were generally easier to navigate, and the information provided was easier to understand.

Coverage of Topics Across Industry Websites

As with most of the USG websites, we were unable to find descriptions of all seven key topics on
any industry website we searched. However, relative to the USG websites, there was some variation in
the topics we found most often. Only two topics were found on at least half of the industry websites:
“overview of adjudicative guidelines” (three websites) and “types of vetting and clearances” (four
websites). Of these, only “overview of adjudicative guidelines” was among the most frequently found
topics on USG websites. There was only one topic that was not found on any industry website:
“interim clearance.” This topic was also among the least found on USG websites.

Key Takeaways

Together, the conceptual framework for understanding PV experiences from Chapter 3 and the
website analysis from this chapter offer complementary insights. The framework illustrates what
applicants must understand and do to navigate the vetting process successfully, while the website
review assesses how well current public resources support those needs. The framework and the
insights from prior research and stakeholders highlight that applicants benefit from having clear and
easily accessible information as they move through the PV process. However, we found that, although
some agency websites offer useful content, most lack sufficient and easy-to-understand content and
clear navigation, underscoring the need for more applicant-focused online resources that are easy to
find and understand.
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Main Finding, Key Insights, and
Suggested Actions for Improving the
Personnel Vetting Experience

In this study, we examined the applicant experience with the USG PV process, with a primary
focus on applicants undergoing initial vetting. In developing our main finding and supporting key
insights and identifying actions the government could take to improve the applicant experience, we
drew from interviews with stakeholders, an analysis of USG and industry PV websites, and past
RAND research. We also considered established principles and best practices in communications,
process design, and user experience, including universal design. Originally developed to make
environments and systems accessible to the widest variety of people, such principles and practices
emphasize clarity, consistency, and ease of use.*®

To develop our suggested actions, we applied these principles to the PV framework and
considered ways that communications and organizational practices could be improved to make the PV
process clearer, more consistent, and easier to navigate. For each step in the process, we used these
concepts as a lens for assessing existing materials and interactions and identifying where unclear
language, inconsistent guidance, or inflexible procedures created unnecessary barriers. This approach
helped us translate best practices in communications and process design into actionable suggestions
for PV, such as simplifying instructions, improving the clarity and organization of information, and
creating tools and processes that anticipate applicant needs. In practice, this means developing
procedures and materials that are intuitive, written in plain language, and responsive to the different
ways applicants seek and use information throughout the vetting process, ultimately supporting
mission readiness and increasing applicant trust in the process.

What follows is our main finding, a set of supporting key insights, and suggested actions to
enhance the applicant PV experience while advancing the objectives of Trusted Workforce 2.0—the
USG’s effort to modernize PV by integrating security and efficiency into a unified system that serves
both national interests and the people who protect those interests.”

%8 Maja Jokiel, Agnieszka Mtodzitiska-Granek, and Grzegroz Jokiel, “Universal Design in the Organization of Workplaces—A
Literature Review,” Silesian University of Technology Publishing House, Scientific Papers of Silesian University of Technology,
Organization and Management Series No. 219, 2025.

% Security, Suitability, and Credentialing Performance Accountability Council, “Trusted Workforce 2.0: Quarterly Progress
Report,” January 2025.
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Main Finding

PV is not only a security function but also a critical workforce process that directly affects
recruitment, retention, and trust in the government. However, the USG’s PV system was
designed primarily to address security concerns and has historically emphasized risk
management—sometimes at the expense of the applicant experience.

The PV system was established to safeguard the country’s people, property, information, and
mission and has evolved over decades with a primary focus on national security and workforce
trustworthiness. However, PV is also a workforce process that directly affects recruitment, retention,
and trust in the government. When policies, procedures, and tools are designed without fully
considering the applicant’s perspective, they can create unintended challenges that discourage or
prevent qualified individuals from joining or remaining in the trusted workforce. These challenges
include the following:

e lengthy and highly technical vetting questionnaires that meet every security requirement but
are difficult for the applicant to interpret and complete correctly

e inconsistent, incomplete, and hard-to-find information on USG websites, which can result
in the applicant turning to social media, Al tools, and other unofficial sources that may spread
misinformation and reinforce confusion

® aninterview experience or other interpersonal interactions that can leave the applicant
feeling interrogated, disrespected, or without the information or support they need to
participate effectively, reducing their motivation to continue or pursue government service.

When the process does not adequately address applicants’ needs, it can become confusing, time-
consuming, and discouraging. In the best cases, applicants experience frustration and uncertainty; in
the worst cases, they report feeling mistreated or losing interest in government service altogether.
These outcomes not only affect individual applicants but also can undermine the government’s ability
to attract and retain a capable and trusted workforce.

Recognizing PV as both a security function and a workforce function highlights the need for a
system that meets the need to protect people, property, information, and mission while supporting a
positive, transparent, and respectful applicant experience. Addressing the human element of PV can
strengthen trust, improve perceptions of fairness, and increase applicants’ willingness to share
information, ultimately enhancing the effectiveness of the PV system.

Below, we provide three key insights that are related to this main finding and aligned with each of
the three aspects of the PV experience described in the applicant framework.

Key Insights

Inconsistent, incomplete, inaccurate, unclear, and hard-to-find information from official
sources not only makes it difficult for applicants to understand the PV process but also leads to
confusion and misunderstandings.

When applicants cannot easily access consistent and reliable information, they may feel frustrated
or mistrustful of the system, undermining their experience and the government’s ability to attract and
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retain trusted talent. This mistrust can also affect security outcomes because applicants who do not
understand or trust the process may withhold or limit the information they share, reducing the
accuracy and effectiveness of vetting decisions.

Stakeholder interviews and past research identified several areas in which applicants often
experience confusion, including not understanding

e what type of position or clearance they are applying for

e why PV is required and how it supports national security and public trust

o the steps, requirements, and expected time frame for completion

e how their information will be evaluated and protected and who will have access to it
e what happens if they receive a favorable or unfavorable decision

e how to find accurate information, request assistance, and get individual needs met.

Applicants form their understanding of the PV process from a mix of official and unofficial
information sources. Official sources—such as military recruiters, agency or employer human
resources and security staff, supervisors, and sponsoring or investigative agencies—communicate with
applicants through conversations, emails, printed materials, websites, or onboarding and training
programs. Although generally reliable, these sources sometimes provide outdated or inconsistent
information.

For those seeking information online, government and employer websites often have information
gaps, prompting applicants to look elsewhere. When official information is hard to find or difficult to
understand, applicants turn to unofficial sources—such as friends, family, coworkers, social media,
blogs, and AT tools—that may spread misinformation or provide outdated information, ultimately
reinforcing confusion. Applicants’ reliance on these alternatives highlights the need for clear,
consistent, and easy-to-find official communication that helps them understand what to expect and
how to navigate the vetting process confidently.

Improving applicants’ understanding is not only a communication issue—it is a workforce and
security imperative. Clear and user-focused information strengthens applicant trust, reduces errors
and delays, and supports a more efficient and transparent personnel process, yielding better outcomes
for both national security and workforce development.

Unclear instructions, inconsistent support from security and vetting professionals, and a
limited ability to track progress make it difficult for many applicants to navigate the PV process.
Applicants’ ability to navigate the PV process depends on such factors as the clarity of official

information, the ease of using required technology, understanding the vetting questionnaire, and
access to reliable answers. Interactions with security and vetting professionals are especially important
because these staff are often applicants’ main source of guidance. When communication and support
are inconsistent, applicants may misinterpret requirements, make avoidable errors, or lose confidence
in the process. Key challenges identified during stakeholder interviews and in past research include the
following:

e Interpreting the vetting questionnaire: Applicants often struggle to understand what and
how much detail to provide, leading to incomplete or incorrect responses, rework, and delays.

e Getting reliable and accurate answers to questions: Applicants may not know who to
contact, and guidance can vary or be outdated.
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e Preparing for and participating in interviews: Many applicants are unsure what will be
covered, how their answers will be used, or what happens if they decline to answer.

® Meeting individual needs: Applicants who have specific needs—such as a language
interpreter, a different investigator for a valid reason, physical accommodations, or additional
time or breaks—may not realize that they can make such requests or may be reluctant to do
so. No formal USG-wide policies or guidance define what constitutes a “reasonable request”;
additionally, resources to meet such requests are limited, and whether such requests are
granted is at the discretion of the investigator.

e Tracking progress: Applicants can wait months or longer for updates after interviews,
creating confusion, frustration, and potentially financial strain because of the lack of
transparency about status and timelines.

Applicants’ perceptions of the PV process are shaped by how well they understand and
navigate the process and their interpersonal experiences along the way.

Applicants’ perceptions are shaped by factors within and outside USG control. Within the
government’s influence, applicants’ perceptions depend on how well they understand what is required
and why, how the PV process compares with their expectations, and how effectively their questions
were answered or needs addressed. Additionally, interactions with the individuals involved in
conducting or supporting the PV process are especially important. For many applicants, investigators
are the face of the process, but experiences with security, administrative, or support staft—such as
those conducting fingerprinting, issuing Personal Identity Verification cards, or providing help desk
support—can also leave lasting impressions. Applicants tend to view the process positively when these
interactions are professional and respectful; they view the process negatively when these interactions
feel adversarial, their concerns are not addressed, or the individual they engage with is disorganized.

External factors also influence how applicants perceive the process. Many learn about it through
friends, family, coworkers, or online sources, such as social media, blogs, and Al tools. When official
information is hard to locate or understand, applicants tend to rely on these unofficial sources, which
can perpetuate misinformation and confusion. Expanding access to clear, authoritative, and
user-friendly official resources can lessen that reliance and improve perceptions of fairness,
transparency, and professionalism.

Stakeholder interviews and past research also identified the following factors that can lead
applicants to view the process negatively:

e feeling overwhelmed by the length and complexity of the questionnaire

e not understanding why certain information is required

e fearing that personal information will be shared with supervisors or family members
o feeling that the system is inconsistent or unfair

e perceiving that the rules differ across agencies or individuals.

Taken together, these three key insights show the interrelated nature of the three components of
the applicant experience—understanding the PV process, navigating the PV process, and perceiving
the PV process—and their importance to the success of the PV mission. When applicants receive
clear, consistent, and accessible information and when their interactions with vetting professionals are
transparent and respectful, the process functions more efficiently and produces better outcomes for
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both security and workforce development. The suggested actions that follow build on these insights
and identify actions that the USG could take to improve communication, consistency, and applicant
support throughout the PV process.

Suggested Actions
1. Approach PV as both a security issue and a workforce issue.

PV is essential to maintaining a trusted workforce that protects national security while enabling
the USG and its contractors to attract and retain qualified talent. To be most effective, the PV process
should be viewed not only as a risk management tool but also as a workforce function. Approaching
vetting through both lenses—security and workforce—serves to protect national interests while
supporting the USG's recruitment and retention efforts. Customer-service improvements—such as
communications, tools, and procedures to make the process more clear, intuitive, and responsive to the
needs of all types of applicants—could make the process more efficient and user-friendly for the
workforce while maintaining rigorous security standards. Such improvements would make vetting
easier to understand and navigate, strengthen perceptions of fairness, increase trust, and help the
government attract and retain qualified talent. The USG could also improve security by building trust
in the process, which may result in applicants being more willing to share information.

Hiring agencies and ISPs can reinforce this approach by adopting a customer service framework
for PV: treating applicants as key customers and emphasizing responsiveness, respect, ease of use, and
transparency. Agencies and ISPs could use surveys and other feedback mechanisms to collect input
from applicants, investigators, and agency staff to identify strengths and pain points in the process.
Continuous feedback would support ongoing improvement and help ensure that the process remains
efficient, consistent, and user-friendly.

2. Ensure that PV communications are clear, easily accessible, and consistent across
government agencies.

Applicants need clear, easily accessible, and consistent information about requirements, what to
expect, and how to complete each step of the PV process. Using plain language, minimizing jargon,
and presenting information in multiple formats—such as policy briefs, infographics, and videos—can
make information easier to understand by applicants with different backgrounds, experiences, and
learning styles. Materials should have descriptive, jargon-free titles; be logically organized by topic; and
be optimized for online search so applicants can quickly locate the information that meets their needs.
These approaches can also make the PV process more transparent, predictable, and less intimidating,

To ensure consistency and accuracy across the government, a centralized library of PV resources
could be developed for use by human resources offices, security offices, ISP personnel, and industry.
This library should include training materials for professionals and resources they can share with
applicants. Posting consistent information—or links to these centralized resources—on agency
websites and USG employment websites would help ensure that all applicants have access to
complete, reliable, and up-to-date information.

As policies, guidelines, and processes evolve, communication tools should be regularly updated to
address emerging questions and common misunderstandings observed by the PV community. A USG
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PV newsletter distributed to PV staff, which one interviewee highly recommended,” could help
ensure that PV professionals across the USG are regularly provided up-to-date and consistent
information on policy changes and emerging issues.

As part of this project, we developed a Personnel Vetting 101 Applicant Toolkit, which provides
straightforward resources to help applicants understand and navigate the PV process. The toolkit is
designed to clarify key steps, explain requirements, and help applicants move through the process with
greater confidence and ease. The toolkit contains the following components:

o The Personnel Vetting Process (Annex I): In this annex, we outline the key steps in the vetting
process and what happens during each step to help applicants know what to expect ahead of
time and reduce uncertainty and confusion.

®  Guide to Completing the Vetting Questionnaire (Annex II): In this annex, we offer strategies
and tips for completing the vetting questionnaire, explain what key sections of the
questionnaire are asking for, and identify common pitfalls to help applicants plan efficiently
and reduce errors and omissions.

o Security Clearance Guidelines in Brief (Annex III): In this annex, we provide an easy-to-
understand overview of the U.S. National Security Adjudicative Guidelines to help applicants
understand how their application is judged. We also include a table with a high-level summary
of each guideline and examples of what may raise or mitigate potential vetting concerns.

o Frequently Asked Questions and Common Misperceptions (Annex IV): In this annex, we
provide clear, plain-language answers to common questions and address common myths to
help applicants quickly find the accurate information they need to understand and navigate the
PV process.”!

3. Use multichannel, applicant-focused communication strategies.

Reaching applicants and employees through multiple communication channels can expand
awareness, improve understanding, and reinforce key messages about PV. Applicant and worker
backgrounds, learning preferences, and access to information vary widely. Some rely on official
websites or training materials, and others are more likely to encounter information through internal
newsletters, social media, or online learning platforms. Using a multichannel approach can increase the
likelihood that accurate and consistent information reaches people where they are, reducing reliance
on unofficial sources and helping correct misinformation.

A multichannel strategy combines traditional and more-modern communication formats to
engage different audiences effectively. Although white papers, training manuals, and lengthy slide
decks may be useful references, they may be less effective for quick learning or reaching younger or
first-time applicants. Shorter written materials (such as newsletter articles, blog posts, and frequently

70 USG PV subject-matter expert, interview with the authors, September 16, 2025.

"L RAND researchers developed another applicant resource, Addressing Common Questions and Concerns from Dual or
Naturalized Citizens Regarding the Security Clearance Process, for a previous study. That resource complements the tools that we
developed for this study by helping applicants with dual citizenship understand how their status may affect the vetting process
and the information they may need to provide (Stephanie J. Walsh, Sina Beaghley, David Stebbins, Theiline Pigott, and Nikolay
Maslov, Addressing Common Questions and Concerns from Dual or Naturalized Citizens Regarding the Security Clearance Process,
RAND Corporation, RR-A3461-2, 2025b).
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asked questions) and more-visual or interactive formats (such as posters, videos, infographics, and
online training modules) can make information more accessible, memorable, and shareable.

Delivering information through multiple platforms—such as agency websites, onboarding portals,
internal communications systems, and social media—can also reinforce key messages and provide
applicants and employees with timely reminders and information about updates. Increasing the
frequency and variety of communications can also help sustain awareness, strengthen an agency’s
security culture, and encourage ongoing compliance with reporting requirements.

4. Provide targeted guidance, training, and tools to PV, security, and human resources staff
so they can meet applicants’ needs while maintaining security.

These professionals—recruiters, human resources staff, security officers, and investigators—play
an important role in shaping how applicants experience the vetting process. Their ability to
communicate accurate information in a timely and respectful manner is critical to supporting a
positive applicant experience and maintaining trust in the system. Consistent training and
standardized tools across agencies would improve communication, reduce confusion, and promote a
process that applicants perceive as transparent, fair, and professional. To achieve these goals, these
professionals could benefit from the following actions:

e Recruiters and human resources staff: Equip recruiters and staff with the training, tools, and
resources needed to guide applicants effectively through the PV process. First, provide basic
training on PV requirements and procedures so that staff can deliver accurate and consistent
information and respond confidently to applicants” questions. Second, develop standardized
tools to help staff prepare applicants and provide consistent, timely communication, such as
checklists outlining what to discuss and information to share during each step of the process
and reference materials summarizing key policies. Finally, create applicant-facing resources for
staff to share that provide a clear overview of the PV process, explain the applicant’s
responsibilities, and describe what happens if they do not meet eligibility requirements.
Together, these resources would help recruiters and human resources staff serve as informed
and reliable points of contact and improve applicants’ understanding and experiences.

e Security personnel: Provide more in-depth training and detailed tools tailored to the roles of
security personnel. Training should cover topics on which applicants frequently raise
questions (e.g., dual citizenship, drug use, eligibility, and privacy protections) and include
professional and respectful communication with applicants. To ensure consistency and
transparency throughout the PV process, standardized checklists and communication
resources should be used to specify what information and updates to share during each step of
the process.

o Investigators: Establish and reinforce clear and flexible interview policies that can meet varied
applicant needs. Provide investigators training on professional and respectful communication
and the use of multiple communication strategies. Implement feedback mechanisms—such as
surveys or periodic reviews—to monitor investigator interactions with applicants and identify
where additional support or training may be needed.

5. Continue refining and improving the clarity and usability of vetting questionnaires to
make them easier to understand and complete.
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The vetting questionnaire remains one of the most difficult parts of the process for applicants,
who often find its language confusing and the data entry cumbersome. Although recent updates aim to
reduce applicant frustration, minimize errors, and improve the completeness and accuracy of
responses, some sections have become longer and potentially harder to interpret because of detailed
additions. This complexity can overwhelm and confuse applicants and lead to incomplete or
inaccurate submissions.

To make the questionnaire easier to understand and complete, the USG should continue efforts
to simplify wording, streamline structure, and enhance usability. Such features as hover-over
definitions, examples, progress indicators, and adaptive formatting could make the form more intuitive
and user-friendly. Clearer language and improved design would help applicants complete the form
correctly, strengthening the overall efficiency and reliability of the PV system.

6. Increase transparency and help applicants track their progress.

Many applicants describe PV as a black box: After submitting their information, they often wait
months with little communication or clarity about what comes next. This lack of transparency fuels
frustration, anxiety, and perceptions of unfairness. Agencies and ISPs can improve the applicant
experience by providing individuals more information about where they are in the process, what steps
remain, and expected timelines. Such tools as dashboards or progress trackers can provide automated
and consistent updates—for example, indicating whether an application is under review, investigation,
or adjudication—and identify any required actions. DCSA is already developing a dashboard for this
purpose, and other ISPs could follow suit to improve the experience for their applicants.

Beyond digital tools, regular updates from security offices—even when no action is required—can
reassure applicants that their cases are moving forward. These measures would make vetting more
transparent, predictable, and user-friendly, strengthening trust and reducing unnecessary inquiries.

Conclusion

In this report, we combine a review of prior RAND research with insights from USG and security
industry PV and security professionals. Together, these sources provide a clear picture of the PV
process for initial applicants: its strengths, challenges, and ongoing reforms. Analysis from this
research informed the development of an applicant experience framework that identifies what
applicants need to understand and do to navigate the process successfully. That framework guided our
analysis of official, publicly available information on USG websites and shaped the findings and
suggested actions presented above.

Improving the PV experience requires a process that explicitly considers and addresses applicants’
needs and perspectives. Additionally, clear, consistent, and easily accessible communication is essential
for building trust, increasing transparency, and improving outcomes for both applicants and hiring
agencies. Communication improvements are particularly important as applicants with questions
increasingly rely on online and AI-driven tools for information—sources that can sometimes provide
incomplete or missing guidance if not balanced by accurate and authoritative guidance from the
government.
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Although this report focuses primarily on applicants who are undergoing initial vetting,
stakeholders also described challenges that applicants face in other stages in the PV process, such as
challenges transferring trust and inconsistent PV policies across agencies. Although these issues were
beyond the primary focus of this report, the suggested actions we presented could also help address
such challenges by promoting greater consistency and transparency throughout the PV system.

Although many reforms are underway—including efforts to improve communication, simplify
tools, and adopt customer-service principles—additional actions and progress are needed to ensure
that these changes are fully realized and sustained. The findings and suggested actions in this report
build on current progress by offering a strategic and comprehensive approach to modernization.
Moving forward, viewing the PV system as both a security function and workforce function will
strengthen national security, enhance the government’s ability to recruit and retain trusted talent, and
improve the overall applicant experience.
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Abbreviations

Al

DCSA
ILT

ISP

OPM
PACPMO
PV

SEAD
SE-86
UsG

artificial intelligence

Defense Counterintelligence and Security Agency

Industry Listening Tour

investigative service provider

U.S. Office of Personnel Management

Performance Accountability Council Program Management Office
personnel vetting

Security Executive Agent Directive

Standard Form 86

U.S. government
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