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The Personnel Vetting
Process

This reference sheet provides an overview of the federal personnel vetting process. It was
developed by RAND researchers for the U.S. government (USG) and reported in Insights and
Tools to Improve the Applicant Experience in the Personnel Vetting and Security Clearance
Process."If you have additional questions regarding personnel vetting, security clearances, or
your specific case, contact your organization’s security office for guidance.

In no way should the information contained in this document be substituted for the U.S.
National Security Adjudicative Guidelines or U.S. government laws and policies, nor should
this document be considered any form of legal advice.

Personnel Vetting Overview

Personnel vetting is defined by the U.S. Office of Personnel Management (OPM) as “the
process the government uses to make sure people working for or on behalf of the
government can be trusted to protect our nation’s people, property, information, and critical
missions, both when they’re hired and throughout their federal service.”2Specifically, it is the
process used by USG agencies to determine whether someone is (1) suitable or fit for

"The full report and the Personnel Vetting 101 Applicant Toolkit annexes can be found at
www.rand.org/t/RRA3923-1.

2 OPM, “Suitability and Credentialing FAQs," webpage, undated-b.
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employment, (2) eligible for a position of public trust, and (3) eligible for a security clearance
or to hold a sensitive position.

Suitability and Fitness Determinations

In hiring employees or contractors, USG agencies evaluate an applicant’s character,
conduct, and reliability to ensure that they meet the standards required to work for or on
behalf of the federal government:

e A suitability determination is needed for applicants to the competitive service, which
are the majority of federal positions, filled through open and merit-based hiring
practices.

e Afitness determination is needed for other types of applicants, including those to the
excepted service, which are positions that are filled outside the standard competitive
process, such as intelligence roles. A fithess determination is also needed for
applicants to the noncompetitive service, which are positions filled without open
competition, such as special appointments, military personnel, and federal
contractors.

In both cases, agencies evaluate whether a person’s character and conduct meet the
standards required to work in federal or contractor positions. Although some USG agencies
use the term suitability to describe their vetting processes for these roles, such decisions for
noncompetitive service, excepted service, and contractor personnel are fitness
determinations.

Eligibility for Public Trust Positions

A position designated as public trust is one in which an individual's actions can affect how
effectively and efficiently the USG operates and maintains the public’'s confidence. Public
trust positions do not require access to classified information, but they do carry a level of
responsibility in which poor judgment or misconduct could negatively affect government
operations or public confidence. To serve in a public trust position, personnel vetting
standards require that USG hiring agencies decide whether the individual is eligible for a
public trust position as part of their suitability or fithess determination.

Eligibility for a Security Clearance

If a position is considered sensitive or requires access to classified information, USG
agencies can sponsor an applicant for a security clearance eligibility determination. A security
clearance permits access to classified national security information at one of several levels
(see the text box). To obtain a security clearance, an applicant must need to access or need
to know classified information based on their official duties, be sponsored by a USG agency,
and be determined eligible by that agency through a personnel vetting background



investigation and adjudication. However, eligibility alone does not grant access to classified
information or secure facilities; access is provided only when three conditions are met: The
individual is deemed eligible for a security clearance, the sponsoring agency grants the
clearance, and the person has a validated need to know for the specific classified information.

Security Clearances and Classified Information Levels

Confidential: Allows access to information of which the unauthorized disclosure could reasonably
be expected to cause damage to the national security.

Secret: Allows access to information of which the unauthorized disclosure could reasonably be
expected to cause serious damage to the national security.

Top Secret: Allows access to information of which the unauthorized disclosure could reasonably be
expected to cause exceptionally grave damage to the national security.

Sensitive Compartmented Information (SCI): SCI is not a unique level of security clearance but
rather a designation that allows Top Secret clearance holders access to specific classified
information maintained within control systems, compartments, and subcompartments.

SOURCE: Executive Order 13526, "Classified National Security Information,” Executive Office of the
President, December 29, 2009.

Steps in the Personnel Vetting Process

Depending on the level of vetting required for the position, there are up to six major steps
in the personnel vetting process:

Step 1. A conditional offer of employment and, if applicable, sponsorship for a security
clearance.

Step 2. The vetting questionnaire and, if required, fingerprinting.

Step 3. An initial screening and, if applicable, a preliminary determination or interim
clearance.

Step 4. A background investigation and, if required, an interview.

Step 5. Adjudication and an eligibility determination.

Step 6. Enroliment in continuous vetting.

Not everyone goes through all the steps. For example, applicants who receive a
conditional offer of employment and only need to establish employment suitability or fithess
may only have to complete a vetting questionnaire and, if approved, be hired and enrolled in
continuous vetting.

Step 1: A Conditional Offer of Employment and, If Applicable, Sponsorship for a
Security Clearance

In this step, the applicant receives and reviews information about their position and
vetting requirements.



The personnel vetting process begins when a USG agency hires an individual either as a
federal employee or to perform work on behalf of the government (for example, as a
contractor). As part of the trusted workforce, the individual must undergo an appropriate level
of vetting, which may include agency or cleared contractor sponsorship for a security
clearance; an individual cannot initiate this vetting process on their own. For a new employee,
agencies typically issue a conditional offer of employment pending the successful completion
of vetting. If a current USG employee or contractor changes agencies, moves to a new
position within their current agency, or requires an updated clearance, the employer may be
required to initiate the vetting process again on their behalf. The individual is contacted by
their employer's human resources or security office, which provides details about next steps,
required paperwork or links, relevant deadlines, and contact information for questions.

Step 2: The Vetting Questionnaire and, If Required, Fingerprinting

In this step, the applicant must complete and submit a detailed vetting questionnaire
by a certain date. Some applicants may also be required to submit fingerprints.

A vetting questionnaire is used to collect information required for personnel vetting. The
questionnaire includes multiple sections, and the parts the applicant must complete vary
depending on the position and whether they are seeking a security clearance. Personnel
vetting for higher-risk positions and security clearances requires more-detailed information.
When questionnaires are completed online, only the relevant sections appear, and the
applicant can submit the form electronically once finished.

Completing the questionnaire can be time-consuming, so the applicant should begin well
before the deadline to allow time to gather required information, clarify questions, and
complete all sections carefully. It is essential to provide accurate, honest, and complete
responses—falsifying or omitting information can cause delays, result in denial, or lead to
other consequences.

Applicants who need help understanding or answering certain questions should contact
their employer’s security office or the sponsoring agency for guidance. If the Defense
Counterintelligence and Security Agency (DCSA) is conducting the investigation, applicants
can contact the DCSA Applicant Knowledge Center at (878) 274-5091.

For more information on completing the questionnaire, see Personnel Vetting 101
Applicant Toolkit, Annex II: Guide to Completing the Vetting Questionnaire.

Some applicants must also submit fingerprints as part of the personnel vetting process;
whether this is a requirement depends on the level of trust and type of background
investigation required for the position. Fingerprints are used to verify identity and check
criminal history records and law enforcement databases. If required, the sponsoring agency
will provide instructions for scheduling and submitting fingerprints, usually through an
approved collection site or electronic system. Fingerprints should be submitted as soon as
possible after receiving the request because the background investigation cannot begin until
they are received and processed.



Step 3: An Initial Screening and, If Applicable, a Preliminary Determination or
Interim Clearance

In this step, the hiring or sponsoring agency conducts an initial review of the vetting
questionnaire and will conduct an initial screening based on the information provided.

Following the initial screening, some agencies may make a preliminary determination to
allow an applicant to fill their position or hold an interim clearance while they wait for the final
adjudication, but not all agencies exercise this option.

After an applicant submits a vetting questionnaire, the hiring or sponsoring agency will
conduct an initial review of the vetting questionnaire and run certain database checks, such
as credit checks, identity verification and citizenship checks, and checks of federal financial
and law enforcement databases. After this initial screening, some agencies may make a
preliminary determination to allow the applicant to begin work or issue an interim clearance
for an applicant seeking security clearance eligibility. Such determinations can enable the
applicant to access certain information or facilities before the full background investigation
and adjudication are complete.

A preliminary determination is temporary and can be withdrawn by the sponsoring agency
at any time. Receiving a preliminary determination does not affect the final eligibility
determination; an applicant who does not receive a preliminary determination may still receive
a favorable final determination once the full background investigation is complete.

Step 4: A Background Investigation and, If Required, Interview

In this step, an investigator conducts a background check, which may include
interviewing the applicant.

The depth of the background investigation varies based on the level of trust required for
the position and whether the individual is applying for a security clearance. Once the hiring or
sponsoring agency initiates a background investigation, an investigator from an Investigative
Service Provider (ISP) is assigned to the case and receives the completed vetting
questionnaire. The investigator verifies the information provided, collects and reviews
records, searches relevant databases, and, if required, contacts the applicant, their
references, and other contacts to schedule interviews.

If an interview is required, the investigator will contact the applicant to schedule a
meeting. The interview may take place in person, by phone, or virtually. During the interview,
the investigator will ask questions about the information the applicant provided on the vetting
questionnaire to confirm its accuracy and completeness. The investigator may also explore
certain topics in more detail if there appear to be discrepancies, omissions, or potential issues
that need clarification.

Throughout the investigation, the investigator may request additional information or
documentation to verify details. Once all the required checks and interviews are complete, the
investigator compiles the findings and submits the case file to adjudicators with the
sponsoring agency for review and final determination.



Step 5: Adjudication and Eligibility Determination

In this step, an adjudicator evaluates the background investigation file and makes a
final eligibility determination.

Adjudication is the process of reviewing a completed background investigation to
determine someone’s suitability or fitness for employment, eligibility for a public trust
position, or eligibility for a security clearance. Adjudication decisions are made by a trained
USG adjudicator within the hiring or sponsoring agency. An adjudicator reviews the
information from the background investigation and evaluates the applicant based on the
applicable adjudicative standards. For suitability decisions, an adjudicator applies the USG-
wide standards in the Code of Federal Regulations, Title 5, Part 731 (5 CFR 731).2 A fitness
decision is based on agency-specific standards that mirror those in 5 CFR 731. For a security
clearance, an adjudicator applies the USG-wide U.S. National Security Adjudicative
Guidelines, also known as SEAD 4.*

In addition to these adjudication standards, a sponsoring agency may have other
requirements that the applicant must meet to receive a favorable eligibility determination. For
example, some agencies require the applicant to pass a polygraph, medical exam, or
psychological exam. Because adjudicative decisions are based on risk determinations that are
specific to each agency’s mission and concerns, an issue that one agency may consider an
acceptable risk may be considered an unacceptable risk to another agency.

The time frame for adjudication varies. A position that is designated as lower risk requires
a less in-depth investigation and, therefore, may be adjudicated relatively quickly. In contrast,
an adjudication for a position that is designated as high risk and sensitive and/or requires a
security clearance may take more time because the case requires a more in-depth
background investigation with more information to verify and potentially more issues to
resolve.

Once a final determination is made, the applicant is notified. For a national security
position requiring a security clearance, obtaining and maintaining the needed clearance may
be a condition of employment; failure to meet the clearance requirements may result in the
job offer being rescinded. Similarly, an applicant who does not meet employment eligibility
requirements may not be hired.

If an applicant is found to be ineligible for employment or a security clearance, they may
have the right to appeal the decision. The appeals process varies by agency, including any
deadlines or time limits, so an applicant should contact their employer's human resources or
security office or the hiring or sponsoring agency for more information.

3 Code of Federal Regulations, Title 5, Personnel; Chapter I, Personnel Management; Subchapter B,
Regulations; Part 731, Suitability and Fitness.

4 For more information, see the Personnel Vetting 101 Applicant Toolkit, Annex lll: Security Clearance
Guidelines in Brief, and Office of the Director of National Intelligence, “National Security Adjudicative
Guidelines," Security Executive Agent Directive 4, June 8, 2017a.



Step 6: Enroliment in Continuous Vetting

In this step, an applicant who receives a favorable eligibility determination is
enrolled in continuous vetting—automated database and other data checks are
conducted on an ongoing basis, and an individual must comply with reporting
requirements.

Historically, an individual who holds a certain public trust position or security clearance
was required to update their personal information and undergo a new background
investigation every five to ten years. However, to better manage risk and respond more
quickly to potential issues, the USG is now implementing continuous vetting (CV). CV is an
automated system that regularly checks all vetted personnel against multiple databases for
indicators of possible risk. All USG employees, contractors, and members of the U.S. armed
services are now enrolled in CV. CV requires an individual to fill out an updated vetting
questionnaire every five years.

The CV system reviews seven categories of information: terrorism, foreign travel,
suspicious financial activity, criminal activity, credit, public records, and agency-specific
eligibility or information. The number and types of checks conducted for an individual
correspond to the risk level associated with their position.

Vetted personnel are also required to self-report certain information, such as changes to
their name, address, or other personal information, to ensure accurate CV database
monitoring. Vetted personnel must also report behavior that could indicate potential risk,
whether it involves themselves (self-reporting) or others (third-party reporting). Employer
security offices should provide clear guidance on how to fulfill these reporting requirements.

Key USG Agencies Involved in Personnel Vetting

Many USG agencies are involved in the personnel vetting process, although applicants
may have little direct interaction with them. An overview of the major agencies and the roles
that they play is provided below.

Background investigations are conducted by USG agencies that are authorized ISPs. ISPs
can conduct investigations for their own employees and contractors and may provide
investigative services to other agencies. The largest ISP is DCSA, which conducts more than
95 percent of background investigations.

Personnel vetting policy and oversight are the responsibility of multiple agencies:

e According to Executive Order 13467, the Director of National Intelligence (DNI) is
designated as the Security Executive Agent.® In this role, the DNI oversees the
development and implementation of the policies and procedures used by investigators

> Executive Order 13467, “Reforming Processes Related to Suitability for Government Employment,
Fitness for Contractor Employees, and Eligibility for Access to Classified National Security
Information,” Executive Office of the President, June 30, 2008.



and adjudicators to determine an applicant’s eligibility for a national security position
to access classified information or hold a sensitive position.

e The director of OPM is designated as the Suitability Executive Agent and Credentialing
Executive Agent. In these roles, the director is responsible for developing and
implementing consistent policies and procedures to ensure that investigations and
adjudications for determinations of suitability and eligibility are completed effectively,
efficiently, and in a timely manner.

e Executive Order 13467 also established the Security, Suitability, and Credentialing
Performance Accountability Council (SSC PAC), which oversees the government-wide
implementation of reforms in these areas. The SSC PAC is led by four agencies: the
Office of the Director of National Intelligence, the Office of Management and Budget,
OPM, and the Department of War.

Related RAND Resources

e Personnel Vetting 101 Applicant Toolkit, Annex Il: Guide to Completing the Vetting
Questionnaire

e Personnel Vetting 101 Applicant Toolkit, Annex Ill: Security Clearance Guidelines in
Brief

e Personnel Vetting 101 Applicant Toolkit, Annex IV: Frequently Asked Questions and
Common Misperceptions

e Addressing Common Questions and Concerns from Dual or Naturalized Citizens
Regarding the Security Clearance Process®

Additional Questions

Applicants with additional questions should contact their organization’s security office,
human resources representative, or sponsoring agency. Official government websites,
including those of the Office of the Director of National Intelligence, OPM, and DCSA, also
provide information about personnel vetting.” DCSA maintains an Applicant Knowledge Center
support line that can be reached at (878) 274-5091.

6 Stephanie J. Walsh, Sina Beaghley, David Stebbins, Theiline Pigott, and Nikolay Maslov, Addressing
Common Questions and Concerns from Dual or Naturalized Citizens Regarding the Security Clearance
Process, RAND Corporation, RR-A3461-2, 2025b.

7 Office of the Director of National Intelligence, "Security Clearance Reform—-Overview," webpage,
undated; OPM, “Suitability Adjudications,” webpage, undated-a; DCSA, “Personnel Vetting,” webpage,
undated.



About This Annex

This annex is part of the Personnel Vetting 101 Applicant Toolkit, a set of practical
resources to help applicants better understand and navigate the personnel vetting process.
The toolkit resources are intended to provide easy-to-understand information to make the
personnel vetting process more transparent, predictable, and understandable for applicants.
The toolkit contains the following four resources:

e Personnel Vetting 101 Applicant Toolkit, Annex I: The Personnel Vetting Process

e Personnel Vetting 101 Applicant Toolkit, Annex Il: Guide to Completing the Vetting
Questionnaire

e Personnel Vetting 101 Applicant Toolkit, Annex Ill: Security Clearance Guidelines in
Brief

e Personnel Vetting 101 Applicant Toolkit, Annex IV: Frequently Asked Questions and
Common Misperceptions.

In this annex, The Personnel Vetting Process (Annex ), we outline the key steps in the
vetting process and what happens during each step to help applicants know what to expect
ahead of time and reduce uncertainty and confusion.

In the main report, Insights and Tools to Improve the Applicant Experience in the
Personnel Vetting and Security Clearance Process, we present our analysis of how applicants
experience the U.S. government’s (USG's) personnel vetting process and identify practical
and evidence-based strategies for improving that experience while maintaining the USG's
ability to effectively assess applicant trustworthiness. To do this, we reviewed past RAND
research on personnel vetting, interviewed stakeholders, attended industry listening sessions,
and assessed select USG and industry websites to understand applicants’ experiences with
the vetting process and the resources available to them. On the basis of this research, we
developed a conceptual framework to capture and analyze those experiences, as well as
insights and suggested actions for the USG to consider to improve applicants’ experiences
with the PV process. The main report is available at www.rand.org/t/RRA3923-1. There,
readers will also find the abbreviation and reference lists for this annex.

RAND National Security Research Division

This work was conducted within the Personnel, Readiness, and Health Program of the
RAND National Security Research Division, which operates the National Defense Research
Institute, a federally funded research and development center sponsored by the Office of the
Secretary of War, the Joint Staff, the Unified Combatant Commands, the Navy, the Marine
Corps, the defense agencies, and the defense intelligence enterprise.

For more information on the RAND Personnel, Readiness, and Health Program, see
www.rand.org/nsrd/prh or contact the director (contact information is provided on the
webpage).
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This publication documents work completed in December 2025, which underwent security
review with the sponsor and the Defense Office of Prepublication and Security Review before
public release.

Funding

This research was sponsored by the Security, Suitability, and Credentialing Performance
Accountability Council Program Management Office (PAC PMO).

For more information on this publication, visit www.rand.org/t/RRA3923-1.
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