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STEPHANIE J. WALSH, SINA BEAGHLEY, EMILY HIGGS, LEWIS SCHNEIDER 

Personnel Vetting 101 Applicant Toolkit, Annex III 

Security Clearance 
Guidelines in Brief 

This reference sheet provides an overview of the U.S. National Security Adjudicative 
Guidelines, which are the decisionmaking criteria used in personnel vetting for security 
clearance eligibility. It was developed by RAND researchers for the U.S. government (USG) 
and reported in Insights and Tools to Improve the Applicant Experience in the Personnel 
Vetting and Security Clearance Process.1 If you have additional questions regarding personnel 
vetting, security clearances, or your specific case, contact your organization’s security office 
for guidance. 

In no way should the information contained in this document be substituted for the U.S. 
National Security Adjudicative Guidelines or U.S. government laws and policies, nor should 

this document be considered any form of legal advice. 

We highly recommend that individuals who are considering applying for a job that requires 
a security clearance or a job that is designated as a sensitive position read the adjudicative 
guidelines in their entirety. The guidelines are publicly available in Security Executive Agent 
Directive 4 (SEAD 4).2 

 
1 The full report and the Personnel Vetting 101 Applicant Toolkit annexes can be found at 
www.rand.org/t/RRA3923-1. 
2 Office of the Director of National Intelligence, “National Security Adjudicative Guidelines,” Security 
Executive Agent Directive 4, June 8, 2017a. 
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The Purpose of the U.S. National Security Adjudicative Guidelines 

The SEAD 4 guidelines establish government-wide standards for determining who is 
eligible to hold a sensitive position or access classified information. The guidelines apply to all 
individuals in designated national security positions.3 Trained USG adjudicators use SEAD 4 
guidelines to evaluate information about an individual’s 

• loyalty and allegiance to the United States 
• character and reliability, including honesty, discretion, judgment, reliability, ability to 

protect classified information, and overall trustworthiness.4 

The guidelines outline factors that adjudicators must consider when reviewing an 
applicant’s conduct and circumstances. Adjudicators are directed to make an “overall 
common sense judgment” based on the guidelines and apply the whole-person concept—
meaning that no single issue is automatically disqualifying.5 Instead, adjudicators weigh all 
available information—positive and negative—to reach a balanced determination. However, 
when making determinations, any doubts are resolved in favor of national security.6 

The 13 Adjudicative Guidelines and Key Factors 

SEAD 4 includes 13 guidelines that must be considered during adjudication of eligibility: 

1. “Guideline A: Allegiance to the United States 
2. Guideline B: Foreign Influence 
3. Guideline C: Foreign Preference 
4. Guideline D: Sexual Behavior 
5. Guideline E: Personal Conduct 
6. Guideline F: Financial Considerations 
7. Guideline G: Alcohol Consumption 
8. Guideline H: Drug Involvement and Substance Misuse 
9. Guideline I: Psychological Conditions 

 
3 Some agencies that sponsor security clearances may have additional requirements—for example, a 
polygraph or a medical or psychological examination—as part of their vetting processes (Office of the 
Director of National Intelligence, 2017a). 
4 Office of the Director of National Intelligence, 2017a, Section E(4). 
5 Regarding the idea of the whole person, the SEAD 4 guidelines state, 

The adjudicative process is an examination of a sufficient period and a careful 
weighing of a number of variables of an individual’s life to make an affirmative 
determination that the individual is an acceptable security risk. This is known as the 
whole-person concept. All available, reliable information about the person, past and 
present, favorable and unfavorable, should be considered in reaching a national 
security eligibility determination (Office of the Director of National Intelligence, 2017a, 
Section 2(a)). 

6 Office of the Director of National Intelligence, 2017a, Appendix A, Section 2(b). 
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10. Guideline J: Criminal Conduct 
11. Guideline K: Handling Protected Information 
12. Guideline L: Outside Activities 
13. Guideline M: Use of Information Technology.”7 

In evaluating concerns related to each guideline, adjudicators consider the following: 

1. “the nature, extent, and seriousness of the conduct; 
2. the circumstances surrounding the conduct, to include knowledgeable participation; 
3. the frequency and recency of the conduct; 
4. the individual’s age and maturity at the time of the conduct; 
5. the extent to which participation is voluntary; 
6. the presence or absence of rehabilitation and other permanent behavioral changes; 
7. the motivation for the conduct; 
8. the potential for pressure, coercion, exploitation, or duress; and 
9. the likelihood of continuation or recurrence.”8 

Each of the 13 guidelines includes descriptions of (1) the concern the guideline is intended 
to address, (2) specific conditions that could raise security concerns, and (3) conditions that 
could mitigate security concerns. 

Table A.1 summarizes the purpose of each guideline and provides examples of security 
concerns and mitigating factors. We highly recommend reviewing the full SEAD 4 guidelines 
for details on potential security concerns and mitigating factors. 

 
7 Office of the Director of National Intelligence, 2017a, Appendix A, Section 2(c). 
8 Office of the Director of National Intelligence, 2017a, Appendix A, Section 2(d). 
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Table A.1. Overview of the 13 National Security Adjudicative Guidelines 

This table presents a high-level summary of each adjudicative guideline’s purpose, along with examples of potential security 
concerns and factors that may mitigate those concerns. The examples are illustrative but are not an exhaustive list. For complete 
descriptions of each guideline and complete lists of examples, see the SEAD 4 guidelines.9 

Purpose of Guideline Examples of What Can Raise a Concern Examples of What Can Mitigate a Concern 
Guideline A: Allegiance to the 
United States 
Ensure individuals are loyal to 
the United States and do not 
engage in or support actions 
that are contrary to its interests 
or security 

• Taking part in or supporting acts against the 
United States (e.g., espionage, sabotage, 
terrorism, or treason) 

• Associating with or showing sympathy for 
people or groups involved in such acts 

• Supporting or joining groups that use violence 
or illegal means to influence or harm the USG 
or its people 

• The individual did not know about the group’s 
unlawful goals and cut ties once they learned 
about those goals 

• The individual’s involvement was humanitarian 
and legal 

• The individual’s involvement was brief and 
based on curiosity or study 

• The activity happened long ago and is unlikely 
to happen again 

Guideline B: Foreign Influence 
Evaluate whether an individual’s 
foreign contacts or interests 
could create divided loyalties or 
vulnerabilities to foreign 
influence, coercion, or pressure 
that might compromise U.S. 
interests or national security 

• Close contact with foreign citizens that could 
create pressure or influence 

• Financial, business, or property interests in 
another country 

• Failing to report foreign contacts or 
relationships when required 

• Living with someone whose foreign ties could 
create risk 

• Indications that a foreign government is trying 
to exploit or influence the individual 

• The individual’s foreign contacts or interests 
are low-risk and unlikely to cause conflict with 
U.S. interests 

• The individual’s ties with and loyalties to the 
United States are much stronger than any 
foreign connections 

• Contact with foreign citizens is casual or 
infrequent 

• The contact or activity was part of official USG 
business 

• The individual has reported all required foreign 
contacts or requests 

 
9 Office of the Director of National Intelligence, 2017a. 
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Purpose of Guideline Examples of What Can Raise a Concern Examples of What Can Mitigate a Concern 
Guideline C: Foreign 
Preference 
Ensure that an individual’s 
foreign involvement or 
citizenship does not create 
conflicting loyalties or behaviors 
that could compromise their 
judgment, reliability, or 
commitment to U.S. interests or 
national security 

• Applying for or holding citizenship in another 
country 

• Using a foreign passport or identity card 
• Serving in a foreign government or military 
• Using foreign citizenship to protect business 

or financial interests 
• Declaring an intent to renounce U.S. 

citizenship 

• Dual citizenship is automatic (by birth or 
parentage) and not in conflict with U.S. 
interests 

• The individual is willing to renounce foreign 
citizenship if required 

• The foreign country poses little or no security 
risk 

• The activity was authorized by U.S. law or 
approved by the individual’s agency 

Guideline D: Sexual Behavior 
Evaluate whether an individual’s 
sexual behavior demonstrates 
criminal conduct, poor 
judgment, or vulnerability to 
coercion 

• Sexual behavior that is illegal or criminal 
• Compulsive or high-risk sexual behavior 
• Behavior that could be used for blackmail or 

coercion 
• Public or reckless sexual behavior showing 

poor judgment 

• The behavior happened long ago or during 
adolescence 

• It was an isolated incident and unlikely to recur 
• The behavior is private, consensual, and 

discreet 
• The individual has completed treatment or 

counseling and has a positive prognosis 

Guideline E: Personal 
Conduct 
Evaluate an individual’s 
honesty, integrity, and reliability 
in personal and professional 
behavior, including in providing 
truthful answers during national 
security investigations or 
adjudications 

• Lying or omitting information on security forms 
or during interviews 

• Providing false or misleading information to 
investigators or employers 

• A pattern of rule violations or dishonesty 
• Conduct that could make an individual 

vulnerable to coercion or blackmail 
• Violating written agreements with an employer 

• The individual corrected false information 
before being confronted 

• The issue was based on bad advice, and the 
individual later cooperated fully 

• The behavior was minor, infrequent, or long 
ago 

• The individual has taken steps to address the 
issue (e.g., counseling, behavior change) 

• The information was unsubstantiated or 
unreliable 

Guideline F: Financial 
Considerations 
Assess whether an individual’s 
financial decisionmaking 
reflects poor judgment, 
unreliability, or vulnerability that 
could leave them vulnerable to 
coercion 

• Inability or unwillingness to pay debts 
• A history of unpaid bills or financial 

irresponsibility 
• Fraudulent or deceptive financial practices 
• Unexplained wealth or lifestyle beyond known 

income 
• Failure to file or pay taxes 
• Gambling-related financial problems 

• The problem was caused by factors beyond the 
individual’s control (e.g., job loss, medical 
emergency) 

• The individual acted responsibly and sought 
help or counseling 

• The individual is repaying debts or has a plan 
in place 

• The issue is resolved or under control 
• The wealth came from a legal source 
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Purpose of Guideline Examples of What Can Raise a Concern Examples of What Can Mitigate a Concern 
Guideline G: Alcohol 
Consumption 
Assess whether an individual’s 
alcohol use impairs judgment, 
self-control, or reliability 

• Alcohol-related incidents (e.g., driving under 
the influence, fights, or workplace issues) 

• Drinking on the job or reporting to work 
impaired 

• Habitual or binge drinking 
• Ignoring treatment recommendations or court 

orders 

• The behavior was isolated or happened long 
ago 

• The individual has recognized the problem and 
changed their behavior 

• The individual has completed or made progress 
with treatment 

• The individual has maintained sobriety or 
responsible use 

Guideline H: Drug 
Involvement and Substance 
Misuse 
Assess whether an individual’s 
substance misuse or illegal drug 
involvement shows poor 
judgment, unreliability, or 
disregard for laws or regulations 

• Using, possessing, or distributing illegal drugs 
• Misusing prescription or over-the-counter 

drugs 
• Testing positive for illegal substances 
• Failing to complete treatment or continuing 

drug use after clearance 

• The behavior was infrequent, long ago, or 
under unusual circumstances 

• The individual has stopped and taken steps to 
stay drug-free. 

• The individual has completed treatment with a 
favorable prognosis 

• Prescription misuse occurred during a 
legitimate medical condition and has ended 

Guideline I: Psychological 
Conditions 
Evaluate whether an individual’s 
emotional, mental, or 
personality conditions may 
affect judgment, reliability, or 
trustworthiness 

• Behavior suggesting poor judgment, 
instability, or unreliability 

• A mental health condition that may impair 
judgment or reliability 

• Failure to follow prescribed treatment 
• Pathological gambling or other compulsive 

behaviors 

• The condition is under control with treatment 
• The individual is following a treatment plan and 

has a positive prognosis 
• The issue was temporary and has resolved 
• There is no indication of a current problem 

Guideline J: Criminal Conduct 
Assess whether an individual’s 
criminal conduct reflects poor 
judgment, unreliability, or a 
disregard for laws and 
regulations 

• A pattern of criminal or rule-breaking behavior 
• Any credible evidence of criminal activity, 

even without conviction 
• Being on probation or parole 
• Violating probation or parole terms 
• Being discharged from the military under less 

than honorable conditions 

• The behavior happened long ago or under 
unusual circumstances 

• The individual was coerced or pressured into 
the act 

• There is no reliable evidence of wrongdoing 
• The individual has shown rehabilitation through 

good conduct, restitution, or community 
involvement 
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Purpose of Guideline Examples of What Can Raise a Concern Examples of What Can Mitigate a Concern 
Guideline K: Handling 
Protected Information 
Determine whether an 
individual’s intentional or 
careless mishandling of 
classified or sensitive 
information indicates poor 
judgment, unreliability, or 
unwillingness to properly 
safeguard information 

• Sharing protected information with 
unauthorized people 

• Storing or transmitting information on 
unauthorized systems 

• Trying to access information without a need to 
know 

• Ignoring security rules or showing lax security 
habits 

• The incident was isolated, unintentional, or 
because of unclear instructions 

• The individual reported it promptly and no 
damage occurred 

• The individual completed remedial training and 
now follows security rules 

Guideline L: Outside 
Activities 
Evaluate whether an individual’s 
outside work or activities create 
conflicts of interest or security 
risks 

• Working for or volunteering with a foreign 
government, organization, or person 

• Failing to report outside activities when 
required 

• A security review found no conflict with the 
individual’s’ duties or national security 

• The individual stopped the activity after being 
told it was a conflict 

Guideline M: Use Of 
Information Technology 
Determine whether an 
individual’s failure to comply 
with information technology 
security rules indicates 
unreliability or an unwillingness 
to protect sensitive systems and 
data 

• Unauthorized access to or modification of 
information technology systems or data 

• Downloading or storing protected information 
on unauthorized devices 

• Introducing or removing hardware or software 
without approval 

• Negligent or repeated security violations 

• The misuse was minor, unintentional, or 
because of unclear instructions 

• The individual reported and corrected the issue 
promptly 

• The individual has received training and now 
follows information technology security rules 
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Related RAND Resources 

• Personnel Vetting 101 Applicant Toolkit, Annex I: The Personnel Vetting Process 
• Personnel Vetting 101 Applicant Toolkit, Annex II: Guide to Completing the Vetting 

Questionnaire 
• Personnel Vetting 101 Applicant Toolkit, Annex IV: Frequently Asked Questions and 

Common Misperceptions 
• Addressing Common Questions and Concerns from Dual or Naturalized Citizens 

Regarding the Security Clearance Process10 

Additional Questions? 

Applicants with additional questions should contact their organization’s security office, 
human resources representative, or sponsoring agency. Official government websites, 
including those of the Office of the Director of National Intelligence, the Office of Personnel 
Management (OPM), and the Defense Counterintelligence and Security Agency (DCSA), also 
provide information about personnel vetting.11 DCSA maintains an Applicant Knowledge 
Center support line that can be reached at (878) 274-5091. 
  

 
10 Stephanie J. Walsh, Sina Beaghley, David Stebbins, Theiline Pigott, and Nikolay Maslov, Addressing 
Common Questions and Concerns from Dual or Naturalized Citizens Regarding the Security Clearance 
Process, RAND Corporation, RR-A3461-2, 2025b. 
11 Office of the Director of National Intelligence, “Security Clearance Reform–Overview,” webpage, 
undated; OPM, “Suitability Adjudications,” webpage, undated-a; DCSA, “Personnel Vetting,” webpage, 
undated. 
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About This Annex 

This annex is part of the Personnel Vetting 101 Applicant Toolkit, a set of practical 
resources to help applicants better understand and navigate the personnel vetting process. 
The toolkit resources are intended to provide easy-to-understand information to make the 
personnel vetting process more transparent, predictable, and understandable for applicants. 
The toolkit contains the following four resources: 

• Personnel Vetting 101 Applicant Toolkit, Annex I: The Personnel Vetting Process 
• Personnel Vetting 101 Applicant Toolkit, Annex II: Guide to Completing the Vetting 

Questionnaire 
• Personnel Vetting 101 Applicant Toolkit, Annex III: Security Clearance Guidelines in 

Brief 
• Personnel Vetting 101 Applicant Toolkit, Annex IV: Frequently Asked Questions and 

Common Misperceptions. 

In this annex, Security Clearance Guidelines in Brief (Annex III), we provide an easy-to-
understand overview of the U.S. National Security Adjudicative Guidelines. We also include a 
table with a high-level summary of each guideline and examples of what may raise or mitigate 
potential vetting concerns to help applicants understand how their application is assessed. 

In the main report, Insights and Tools to Improve the Applicant Experience in the 
Personnel Vetting and Security Clearance Process, we present our analysis of how applicants 
experience the U.S. government’s (USG’s) personnel vetting process and identify practical 
and evidence-based strategies for improving that experience while maintaining the USG’s 
ability to effectively assess applicant trustworthiness. To do this, we reviewed past RAND 
research on personnel vetting, interviewed stakeholders, attended industry listening sessions, 
and assessed select USG and industry websites to understand applicants’ experiences with 
the vetting process and the resources available to them. On the basis of this research, we 
developed a conceptual framework to capture and analyze those experiences, as well as 
insights and suggested actions for the USG to consider to improve applicants’ experiences 
with the PV process. The main report is available at www.rand.org/t/RRA3923-1. There, 
readers will also find the abbreviation and reference lists for this annex. 

RAND National Security Research Division 

This work was conducted within the Personnel, Readiness, and Health Program of the 
RAND National Security Research Division, which operates the National Defense Research 
Institute, a federally funded research and development center sponsored by the Office of the 
Secretary of War, the Joint Staff, the Unified Combatant Commands, the Navy, the Marine 
Corps, the defense agencies, and the defense intelligence enterprise. 

For more information on the RAND Personnel, Readiness, and Health Program, see 
www.rand.org/nsrd/prh or contact the director (contact information is provided on the 
webpage). 

http://www.rand.org/t/RRA3923-1
http://www.rand.org/nsrd/prh
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This publication documents work completed in December 2025, which underwent security 
review with the sponsor and the Defense Office of Prepublication and Security Review before 
public release. 

Funding 

This research was sponsored by the Security, Suitability, and Credentialing Performance 
Accountability Council Program Management Office (PAC PMO). 

For more information on this publication, visit www.rand.org/t/RRA3923-1. 
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