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@ here is often confusion about how personnel vetting works. Policies and procedures evolve,

and details can be misunderstood or misinterpreted. This reference sheet is designed to
clarify the personnel vetting process as of 2026 and address common misperceptions about the
process. The information is organized as follows:

+ Understanding Personnel Vetting + Addressing Security Clearance
Basics Concerns and Misperceptions
+ Suitability and Fitness Basics - Foreign Contacts, Connections,

« Public Trust Basics Travel, and Dual Citizenship

- Drug Use and Substance Misuse

Security Clearance Basics
- Mental Health Conditions and

Treatment

Understanding the Key Steps in

Personnel Vetting
- Police Records and Criminal History

The Vetting Questionnaire
- Finances and Financial Records

Background Investigations and

Interviews - Relationships and Personal

Associations

Personnel Vetting Decisionmaking:
Suitability and Fitness + Addressing Other Questions
Personnel Vetting Decisionmaking: + Related RAND Resources

Security Clearances - Additional Questions.

Navigating the Personnel Vetting
Process

Each section answers frequently asked questions to help applicants, employees, and clearance
holders understand the rationale behind the process, what adjudicators consider, and how to navi-
gate the process responsibly and confidently.


https://www.rand.org/pubs/research_reports/RRA3923-6.html

This reference sheet addresses frequently asked questions and common misperceptions about the personnel vetting process.

It was developed by RAND researchers for the U.S. government (USG) and reported in Insights and Tools to Improve the Applicant
Experience in the Personnel Vetting and Security Clearance Process.' If you have additional questions regarding personnel
vetting, security clearances, or your specific case, contact your organization's security office for guidance.

In no way should the information contained in this document be substituted for the U.S. National Security Adjudicative
Guidelines or U.S. government laws and policies, nor should this document be considered any form of legal advice.

1
The full report and the Personnel Vetting 101 Applicant Toolkit annexes can be found at www.rand.org/t/RRA3923-1.

Understanding
Personnel Vetting Basics

Question:

What Is Personnel Vetting?

Personnel vetting is defined by the U.S. Office of Person-
nel Management (OPM) as “the process the government
uses to make sure people working for or on behalf of

the government can be trusted to protect our nation’s
people, property, information, and critical missions, both

when they’re hired and throughout their federal service.”2

Specifically, it is the process used by USG agencies to
determine whether someone is (1) suitable or fit for em-
ployment, (2) eligible for a position of public trust, and
(3) eligible for a security clearance or to hold a
sensitive position.

Question:

Is Personnel Vetting Only for People
Applying for Security Clearances?

No, all USG employees, contractors, and members of
the armed forces go through personnel vetting. Because
some employers informally refer to personnel vetting

as a fitness check or background check or use another
unofficial term, people sometimes go through person-
nel vetting without realizing that is what the process is
officially called.

Question:

When Is Personnel Vetting Used?

Personnel vetting is used by USG agencies for

« suitability determinations
- fitness determinations
« public trust eligibility determinations

« security clearance eligibility determinations.

2
OPM, "Suitability and Credentialing FAQs,"” webpage, undated-b.

Suitability and
Fitness Basics

Question:

What Are Suitability and
Fitness Determinations?

When hiring employees or contractors, USG agencies
evaluate applicants’ character, conduct, and reliability to
ensure that they meet the standards required to work for
or on behalf of the federal government.

- A suitability determination is needed for applicants
to the competitive service, which are the majority of
federal positions, filled through open and merit-based
hiring practices.

A fitness determination is needed for other types of
applicants, including those to the excepted service,
which are positions that are filled outside the
standard competitive process, such as intelligence
roles. A fitness determination is also needed for
applicants to the noncompetitive service, which
are positions filled without open competition, such
as special appointments, military personnel, and
federal contractors.

In both cases, agencies evaluate whether a person’s
character and conduct meet the standards required to
work in federal or contractor positions. Although some
USG agencies use the term suitability to describe their
vetting processes for these roles, such decisions for
noncompetitive service, excepted service, and contrac-
tor personnel are fitness determinations.


http://www.rand.org/t/RRA3923-1

Question:

How Are Suitability and Fitness
Determinations Different from
Security Clearance Eligibility
Determinations?

A suitability determination or a fitness determination
assesses whether a person’s character and conduct
support the integrity, efficiency, and effectiveness of
government service. Such a determination is required for
all USG competitive service employees (suitability) and
excepted service and noncompetitive service employ-
ees, contractors, and military personnel (fitness).

A security clearance, on the other hand, determines
whether a person can be trusted in a national security
position with access to classified information.

Although both processes evaluate trustworthiness,
suitability determinations and fitness determinations
focus on whether someone is appropriate for employ-
ment working in or on behalf of the federal govern-
ment, and a clearance focuses on protecting national
security information.

Public Trust Basics

Question:

What Is a Public Trust Position?

A position designated as public trust is one in which an
individual’s actions can affect how effectively and effi-
ciently the USG operates and maintains the public’s con-
fidence. These positions do not require access to classi-
fied information, but they do carry a level of responsibility
in which poor judgment or misconduct could negatively
affect government operations or public confidence. To
serve in a designated public trust position, personnel vet-
ting standards require that USG hiring agencies decide
whether the individual is eligible for a public trust position
as part of their suitability or fitness determination.

Security Clearance Basics

Question:

What Is a Security Clearance, and
Who Needs One?

A security clearance allows an individual to access
classified national security information. You only need a
security clearance if your job requires such access. To
qualify, you must be a U.S. citizen and you must be spon-
sored by a government agency because the position you
are filling requires classified access.

Question:

What Is a Security Clearance
Investigation?

A security clearance investigation reviews your loyalty,
character, trustworthiness, and reliability to ensure that
you can be trusted with national security information. Af-
ter the vetting process, your sponsoring agency reviews
the results and decides whether to grant you security
clearance eligibility.

Question:

What Is the Difference Between
Being Eligible for a Security
Clearance and Receiving a Security
Clearance?

Security clearance eligibility means that, based on
information collected as part of your background inves-
tigation, an adjudicator determines that you meet the
standards to hold a security clearance. However, eligibil-
ity alone does not guarantee that you will receive a
security clearance or that you will have access to classi-
fied information.

You can receive a security clearance—and then have
access to classified information—when

+ you have been favorably adjudicated (found eligible), and

« you are sponsored by an agency for a position that
requires access to classified information, and

- you have a need to access such information, have
signed a nondisclosure agreement (Standard Form 312,
Classified Information Nondisclosure Agreement), and
have completed any required security briefing.

« If you change jobs or move to a position that does not
require access to classified information, your security
clearance may be placed in an inactive status, although
your eligibility will remain valid for a set period.



Understanding the Key
Steps in Personnel Vetting

Question:

What Are the Steps in the Personnel
Vetting Process?

Depending on the level of vetting required for a posi-
tion, there are up to six major steps in the personnel
vetting process:

1. aconditional offer of employment and, if applicable,
sponsorship for a security clearance

2. the vetting questionnaire and, if required,
fingerprinting

3. aninitial screening and, if applicable, a preliminary
determination or interim clearance

4. abackground investigation and, if required, interview

5. adjudication and an eligibility determination

6. enrollment in continuous vetting.

Each step is described in more detail in Personnel Vetting
101 Applicant Toolkit, Annex I: The Personnel Vetting Pro-
cess. For some steps, the applicant needs to take action;

for others, personnel vetting or agency staff take action.

Question:

Is the Vetting Process the Same
for Everyone?

No. There are USG-wide requirements that depend on
the type of position or clearance being sought. Some
steps in the process, such as completing a vetting ques-
tionnaire, are required of everyone, but other steps, such
as fingerprinting, are not. So, for example, being vetted
for suitability requires fewer steps than being vetted for
eligibility for a security clearance. Some agencies have
additional requirements for certain positions, such as
completing a polygraph, medical examination, or psycho-
logical evaluation.

The Vetting Questionnaire

Question:

What Is the Vetting Questionnaire?

The vetting questionnaire is a key part of the vetting pro-
cess. It collects information about your background so
investigators and adjudicators can determine your suit-
ability or eligibility for a clearance or sensitive position.

Question:

What If | Do Not Know How to Answer
a Question? Should | Leave It Blank?

No. Answer every question to the best of your ability; do
not submit the questionnaire with unanswered questions.
If you are unsure how to respond, contact your em-
ployer’s security office or another official source. When
information is truly unknown or cannot be obtained, state
that clearly in your answer and include a brief explanation
wherever the form provides a space to do so.

Question:

Should | Leave Out Information That
Might Raise Questions?

No. You should answer every question completely and
truthfully. Omitting or mispresenting information is con-
sidered a serious breach of trust and can lead to denial
or revocation of your suitability or security clearance
eligibility. If you have unusual circumstances or mitigat-
ing factors that the form does not fully capture, use the
comment sections to provide context. For those applying
for public trust or security clearance eligibility, the Per-
sonnel Vetting 101 Applicant Toolkit, Annex Ill: Security
Clearance Guidelines in Brief includes a summary of
mitigating conditions adjudicators may consider when
evaluating potential security concerns.

Question:

Should | Only Report Information
That Seems Relevant to My Job?

No. The questionnaire asks for specific information that
helps determine your overall trustworthiness and not just
what relates to your job duties. Answer all the questions
as written, even if something seems unrelated or minor.

Question:

Can | Use Artificial Intelligence or
Online Tools to Help Me Answer
Questions?

The government expects applicants to use their own
words when completing the questionnaire. If you are un-
sure how to answer a question, contact your employer’s
security office or the sponsoring agency for guidance
rather than relying on artificial intelligence or
automated tools.



Question:

What If | Cannot Complete the
Questionnaire in One Sitting?

If you are completing the form online, you can usu-

ally save your progress and return to it later. Check the
instructions provided to you or ask your employer’s secu-
rity office or the sponsoring agency for details.

Question:

What If | Have Technical Problems
While Completing the Questionnaire?

If you experience issues accessing, navigating, saving,
or submitting the form, reach out to your employer’s
security office first. They can help resolve the problem
or direct you to the appropriate information technology
support. If the Defense Counterintelligence and Security
Agency (DCSA) is handling your case, you can contact
the DCSA Applicant Knowledge Center support line at
(878) 274-5091.

Background Investigations
and Interviews

Question:

What Is a Background Investigation,
and Why Is It Required?

A background investigation is a review of your history
and conduct to help determine whether you are suit-
able or fit to work for or on behalf of the federal govern-
ment and/or whether you are eligible to hold a position

of public trust or national security. Investigators collect
information from a variety of sources—such as your
questionnaire, interviews, and records—to verify your
honesty, reliability, and overall suitability. The goal is not
to find faults but to build a complete and accurate picture
of your background.

Question:

Do Investigators Only Look for
Negative Information?

No. Investigators follow established federal investigative
standards that outline the information they must gather
and the types of sources they can use. Their goal is to
verify the information you provide in the vetting ques-
tionnaire and get a complete picture of you as a whole
person. If there are concerns raised in the background
investigation, they will document those concerns, as well
as any mitigating factors, for the adjudicator to consider
in their determination of whether you are eligible to hold a
position of trust.

Question:

When and Where Will the
Interview Be?

If an interview is required, your investigator will work
with you to find a time and place that fits your schedule.
Interviews may be conducted in person or virtually. For
in-person meetings, the investigator may suggest your
workplace or another private location. Delays in hav-
ing the interview can slow the vetting process, so itis
best to respond promptly when contacted to arrange
your interview.

Question:

How Long Will the Interview Take?

The length of the interview depends on several factors,
including the type of background investigation and the
information that needs to be discussed. When schedul-
ing, you can ask your investigator how long they expect it
to take.

Question:

Can | Make Requests Related
to the Interview?

Yes. Investigators can grant reasonable requests. For
example, when scheduling, you may ask for a language
interpreter, an investigator of a different gender (e.g., for
religious reasons, personal comfort, or other reasons), or
a location that is private and accessible. During an inter-
view, you can also request breaks or ask to move

to a quieter or more comfortable setting, if needed.



Question:

How Do | Know If | “Passed”
the Interview?

The interview is not something you pass or fail, and inves-
tigators do not make adjudicative decisions. Their role

is to collect and provide information to the adjudicators
who will review all materials and make the final determi-
nation about your suitability or clearance eligibility.

Question:

What Happens After the Interview?

After completing the interview, the investigator adds the
information they gathered to your case file and submits

it to the adjudicator. The investigator may contact you
again if additional details are needed. Once the investiga-
tion is complete, you will wait for the adjudicators at your
sponsoring agency to make an eligibility determination. If
you have questions or want to check on your case status,
contact your employer’s security office or the sponsoring
agency. If DCSA is conducting your investigation, you can
also reach out to the DCSA Applicant Knowledge Center
support line at (878) 274-5091.

Question:

Will | Need to Take a Polygraph?

Polygraph examinations are not part of most agency
vetting or security clearance processes. However, certain
intelligence and law enforcement agencies may require a
polygraph—and potentially a medical and/or psychologi-
cal evaluation—as part of their vetting assessments for
specific positions. If you are asked to take a polygraph,
focus on being truthful and answering questions directly
rather than trying to “pass.”

Personnel Vetting
Decisionmaking:
Suitability and Fitness

Question:

What Do Agencies Consider When
Making Suitability Determinations
and Fitness Determinations?

Federal regulations (5 CFR 731) list the following fac-

tors agencies must consider when making suitability
determinations.3 These factors are also applied to fithess
determinations. These include

+ misconduct or negligence in employment

+ criminal conduct

- material, intentional false statement, or deception or
fraud, in examination or appointment

« dishonest conduct

+ excessive alcohol use, without evidence of rehabilita-
tion, when it could affect job performance or safety

- illegal use of narcotics, drugs, or other controlled sub-
stances, without evidence of rehabilitation

- knowing and willful engagement in acts or activities
designed to overthrow the USG by force

- any statutory or regulatory bar that prevents the
lawful employment in the position

- violent conduct.

Question:

Why Types of Things Can Reduce
(or Mitigate) Concerns an Agency
Might Have When Considering
Suitability or Fitness?

Agencies may also consider mitigating factors listed in 5
CFR 731, such as

- the nature of the position

- the nature and seriousness of the conduct

« the circumstances surrounding the conduct

- how recent the conduct was

- the individual’s age at the time

« contributing societal conditions

- evidence of rehabilitation or efforts toward
rehabilitation.

3
Code of Federal Regulations, Title 5, Personnel; Chapter |, Personnel
Management; Subchapter B, Regulations; Part 731, Suitability and Fitness.



Question:

Are the Suitability and Fitness
Standards the Same for Everyone?

There are USG-wide standards that apply to all federal
employees and contractors. In addition, each agency
may establish supplementary requirements based on its
mission and the sensitivity of its positions. The final suit-
ability determination or fitness determination is made by
an adjudicator with the hiring agency, who applies both
the government-wide standards and any agency-specific
criteria. Because agencies have different missions and
risk profiles, individuals with similar backgrounds may
receive different determinations from different agencies.

Personnel Vetting
Decisionmaking:
Security Clearances

Question:

Is the Security Clearance Process
Secretive or Arbitrary?

No. The process follows USG-wide standards that are
designed to ensure fairness and consistency. Security
clearance decisions are based on the publicly available
U.S. National Security Adjudicative Guidelines outlined
in Security Executive Agent Directive 4 (SEAD 4).4 The
guidelines define the information and mitigating factors
adjudicators must consider when they evaluate an indi-
vidual’s loyalty, reliability, and trustworthiness.

Question:

Are the Security Clearance
Standards the Same for All
Agencies?

There are government-wide standards for determining
eligibility to hold a national security position and/or a
security clearance, which apply uniformly across all USG
agencies. These standards are established in SEAD 4.
The Personnel Vetting 101 Applicant Toolkit, Annex IlI:

4
Office of the Director of National Intelligence, “"National Security
Adjudicative Guidelines,” Security Executive Agent Directive 4, June 8,
2017a.

Security Clearance Guidelines in Brief summarizes
the key factors adjudicators consider when evaluat-
ing eligibility for a national security position and a
security clearance.

In addition to the USG standards, each sponsoring
agency may have supplemental requirements based on
its mission and the sensitivity of its positions. For ex-
ample, some agencies may require a polygraph, medical
examination, psychological evaluation, or other assess-
ments as part of their specific vetting processes.

The final eligibility determination is made by an ad-
judicator within the sponsoring agency, who applies
the USG-wide SEAD 4 guidelines plus any agency-
specific requirements.

Question:

What Do Adjudicators Consider
When Making Security Clearance
Eligibility Determinations?

Under SEAD 4, adjudicators review all information related
to an individual’s loyalty, character, honesty, judgment,
reliability, discretion, and overall trustworthiness. SEAD 4
outlines 13 specific guidelines that adjudicators must
consider, and each guideline is accompanied by a de-
scription of the concern, circumstances that may cause
security concerns, and conditions that may mitigate
those concerns. The guidelines are as follows:

- allegiance to the United States
- foreign influence

- foreign preference

+ sexual behavior

« personal conduct

- financial considerations

+ alcohol consumption

« drug involvement and substance misuse
« psychological conditions

+ criminal conduct

- handling protected information
+ outside activities

+ use of information technology.



Question:

What Types of Issues Could Raise
Security Concerns?

Each SEAD 4 guideline includes examples of behaviors or

circumstances that could raise concerns, such as

- alack of allegiance to the United States

« a heightened risk of pressure, coercion, exploitation,
conflict of interest, or duress

« questionable judgment or integrity

- behavior that could create a national security risk

« medical or psychological conditions that could affect
reliability or judgment.

Question:

How Is Past Conduct Judged?

Adjudicators evaluate past conduct using the whole
person concept, which means they consider all reli-

able information—both positive and negative—about an
individual’s life to make a balanced determination. Rather
than focusing on a single event, adjudicators look at pat-
terns of behavior, context, and evidence of change over
time to assess whether someone can be trusted with
national security information.

In general, adjudicators consider factors such as

- the nature, extent, and seriousness of the conduct

the circumstances surrounding the conduct, including
whether participation was knowing or voluntary

the frequency and recency of the conduct

the individual’'s age and maturity at the time

the presence or absence of rehabilitation and other
permanent behavioral changes

the motivation for the conduct

the potential for pressure, coercion, exploitation, or
duress

the likelihood of continuation or recurrence.

Question:

What Types of Things Could Mitigate,

or Reduce, Security Concerns?

For each SEAD 4 guideline, there are specific factors
adjudicators can consider that may lessen or resolve
concerns, such as

- the nature, extent, or seriousness of the issue

the circumstances surrounding the issue

person’s age and maturity at the time

a lack of potential for pressure, coercion, exploitation,
or duress

evidence of rehabilitation or positive change

a favorable resolution or unlikely continuation or
reoccurrence

voluntary disclosure or truthful reporting.

Question:

Do Certain Things Automatically
Disqualify Someone from Getting a
Security Clearance?

With very few exceptions, which are outlined in the SEAD

4,5 potentially negative events in your past are not auto-

matic disqualifiers. Adjudicators apply the whole person

concept, meaning they evaluate your entire personal
history and not just isolated incidents. They consider
context, recency, seriousness, and evidence of rehabili-

tation or positive change before making a determination

about your eligibility.

Navigating the
Personnel Vetting Process

Question:

How Do | Know Where | Am
in the Process?

During the first few steps of the vetting process, it is
usually clear where you are. If you are unsure, ask your
employer’s security office or the agency that requested
you undergo the personnel vetting process (your spon-
soring agency).

5
Office of the Director of National Intelligence, 2017a, Appendix B.

how recently or frequently the issue took place and the



Question:

How Much Time Do | Have to
Complete the Steps?

Each step has different requirements and deadlines. Of-
ficial communications from your employer or sponsor will
include the deadline for completing the vetting question-
naire and other actions. If you receive an unfavorable
adjudicative decision and want to appeal, reach out to
your employer’s security office or sponsoring agency to
inquire about the appeals process, including any dead-
lines or time limits.

Question:

Can | Request Additional Time?

Yes. Contact your employer’s security office, the sponsor-
ing agency, or your investigator. They will try to work with
you, although deadlines cannot be extended indefinitely.

Question:

What If | Need an Accommodation
or Other Adjustment During the
Interview or Another Step?

If you need any accommodations or adjustments, let your
investigator, your security office, or the sponsoring agen-
cy know as early as possible. Making requests early helps
ensure that they can be arranged in time—for interviews,
that typically means mentioning any requests when
scheduling. For example, you may ask for a language
interpreter, an investigator of a different gender (e.g., for
religious reasons, personal comfort, or other reasons),

or a location that is accessible. During the interview, you
can also ask for short breaks or a change of location if
the setting is uncomfortable or distracting.

Question:

How Long Does It Take to Receive a
Final Determination?

Processing times vary. Low-risk positions may take
a month or two; security clearances can take several
months or longer. Delays are common and do not
necessarily indicate a problem with your application.

Are There Things | Can Do to Reduce
How Long It Takes to Process My
Application?

Yes. You can help avoid delays by

- completing your questionnaire fully and accurately

- submitting your questionnaire as soon as possible after
receiving instructions

- responding promptly to requests for interviews or
additional information

+ notifying your investigator or security officer if your
contact information changes.

Keep in mind that some factors that may affect process-
ing time—such as the complexity of your background,
investigator workload, and case processing backlogs—
are outside your control.

Addressing Security
Clearance Concerns and
Misperceptions

Foreign Contacts, Connections,
Travel, and Dual Citizenship

Question:

Why Does the Government Care
About Foreign Contacts, Foreign
Connections, Foreign Travel, and
Dual or Naturalized Citizenship?

These factors help adjudicators evaluate issues related
to an applicant’s allegiance to the United States, foreign
influence, and foreign preference under SEAD 4. The goal
is to determine whether any foreign relationships

or activities could create divided loyalties or make an
individual vulnerable to manipulation or coercion by

a foreign government or entity. Accurate reporting of

all foreign ties and travel is needed for a fair and com-
plete assessment.



Question:

How Do | Know Whether a Foreign
Contact Is a “Close and/or
Continuing” Contact Whom | Need to
Report?

The foreign contacts section of the vetting questionnaire
is intended to identify any non-U.S. citizens with whom
you have relationships, so that potential national security
risks can be evaluated. When deciding who to list, review
the questionnaire’s instructions closely and consider
how they apply to foreign family members and contacts.
Some key questions to evaluate include the following:

« Has your contact with the individual occurred within the
specified time frame?

- Do you have close and/or continuing contact with the
person?

- Is the individual a foreign national? A foreign national
is defined as someone who is not a U.S. citizen or
U.S. national. Individuals with dual U.S. and foreign
citizenship, and naturalized U.S. citizens, are not
foreign nationals.

« Are you, your spouse, or your partner bound to this
person by affection, influence, common interests, and/
or obligation?

« Although some elements of the questions above may
seem to be open to interpretation, taking the time to
understand each requirement will help you determine
whether to list someone as a foreign contact. If you
are unsure, contact your employer’s security office or
sponsoring agency.

Question:

What Should | Do If | Do Not Have

All the Information the Vetting
Questionnaire Is Asking for
Regarding a Close and/or Continuing
Foreign Contact?

If you do not have all the requested details about a for-
eign contact, include whatever information you can and
use the comment section to describe the relationship
and provide helpful context. This gives the investigator
a clearer picture and may speed up the review process.
In most cases, you should not reach out to the person
to obtain the missing information. If you are un-

sure, contact your employer’s security office or the
sponsoring agency.

Question:

Does Traveling to or Having
Connections in Certain Countries
Automatically Disqualify Me from
Getting a Security Clearance?

No. There is no country blacklist. Each case is evalu-
ated individually and in context using the whole
person concept.

Question:

Are Financial Connections to
Foreign Countries Automatically
Disqualifying?

No. However, substantial business, financial, or property
interests in a foreign country or in any foreign-owned or
foreign-operated business may raise concerns if those
interests could expose you to foreign influence, exploita-
tion, or a personal conflict of interest. Adjudicators review
these connections under SEAD 4, Guideline B (Foreign
Influence), and consider such mitigating factors as the
nature of the interest, the country involved, and your abil-
ity to exercise independent judgment.

Question:

Is Being a Dual Citizen Automatically
Disqualifying?

No. SEAD 4 explicitly states that being a dual citizen is not
disqualifying for obtaining a security clearance, regard-
less of the country or countries involved. However, your
sponsoring agency may have additional standards or
requirements based on its mission and the sensitivity of
its positions. Agencies may consider the USG’s relation-
ship with the country, your connections there, and any
specific risks relevant to their work. For more information,
see SEAD 4, Guideline C (Foreign Preference).



Question:

Do Dual Citizens Have to Renounce
Their Foreign Citizenship and Destroy
Foreign Passports?

No. The SEAD 4 guidelines do not require dual citizens
to renounce foreign citizenship or destroy or surrender
foreign passports. Before 2017, some departments and
agencies, including the U.S. Department of War, had
such requirements, but they are no longer part of the
government-wide standards. That said, a willingness to
renounce foreign citizenship can be considered a miti-
gating factor if foreign preference concerns arise.

For more information, see SEAD 4, Guideline C
(Foreign Preference).

For additional answers to common vetting questions
related to dual citizenship, see Addressing Common
Questions and Concerns from Dual or Naturalized Citi-
zens Regarding the Security Clearance Process.6

Drug Use and Substance Misuse

Question:

Do | Need to Report Marijuana Use
If It Is Legal in My State?

Yes. Even if marijuana use is legal under your state’s

law, it remains illegal under federal law, and federal laws
govern all security clearance decisions. You must report
the use of any illegal drugs or controlled substances,
including marijuana, on your vetting questionnaire.
Federal agencies evaluate this information under SEAD 4,
Guideline H (Drug Involvement And Substance Misuse),
and Appendix B (Bond Amendment). Failing to disclose
drug use can raise more serious concerns than the use
itself because honesty and integrity are central to clear-
ance eligibility.

° Stephanie J. Walsh, Sina Beaghley, David Stebbins, Theiline Pigott, and
Nikolay Maslov, Addressing Common Questions and Concerns from Dual or
Naturalized Citizens Regarding the Security Clearance Process,

RAND Corporation, RR-A3461-2, 2025b.

Question:

What About Cannabidiol or
Medical Marijuana?

Use of cannabidiol (CBD) and medical marijuana
products can also pose risks when it comes to getting a
security clearance. Many CBD products are not federally
regulated and may contain tetrahydrocannabinol

(THC), which could appear on a drug test and be disquali-
fying. Even if medical marijuana is prescribed under state
law, its use is still illegal under federal law and must be
disclosed. If you have used these products, report them
accurately and provide context in your questionnaire.
Transparency helps adjudicators evaluate your

case fairly.

Question:

Is Past Drug Use, Including Marijuana
Use, Automatically Disqualifying?

Not necessarily. Adjudicators apply the whole person

concept when reviewing past drug use. They consider

such factors as

- frequency of past use

- how recently you stopped

- whether you acknowledge that the use was illegal
under federal law

« whether you intend to use again in the future.

Question:

Is Current Drug Use Automatically
Disqualifying?

Yes, current or ongoing use of illegal drugs, including
marijuana, is generally incompatible with holding a secu-
rity clearance. The adjudicative guidelines emphasize a
person’s willingness to comply with the law, and using a
schedule 1 controlled substance under federal law con-
flicts with those standards. However, if you have stopped
using, acknowledged the issue, and demonstrated that
you do not intend to use again, you may still be eligible to
hold a security clearance. Some agencies may require a
longer period of abstinence before granting or reinstat-
ing a clearance, especially for higher-level positions.



Question:

Is It Safer to Just Not Disclose
Drug Use?

No. Failure to be truthful is a significant concern. Honesty
and integrity are among the most important traits evalu-
ated in the clearance process. You should report any il-
legal drug use on your vetting questionnaire, as required.
There is space to provide context—such as limited use

or unique circumstances—which helps adjudicators
understand your situation. You may also be asked about
drug use during your security interview. Be honest and
forthright; investigators are trained to identify discrepan-
cies and credibility matters.

Mental Health Conditions and Treatment

Question:

Will Seeking Mental Health
Treatment Cause Me to Lose or
Be Denied a Security Clearance?

No. Seeking mental health treatment does not harm your
clearance eligibility. In fact, it demonstrates responsibili-
ty, good judgment, and self-awareness—qualities that are
viewed positively in the clearance process. Ignoring or
hiding problems can raise more concern than addressing
them. The government encourages individuals to seek
appropriate care when needed and does not penalize
those who do.

Question:

Is Having a Mental Health
Condition or Diagnosis
Automatically Disqualifying?

No. Mental health conditions are not automatically dis-
qualifying. Emotional, mental, and personality conditions
only raise concerns if they cast doubt on judgment, sta-
bility, reliability, or trustworthiness. For more information,
see SEAD 4, Guideline | (Psychological Conditions).

Question:

Will My Therapist or Doctor
Share My Private Medical
Information with Investigators?

No. Investigators do not have unrestricted access to your
medical records. If mental health information is relevant,
investigators may request limited verification from a pro-
vider—typically confirmation that you are stable, reliable,
and not a security risk. Only information that is necessary
to make a security clearance determination is consid-
ered; there are rules in place to protect privacy.

Police Records and Criminal History

Question:

Does Any Arrest or Conviction
Mean | Cannot Work for the
Government or Get a Security
Clearance?

No. An arrest or conviction does not automatically dis-
qualify you from government employment or a security
clearance. Adjudicators review each case using the
whole person concept. They consider such factors as
the nature of the offense, how long ago it occurred, the
circumstances, and evidence of rehabilitation or positive
change. Honesty about your history is important—fail-
ure to disclose required information can raise concerns
about your trustworthiness that may be more serious
than the offense itself.

Question:

Can | Receive a Security Clearance
If | Have Been Charged with
a Crime?

Possibly. Being charged with a crime does not automati-
cally prevent you from obtaining a security clearance.
Adjudicators consider the circumstances surrounding
the charge and whether the underlying conduct raises
concerns about judgment, reliability, and trustworthiness
and any information that demonstrates your current reli-
ability and good judgment.



Question:

Are Serious Crimes
Automatically Disqualifying?

It depends. Appendix B of SEAD 4 states that individuals
may be automatically disqualified if they are convicted of
acrime in a U.S. court, although waivers are available un-
der some conditions. However, any criminal history that
raises questions about an individual’s judgment, stability,
reliability, or trustworthiness may be a concern. For more
information about how criminal activity may raise con-
cerns—and how those concerns can be mitigated—see
SEAD 4, Guideline J (Criminal Conduct), and Appendix B
(Bond Amendment).

Question:

Do | Need to Report Arrests That Did
Not Lead to a Conviction?

Possibly. The vetting questionnaire requires you to report
certain types of arrests, charges, or citations, even if they
were later dismissed or expunged. Read the questions

in this section carefully to determine what you need

to report.

Finances and Financial Records

Question:

Why Does the Government Care
About Personal Debt?

Financial hardship can make individuals more suscep-
tible to outside influence or risky decisions. Adjudicators
review financial history to assess whether an applicant
manages obligations responsibly and can be trusted to
act with integrity under pressure. If you have debt, the
focus is on behavior and recovery and not on the pres-
ence of debt itself.

Question:

Does Having Debt or a Bankruptcy
Automatically Disqualify Me from
Getting a Security Clearance?

No. Debt or bankruptcy alone do not automatically dis-
qualify you. Financial issues are evaluated under SEAD 4,
Guideline F (Financial Considerations). The government’s
concern is not whether someone has ever had debt or
struggled financially but whether unresolved debt or
poor financial management could reflect questionable
judgment or create vulnerability to pressure, coercion, or
exploitation. Adjudicators look for responsibility, honesty,
and stability and not perfect credit. They consider such
factors as the reasons for the debt, how you handled it,
and whether the situation is under control.

Question:

Are Collections or Overdue Accounts
Automatically Disqualifying?

No. A single overdue account or unexpected expense
that ends up in collections is unlikely to be disqualify-
ing on its own. Concerns arise when there is a pattern of
unresolved debt, ignored creditor contact, or no effort
to address the problem. Current or ongoing financial
distress is more concerning than older issues that have
been resolved.

Question:

Does the Cause of the Debt Matter?

Yes. Adjudicators consider the circumstances that led to
the financial issues. Student loans, mortgages, and other
long-term debts that are being paid as agreed and re-
sponsibly managed are not generally viewed as security
risks. Debt resulting from uncontrollable events—such as
job loss, medical emergencies, or family hardship—can
often be mitigated if you have taken steps to recover.
Debt that stems from reckless spending, gambling, or
ongoing mismanagement may raise greater concerns.
However, using the whole person concept, adjudica-
tors will consider the actions you have taken to address
the problem, such as changing your financial habits,
seeking financial counseling, and regaining control of
your finances.



Relationships and Personal Associations

Question:

Can My Spouse’s or Partner’s
Background Affect My Clearance
Eligibility?

Possibly. Your spouse’s or partner’s conduct can

influence your clearance if it raises concerns about
judgment, reliability, or vulnerability to coercion:

« Finances: You may be held accountable for shared
financial obligations. Significant debt, unpaid
taxes, or other financial issues involving a partner
can reflect on your overall financial responsibility.

+ Drug use or criminal activity: If you live with
someone who uses illegal drugs (including
marijuana) or is engaged in criminal behavior, it
can raise concerns under Guideline E (Personal
Conduct) or Guideline J (Criminal Conduct). You are
not responsible for another person’s choices, but
continuing to associate closely with illegal activity
can be viewed as condoning it.

Adjudicators apply the whole person concept when

making eligibility determinations, and they consider

both context and mitigating factors. Showing that you
act responsibly, address issues within your control,
and take reasonable steps to separate yourself from
problematic behavior or circumstances can help
mitigate concerns.

Addressing Other Questions

Question:

Who Will See All the Information
| Provide? Is It Protected?

Your information may be seen by your organization’s
security office and the investigator and adjudicator for
your case. The USG uses strong privacy and security
protocols to protect personal data.

Question:

Once | Have Been Vetted, Do
| Ever Have to Go Through the
Process Again?

Yes. During personnel vetting, you are enrolled in contin-
uous vetting. That means while you remain a government
employee, contractor, or member of the armed services,
the USG will regularly conduct record checks, and you
must meet ongoing reporting requirements. Also, if there
are changes to your position or responsibilities within an
agency or you change agencies, additional vetting may
be required.

Question:

What Should | Do If | Received
Bad Advice?

If anyone advises you to omit required information,
avoid mental health treatment, hide foreign contacts, or
destroy documents, that guidance is incorrect, and fol-
lowing it could harm your case. If you receive bad advice,
disregard it—providing complete and honest information
is always the right approach. If you already submitted
incorrect or incomplete information,
« contact your security officerimmediately and
correctit
- during your interview, explain that you received
inaccurate guidance and are taking steps to clarify
the record
« document who provided the advice and when in
case questions arise later.
Adjudicators assess your honesty, trustworthiness,
and overall character. Correcting misinformation
and being open about mistakes demonstrates good
judgment and reinforces your reliability.



Related RAND Resources

« Personnel Vetting 101 Applicant Toolkit, Annex I: The Personnel Vetting Process

« Personnel Vetting 101 Applicant Toolkit, Annex II: Guide to Completing the Vetting Questionnaire

« Personnel Vetting 101 Applicant Toolkit, Annex Ill: Security Clearance Guidelines in Brief

+ Addressing Common Questions and Concerns from Dual or Naturalized Citizens Regarding the Security Clearance Process’

Additional Questions

Applicants with additional questions should contact their organization’s security office, human resources representative,

or sponsoring agency. Official government websites, including those of the Office of the Director of National Intelligence, OPM,
and DCSA, also provide information about personnel vetting.® DCSA maintains an Applicant Knowledge Center

support line that can be reached at (878) 274-5091.

About This Annex

This annex is part of the Personnel Vetting 101 Applicant Toolkit, a set of practical resources to help applicants better
understand and navigate the personnel vetting process. The toolkit resources are intended to provide easy-to-understand
information to make the personnel vetting process more transparent, predictable, and understandable for applicants.

The toolkit contains the following four resources:

« Personnel Vetting 101 Applicant Toolkit, Annex I: The Personnel Vetting Process

« Personnel Vetting 101 Applicant Toolkit, Annex Il: Guide to Completing the Vetting Questionnaire

+ Personnel Vetting 101 Applicant Toolkit, Annex Ill: Security Clearance Guidelines in Brief

+ Personnel Vetting 101 Applicant Toolkit, Annex IV: Frequently Asked Questions and Common Misperceptions.

In this annex, Frequently Asked Questions and Common Misperceptions (Annex IV), we provide clear, plain-language answers

to common questions about the personnel vetting process and address common misperceptions to help applicants quickly find
the accurate information they need to understand and navigate the process.

In the main report, Insights and Tools to Improve the Applicant Experience in the Personnel Vetting and Security Clearance
Process, we present our analysis of how applicants experience the U.S. government’s (USG’s) personnel vetting process and
identify practical and evidence-based strategies for improving that experience while maintaining the USG'’s ability to effectively
assess applicant trustworthiness. To do this, we reviewed past RAND research on personnel vetting, interviewed stakeholders,
attended industry listening sessions, and assessed select USG and industry websites to understand applicants’ experiences
with the vetting process and the resources available to them. On the basis of this research, we developed a conceptual
framework to capture and analyze those experiences, as well as insights and recommended actions for the USG to consider

to improve applicants’ experiences with the PV process. The main report is available at www.rand.org/t/RRA3923-1. There,
readers will also find the abbreviation and reference lists for this annex.
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