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Executive summary

This report is intended for European Union
(EU) policymakers, regulators, and public
authorities involved in biotechnology, health
security, research and innovation, and internal
market governance, as well as stakeholders
responsible for implementing or complying
with synthesis screening requirements.

Its purpose is to inform policy design and
impact assessment, rather than to advocate

a single regulatory outcome. The analysis
compares alternative policy pathways for
synthetic nucleic acid screening using a
common cost—benefit model, with the aim

of clarifying trade-offs, implementation
implications and expected net societal benefits
under different approaches.

Market and policy context

Synthetic nucleic acids, custom-made strands
of deoxyribonucleic acid (DNA) and ribonucleic
acid (RNA), are now routinely ordered from
commercial suppliers and delivered to
laboratories across Europe. These materials
are essential inputs for modern life sciences
research and development (R&D), supporting
vaccines, diagnostics, therapeutics, agricultural
innovation and industrial biotechnology.

The same ordering systems can, in principle,
be used to obtain genetic material associated
with hazardous biological functions. If such
material is misused, mishandled or accessed
by inappropriate actors, it could contribute

to accidental harm or deliberate biological
incidents. For this reason, many governments
and industry groups have identified synthesis
screening, i.e. checks on what genetic

sequences are being ordered and who is
ordering them, as a key safeguard.

In practice, however, screening is not required
by law across the European Economic Area
(EEA). Some commercial providers voluntarily
screen orders for sequences linked to
dangerous pathogens and verify the legitimacy
of their customers, while others do not, or
apply less comprehensive checks. There is
also no binding requirement on researchers or
institutions to purchase genetic material only
from screening providers. When screening is
optional, firms that invest in robust screening
can face higher costs or longer turnaround
times than competitors that do not. This
creates incentives for regulatory arbitrage and
displacement of economic activity, whereby
customers redirect orders to providers or
jurisdictions with weaker safeguards. Over
time, such dynamics can undermine collective
incentives to invest in screening, even among
actors who recognise its value, because the
costs are borne privately while the security
benefits accrue to society as a whole.

As biotechnology becomes more accessible
and artificial intelligence (Al) tools make

it easier to design genetic sequences, this
uneven system becomes increasingly fragile.
Synthesis screening therefore represents

a critical point of control: it is the stage at
which digital genetic designs are converted
into physical biological material. Policies
that strengthen screening at this point have
been proposed to reduce biosecurity risks
while preserving the benefits of an open and
innovative research ecosystem.
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Analytical approach

Against this background of uneven screening
practices, rising technological capability

and increasing policy attention to this issue,

a structured assessment of the costs and
benefits of alternative policy approaches

is needed to inform proportionate and
evidence-based decision making. This report
presents the first European-level quantitative
cost—benefit analysis of alternative policy
pathways for expanding synthetic nucleic acid
screening. We present an assessment of three
approaches: voluntary guidance, conditionality
linked to EU research funding and procurement,
and mandatory EU-wide regulation.

The analysis compares the costs and benefits
of each pathway relative to current practice,
modelling impacts over a ten-year horizon
and accounting for uncertainty around rare
but high-consequence biological events.
Costs include compliance and research loss,
defined as the expected economic value of
legitimate research activity that is delayed,
altered, not pursued, or relocates outside the
EU as a result of screening-related frictions.
This captures near-term impacts on funded
projects and associated economic rents

but does not fully quantify longer-term
dynamic effects on innovation capacity or
wider competitiveness, which are discussed
qualitatively. Benefits reflect expected
reductions in harm from accidental release
and deliberate misuse enabled through
commercial synthesis channels. This analysis
explicitly considers that some determined
actors may seek to route orders through
providers outside the EU; our modelling of
attacker behaviour reflects repeated attempts
to evade screening, rather than assuming that
EU measures alone close all pathways.

Comparative results
across policy pathways

Across all three pathways, increased
screening coverage delivers positive societal
benefits through the avoidance of harm to
human health and reductions in economic
losses, such as agricultural impacts. Even
under conservative assumptions, expected
reductions in biological accident and misuse
risks outweigh associated costs. However, the
scale of benefits and the distribution of costs
differ substantially across policy pathways.

It is important to note that the costs of
enforcement for providers might be significantly
lower than modelled due to existing capabilities,
tools and standards already in place across
major providers and support provided through
industry led bodies. therefore the costs should
be treated as conservative estimates at best.
Today the model conservatively assumes a
cost of 100Euros per flagged order to complete
legitimacy checks however with improved
standards, infrastructure and tools this could be
less than 75% of the proposed costs in reality.
Customer legitimacy screening has become
significantly lower with some companies citing
costs of $20 per screening therefore costs
should be interpreted with caution.

Voluntary screening, implemented through
non-binding EU guidance or a code of conduct,
delivers modest but positive net benefits at a
lower cost, with annual net benefits of €193m
over ten years. Its primary value lies in norm-
setting, awareness-raising and incremental
uptake among already engaged providers

and research organisations. Experience from
analogous EU policies suggests that voluntary
approaches alone are unlikely to deliver
comprehensive or uniform coverage across
the internal market. Also, given that uptake
may remain uneven, voluntary measures would
leave gaps in coverage and would not fully



resolve regulatory arbitrage, driving economic
activity as well as misuse activity elsewhere.

Conditional screening, implemented through EU
research funding and procurement frameworks
such as FP10/Horizon Europe, captures a
substantially larger share of potential benefits
while limiting obligations to a proportion of the
market (i.e. those in receipt of a grant and their
providers). The analysis estimates average
annual net benefits of approximately €1.7 billion
under this approach. Conditionality offers a
strong balance between effectiveness and
proportionality but does not on its own eliminate
market fragmentation or close gaps outside
EU-funded activity, based on evidence from
other jurisdictions and stakeholder inputs.

Mandatory EU-wide screening, as proposed
in the EU Biotech Act, delivers the largest and
most robust benefits. By placing synthesis
providers and professional users within a
common regulatory perimeter, mandatory
screening substantially reduces opportunities
for evasion and regulatory arbitrage. The
analysis estimates average annual net benefits
of approximately €4.6 billion, significantly
exceeding those of the conditional and
voluntary pathways. For every €1 spent on
mandatory policy for screening, it produces
benefits of €6 due to losses avoided. These
gains reflect non-linear effects, as near-
universal screening coverage within the EU
generates disproportionate reductions in risk
through both direct detection and deterrence.

These estimates account for some degree

of attempted evasion via non-EU providers

by sophisticated actors; the benefits of
near-universal EU coverage arise from reducing
opportunities for casual or opportunistic
misuse and increasing the number of attempts
required for determined attackers to succeed.

The study proposes a high-level implementation
design, across all three policy pathways, which
complements the cost—benefit analysis (CBA)
and collectively provides a design roadmap for
EU synthesis screening implementation.

Costs, trade-offs
and policy implications

A common concern is whether stricter
screening requirements in the EU could displace
orders or commercial activity to jurisdictions
without comparable safeguards. This analysis
explicitly recognises that risk, particularly under
fragmented or voluntary regimes where uneven
requirements enable regulatory arbitrage.
EU-level harmonisation is assumed to reduce
such arbitrage within the internal market and to
help ensure that responsible providers are not
competitively disadvantaged.

The CBA does not assume global
harmonisation. However, several factors
mitigate the risk of large-scale displacement of
economic activity and misuse risk: screening
costs are modest relative to overall R&D
expenditure; major global providers already
operate under similar screening expectations
in multiple jurisdictions; and EU alignment
improves market clarity and predictability
rather than fragmenting it further. Sensitivity
analysis indicates that for the policy to become
net-negative, the reduction or relocation of
EU-based research activity would need to reach
levels that are substantially higher than central
expectations, given the relatively small share of
synthesis costs in overall R&D expenditure.

Over the longer term, EU action may also
contribute to wider international convergence
by setting clear standards at a major market
chokepoint. While such spillover effects are not
required for EU-level benefits to materialise,
broader international uptake would further
reduce displacement risks and increase net
benefits by approximately 50 per cent.

Finally, the principal economic costs arise
from compliance burdens on providers and
research organisations and the potential for
delays or procedural frictions in R&D. This
underscores that policy performance depends
critically on implementation design, clarity

of requirements and alignment with existing
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Limitations in scope
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Annual net benefits of €1.1b

over 10 years o

Strong balance between
effectiveness and
proportionality but doesn't
solely eliminate market
fragmentation or close gaps
outside EU-funded activity.

@ Mandatory

Annual benefits of €4.6b
over 10 years

For every €1 spent on
mandatory policy for
screening, it produces
benefits of €6 due to
losses avoided.

\

Near-universal screening
coverage generates
disproportionate reductions
in risk through both direct
detection and deterrence.

practices including phased implementation,
minimising administrative burden (particularly
for small- and medium-sized enterprises
(SMEs)) and aligning EU requirements with
existing international screening norms.

The analysis focuses on policy interventions
within the European Union and models costs
and benefits under EU-level implementation
only. It does not assume full international
harmonisation of synthesis screening, nor does
it quantify spillover effects, import controls or
global coordination mechanisms. Potential
displacement of activity outside the EU and

longer-term international diffusion of screening
practices are therefore discussed qualitatively
rather than modelled quantitatively. In
particular, estimates of research loss and
relocation are based on stakeholder inputs
and stylised assumptions about how
organisations respond to small changes in
operating costs; we treat breakeven thresholds
as indicative sensitivity markers rather than
precise forecasts. As with all analyses of low-
probability, high-consequence risks, results
are sensitive to assumptions about screening
effectiveness, compliance behaviour and

the valuation of research delays; sensitivity
analysis is used to test the robustness of
findings across plausible parameter ranges.

Figure 0.1. Cost-benefit analysis of synthetic nucleic acid screening for the EU
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Figure 0.2. Roles and responsibilities for synthesis screening (see Table 2 for details of the pathway implementation)

European Commission
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Mandatory:

Use the Biotech Act as an EU regulation
directly applicable across all member
states.

Set binding screening requirements for
economic operators and require
member states to designate
authorities/contact points.

Conditional (FP10/Horizon Europe):
Embed screening requirements as
grant conditions requiring funded
researchers to use compliant providers.

- Voluntary:

Issue a Commission Recommendation
establishing a voluntary Code of
Conduct for responsible DNA synthesis.

Directorate-General

(DG) Lead Roles

Mandatory:

DG SANTE leads implementation;
works with DG HOME, DG HERA,
DG GROW and DG RTD; JRC
provides technical standards.
Conditional:

DG RTD builds FP10 participation
rules and embeds screening
expectations in the work
programmes and MGAs.
Voluntary:

DG RTD coordinates development
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of a Code of Conduct, with support

from DG SANTE and DG GROW.

European Parliament
& Council
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Mandatory:
Co-legislate and adopt
the Biotech Act, defining
scope, obligations and
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penalties.
Conditional: &=
Co-legislate the FP10 X=

framework regulation
underpinning conditional
screening rules.
Voluntary:

No formal role; may
endorse
recommendations
politically.

Member State
Governments

Mandatory:

Designate competent
authorities and reporting
contact points; implement
inspections and sanctions.
Conditional:

Align national funding
rules with FP10
conditionality; support
applicants through NCP
networks.

Voluntary:

Promote the Code
domestically and integrate
principles into national
biosecurity strategies.

EU Level Technical & Coordination

Bodies (e.g. JRC, REA)
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Mandatory:

JRC sets SOC lists, technical
standards and analytical tools;
Europol or similar analyses
suspicious orders.
Conditional:

REA verifies compliance
(attestations, audits); JRC
provides screening guidance
and tools.

Voluntary:

JRC maintains non-binding
guidance and checklists.

Enforcement & Private Sector: Nucleic

Acid Synthesis Providers
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Inspection Bodies
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Mandatory:

Operate reporting channels for
suspicious synthesis orders,
mirroring AML/dual
use/explosives frameworks.
Conditional:

Horizon Europe NCPs help
applicants interpret screening
obligations.

Voluntary:

Optional helpdesk-style
guidance.

Mandatory:

National biosafety,
environmental and law
enforcement agencies
inspect and impose penalties.
Conditional:
Enforcement occurs via
FP10 grant management
(e.g. REA suspension or
cost ineligibility).
Voluntary:

No enforcement role.
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Fully regulated operators;
conduct legitimacy checks,
sequence screening, record
keeping, suspicious activity

reporting.
Conditional: &=
Must meet screening xX=

standards to supply EU funded
researchers; may self-attest
compliance.

Voluntary:

Adopt screening practices
based on reputation and
community norms only.
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Mandatory:

Required to use compliant
providers, maintain SOC
registers, apply internal
controls and cooperate with
inspections.

Conditional:

Demonstrate screening
compliance in FP10
proposals, procurement,
and audits.

< Voluntary:

Encourage internal adoption
of responsible screening
practices through ethics
processes and training.

Mandatory:

Identify SOCs, order only
from compliant providers,
keep records, complete
biosecurity training.
Conditional:

Responsible for FP10
ethics/security compliance
within their project.
Voluntary:

Expected to follow Code of
Conduct principles when
designing and ordering
genetic constructs.
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Chapter 1. Introduction and scope

1.1. Engineering biology and
synthetic nucleic acids

Engineering biology capabilities are advancing
rapidly, and a key driver is the growing
accessibility of synthetic nucleic acids, i.e.
deoxyribonucleic acid (DNA) and ribonucleic
acid (RNA), that can be designed digitally

and ‘printed’ on demand. Providers can now
manufacture nucleic acids corresponding to a
very wide range of sequences, and researchers
can reliably assemble longer genetic
constructs from shorter fragments purchased
through commercial channels.

Together, these developments have lowered
barriers to experimentation and accelerated
innovation across the bioeconomy. For instance,
synthetic nucleic acids are increasingly routine
inputs to research and development (R&D)

and production across health, agriculture and
industrial biotechnology (Sharkey et al. 2024).
However, synthetic nucleic acids can encode
both benign and hazardous biological functions,
prompting many government stakeholders

and industry groups to consider ‘synthesis
screening’: checks on both the sequences
being ordered and the customers placing those
orders, with the aim of reducing the chance
that dangerous genetic material is supplied

to inappropriate actors or used for illegitimate
purposes. This makes the performance and
coverage of synthesis screening a material
consideration for global policies on responsible
innovation and limiting of biosecurity risks
(Wheeler et al. 2024b).

1.2. Al-enabled biological design
and emerging risks

The increasing availability of biological tools
and models enabled by artificial intelligence
(Al) has enhanced the ability of an expanded
cadre of entities to utilise engineering biology
to solve previously intractable problems. For
instance, recent research has shown that
genome-scale Al models (Evo1 and Evo2) can
generate entirely novel viral genomes that

are experimentally viable and, in some cases,
outperform naturally occurring counterparts
(King et al. 2025). Such capabilities illustrate
how Al-enabled design can extend beyond
optimisation of known sequences to the
creation of new biological systems, with
implications for both innovation and biosecurity
risk management.

With the wider accessibility of tools for
engineering biology and Al-enabled biological
design capabilities, there is evidence that the
risks of malicious or irresponsible use of these
technologies are increasing (Webster et al.
2025). These developments have intensified
policy interest in whether existing governance
approaches remain adequate, and whether
additional mechanisms may be needed to
ensure that certain synthetic genetic materials
are accessed and used responsibly.



for synthetic nucleic acid sc

1.3. Policy context for synthesis
screening

1.3.1. International context and
industry practice

Some jurisdictions, such as the United
Kingdom (UK), United States (US) and New
Zealand, have promoted mechanisms to aid
good practice for synthesis screening. Under
the administration of Joseph Biden, the US
announced plans to require gene synthesis
screening for all recipients of federal funding,
signalling a shift towards more comprehensive
oversight of synthetic nucleic acid orders.
These plans were subsequently rescinded

in mid-2025. In the same Executive Order,
President Donald Trump announced the US
government’s intent to establish mandatory
screening requirements for all US researchers,
regardless of their funding sources (Executive
Order 14292, 2025). In February 2026, Senator
Tom Cotton and Senator Amy Klobuchar
introduced a bill to establish a federal
biosecurity framework mandating gene
synthesis providers to screen their orders

and customers (Biosecurity Modernization
and Innovation Act of 2026, 2026). The UK
published guidance in October 2024 setting out
guidelines for screening for entities involved

in the provision and use of synthetic nucleic
acids, framed around preventing misuse

and misapplication of engineering biology
(DSIT 2024). New Zealand has proposed a
Gene Technology Bill (2025), which included
mandates for synthesis screening and is
undergoing its second reading (Parliamentary
Counsel Office, 2024).

In parallel, global voluntary uptake has been
shaped by industry-led initiatives such as the
International Gene Synthesis Consortium
(IGSC), whose members commit to screening
orders and verifying customers (IGSC 2024).

1.3.2. EU context and practice

Against the international developments
outlined above, the European Union (EU)
context is characterised by heterogeneous
screening across member states. Screening
practices are not uniform across providers
serving EU customers, and existing legal

and governance tools were not designed
specifically for contemporary synthesis
markets (Kane & Parker 2024). Given the
cross-border nature of ordering and supply,
uneven adoption of screening practices and
international guidelines provided by IGSC
create regulatory arbitrage and weaken
collective risk reduction by exposing loopholes
where customers can order from jurisdictions
with weak or no policies for screening. This
fragility of the synthesis screening market to
biosecurity risks underpins the rationale for
our analysis examining EU-level policy options
that could improve screening consistency
and coverage across member states, while
preserving an enabling environment for
research and innovation (R&I). This evidence
base is being developed at a particularly
relevant moment in EU policymaking.

The EU Biotech Act proposal, published

in December 2025, identifies nucleic acid
synthesis screening as a key safeguard for
the responsible development of engineering
biology and recommends the introduction of
mandatory screening requirements as part of
a broader framework to strengthen biosecurity
and trust in biotechnology. The Act notes the
importance of screening to deter misuse and
strengthen prevention of biosecurity risks,
while supporting research and innovation. The
proposal also highlights the need for oversight
of risks arising from Al-enabled biological
design tools, recognising the convergence

of Al and engineering biology as a potential
amplifier of both innovation and misuse risks
(DG-SANTE 2025).



1.4. Scope and methodology

This report combines quantitative and
qualitative methods to provide an evidence
base on potential policy approaches to
synthetic nucleic acid screening in the EU. At
its core, the study is a cost—benefit analysis
(CBA) assessing alternative policy instruments
for increasing synthesis screening coverage,
including voluntary, conditional and mandatory
approaches. The CBA is adapted from a prior
study conducted by the Centre for Long-Term
Resilience (CLTR) (Fady et al. 2025) with
modifications to reflect EU market structure,
policy context and available data.

Desk research was undertaken to update
model inputs and to address data gaps,
including information on market size, screening
practices, regulatory environments and relevant
behavioural assumptions. This research

also examined existing approaches for EU
regulation development and implementation,
as well as conditional mechanisms in research
funding and procurement. The research aimed
to identify plausible policy pathways and

implementation mechanisms for synthesis
screening within the EU context.

The study also drew on semi-structured
interviews with a selected group of
stakeholders. These included commercial
synthesis providers, members of the IGSC,

a university researcher (customer/user), a
biosecurity and screening tool expert, and
relevant government stakeholders. The
interviews were used to inform assumptions
about current practices, compliance behaviour,
implementation challenges and potential
unintended effects, rather than to generate
representative quantitative estimates.

This analysis does not attempt to quantify all
sources of biosecurity risk, nor does it evaluate
the full range of biosafety and biosecurity
measures outside the synthesis ordering
channel, such as laboratory security, personnel
reliability, downstream controls after delivery or
broader public health preparedness.

Full details of the analytical framework,
data sources, modelling assumptions and
qualitative methods are provided in Annex A.
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screening in the European Union

Chapter 2. Synthetic nucleic acid
and screening ecosystem in the EU

2.1. Synthetic nucleic acid
synthesis as a general-purpose
capability

Across health, synthetic nucleic acids underpin
vaccine development, therapeutic discovery,
diagnostics and emerging modalities such

as cell and gene therapies. In agriculture,
they support crop improvement, animal
health and microbial engineering for food and
feed production. In industrial biotechnology,
synthetic nucleic acids enable the design and
optimisation of organisms used to produce
chemicals, materials, enzymes and fuels. In
each of these domains, synthesis acts as

a foundational input that allows biological
systems to be designed, modified and scaled
(Wheeler et al. 2024b). Reflecting this role,
market research suggests that the global
DNA synthesis and broader synthetic biology
markets are currently valued in the low single-
digit billions of USS, with projections reaching
tens of billions of USS by the early to mid-
2030s (Precedence Research 2025).

Synthetic nucleic acid synthesis has evolved
from a specialist laboratory technique into a
general-purpose enabling capability across
the bioeconomy. DNA and RNA synthesis now
function as upstream inputs that support a
wide range of downstream applications rather
than as niche research tools.

Several structural trends reinforce the general-
purpose nature of synthesis. Costs have
declined steadily, synthesis processes have
become more automated and Al-enabled
biological design tools increasingly support
sequence optimisation and functional
prediction (Ma et al. 2024; Carlson 2022).

Together, these trends expand the range
of users who can design and order genetic
material and shorten the time between
conceptual design and physical access.

The same capability can, in principle, be used
to encode sequences of concern. Sequences of
concern are typically understood as nucleotide
sequences that encode proteins which
contribute to pathogenicity, virulence, host
range, immune evasion or toxin production,
and that are from organisms or toxins subject
to regulatory control. This means that genetic
material corresponding to known pathogens
on controlled lists, such as the variola virus
(smallpox) or Bacillus anthracis (anthrax),
may constitute a sequence of concern when
ordered in whole or in part, depending on
function and context, and highlights the risks
associated with not having comprehensive
screening policies in place (Nelson & Rose
2023). These sequences also extend to de
novo synthesis of genetic material associated
with hazardous biological agents, as well as
the transfer of pathogenic or toxic traits into
otherwise benign organisms.

Genetic information is highly replicable, can
be transmitted digitally and can be accessed
physically at multiple locations (Goldman et
al. 2013). This partial ‘dematerialisation’ of
biological capability complicates traditional
control approaches that rely on physical
containment or facility-based oversight.
Furthermore, genetic materials are not — in
themselves — hazardous but can be used to
create extremely hazardous materials through
laboratory manipulation. As a result, synthesis
of nucleic acids increasingly resembles
infrastructure-level capability rather than just



a material output produced at a given point in
time (Noriega et al. 2025).

For the purposes of this report, synthetic
nucleic acids refer to custom sequences

that are produced by specialist companies
(‘providers’) and sold to customers as physical
reagents. Order lengths are typically expressed
in nucleotides or base pairs; for consistency,
this report uses base pairs (bp).

Consistent with established screening norms
in industry, three length categories are
distinguished as most relevant for policy design:

Gene-length orders: >200 bp
Long oligos: 51-200 bp
Short oligos: 31-50 bp

As very short oligos (<31 bp) are generally
ordered for diagnostics, gene detection assays
(e.g. polymerase chain reaction primers), they
are not the focus of this analysis nor proposed
as a screening window due to the large number
of customers and providers that would be
affected. Where relevant, the report notes

that shorter fragments can be assembled into
longer constructs, which has implications for
screening thresholds and potential evasion
strategies. For the purpose of our analysis and
CBA model, we focus on long oligos larger
than 50 bp. This is consistent with IGSC best
practice guidelines and US Department of
Health and Human Services (HHS) guidelines
on screening anything over 50 bp (ASPR 2023;
IGSC 2024).

The term ‘customers’ is used broadly to
include academic laboratories, public research
organisations, private-sector research and
development (R&D) teams, clinical and
diagnostic laboratories and other end users
purchasing synthetic nucleic acids.

2.2. The EU synthesis
market characteristics

Desk research drawing on global mappings
of synthesis providers (including industry

and consultancy-led surveys) indicates that
screening practices vary by provider size,
geography, customer base and business
model. Larger international providers are more
likely to have formalised screening processes,
while smaller or specialised providers may
apply more limited or ad-hoc checks (Kane &
Parker 2024). Jurisdictional clustering is also
observed, reflecting differences in national
guidance, regulatory expectations and market
incentives (EBRC 2022). For instance, the
recently published International Biosecurity
and Biosafety Initiative for Science (IBBIS)
Global DNA synthesis map details a list of
1000 companies across 81 countries, of which
only 69 are known to be screening; 16 are not
screening and the practices of the remaining
companies are largely unknown in this regard
(IBBIS 2026).

Similarly, screening practices in the EU
synthesis market are best characterised by
heterogeneity rather than uniform coverage.
While there is no single statistic, it is estimated
that between 100 and 300 companies are
providing synthetic nucleic acids and/or
benchtop devices in the EU, with our internal
analysis indicating around 150 providers that
produce custom nucleic acids (IBBIS 2026).
Market analyses propose that the size of the
EU market is between USS800 and USS1,085m
(Grand View Research 2026). One recent
analysis estimates that a small group of key
global and EU market players (GenScript,
Thermo Fisher, Twist Bioscience, IDT, Eurofins)
together account for roughly 45—50 per

cent of the global gene synthesis market by
revenue (Singh 2024). Notably, each of these
companies is an IGSC member.
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In the absence of EU-wide binding
requirements, screening practices observed
anecdotally in the EU market have been shaped
largely by international industry norms and
external regulatory guidance, rather than

by EU-directed legislation or guidelines. In
particular, the IGSC has played a central role

in defining voluntary screening expectations
for its members, requiring both sequence
screening against regulated agents and
verification of customer legitimacy (IGSC
2024). While the IGSC has long claimed that
its members represent around 80 per cent of
the global gene synthesis market, this figure —
first stated in 2009 - has been widely cited but
remains unverified (DiEuiliis 2017; IGSC 2009;
Nuclear Threat Initiative 2019).

Government-issued guidance on synthesis
screening has, to date, emerged primarily
outside the EU, notably in the US and the UK.
Although these jurisdictions are not part of
the EU internal market, their guidance has
influenced practices among multinational
providers operating in Europe, contributing to
partial and uneven uptake of screening across
EU suppliers, according to stakeholders we
interviewed." As a result, screening coverage
within the EU reflects a patchwork of voluntary
industry commitments and externally derived
expectations, rather than a harmonised
regulatory framework.

This context changed in December 2025,

when the European Commission proposed
mandatory DNA synthesis screening
requirements as part of the draft EU Biotech
Act. The proposal reflects concern that reliance
on voluntary and externally driven approaches
has produced uneven coverage and persistent
gaps in biosecurity risk management within

the internal market. At the time of writing, the
Biotech Act remains under negotiation, and
key questions regarding scope, enforcement
mechanisms and interaction with existing
export control and biosafety regimes remain
unresolved (DG-SANTE 2025).

2.3. Risk pathways and market
distortion

Synthetic nucleic acid screening is considered
standard practice at least among major nucleic
acid providers (Kane & Parker 2024). While
empirical work notes that most orders clear
automated screening without delay, manual
review of flags can affect turnaround times
and introduce uncertainty, particularly for time-
critical or highly customised orders, which

in turn shapes perceptions of reliability and
competitiveness in fast-moving R&D settings
(Kane & Parker 2024).

Screening is typically conceptualised as a two-
stage process (Kane & Parker 2024):

Sequence screening, in which ordered
nucleotide sequences are compared
against reference databases and control
lists and curated as ‘sequences of concern’,
with hits or near-matches routed for
additional manual review.

+ Customer and legitimacy screening, which
includes verifying identity and affiliation,
checking against restricted-party lists,
and assessing whether the order aligns
with a plausible scientific use, appropriate
facilities and applicable regulatory
approvals.

From the customer perspective, screening
can affect the ordering experience in several

1 Semi-structured interviews were conducted with selected stakeholders (commercial synthesis providers, IGSC
members, researchers, biosecurity experts, and government officials) to inform assumptions on current practices,
compliance behaviour, implementation challenges, and potential unintended effects. Stakeholder interviews 2025

(see Annex A.4. for more details).



ways. Orders may be fulfilled without delay,
flagged for clarification, modified or rejected
outright. While rejection rates are generally
low, screening can introduce steps, which

are relevant for both security outcomes and
research efficiency (National Academies of
Sciences, Engineering and Medicine 2018).
From the perspective of gene synthesis
companies, harmonisation of the identification
of sequences of concern that trigger additional
customer verification and legitimacy screening
is more important than reliance on divergent
internal classifications. While the IGSC
members all screen and share best practice,
operationally each company maintains their
own database of flagged sequences with
varying practices on how to deal with them.

In recent years efforts to develop a unified
approach to defining these sequences

have been reported by academic and non-
governmental researchers (Balaji et al. 2022;
Wheeler et al. 2024a; Wheeler et al. 2024b). A
recent effort led by IBBIS has been to set up the
Sequence Biosecurity Risk Consortium (SBRC)
to establish what constitutes sequences of
concern and harmonise operational practices
across companies by providing technical
assessments (IBBIS 2026a).

Regarding flagging rates and reporting
mechanisms, providers we interviewed stated
that there were currently no established
reporting mechanisms to flag concerning
orders with authorities outside of the IGSC,
and besides having contacts in the UK and
US to send information to, they were unaware
of contacts for the EU. They also recognised
that they were unaware of the actions taken
following a report.?

2.3.1. Risk pathways enabled by synthesis

Consensus analyses emphasise that most
synthetic DNA use is routine and beneficial,
but that a small number of cases, enabled by
scale, accessibility and uneven controls, drive
security concern. Key risk pathways include
(National Academies of Sciences, Engineering
and Medicine 2018):

Deliberate misuse: DNA synthesis can
reduce technical barriers for actors seeking
to recreate or modify pathogens or express
toxins, especially where screening is absent
or weak.

Accidental or negligent harm: access to
potentially hazardous constructs by under-
resourced or inexperienced laboratories
may increase the likelihood of safety
failures or unintended dissemination, even
without malicious intent.

Systemic amplification: automation, rapid
turnaround and Al-enabled design tools
increase the speed and scale at which
design or screening failures could translate
into real-world effects.

Across these pathways, formal assessments
characterise the probability of catastrophic
misuse via commercial synthesis as low but
non-negligible, with consequences spanning
public health, economic disruption and erosion
of trust in biotechnology (Williams & Kane
2023). Boxes 1-3 below reference specific
studies highlighting current capabilities for
such pathways to be realised given Al-aided
design, sequence camouflage and split orders
to evade screening based on orders below the
50bp threshold.

2 Stakeholder interviews 2025 (see Annex A.4. for more details).



Box 1. Al-assisted design and screening challenges

Recent peer-reviewed work has shown that Al-assisted design can generate protein or

gene sequences encoding functions associated with regulated toxins and pathogens that
nonetheless evade standard homology-based screening. In one prominent red-teaming study,
researchers used open-source protein design tools to create large libraries of variants of
proteins of concern, demonstrating that many synthetic sequences were not reliably flagged
by existing biosecurity screening software until patches and more function-aware methods
were deployed. These studies were conducted under controlled conditions with responsible
disclosure, but they illustrate a structural vulnerability: without shared standards, coordinated
update mechanisms and information sharing channels, individual providers may neither detect
nor rapidly respond to emerging evasion techniques.

Source: Wittmann et al. (2025)

Box 2. Split order evasion

The biosecurity literature also highlights ‘split-order’ strategies, in which sequences are
fragmented across multiple orders or suppliers so that no single provider has visibility into the
full construct or intended function. Because many firms screen only gene-length sequences
above a given size threshold, and treat short oligonucleotides differently or not at all, such
fragmentation can reduce the likelihood that any individual order is flagged as concerning.

Emerging technical and policy analyses argue that these strategies exploit coordination

and visibility gaps rather than sophisticated sequence obfuscation, underscoring that even
well-designed screening cannot fully address system-level risk in the absence of shared
mechanisms for tracking and reporting suspicious patterns across providers and focusing on
customer legitimacy.

Source: Edison et al. (2025)

Box 3. Camouflaged orders

Another recent peer-reviewed publication reports the successful evasion of sequence screening
by several IGSC companies through appending non-concerning sequences to fragments of
genes from a regulated virus or toxin. The strategy relies on constructing an overall sequence
that is not a best match to the regulated agents, and the researchers report that they were able
to cut out the fragments encoding the regulated agents and construct the genes for them using
standard molecular biological approaches.

Source: Kane & Parker (2024)



Cost disadvantage for
stricter providers

Providers that invest in more
sensitive or rigorous screening
incur higher unit costs and/or
longer timelines, putting them at a
competitive disadvantage relative
to firms offering quicker, cheaper
services with minimal checks.

Customer diversion to

looser jurisdictions
Customers may redirect orders
to providers or jurisdictions
with weaker screening,
generating regulatory arbitrage
and undermining consistent
biosecurity controls.

Competitive imbalance within
the internal market

Uneven screening practices act as a
non-tariff market distortion, affecting
cost structures, service availability
and access across providers.

Collective action failure
Providers cannot fully internalise
the social benefits of preventing
misuse, while they bear the private
costs of screening — creating
systematic under investment in
robust practices.

Potential loss of business to
illicit or DIY routes

Stricter screening may prompt
some customers to use illegal
suppliers, self-assemble
reagents or purchase benchtop
synthesisers, diverting business
away from legitimate providers.

2.3.2. Market fragmentation and
distortion effects

Recent empirical work with synthesis providers
documents substantial heterogeneity in both
sequence and customer screening practices,
particularly outside major industry consortia.

This variation reflects the absence of codified
oversight, differences in national expectations

and the fixed costs associated with maintaining
robust screening systems and trained review

staff (Kane & Parker 2024). From an internal
market perspective, such heterogeneity gives

rise to a set of structural effects that extend
beyond simple coordination challenges. Providers
investing in more sensitive screening processes
may face higher unit costs or longer review
timelines, potentially placing them at a competitive
disadvantage relative to firms offering faster

or cheaper services with minimal checks. At

the same time, customers may redirect orders
towards jurisdictions or providers perceived to
apply looser screening, creating opportunities for
regulatory arbitrage that exploits gaps in guidance,
export controls or enforcement. More broadly,
these dynamics reflect a collective action problem,
in which individual firms cannot internalise the

full social benefits of preventing misuse, while the
costs of screening are borne privately. Analytically,
differences in screening practices can therefore
influence provider and customer behaviour in ways
that affect cost structures, service characteristics
and market access, raising questions about
whether uneven screening functions as a non-tariff
distortion within the internal market and whether
greater alignment could reduce transaction costs
or uncertainty for firms operating across borders
(EBRC 2022; Wheeler et al. 2024a).

Most of the providers interviewed were in favour
of the mandatory screening approach as they
stated that this may create a more balanced
playing field, especially as they currently

cannot compete with businesses who do not
screen or do not effectively use the results of
screening. However, they also highlighted that
there potentially may be an initial burden on
some businesses, including those that do not
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currently screen or are smaller companies

with lower order numbers or lower margins,
and recognised that additional support may
be required for these companies to implement
screening or limit the impact of screening

on their business. Providers highlighted the
usefulness and efficiency of free screening
tools that are available through philanthropic
funding as they provide a cost-free way to
support screening implementation, limiting
impact on their business. They also noted that
the cost related to screening was not directly
placed on the screening tool itself but was
downstream in terms of training, labour and
know-your-customer (KYC) screening. Providers
we interviewed were also concerned about
minimum sequence length for screening as
they felt shorter sequence lengths would cause
an increase in flag rates, especially considering
orders for diagnostic applications, and
potentially cause a delay in orders.?

Some providers were also concerned about
customers going through illegal routes or buying
their own reagents or benchtop synthesisers
instead of ordering from their buisnesses due
to screening practices, therefore negatively
impacting their businesses. However, others
believed that screening practices had not
impacted their customers or businesses
negatively and if they had a large, dynamic
customer base, they did not notice minor
changes if they had occurred due to screening
practices. Most providers and experts
interviewed stated that customer education and
awareness around screening practices should
be considered to limit the impact on provider
businesses, but there were also some that
believed that it would not make a difference as
users are also strict in terms of order deadlines
and would move to another provider if needed.
Users may also believe that clear guidelines

on why screening is necessary in terms of
biosecurity control or other reasons, or what is
required of them in terms of documentation,
would help them understand the ordering and
screening processes further and prepare in
advance to limit impact on their research.

Providers we interviewed also stated their
concern about regulation within the EU
potentially being an additional burden,
restricting innovation, and how this would
impact the EU's position within the global
synthesis market. They stated that a balance
between regulation and innovation is
necessary for this position to be maintained.
IGSC was cited as an example of how
regulation and screening practices have
allowed for security control without impacting
innovation (IGSC 2024).

2.4. EU-level coordination
challenges

This section considers whether the risks and
market features described above are of a

kind that EU-level action could address more
effectively than national or non-regulatory
approaches. It sets out the analytical rationale
for examining Union-level involvement,

based on cross-border activity, coordination
challenges and internal market considerations.
The assessment of specific policy instruments
and implementation pathways is reserved for
Chapter 3.

2.4.1. Cross-border ordering and
supply chains

The market for synthetic nucleic acid synthesis
is characterised by cross-border ordering,
production and delivery, with digital ordering
systems enabling customers in one member
state to procure sequences manufactured in

3 Stakeholder interviews 2025 (see Annex A.4. for more details).



another. As a result, screening practices applied
at the point of order, manufacture or delivery
may fall under different national jurisdictions for
a single transaction (Kane & Parker 2024).

From an analytical perspective, this structure
complicates attribution of responsibility and limits
the effectiveness of measures that are designed
and enforced exclusively at national level. Where
risk pathways and compliance obligations

span multiple member states, the scope for
coordination problems increases, particularly in
the absence of shared expectations or interfaces
between national systems. Providers interviewed
expressed an interest in understanding guidelines
around screening responsibilities throughout

the supply chain, as they are aware that their
customers may not be the end-point customer.
Some ensure that screening practices are carried
out through to the end-point customer for their
own business security.*

2.4.2. Limits of purely national
approaches

Member states retain discretion over
biosafety, biosecurity and law enforcement
measures. However, where economic activity
and associated risks are not territorially
bounded, national approaches may exhibit
diminishing effectiveness. In the case of
synthesis screening, national measures may
apply unevenly depending on where providers
are established, where orders are placed, or
how supply chains are structured (Gillum &
Moritz 2025). This does not imply that national
action is ineffective per se, but rather that
coordination requirements increase as Cross-
border activity intensifies.

2.4.3. External regimes and
diffusion effects

EU markets are influenced by regulatory and
normative developments in third countries,
particularly where providers, customers or
parent companies operate globally. Guidance
and requirements introduced in jurisdictions
such as the US and the UK may affect practices
adopted by firms serving EU customers, even in
the absence of EU-specific rules.

These diffusion effects can operate in multiple
directions: they may raise baseline standards
through voluntary alignment, or alternatively
increase fragmentation if firms apply different
practices depending on destination market. A
recent CLTR study on a CBA of the UK shifting
to mandatory screening found that net benefits
to the UK improve sixfold if global screening
improves, exemplifying this diffusion at play
(Fady et al. 2025).

2.4.4. Alignment with EU objectives
and subsidiarity and proportionality
considerations

Potential EU-level involvement in synthesis
screening intersects with several EU
objectives, including public health, internal
security, agricultural resilience and support
for innovation. From an analytical standpoint,
the relevance of these objectives lies not in
establishing priority, but in clarifying legal
bases, competence boundaries and trade-offs
that shape feasible policy options.

Under the principle of subsidiarity, EU-level
action is justified only where objectives

cannot be sufficiently achieved by member
states acting independently. The cross-border
characteristics of the synthesis market and the
coordination issues identified above provide an
analytical basis for examining this condition,
without prejudging the outcome. Under the
principle of proportionality, any potential
EU-level measures would need to be limited

4 Stakeholder interviews 2025 (see Annex A.4. for more details).
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to what is necessary to address identified
coordination or market functioning issues.
This principle is particularly salient given the
diversity of providers, use cases and research
contexts within the EU (EUR-Lex 2024b).

Against this background, the proposal to address
DNA synthesis screening within the EU Biotech Act

provides a relevant policy context for structured
analysis. This study examines the costs, benefits
and distributional impacts of alternative screening
models at the EU level, without assuming a
preferred outcome, in order to assess the net
benefits of varied policy pathways.



Chapter 3. Policy instruments and
pathways for synthesis screening

This chapter sets out the policy instruments
and implementation pathways examined in the
cost—benefit analysis. Building on the market
characteristics, risk pathways and coordination
challenges identified in Chapter 2, the analysis
focuses on three approaches through which
synthesis screening requirements could be
advanced at EU level: mandatory, conditional
and voluntary pathways. These pathways were
selected because they reflect distinct modes

of EU action, align with existing legal and policy
precedents, and differ systematically in their
expected impacts on screening coverage,
compliance behaviour, enforcement costs and
R&I outcomes. Together, they span a realistic
range of options available to EU policymakers
without assuming a preferred regulatory
outcome. Table 1 outlines the various policy
examples and pathways reviewed that could be
applied to the case of synthesis screening.

Table 1. Potential pathways for implementing synthesis screening, precedents and lessons

Pathway Lessons for synthesis screening

Explosive
precursors

Ensure awareness across supply chains, consistency in enforcement
across jurisdictions, pre-empt issues with online sales controls,
imports and intra-EU movements.

Legitimacy screening requires regular operations, staff training, audit
trails and a clear private—public communication interface.

Avoid frictions by careful design of thresholds for suspicion,

Anti-money

MEEEeL) laundering

documentation burdens and guidance such that compliance does
not lead to a “chilling effect” of legitimate activity (fear of getting

rejected or tracked could lead good researchers to avoid working on
projects in the EU that require them to place synthesis orders), or
missing high-risk cases.

Dual-use export

controls
procurement.

FP10/Horizon

Europe )
compliance.

Conditional

International
procurement

Synthesis screening could complement existing measures through
focus on domestic commercial channels for synthetic nucleic acid

Screening could be a compliance requirement for funding.
Beneficiaries would have to use approved suppliers and declare

lllustrates how commission-defined, standardised conditionality
measures could be embedded into existing EU-level and national
administrative workflows, and how procurement conditionality
could be used to incentivise screening-compliant practices among

suppliers for publicly funded activities.

Benefits may be concentrated in norm-setting and awareness,

Voluntary Nanotechnologies

contingent on reputational incentives, community alignment and
industry practice.
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3.1. Mandatory screening policies
and implementation

The mandatory pathway examines the
introduction of binding screening obligations
through EU legislation, modelled as a regulation
rather than a directive. A regulation would apply
directly and uniformly across member states,
reducing the scope for divergent national
transposition and regulatory arbitrage, whereas
a directive would leave greater discretion to
member states in implementation (DG-SANTE
2023). This pathway therefore represents the
strongest and most centralised mechanism for
increasing screening coverage and consistency
across the internal market, with implications
for enforcement capacity, compliance costs
and legal clarity. The EU Biotech Act proposal
(December 2025) provides a concrete
illustration of this mandatory pathway in
practice (DG-SANTE 2025). While the proposal
remains under negotiation and does not itself
establish binding obligations at the time of
writing, it signals a clear policy direction by
recommending the introduction of mandatory
nucleic acid synthesis screening requirements
as part of a broader framework to strengthen
trust and security in biotechnology. In this
report, we therefore use the Biotech Act
proposal as an anchor for the mandatory
pathway: it helps specify the plausible

scope of obligations, the actors likely to be
covered, and the types of implementation and
enforcement mechanisms that would need

to be considered in an EU-wide mandatory
approach. In practice, EU regulations typically
combine EU-level standard-setting (what
obligations apply, to whom and in what scope)
with national implementation structures (which
authorities inspect, investigate and sanction;
how reporting is handled; and how compliance
is monitored). The subsections below draw on
analogous EU regimes to illustrate how this
model operates in security-relevant markets
and what lessons may be transferable to
synthesis screening.

3.1.1. Existing precedents: regulation of
explosives precursors

EU controls on explosives precursors offer

a close governance analogue for synthesis
screening in three respects: 1) regulated
items have widespread legitimate uses;

2) risk concentrates in a small number of
high-consequence misuse cases; and 3)
effective implementation relies on consistent
obligations across a dispersed supply chain,
including online transactions. Under Regulation
(EVU) 2019/1148, the EU sets harmonised
requirements while member states designate
competent authorities and contact points

to supervise and enforce compliance (see
Boxes 4 and 5 for enforcement in France and
Germany) (EUR-Lex 2019).

From a screening perspective, the most
relevant features are the way the regime
operationalises security controls through:

Upstream restrictions and customer
verification (e.g. identity checks, licensing
where applicable, and plausibility of
intended use).

Record-keeping and auditability (retention
of transaction information for inspection).

Mandatory suspicious activity reporting
through a designated national contact
point within a defined timeframe.

These elements are structurally comparable

to synthesis screening systems that combine
sequence-based detection, legitimacy checks
and that rely on consistent reporting pathways
for suspected misuse. Evaluations of earlier
explosives precursors measures also highlight
challenges that are likely to be relevant to
synthesis screening if implemented at scale,
such as uneven awareness across the supply
chain, variation in enforcement intensity across
jurisdictions and difficulties associated with
online sales and cross-border transactions. See
Boxes 4 and 5 below on member state-level
illustration of policy implementation.



Box 4. Enforcement of the EU explosives precursors regulation in France

France implements Regulation (EU) 2019/1148 through its internal-security and explosives
framework, with responsibilities shared between the Ministére de I'Intérieur (Ministry of the
Interior), sectoral regulators and enforcement bodies under the Code de la défense (Defence
Code) ‘Explosifs’ provisions.

Designation of competent authorities and contact points

The Ministére de ['Intérieur is the central internal-security authority for civil explosives and
explosives precursors, with the Service central des armes et explosifs (SCAE) (Central Arms

and Explosives Service) acting as the specialist service responsible for regulatory coordination
and guidance on these products (Ministere de I'Intérieur 2021). SCAE operates as the main
national hub for explosives-related reporting and coordination, while specialised units within the
Gendarmerie nationale (National Gendarmerie) and Police nationale (National police, including
forensic and explosives experts) support risk assessment and criminal investigations when
suspicious activity is identified.

Inspection, compliance and licensing

Inspection and market surveillance tasks for explosives precursors are shared between: the
Direction générale de la concurrence, de la consommation et de la répression des fraudes
(DGCCREF) (Directorate-General for Competition, Consumer Affairs and Fraud Control) for
commercial and consumer-protection controls; the Direction générale de la prévention des
risques (DGPR) (Directorate-General for Risk Prevention) in the Ministére de la Transition
écologique (Ministry for Ecological Transition) for chemical-risk oversight; and internal-security
forces (Police nationale and Gendarmerie nationale) for security-driven checks (République
Francaise 2021). These authorities verify that economic operators comply with Regulation
2019/1148 obligations, including checking customer identity and legitimacy, assessing intended
use where relevant, keeping transaction records for at least 18 months, and ensuring staff are
trained to detect and report suspicious behaviour, in line with EU guidelines (Prefet des Yvelines
2025). Licensing for members of the public to purchase restricted explosives precursors,
where permitted, is carried out by the préfets (prefectures) as territorial State authorities, under
the supervision of the Ministére de I'Intérieur and with reference to criteria set in Regulation
2019/1148 and the explosives provisions of the Code de la défense.

Sanctions and enforcement

Administrative and penal measures applicable to breaches of explosives and
explosives-precursor rules are laid down in the Code de la défense, Titre V ‘Explosifs’, and related
national provisions, satisfying Regulation 2019/1148's requirement for effective, proportionate
and dissuasive penalties (Légifrance 2021b). Serious or intentional infringements are handled
by judicial authorities in cooperation with Police nationale and Gendarmerie nationale, while the
Direction générale des douanes et droits indirects (DGDDI) (Directorate-General for Customs

and Indirect Taxes) and its investigation/intelligence services participate in enforcement where
imports, exports or cross-border movements of explosives precursors are involved (Douanes et
Droits Indirects 2026.).

Source: EUR-Lex (2024a); EUR-Lex (2021a); EUR-Lex (2021b)



Box 5. Enforcement of the EU explosives precursors regulation in Germany

Germany implements Regulation (EU) 2019/1148 through a dedicated federal act (AusgStoffG)
within its chemicals-law and security framework, with the Federation setting the legal
framework and the Lander (federal states) responsible for licensing, supervision and inspections

Designation of competent authorities and contact points

Germany has adopted the Gesetz zur Durchfiihrung der EU-Verordnung (ber die Vermarktung
und Verwendung von Ausgangsstoffen fir Explosivstoffe (Ausgangsstoffgesetz — AusgStoffG)
(Act on the Implementation of the EU Regulation on the Marketing and Use of Explosives
Precursors) (Bundesministerium der Justiz und fir Verbaucherschutz 2020) to implement
the Regulation, embedding explosives-precursor controls in the existing framework of the
Chemikaliengesetz (Chemicals Act) (Bundesministerium der Justiz und fur Verbraucherschutz
1980) and Lander enforcement structures. Within this framework, federal chemicals

and occupational-safety structures (including the Bundesanstalt fiir Arbeitsschutz und
Arbeitsmedizin — Federal Institute for Occupational Safety and Health — BAuA) provide technical
and regulatory support, while Germany has designated the Bundeskriminalamt (BKA) (Federal
Criminal Police Office) as the national contact point for suspicious transactions, thefts and
disappearances of explosives precursors (Bundeskriminalamt 2026).

Inspection, compliance and licensing

Under AusgStoffG, Lander authorities are responsible for supervision and enforcement;

in practice, this is carried out by regional trade and chemicals inspectorates (such as
Gewerbeaufsichtsémter (Trade Supervisory Office) or equivalent Landes agencies). These
authorities monitor whether economic operators comply with Regulation 2019/1148
obligations, including verifying customer identity and entitlement where required, assessing the
plausibility of professional use, keeping transaction documentation for at least 18 months, and
maintaining internal procedures for detecting and reporting suspicious transactions, as set out
in EU law and explained in BKA guidance.

Licensing of restricted explosives precursors for members of the public, where permitted,
is carried out by designated Lander licensing authorities under AusgStoffG, applying criteria
derived from Regulation 2019/1148 and German implementing provisions.

Sanctions and enforcement

AusgStoffG, together with the Chemikaliengesetz and Germany’s general regime for
administrative and criminal offences, provides for administrative fines and related measures

in cases of non-compliance with verification, record-keeping, training or licensing obligations.
Serious or intentional infringements can be prosecuted under criminal law by public prosecutors
in cooperation with Lander police and customs authorities, while the Zollverwaltung (Customs
Administration) and Zollkriminalamt (ZKA) (Customs Investigation Bureau) participate in
enforcement where imports, exports or organised cross-border activity involving explosives
precursors are concerned, pursuant to the customs-cooperation provisions of AusgStoffG.

Source: EUR-Lex (2019); EUR-Lex (2021b)

3.1.2. Existing precedents: anti-money The EU’s anti-money laundering (AML)
laundering regulation framework embeds know-your-customer (KYC)



requirements and suspicious activity reporting
across a large and diverse set of obligated
entities (EUR-Lex 2024a). The AML regime
demonstrates how the EU operationalises a
risk-based compliance model through:

Customer due diligence obligations
(identity verification, risk profiling and
enhanced checks for higher-risk cases).

Ongoing monitoring rather than one-off
checks.

Suspicious transaction reporting through
defined national channels, with no-tipping-
off norms and low thresholds intended to
avoid missed signals.

A multi-level supervision architecture in
which EU-level rules are complemented
by national supervisory and investigative
institutions.

The AML analogy is relevant not because
synthesis providers resemble financial
institutions, but because legitimacy screening
in synthesis similarly requires repeatable
operational processes, staff training, audit
trails and a clear interface between private
actors and public authorities. It also highlights
implementation frictions that may matter for
synthesis screening: judgement thresholds
for suspicion, documentation burdens and
the need for consistent guidance so that
compliance is not overly precautionary (chilling
legitimate activity) or overly permissive
(missing high-risk cases).

3.1.3. Existing precedents: dual-use
export controls

EU dual-use export controls offer a third point
of comparison, particularly in how they rely
on harmonised EU lists and shared definitions
while leaving licensing and enforcement to
member states (EUR-Lex 2021b). Export
controls already cover relevant biological
categories (e.g. certain pathogens, toxins

and genetic elements) and include controlled
equipment such as some nucleic acid
synthesisers. They also embed compliance
expectations for exporters, including internal
compliance programmes, end-user checks,
licensing processes and penalties for breaches.

However, export controls are primarily designed
to govern cross-border transfers of controlled
items, rather than routine domestic procurement
of synthetic nucleic acids within the internal
market. This matters for synthesis screening
because key risk pathways involve access at

the point of commercial ordering, including
domestic orders, small-scale purchases and
transactions that may not trigger export control
thresholds. A mandatory synthesis screening
regime would therefore likely be complementary
to export controls: it would address access and
detection within commercial synthesis channels,
while export controls continue to govern
international transfers of controlled goods,
services and technology.

3.2. Conditional screening policies
and implementation

The conditional pathway examines the use
of policy conditionality rather than direct
regulation. Under this approach, synthesis
screening requirements are attached to
access to EU-level benefits, most notably R&l
funding, and participation in specific public
procurement frameworks. The mechanism
is indirect: instead of imposing a universal
legal duty on all providers and customers,
conditionality sets participation rules for
beneficiaries that choose to access EU
programmes or markets. In this analysis, the
conditional pathway is anchored in the Horizon
Europe/Framework Programme architecture,
specifically the Model Grant Agreement
(MGA) and the regulations underpinning

it, because it provides an established and
scalable mechanism for translating policy



requirements into enforceable grant conditions
(European Commission 2019; EUR-Lex
2021a). This is particularly relevant as the
successor programme, the 10th Framework
Programme for Research and Innovation
(FP10) framework approaches (2028-2034),
and as EU programmes increasingly integrate
economic security, integrity and compliance
objectives alongside research performance
(EUR-Lex 2025). In addition, this pathway
draws lessons from EU procurement
conditionality tools, including the International
Procurement Instrument (IP1), which shows
how EU-level conditions can be operationalised
through national contracting authorities and
enforceable tender processes (EUR-Lex 2022).

While conditionality is frequently discussed

in the context of high-level compliance (e.g.
rule-of-law protections for EU spending)
(EUR-Lex 2020), the same logic also operates
at programme level through eligibility rules,
ethics and integrity requirements, financial
controls and audit rights embedded in grant
agreements and procurement processes. For
synthesis screening, the relevant question is
how such conditionality could be designed so
that screening requirements become credible,
checkable and enforceable conditions of
participation without creating disproportionate
administrative burden for legitimate research.

3.2.1. Current precedent: FP10/Horizon
Europe implementation through Model
Grant Agreement

The Horizon Europe framework provides a well-
established mechanism for operationalising
policy conditionality. The legal and
administrative basis for this conditionality
approach operates across three layers.

First, the Framework Programme regulation
establishes participation conditions and key
compliance principles, including eligibility and
admissibility requirements, ethics and integrity
expectations, and monitoring provisions.

>Id screening In the E
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Second, the EU Financial Regulation sets
general rules for sound financial management
across EU spending, including audit and
control rights, recovery mechanisms, exclusion
conditions and requirements for record-keeping
(EUR-Lex 2024a). Third, these requirements
are made operational through programme
documentation, primarily the MGA and
associated work programme annexes, which
specify concrete obligations for beneficiaries
and implement the enforcement tools available
to the commission and its executive agencies
(e.g. suspension, grant reduction, recovery or
termination) (European Commission 2019;
European Commission 2025).

Operationally, Horizon Europe-style
conditionality is implemented through a
combination of application-stage declarations,
central verification, and monitoring during
project delivery. Applicants complete structured
compliance components at submission,

which may include self-assessment elements
and required declarations where relevant.

The commission or executive agencies then
perform admissibility and eligibility checks and,
where applicable, conduct structured ethics
appraisal and review using expert processes.
During project implementation, beneficiaries
are required to maintain documentation, follow
reporting and cost eligibility rules, and accept
audit rights; suspected irregularities can be
escalated through established integrity and
anti-fraud channels. Member states support
this process through national contact points
that help applicants interpret requirements
and submit compliant proposals, while final
compliance determinations remain with the
commission and its agencies.

Within this architecture, synthesis screening
could be integrated as a funding-linked
compliance requirement. lllustratively, this
could involve: a proposal-stage declaration
that the project involves procurement or use
of synthetic nucleic acids above a defined



threshold and a commitment to source from
screening-compliant providers; an associated
documentation requirement (e.g. supplier
attestations and procurement records retained
in line with MGA record-keeping rules); and
monitoring and verification through desk
review, risk-based spot checks and audits
drawing on existing commission powers.
Consequences for non-compliance would be
applied through established grant management
tools, such as cost ineligibility, grant reduction,
recovery, suspension or termination, with
escalation pathways for serious or intentional
breaches. Box 6 below highlights how France
implements Horizon Europe regulations.

This approach would not create universal
legal obligations across the market. Instead,

it would shape behaviour through the EU's
position as a major research and innovation
funder, with impacts concentrated among
programme beneficiaries, both in the EU

and internationally, and suppliers serving
those beneficiaries. This refers back to the
diffusion effect stated in Chapter 2 and
demonstrated in the CBA in CLTR’s study

on UK benefits growing sixfold as a result

of normative diffusion. Beneficiaries of EU
funding would be required to use suppliers
meeting synthesis screening requirements
and provide a declaration of compliance with
this requirement as part of their proposal
submission. They would also need to provide
evidence of continuing compliance during the
research process.

Box 6. Compliance with Horizon Europe requirements in France

France implements EU research funding conditionality primarily through a coordination and
support model, in which national authorities assist applicants in meeting EU requirements, while
final eligibility and compliance decisions remain with the European Commission. At national
level, the Ministere de I'Enseignement supérieur et de la Recherche (MESR) acts as the central
coordinating authority for participation in EU Framework Programmes (Horizon Europe 2026a).
MESR oversees and funds the French National Contact Points (NCP) network (Horizon-Europe
2026b) which provides structured guidance to applicants on eligibility, admissibility, ethics and
compliance requirements set out in MGA (Horizon Europe 2022).

During grant preparation and implementation, French research institutions and their internal ethics
and compliance bodies (e.g. university ethics committees and ethics structures such as COMETS)
are expected to cooperate with MESR guidance and ensure that projects remain compliant with
EU requirements (CNRS n.d.). This includes maintaining documentation and internal controls
sufficient to satisfy commission checks, reviews and audits during the lifetime of a grant.

MESR maintains visibility over systemic issues affecting French beneficiaries’ ability to meet EU
conditions and may liaise with the European Commission where clarification or coordination is
needed. However, MESR does not exercise decision-making authority over grant eligibility, ethics
clearance, suspension or termination. These powers remain with the European Commission
and its executive agencies, notably the Directorate General for Research and Innovation (DG
RTG) and the Research Executive Agency (REA), which conduct admissibility checks, ethics
appraisals, audits and enforcement actions under the MGA.

If a synthesis screening requirement were introduced as a condition of FP10 funding,
implementation in France would therefore likely follow existing patterns: applicants would
declare compliance at proposal stage; institutions would retain supporting documentation
(e.g. supplier attestations); NCPs would provide guidance; and verification, monitoring and
sanctions would be exercised centrally by the commission, with MESR acting as a facilitating
and coordinating intermediary rather than an enforcing authority.
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3.2.2. Lessons from procurement
instruments

In addition to research funding conditionality,
the EU has developed procurement-based
conditional instruments that link access to
public markets to compliance with defined
policy objectives. The International Procurement
Instrument (IPI), established by Regulation (EU)
2022/1031, provides a relevant precedent for
how the EU can operationalise conditionality
through public procurement rather than direct
regulation of economic activity (EUR-Lex 2022).
The IPI creates an EU-wide mechanism allowing
the European Commission to investigate
discriminatory procurement practices in third
countries and, where appropriate, impose
proportionate countermeasures such as

price penalties or exclusion of bidders from
affected countries in EU public tenders.

While the regulation is directly applicable
across the EU, its implementation relies on a
shared enforcement model: the commission
(primarily the Directorate-General for Trade

and Economic Security, in cooperation with

the Directorate-General for Internal Market,
Industry, Entrepreneurship and SMEs — DG
GROW) conducts investigations and adopts
implementing acts, while national contracting
authorities apply the resulting measures in
individual procurement procedures, subject

to review by national courts and procurement
review bodies.

Operationally, the IPl demonstrates how
conditionality can be embedded into existing
administrative workflows rather than requiring
the creation of a new standalone regulatory
regime. Contracting authorities are not
required to assess geopolitical reciprocity
themselves; instead, they apply commission-
defined measures using standardised rules
and documentation, supported by national
guidance and EU-level oversight (EUR-Lex
2022). Enforcement is ensured through a
combination of ex ante tender checks, ex

post review and judicial remedies available

to affected bidders. As a reference point for
synthesis screening, the IP! illustrates how
procurement conditionality could be used

to incentivise screening-compliant practices
among suppliers serving publicly funded
research, healthcare or strategic industrial
procurement. Under such an approach,
contracting authorities could be required

to apply commission-defined screening
conditions or supplier eligibility criteria when
procuring goods or services involving synthetic
nucleic acids, without independently assessing
biosecurity risks. While this mechanism would
not generate universal coverage, it could
influence supplier behaviour in segments of the
market closely linked to public procurement
and strategic programmes.

3.3. Voluntary screening policies
and implementation

The voluntary pathway focuses on non-
binding instruments, such as EU guidance,
recommendations or codes of conduct. These
instruments aim to coordinate expectations
and promote best practices across the
internal market without creating enforceable
legal obligations. Voluntary approaches can
be updated relatively quickly and impose
minimal formal compliance burdens, but their
effectiveness depends on uptake by providers,
research organisations and other stakeholders,
and they may result in uneven coverage.

3.3.1. EU precedent: nanotechnologies
code of conduct

Commission Recommendation 2008/345/EC
offers one of the most relevant EU precedents
for a voluntary governance approach,
introducing a Code of Conduct for Responsible
Nanosciences and Nanotechnologies Research
(EUR-Lex 2008).



This non-binding ‘soft law’ instrument
sought to guide member states, research
institutions, funding bodies and individual
researchers in conducting nanotechnology
research in a manner consistent with EU

values, including safety, ethics, sustainability,

transparency and accountability.

The Recommendation did not impose legal
obligations. Instead, it invited member states to
endorse and disseminate the Code's principles,
integrate them into national research policies
where appropriate, and report voluntarily on
actions taken. The Commission and associated
FP7 projects, such as NanoCode and related
governance initiatives, subsequently explored
uptake and stakeholder engagement with the
Code as part of broader evaluations of EU
nanotechnology governance (CORDIS 2014,
CORDIS 2025). Across these assessments,

the Code was found to enjoy broad political
and discursive support but uneven national
adoption. While many member states
referenced its principles in strategy documents
or dialogue processes, no member state
formally transposed the Code itself into

binding law (Commission of the European
Communities 2011). Its primary function was
therefore agenda-setting rather than regulatory,
contributing to shared vocabulary and norms
around responsible research rather than
creating enforceable standards.

Nonetheless, member states incorporated its
principles into existing national governance
structures, illustrating how voluntary EU
instruments can diffuse indirectly through
domestic institutions. For instance, France
institutionalised many of the Code’s

underlying values through established ethics,
environmental and transparency mechanisms.
Ethical dimensions of nanotechnology research
were addressed through the Comité Consultatif
National d’Eth/que (CCNE, the National Ethics
Advisory Committee) and reflected in the
Charte nationale de déontologie des métiers

de la recherche, adopted by the Ministry of

Higher Education and Research (MESR) in

2015 (Ameisen et al. 2007). Precautionary
monitoring and transparency were reinforced
through the R-Nano mandatory declaration
system, established under the Environment
Code (Grenelle I1), which requires reporting of
nanoparticle production and imports (Légifrance
2027; R-Nano.fr 2026). Technical evaluations

by ANSES later recommended strengthening
data quality, broadening reporting scope

and improving traceability, indicating that
governance evolution was driven primarily by
domestic risk, health and environmental debates
rather than direct enforcement of the EU Code
of Conduct (ANSES 2020).

Applied to synthetic nucleic acid screening,

a voluntary EU code of conduct or guidance
would likely perform a similar function. It
could articulate shared expectations, promote
responsible practice and reinforce norms
already adopted by leading providers and
research organisations. It could also serve as
a soft-coordination layer, supporting dialogue,
information sharing and gradual convergence.
At the same time, experience from
nanotechnology governance suggests that a
purely voluntary approach would be unlikely to
deliver comprehensive or consistent screening
coverage across the EU internal market. Uptake
would depend on reputational incentives,
alignment with national institutions and
existing industry practices, leaving open the
risk of continued heterogeneity. Analytically, the
voluntary pathway therefore represents a low-
cost, low-enforceability option, with benefits
concentrated in norm-setting and awareness
rather than guaranteed risk reduction.

3.4. Actor-specific roles for
implementation of synthesis
screening

This section brings together the three
pathways discussed above by mapping how
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synthesis screening obligations, incentives

and expectations would flow through the EU
governance system under each approach.
Rather than focusing on legal form alone, Table
2 below traces roles and responsibilities across
key actors, from EU institutions and agencies
to member state authorities, providers,
research organisations and individual
researchers. This actor-centric perspective is
critical for synthesis screening, which operates
at the intersection of health, security, research
and industrial policy, and where effective risk
reduction depends on coordinated action
across multiple layers of governance.

The roles and responsibilities summarised

in this table were developed inductively from
existing governance practice. The report first
analysed relevant EU-level instruments and
policy models, including regulatory approaches,
framework programme conditionality (FP10/
Horizon Europe) and voluntary soft-law
mechanisms, identifying common design
features such as how obligations are allocated
across EU institutions, member states and
private actors, and how enforcement and
coordination are organised (see Sections
3.1-3.3). It then drew on our empirical
assessment of implementation in France and
Germany to understand how these abstract
models translate into concrete institutional

screening in the £

arrangements and practices at national level.
On this basis, we extrapolated how comparable
roles, obligations, incentives and coordination
structures could plausibly be configured for
synthetic nucleic acid screening under three
stylised pathways: mandatory regulation,
conditionality via EU research funding, and
voluntary codes of conduct, treating the table
as a structured scenario for analysis rather
than a normative proposal. Across all three
pathways, several common implementation
functions recur: defining what constitutes a
sequence of concern; establishing screening
and customer-due-diligence expectations;
supporting compliance through guidance
and standards; and, where applicable,
monitoring and enforcement. What differs is
how strongly these functions are mandated,
which actors bear formal legal obligations,
and what mechanisms exist to address non-
compliance. Table 2 therefore illustrates

not only institutional feasibility, but also the
likely distribution of administrative burden,
enforcement capacity and behavioural
incentives under each pathway.

Table 2 complements the CBA analysis in
Chapter 4. Taken together, the table and CBA
provide a roadmap for synthesis screening
implementation design in the EU.



Table 2. The roles and responsibilities of key actors in the EU governance system considering synthesis screening obligations, incentives and
expectations under the three key pathways (mandatory, conditional, voluntary)

_ Mandatory screening via the Biotech Act @

Conditionality-based screening normsvia &=
FP10/Horizon Europe funding restrictions [X=

Voluntary guidelines
via Code of Conduct

European
Commission

Directorate-
General

The Biotech Act could serve as a regulation
mechanism, directly applicable in all member states
(MS). Process and structure could mirror other
precedents such as Regulation (EU) 2019/1148 on
explosives precursors, Regulation (EU) 2021/821 on
export control and dual-use and (EU) 2024/1624 on
anti-money laundering and ‘know-your customer’,
with directly binding requirements on economic
operators, obligations for MS to designate authorities
and contact points and verify customers.

DG SANTE would be lead directorate for the Biotech
Act implementation, with close coordination and
involvement with DG HOME (security/biosecurity),
DG HERA (CBRN preparedness and response),

DG GROW (industrial/facility operators), DG RTD
(economic security), supported by JRC (technical
standards). This parallels the multi-DG set-up for
other regulations.

FP10 could integrate synthesis screening as a
mandatory grant condition, requiring researchers
to use only providers who screen sequences of
concern (SOCs) — extending Horizon Europe’s
ethics and security clauses.

DG RTD would design the FP10 participation rules
and clauses that all beneficiaries must accept,
specifying synthesis screening requirements.

Adopt the FP10 basic act (framework regulation)
and budget, empowering the commission to set

detailed rules via work programmes — mirroring

Horizon Europe’s structure.

A Commission Recommendation
on a Code of Conduct for
responsible DNA synthesis

and sequence screening could
be adopted with an annexed
Code of Conduct, mirroring
Recommendation 2008/345/EC
and its annexed code of conduct
on nanotechnology.

DG RTD could lead the
development and adoption of a
Commission Recommendation
on a Code of Conduct for
responsible DNA synthesis and
sequence screening. This non-
binding instrument, inspired

by the 2008/345/EC nanotech
Recommendation, would
establish voluntary principles and
best practices. DG RTD would
coordinate governance aspects,
with DG SANTE providing expertise
on health and biosafety, and

DG GROW supporting industrial
provider engagement.
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European
Parliament and
Council

EU-level technical/
coordination
bodies

Member state
governments

r synthetic nucleic acid

screening in the European Union

Mandatory screening via the Biotech Act @
Co-legislators would negotiate and Council would
adopt the Biotech Act under the ordinary legislative
procedure. The final text would fix the mandatory
obligations, scope, definitions and penalty
frameworks.

The Joint Research Centre (JRC) could act as a
technical hub by developing common standards
for synthesis screening, maintaining reference
datasets and lists of sequences of concern, and
supporting validation or provision of analytic tools,
in close collaboration with existing global consortia
such as the IGSC and SBRC. In parallel, an EU-level
coordination body such as Europol, or a specialised
unit working with it, could aggregate and analyse
intelligence on suspicious or high-risk synthesis
orders transmitted by national contact points,
following the model of cross-border suspicious
activity reporting and intelligence sharing already
used under the EU's AML/CTF and serious organised
crime frameworks.

Once adopted by Council, MS must designate
competent authorities and national contact points,
and set penalties, following the model of Articles
11-13 of Regulation (EU) 2019/1148 for instance
(designation, reporting contact points, sanctions).
This could be formally designated in the Biotech
Act to license high-risk activities (such as ordering
components of agents on Australia Group List),
conduct inspections, verify screening and customer
due diligence, and apply penalties.

Conditionality-based screening norms via &=
FP10/Horizon Europe funding restrictions [X=

Co-legislates the FP10 framework regulation
(basic act) with Council under ordinary legislative
procedure, setting the legal basis for commission
powers to define participation rules, work
programmes and clauses including any biosecurity
and screening conditions.

Research Executive Agency (REA) could verify
provider compliance attestations during ethics/
security appraisals, audit beneficiary procurement
records to confirm use of screening providers

and could enforce via payment suspension/cost
ineligibility for non-compliance.

JRC could develop SOC reference lists, screening
standards, and provider validation tools. JRC
could publish FP10 Synthesis Screening Guidance
referenced in MGAs/work programme.

As FP10 co-owners (co-funding partnerships,
national R&l strategies), MS align their own national
funding conditions to match or complement EU
conditionality (this already happens for Horizon
Europe co-funded partnerships and missions).

Voluntary guidelines
via Code of Conduct

~ -
- ~

No formal legal role in adopting a
Recommendation; may issue own
resolutions welcoming the Code,
but the instrument remains non-
binding.

JRC could maintain and update
guidance documents, best-practice
reports and checklists to support
voluntary uptake of screening, akin
to the explanatory material around
the nanotech code.

Can endorse and promote the
Recommendation domestically:
could reference the Code in
national biosecurity strategies,
invite national providers and
universities to adopt it or use it as
a template for national guidance,
similar to how the nanotech code
was intended to guide national
research policies.



_ Mandatory screening via the Biotech Act @

M=
X=

Conditionality-based screening norms via
FP10/Horizon Europe funding restrictions

Voluntary guidelines
via Code of Conduct

National contact
points for
reporting

Enforcement/
inspection bodies

The Biotech Act would require MS to create national
contact points for suspicious synthesis orders or
flagged sequences, modelled very closely on the
reporting obligations for existing regulations such
as the: 1) rapid suspicious transaction reporting
and dedicated national Financial Intelligence Units
under the anti-money laundering framework; 2)
reporting of suspicious transactions and orders to
national competent authorities under market abuse
rules in financial markets; 3) designated competent
authorities and internal compliance programmes
for dual-use items under Regulation (EU) 2021/821;
and 4) national contact points and 24-hour reporting
for explosives precursors under Regulation (EU)
2019/1148.

National inspection authorities (chemical inspectors,
biosafety/environment agencies, law enforcement,
customs) would be empowered by MS under the
Biotech Act to run inspections and impose sanctions.
This mirrors the enforcement and penalty framework
for explosives precursors in Regulation (EU) 2019/1148
and for dual-use items in Regulation (EU) 2021/821
(effective, proportionate, dissuasive penalties).

For FP10, existing Horizon Europe National Contact
Points (NCPs) for security/ethics and bio-related
themes can be tasked with helping applicants

and beneficiaries to interpret and implement
sequence screening obligations set out in the work
programmes and MGA.

Enforcement is administrative and contractual as
outlined above and could be done via existing REA
mechanisms.

Recommendation encourages
member states to provide points of
contact for voluntary reporting and
advice, but there is no obligation
and no fixed time limits, more like a
helpdesk model.

N/A
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Private sector:
nucleic acid
synthesis
providers

Universities/
public research
organisations

or synthetic nucleic acid s

Union

eening in the European

Mandatory screening via the Biotech Act @

Nucleic acid synthesis providers would become fully
regulated economic operators under the Act, required
to implement customer legitimacy checks, screen
sequences against SOCs, retain comprehensive
records for a minimum period (e.g. five years) and
report suspicious or high-risk orders without undue
delay to designated national contact points. This
structure could closely mirror the obligations on
economic operators in Articles 5-9 of Regulation
(EU) 2019/1148 on explosives precursors, which
mandate customer verification, licensing for
restricted transactions, record-keeping and prompt
suspicious-activity reporting. Providers could also
align with emerging international best practices

from IGSC, the US HHS framework (2024) and UK
guidelines (2024). To ensure proportionality, the
regime could create exemptions based on acceptable
risk thresholds with technical standards provided by
an EU-level body like the JRC.

As users of synthesis services, universities would
be directly subject to Biotech Act obligations

(as ‘professional users’ or ‘economic operators’
depending on how the act is drafted): they must
use compliant providers, maintain SOC registers
where required, apply internal transfer controls and
cooperate with inspections similar to professional
users’ duties under explosives precursors and dual-
use regimes.

Conditionality-based screening norms via &=
FP10/Horizon Europe funding restrictions [X=

Providers become contractually bound: to serve
EU-funded customers, they must meet the screening
framework requirements so beneficiaries can
comply with their grant. This is parallel to how
Horizon Europe beneficiaries must meet ethics and
security obligations under the MGA and sometimes
use suppliers/services that meet specific conditions.
Providers could also attest publicly to screening
compliance (SOC screening + customer vetting).

Under FP10, universities that receive funding
must: describe SOCs and screening in their
proposal ethics and security sections, commit

in the Description of Action to use compliant
providers and maintain records and demonstrate
compliance during audits, just like existing Horizon
Europe requirements for ethics, security and data
management.

Voluntary guidelines 2,z
via Code of Conduct e

No hard enforcement; only
reputational and soft-law
mechanisms. Journals, funders
and professional societies might
start to prefer compliant providers
or researchers, but there would be
no statutory penalties.

Recommendation + Code
encourage universities to integrate
the Code into internal policies,
research ethics frameworks and
training, as is explicitly envisaged
in the nanotech Recommendation
for research organisations. This
covers: self-identification of SOCs,
informing colleagues of SOCs in
constructs and record-keeping for
purchases and transfers.



_ Mandatory screening via the Biotech Act @

Individual
researchers /Pls

Individual researchers and principal investigators
(PIs) under the Biotech Act would have clear, practical
responsibilities flowing from their institution’s
compliance framework. They should self-identify
SOCs in orders, ensure all synthesis requests go
through screened, compliant providers, declare
SOCs to institutional registries, verify legitimacy of
any transfers of high-risk materials and maintain
complete records. They would also be expected to
complete training on biosecurity risks and reporting
procedures. These duties enable researchers to
support institutional and regulatory compliance in a
proportionate, feasible way consistent with dual-use
biosafety governance best practices.

Conditionality-based screening norms via & =
FP10/Horizon Europe funding restrictions [(X=

In FP10 projects, Pls are the named scientific
coordinators: they sign off on ethics and security
forms and are accountable to the funding agency
for implementing screening commitments in the
grant (as is currently the case for Horizon Europe
ethics and security obligations).

Voluntary guidelines
via Code of Conduct

Could be explicitly addressed in
the Code of Conduct as individual
actors, similar to the nanotech
code: expected to follow principles
of precaution and responsibility
when designing, ordering and
sharing constructs involving SOCs.
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3.5. Cross-cutting observations
and implications

Three cross-cutting observations emerge from
this comparison. First, the mandatory pathway
concentrates authority and enforcement
responsibility at both EU- and member
state-level. By design, it places nucleic

acid synthesis providers and professional
users within a formal regulatory perimeter,
supported by designated competent
authorities, reporting obligations, inspections
and sanctions. This mirrors established EU
approaches in adjacent risk domains such

as explosives precursors, dual-use exports
and anti-money-laundering. As a result, this
pathway offers the greatest potential for
uniform coverage and legal certainty.

Second, the conditional pathway relies

on contractual and budgetary leverage

rather than direct regulation. Screening
requirements are operationalised through
grant agreements, work programmes and audit
mechanisms under FP10/Horizon Europe,

with enforcement occurring via funding
suspension, cost ineligibility or recovery rather
than administrative or criminal penalties.

This pathway primarily affects EU-funded R&l
activities, with indirect spillovers to providers
serving those beneficiaries. It therefore offers a

targeted and comparatively flexible mechanism
but does not on its own address screening
practices across the entire commercial market.

Third, the voluntary pathway functions primarily
as a coordination and norm-setting instrument.
Implementation depends on uptake by member
states, providers, research organisations,
journals and professional communities, with

no enforceable obligations or sanctions.
Experience from nanotechnology governance
suggests that such instruments can
successfully shape discourse, raise awareness
and align expectations, but are unlikely to
eliminate heterogeneity or close gaps where
economic incentives to screen are weak.

Taken together, the table highlights that

the three pathways are not mutually
exclusive. They differ in legal force, scope
and enforcement intensity, but draw on
overlapping institutional infrastructures and
could be layered or sequenced over time.
This actor-based mapping provides the
foundation for the cost—benefit analysis in the
following chapter, which assesses how these
differing implementation routes translate into
costs, benefits and distributional effects for
providers, researchers, public authorities and
society as a whole.



Chapter 4. Cost-benefit analysis

of synthesis screening

4.1. Purpose, framing and
decision logic

This chapter compares the incremental

costs and benefits of three policy pathways:
voluntary guidance, conditionality linked to

EU funding and procurement and mandatory
regulation. The analysis is conducted as a CBA,
consistent with the European Commission’s
Better Regulation Toolbox (European
Commission 2021).

The CBA does not seek to estimate the total
value of synthesis screening in absolute
terms. Instead, it compares each policy
option against current practice, estimating
the additional (incremental) costs incurred
and the additional (incremental) benefits
generated by increasing screening coverage
beyond the existing baseline. A policy option
is considered justified where the expected
value of benefits exceeds the expected value
of costs over the appraisal period.

The benefits of these policies are not
‘economic benefits’ such as GDP, jobs,
technology growth or competitiveness. Rather,
the analysis estimates the reduction in the
probability of suffering catastrophic biological
events, such as another pandemic or an
agro-terrorism attack. We test if the value

of this risk reduction exceeds the economic
costs of the policy. Given the nature of the
risks involved, i.e. low-probability but high-
consequence biological events, the analysis
adopts a probabilistic approach. Results
should therefore be interpreted as expected
values under stated assumptions, rather than
as precise forecasts of future outcomes, that
is, policy interpretation should focus on the

distribution of outcomes and the direction of
expected value rather than on a single central
estimate. As discussed below, we employed a
Monte Carlo simulation to run 1,000 scenarios
based on different values of uncertain inputs
and report the summary statistics of this
collection of scenarios. To ensure that results
were not dependent on a particular simulation
run, the model was re-executed using
alternative random number draws (see A.1.4
for more detail). While individual estimates
varied modestly (approximately 5-10 per cent),
the direction of results and the relative ranking
of policy options did not materially change.
This indicates that the headline conclusions
are not an artefact of the specific random
sample used. For each estimate, the 5" and
95" percentile results are reported in brackets,
to reflect uncertainty margins.

4.2. Analytical framework and key
assumptions

The CBA is adapted from the model developed
by CLTR with modifications to reflect EU
market structure, policy pathways and updated
evidence (Fady et al. 2025). The analysis is
conducted over a ten-year time horizon, with
all future costs and benefits discounted at

4 per cent, in line with standard EU impact
assessment practice.

The model uses over 200 variable inputs, in
various categories:

1. Numbers of affected actors and the full-
time equivalents (FTEs) required in each
one for each policy choice.
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2. Costs of nucleic acid sequence and
legitimacy screening, and associated
compliance and indirect costs for synthesis
providers.

3. The number and value of different
categories of nucleic acid synthesis orders
and their growth rates.

4. Probabilities of each policy disrupting
research or causing it to leave the EU and
associated costs.

5. Market and global variables such as GDP,
population, fully burdened salary costs and
the size of the bioeconomy.

6. Probabilities and impacts of a variety of
risks such as pandemics, agricultural
disruption and bioterror attacks.

7. Allocation of those risks by originating
location and accident versus deliberate
attack.

8. Estimated compliance rates and reactions
for each policy.

9. The capabilities of attackers to evade the
regulations by splitting orders, finding
non-screening EU companies or importing
from foreign countries and the reduction
in efficacy from using these evasion
techniques.

The model links policy design to outcomes
through three core mechanisms:

1. Screening coverage — the proportion
of synthetic nucleic acid orders subject
to effective sequence and customer
screening under each policy option.

2. Compliance and enforcement behaviour
— how providers, research organisations
and individuals may respond to screening
requirements.

3. Risk reduction — the extent to which
increased screening reduces the probability

>Id screening In the E
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that hazardous sequences are supplied or
misused.

Roughly half of the risk is expected to be

from accidents and half from attacks. Of

the accidental risk, about half is expected to
come from laboratories that are approved to
handle dangerous pathogens. Screening will
not stop approved laboratories from acquiring
dangerous pathogens and will not reduce their
risk. It will, however, stop almost all accidents
originating from non-approved laboratories.

For deliberate misuse pathways, the model
distinguishes between naive actors, who

are unfamiliar with the sector and therefore
unaware of screening policies, such that an
increase in screening coverage directly reduces
their chance of a successful attack; and
strategic actors, who understand the operation
and limitations of screening practices within
the EU and may seek to circumvent them
through importing from outside the EU, finding
a non-compliant provider in the EU, splitting
orders or other evasive strategies. These
behavioural responses are represented using
stylised assumptions informed by the literature
and stakeholder interviews.

Strategic attackers make several attempts to
evade, with a probability of success for each
one, and conduct the attack if any of their
evasion attempts succeeds. Evasion attempts
have a small chance of causing the attack

to fail because of increased costs or inferior
materials. We do not model a chance of being
caught in these attempts; instead, we assume
they have a limited number of safe evasion
attempts and are deterred or caught when
these are exhausted. For more information,
see the ‘Attacker logic’ section in Annex A.1.4.
The model contains several categories of
substantial uncertainty, particularly around
rare, high-impact events, as outlined in Box

7. Given this, the model uses Monte Carlo
simulation to generate distributions of
outcomes. The purpose of the simulation is not



to enumerate all conceivable future scenarios,
but to evaluate the average policy performance
across a range of plausible futures based

on current knowledge. As such, we take one
draw from each of over 200 uncertain inputs,
calculate the expected value of the policy from
these inputs, record the result and then repeat
the process 1,000 times.

Box 7. Uncertainty categories

Parameter variability: administrative and
compliance costs, operational effort.

Forecast uncertainty: economic
growth, population and market size
projections.

Scenario uncertainty: biological event
probability, behavioural responses and
compliance behaviour.

Results are reported as mean values with

the 5" and 95" percentile simulation results,
or the ‘90 per cent confidence intervals’.s
These indicate the range within which the

true expected policy outcome is likely to lie,
conditional on the assumptions and probability
distributions specified in the model. They
should therefore be interpreted as reflecting
uncertainty in current knowledge rather than
best- or worst-case scenarios, and they do not
represent the full set of conceivable futures.
Full methodological details are provided in
Annex A.

To support appropriate interpretation and

use of the findings, Box 8 summarises the

key limitations of the model, highlighting the
assumptions made, sources of uncertainty
and how these affect confidence in the results.
These limitations should, however, not be
interpreted as undermining the analysis, but

5 Technically a Bayesian credible interval

rather as clarifying the conditions under which
the conclusions are expected to hold.

Box 8. Key model limitations

Results depend on uncertain
estimates of biological event
probability and impact.

Behavioural responses (e.g.
compliance rates and possible
relocation of business abroad where
screening requirements do not exist)
are uncertain predictions based on
interviews and market research.

The model estimates expected value,
not realised outcomes.

Policy effectiveness depends strongly
on implementation quality and
compliance.

4.3. Costs and drivers

The CBA distinguishes four cost categories,
applied consistently across all policy pathways:

+  EU and member state administration and
enforcement costs, reflecting coordination,
monitoring, inspections and enforcement
activities.

« Compliance costs to research
actors, including administrative time,
documentation, procurement adjustments
and ordering procedures required to
comply with screening requirements.

Provider screening costs, covering the
operational and organisational costs incurred
by synthesis companies to implement
sequence and legitimacy screening. The
model does not assume where the final
economic incidence of these costs falls;
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some may be absorbed by providers and
some passed on to customers.

R&I impact costs, representing the
expected monetised value of legitimate
research that is delayed, modified,
moved outside the EU or foregone due to
screening-related frictions, such as false
positives or additional review steps.

Across all options, public-sector administration
and enforcement costs are small relative to
private-sector compliance and R&I impact
costs. Total costs are driven primarily by how
screening requirements interact with research
practices and market behaviour, rather than by
the direct cost of regulation itself — as shown
in Tables A1-3 and in the sensitivity analysis in
the report Annex.

4.3.1. Research and innovation costs

There are three channels by which this policy
could reduce R&l. First, false positives in

the screening process could lead to orders
being rejected. Second, the ‘chilling effect’ of
regulation. Third, increases in nucleic acid
costs could be passed on to consumers and
reduce the number of projects that researchers
can afford to undertake in the EU. We estimate
these three channels and include them all in
the cost calculation.

Existing false positive rates and order
rejections are very low, at less than 0.007 per
cent. However, this is for voluntary screening
where the providers face no legal risk by
allowing a non-compliant order to be fulfilled.
We believe that any policy action will cause
providers to become more cautious and
more likely to reject orders. We conducted
expert elicitations with people responsible
for compliance and legal risk at screening
companies to predict that 0.5 per cent to 4 per
cent of orders will be flagged, and that 95 per
cent to 99 per cent of these will be released
upon review, leading to total future false

positive rates of 0.01 per cent to 0.17 per cent
on orders screened.

We then estimate, based on interviews and
predicted cost changes, that the total reduction
in orders placed in the EU ('chilling effect’,

price effect and research programmes leaving
the EU) will be 0.6 per cent for the mandatory
policy, 0.1 per cent for the conditional policy,
and 0 for the voluntary policy.

Researchers will react to these lost orders

by abandoning the research, synthesising

the nucleic acids themselves, moving their
operations outside the EU to a jurisdiction

that does not require screening or obtaining
them from an illicit non-screening provider. We
estimate, based on the expected costs and
probabilities of these actions, that each order
rejected or not placed results in a loss to the
EU of €1,000 [€100; €3,100].

It is important to note that the costs
of enforcement for providers might
be significantly lower than modelled
due to existing capabilities, tools

and standards already in place
across major providers and support
provided through industry led bodies.
therefore the costs should be treated
as conservative estimates at best.
Today the model conservatively
assumes a cost of T00Euros per
flagged order to complete legitimacy
checks however with improved
standards, infrastructure and tools
this could be less than 75% of the
proposed costs in reality. Customer
legitimacy screening has become
significantly lower with some
companies citing costs of $20 per
screening therefore costs should be
interpreted with caution.




4.4. Benefits and valuation

Benefits across all policy options arise from
the reduction in expected harm from adverse
biological events enabled, in part, by access
to synthetic nucleic acids through commercial
synthesis channels.

We model four types of events:

1. Large-spreading events, global pandemics on
the scale of COVID-19 or the 1918 influenza.

2. Small-spreading events, globally spreading
diseases like mpox with smaller effects.

3. Agricultural events that cause significant
disruption to food production.

4. Non-transmissible events, such as targeted
biological attacks or localised accidents.

Large-spreading events are the biggest risk, as
measured by probability multiplied by impact
and most benefits come from reducing this risk.
Akey input is an expert elicitation conducted by
the Forecasting Research Institute showing that,
at current levels of Al capability, thereisa 1.5
per cent annual probability in the near future of
a biological event causing roughly the harm of
the COVID-19 pandemic (Williams et al. 2025).
We therefore model a 1 per cent chance in 2027,
with the probability increasing as the synthesis
market grows. We estimate the probability

that such an event originates in the EU as a
result of a synthesis order, and the probability
that the policy stops the event. This product of
probabilities is then multiplied by the harm of the
event to find the expected value of screening.

These benefits are dominated by avoided
human health impacts, with smaller
contributions from avoided agricultural losses
and broader economic disruption. Health
impacts are valued using a quality-adjusted
life year (QALY) framework. For each class
of adverse event, expected morbidity and
mortality outcomes are translated into QALY
losses, which are then monetised using a
standard value per QALY. This approach is
consistent with the European Commission’s

Better Regulation Toolbox and allows health
impacts to be compared directly with
compliance and administrative costs within a
single cost—benefit framework.

A key feature of the results is the non-linear
relationship between screening coverage and
benefits. As coverage increases, benefits rise
disproportionately due to:

Direct detection of hazardous orders.

Deterrence effects that reduce attempts
at misuse.

Reduced availability of non-compliant
suppliers, limiting evasion strategies.

As a result, policies that substantially increase
screening coverage generate sharply higher
expected benefits, even when incremental
costs also rise.

4.5. Results by policy pathway

This section summarises the estimated
average annual costs, benefits and net

benefits associated with each policy pathway
over the ten-year appraisal period. Results

are shown for three illustrative years (2027,
2031 and 2036) to reflect the scaling of
implementation and market development

over time. All monetary values are expressed

in € millions, discounted to 2026. For each
estimate, the 5" and 95™ percentile results are
reported in brackets within the tables, reflecting
uncertainty in uptake rates, compliance
behaviour, cost pass-through and risk reduction
assumptions.

Across all scenarios, the analysis finds that the
benefits of biological risk reduction outweigh
the costs of screening, with the scale and
robustness of net benefits increasing as policy
coverage and enforcement strength increase
(Figure 1). However, a small proportion of
simulations (approximately 7 per cent) produce
negative net benefits. These cases correspond to
plausible low-risk futures in which the probability
or impact of adverse biological events is small
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relative to compliance costs. In other words, the
policy represents an intervention with positive
expected value with uncertainty around real-
world implementation and risk levels. Even in
situations with positive expected benefit, the
policy will incur regular costs in all years while
providing substantial benefit in the rare event that
it prevents a major incident.

The mandatory enforcement pathway delivers
the highest benefits over time:

In all years, expected benefits are much
larger than expected costs. Total annual
benefits are €5.5bn and total annual costs
are €1bn, resulting in a net direct benefit
of approximately €4.6bn under central
estimates over the ten-year period.

*  For every €1 spent under a mandatory
screening regime, the EU gains
approximately €6 in avoided losses.

The conditional enforcement pathway delivers
positive net benefits at lower upfront cost,

Figure 1. Costs versus benefits by policy and year
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but with more limited coverage and greater
sensitivity to assumptions:

The conditional pathway delivers annual
benefits of around €1.3bn against costs
of €0.2bn, corresponding to a net benefit
of approximately €1.1bn over the ten-year
period.

*  For every €1 spent under a conditional
screening regime, the EU gains
approximately €7 in avoided losses.

The voluntary pathway has the lowest costs
and the lowest probability of negative

net benefits but also delivers the smallest
expected benefits:

By 2036, voluntary screening delivers
approximately €242m in annual benefits
against €49m in costs, resulting in a net
benefit of around €193m per year over the
ten-year period.

This corresponds to €5 in benefits per €1
spent under central estimates.
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Overall, the analysis shows that stronger
enforcement delivers both higher absolute
benefits and greater certainty of outcomes.
While voluntary and conditional approaches
may be attractive as transitional or
complementary measures, the mandatory
pathway consistently delivers the largest,
most resilient net benefits, positioning the EU
to significantly reduce biological risks while
supporting responsible innovation across the
synthetic biology ecosystem.

4.5.1. Mandatory screening costs and
net benefits

Under the mandatory pathway, screening
requirements apply across the EU internal
market. It is assumed these obligations are
placed on both providers and researchers.

As a result, researchers who attempt to
circumvent the policy by procuring sequences
from non-screening providers overseas
would fall within the scope of enforcement
and potential legal penalties. This method of
screening is supported by formal monitoring
and enforcement mechanisms. This yields the
highest screening coverage and the strongest
deterrence effects.

Under the mandatory approach (Table 3 and
Figure 2), total annual costs to the EU increase
over time as the synthesis market grows

at an annual rate of 10—20 per cent. Costs

are driven primarily by R&l impacts, provider
screening obligations and compliance costs to
research actors, which scale with the volume

of screened synthesis and the maturity of
enforcement mechanisms. Additional costs,
though small in comparison, arise from EU-level
administration and coordination, and member
state enforcement and oversight. While central
administration costs remain relatively modest,
member state enforcement costs grow over time
as oversight capacity expands and enforcement
becomes more systematic.

Costs to private actors are roughly 20 per cent
of the market size of synthetic nucleic acids.
This means that the total cost of ordering,
including transaction costs and internal
compliance costs, will increase by about 20
per cent, assuming all costs are passed on to
research customers. Synthetic nucleic acids
are a small part of R&D budgets, usually less
than 1 per cent, meaning that this policy would
increase R&D costs by at most 0.2 per cent. This
number informs our estimate that EU-based
research will be reduced by 0.6 per cent.

In terms of benefit, the analysis captures
reductions in expected harm from both
accidental misuse and malicious attacks,
with benefits increasing substantially over
time as screening coverage improves and risk
mitigation effects compound. These benefits
dominate the cost profile across all modelled
years. The resulting total benefits to the EU
substantially exceed total costs under central
estimates, with a positive net direct benefit
observed in all time periods assessed. The
mandatory policy will stop 35 per cent [0.23;
0.49] of attacks. The rest will succeed, mostly
through ordering from foreign suppliers.

Importantly, the inclusion of 5" and 95"
percentile results highlights considerable
uncertainty, particularly for high-impact but
low-probability events such as deliberate
attacks. Nevertheless, even under
conservative assumptions at the lower end
of the benefit ranges, a mandatory synthesis
screening regime is likely to deliver net
positive outcomes at the EU level over the
medium to long term. Overall, we show that
mandatory enforcement represents a cost-
effective pathway for reducing biological
risk while maintaining a manageable
administrative and compliance burden for
public authorities and market actors.
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Table 3. Annual costs and benefits over ten years of a mandatory policy approach of all synthetic
nucleic acids >50bp bought and sold in the EU (€ millions)

EU administration and
coordination 1.3[0.8, 2] 1.4[0.9, 2.2] 1.901.1,3] 1.5[0.8, 2.6]

Member state
enforcement and
oversight 14109, 19] 16[10, 22] 2112, 31] 1710, 27]

Compliance costs to

research actors 57 [25,104] 6528, 115] 86 [35, 159] 69 [28, 133]
Provider screening 160 [20, 470] 240 [30, 720] 400 [50, 1240] 270 (30, 870]
) R&l impact 180[10, 660] 27010, 990] 470 [20, 1680] 310[10, 1080]
(/2]
8 Total cost to EU 420 (130, 960] 600[160, 1480] 980 [220, 2440] 660 [150,1710]
Accident reduction 1200 [100, 1700 [100, 2700 [100, 1800 [100,
4200] 6300] 10300] 7200]
Attack reduction 1800 [100, 2200 [100, 2900 100, 2300 [100,
6200] 7500] 10400] 8300]
Total benefit to EU 2900 [200, 3800 [300, 5500 [400, 4100 [300,
o 9800] 13200] 19300] 14800]
=
(]
B\t direct benefitto EU 2500 300, 3300 [-400, 4600 [-800, 3500 [-400,
(] 9400] 12500] 18300] 14000]



Figure 2. Mandatory costs and benefits: box 25" to 75t percentile, whiskers 5" to 95" percentile
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4.5.2. Conditional screening costs and
net benefits

As in the mandatory pathway, the conditional
approach assumes that screening obligations
apply to both providers and researchers.

Under this approach (Table 4, Figure 3), total
annual costs to the EU are substantially
lower than under a mandatory regime. Costs
are driven mainly by compliance costs to
research actors and provider screening, with
member state enforcement costs remaining
relatively modest due to the targeted nature of
screening obligations. EU-level administration
and coordination costs are comparatively
low, reflecting the lighter governance
architecture required for a conditional
regime. However, costs increase over time

as covered researchers increase their
research output. Potential R&I impact also
grow over time, though they remain limited
relative to the mandatory pathway, reflecting

reduced disruption to low-risk research and
commercial activity.

On the benefit side, the conditional pathway
delivers measurable reductions in both
accidental misuse and malicious attacks, with
benefits increasing over time as conditional
triggers are refined, data quality improves

and coverage expands. Nevertheless, total
benefits remain lower than under a mandatory
regime, reflecting incomplete coverage and
residual risk in unscreened segments of the
market. As with the mandatory pathway,
benefits associated with attack reduction are
characterised by wide confidence intervals,
underscoring the inherent uncertainty

linked to rare but high-impact events. The
conditional policy only stops 6 per cent [0.02;
0.11] of attacks. Overall, the net direct benefit
to the EU is positive under central estimates
across all years modelled, though confidence
intervals indicate that outcomes are more
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sensitive to assumptions than under the timely escalation mechanisms. Taken

mandatory pathway, particularly in the early together, the results position the conditional
years of implementation. This suggests that pathway as a lower-cost, lower-coverage
while a conditional approach can deliver option that may be attractive as a transitional
net societal benefits at lower upfront cost, or complementary approach, but with more
its effectiveness is more dependent on the limited long-term risk reduction compared to
accuracy of risk-based triggers, consistent mandatory enforcement.

enforcement across member states and

Table 4. Annual costs and benefits over ten years of a conditional policy approach of all synthetic
nucleic acids >50bp bought and sold in the EU (€ millions)

EU administration and
coordination 0.8[0.48,1.28] 0.9[0.54,1.44] 1.2[0.7,2] 0.9610.52, 1.66]

Member state
enforcement and
oversight 1310, 16] 1411, 18] 1913, 25] 15011, 23]

Compliance costs to

research actors 2810, 56] 3111, 64] 42 (14, 85] 3411, 69]
Provider screening 22 [3, 64] 334, 103] 551[6, 169] 371[4,119]

,3 R&l impact 30 [2, 95] 4513, 144] 77 [5, 245] 51[3,170]

8 Total cost to EU 94 [43,177] 120 [50, 260] 190 [70, 440] 140 [50, 300]
Accident reduction 350 [20, 1330] 50020, 1960] 800 [30, 2990] 550 [20, 2190]
Attack reduction 290 [20, 1050] 360[20,1350]  470[20,1800]  370[20, 1410]
Total benefit to EU 1300 [100,

8 640 [40, 2280] 850 [50, 3090] 4500] 920 [50, 3390]

‘g Net direct benefit to EU 1100 [-100,

m 550 [-50,2200]  730[-70,2970]  4400] 780 [-70, 3250]



Figure 3. Conditional costs and benefits: box 25t to 75t percentile, whiskers 5% to 95" percentile
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4.5.3. Voluntary screening costs and
net benefits

Finally, under a voluntary approach (Table

5, Figure 4), total annual costs to the EU are
markedly lower than under both conditional

and mandatory pathways across all years
modelled. Costs are dominated by member
state enforcement and oversight and
compliance costs to research actors, though
these remain limited compared with the
previous two scenarios due to the absence of
binding obligations. Provider screening costs
are comparatively small and reflect partial
participation among market actors. EU-level
administration and coordination costs are
minimal, consistent with a facilitative rather than
regulatory role. Estimated R&I impacts are also
modest, reflecting limited disruption to research
activity and commercial synthesis markets.

In terms of benefit, the voluntary pathway
delivers incremental reductions in accidental

misuse and malicious attacks, with benefits
increasing over time as voluntary participation
expands and good practice diffuses across
the sector. However, total benefits remain
substantially lower than under the conditional
and mandatory regimes, reflecting uneven
coverage and the persistence of unscreened
transactions. The voluntary policy only stops 1
per cent [0.00; 0.03] of attacks.

Overall, central estimates indicate a positive
net direct benefit to the EU across all years
modelled, driven by low implementation costs
and modest risk reduction gains. However, the
breadth of the confidence intervals suggests
that outcomes under a voluntary approach
are highly uncertain and more vulnerable to
under-performance if uptake remains limited
or fragmented across member states. Taken
together, the results suggest that while a
voluntary pathway may offer a low-cost,
low-burden option, it delivers more limited
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and less reliable risk reduction than either
conditional or mandatory enforcement and is
therefore best suited as an interim measure

opean Union

or complementary baseline rather than a
standalone long-term policy solution.

Table 5. Annual costs and benefits over ten years of a voluntary policy approach of all synthetic
nucleic acids >50bp bought and sold in the EU (€ millions)

o7 aos aose weage

Costs

Benefits

EU administration and

coordination

Member state

enforcement and

oversight

Compliance costs to
research actors

Provider screening

R&l impact

Total cost to EU
Accident reduction
Attack reduction

Total benefit to EU

Net direct benefit to EU

0.2310.12,
0.38]

9.2[5.9,12.7]

145, 28]
5[0.4,16.5]
0.7910,2.19]
2916, 47]
65 [0, 288]
58 [-1, 236]
1200, 530]
93 [-35, 487]

0.26 [0.14,
0.43]

10[7,14]

16 [5, 32]
7.110.5,24.1]
1.2[0,3.2]
35[18, 60]
92 [0, 423]
72 [-2,307]
160 [0, 700]
130 [-40, 660]

0.34[0.18,
0.58]

14 (8, 20]

217,43
121, 42]
2.110,5.3]
49 (23, 89]
150[0, 700]
95 [-2, 442]
240 [0, 1030]
190 [-50, 970]

0.27[0.14,
0.49]

117,17

17 [5, 35]
7.910.5,27.7]
1.4[0,3.7]
38[18,72]
100 [0, 450]
75[-2,325]
18010, 770]
140 [-40, 720]



Figure 4. Voluntary costs and benefits: box 25th to 75th percentile, whiskers 5th to 95th percentile
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4.6. Breakeven analyses

As shown in the tables and graphs above,
there is much uncertainty in the results. Many
key variables about the state of the world

and the policy’'s impact come from expert
forecasts. In this section, we conduct a
breakeven analysis for several of the variables
that drive the uncertainty, showing what they
would have to be for mean expected net
benefits to be zero (keeping the distribution of
other variables the same).

For all of these breakeven analyses, the
target variable is the 2036 net benefits of the
mandatory policy.

The annual chance of a large-spreading event
in 2027 is a lognormal [1 per cent; 1.5 per cent]
in our model. If it is less than 0.06 per cent,

i.e. the mean of the expert forecasts is more
than an order of magnitude too high, then the
policy fails a cost—benefit test. Most of the

simulations where the net benefits are negative
happen when a low value is drawn from this
risk distribution.

We model a large-spreading event as

causing between €12 trillion and €28 trillion

of monetised harm to the EU, based on the
costs of COVID-19. If the expected costs of the
events stopped by this policy are less than €1
trillion, it fails a cost—benefit test.

If the compliance rates of the mandatory policy
are less than 20 per cent, then it will fail a cost—
benefit test.

If the mandatory policy causes more than 11
per cent of current research to stop or move
outside the EU (vs our 0.6 per cent estimate),
then its costs are higher than its benefits.

For more details about key variables and how
they change the results, see Annex A.2: Key
variables and sensitivity analysis.



42

Cost—benefit analysis for synthetic nucleic acid sc

4.7. Cost—benefit assessment of
synthesis screening in the EU

In comparing the net benefits of different policy
enforcement pathways, it is evident that the
mandatory approach delivers the greatest

cost savings (Figure 5). This approach delivers
by far the greatest net benefits and the most
comprehensive risk reduction, representing the
most economically efficient option to minimise
systemic risk at the EU level. Overall, the analysis
indicates that stronger enforcement mechanisms
generate disproportionately higher benefits
relative to costs. While the voluntary pathway
offers minimal value, the conditional pathway
provides a cost-effective intermediate solution,
with the mandatory pathway maximising net
societal benefits and delivering the strongest
economic case where proportionality and
implementation capacity permit.

Across all years, the mandatory pathway
delivers the largest total and net benefits,
reflecting its broader coverage and stronger
enforcement (Figure 5). In the baseline year,
mandatory screening generates the highest total
benefit, driven by substantial reductions in both
accident and attack risks. However, this pathway
also incurs the highest costs, particularly for
providers and research actors, which remain
materially larger than under the conditional or
voluntary approaches. Despite these higher
costs, the mandatory pathway consistently
yields the largest net direct benefit, indicating
that the additional risk reduction achieved
outweighs the increased regulatory burden.

The conditional pathway occupies a clear
middle position. Total and net benefits under
this approach are lower than under mandatory
screening but significantly higher than under a
purely voluntary regime. While costs under the
conditional pathway are lower than mandatory
costs, there remains a large net difference in
the captured benefits between the mandatory
and conditional approaches.

The voluntary pathway delivers the
lowest absolute benefits, reflecting more

limited uptake and weaker incentives for
comprehensive screening. However, it also
entails the lowest costs by a wide margin,
leading to consistently positive, though smaller,
net benefits. In the baseline year, voluntary
screening already produces a meaningful net
gain, demonstrating that even low-burden
interventions can deliver value when targeted
at high-impact risks. That said, the gap in net
benefits between the voluntary and mandatory
approaches is substantial, underscoring the
limits of voluntary adoption in addressing
systemic biosecurity risks.

Comparing net benefits across pathways:

The incremental net benefit of moving from
voluntary to conditional screening is large
in every year, indicating strong returns to
modest increases in regulatory stringency.

The additional net benefit of moving from
conditional to mandatory screening is
positive but smaller in proportional terms,
as higher benefits are partially offset by
significantly higher costs.

Taken together, the results show a consistent set
of outcomes across the three policy pathways.
Mandatory screening delivers the highest total
and net benefits in every year, reflecting its broad
coverage and strong risk-reduction effects, and
remains economically efficient despite higher
implementation costs. The conditional pathway
achieves substantially higher benefits than a
voluntary regime while incurring lower costs
than mandatory screening, resulting in a net
benefit but with a high likelihood of displacement
effects in the EU market. Voluntary screening
yields the lowest absolute benefits but remains
cost-effective due to its limited burden. Across
all years, stronger enforcement is associated
with disproportionately larger welfare gains, with
differences in net benefits driven primarily by the
extent of risk reduction achieved. The stability of
this ranking over time indicates that the relative
performance of the pathways is robust and not
sensitive to discounting or temporal assumptions.



Figure 5. 2036 net benefits for each enforcement pathway
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Beyond the direct benefits accruing within the
EU, the analysis also considers the additional
value generated by the EU establishing a
regulatory precedent in synthetic nucleic acid
screening. EU-wide implementation is assumed
to signal regulatory leadership, increasing the
likelihood of international policy harmonisation
as other jurisdictions adopt comparable
enforcement pathways. This produces
incremental risk reduction benefits that extend
beyond the EU's immediate jurisdiction and are
captured as an additional ‘value of precedent’
component in the model.

As illustrated in Table 6 and Figure 6,
incorporating the value of precedent under a
mandatory approach results in a substantial
uplift by approximately 50 per cent, in both total
and net benefits relative to domestic impacts
alone. The additional benefits arise from
behavioural spillovers rather than assumed
policy harmonisation.

Conditional

Mandatory

Net benefits

The global gene synthesis market is relatively
concentrated, and members of the IGSC
collectively account for an estimated majority
of global synthesis capacity, with EU-based
providers representing a share of this total.

In such markets, suppliers often operate
internationally and may apply a single
screening protocol across their customer base
rather than maintaining jurisdiction-specific
processes. Several interviewees indicated that
many providers already operate screening
systems or support mandatory screening
requirements, partly due to liability, reputational
and operational considerations.

Under this mechanism, implementation

of mandatory screening in a major market
such as the EU could encourage suppliers to
extend similar practices to non-EU customers,
producing additional risk reduction outside the
EU even though the legal obligation applies
only within it. The resulting increase in benefits
reflects the potential propagation of operational
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standards through supplier behaviour rather
than formal global regulatory alignment.

These spillover benefits would not necessarily
entail proportionate increases in EU public
enforcement or compliance costs, as they arise
primarily from private operational decisions

by internationally active firms. However, the
magnitude of this effect is uncertain and
should not be interpreted as guaranteed global
adoption (Table 6). If firms instead respond
through relocation, regulatory arbitrage or
partial compliance, the spillover benefits
would be smaller. The precedent effect

should therefore be interpreted as a plausible
mechanism illustrated through scenario
analysis rather than a central forecast.

In quantitative terms, the inclusion of precedent
effects increases annual total benefits to

Table 6. Value to EU of precedent

ning in the European Union

approximately €4.3bn in 2027, €5.7bn in 2031,
and €8.2bn in 2036, expressed in discounted
terms (Table 6).

Figure 6 highlights that the precedent
component constitutes a material share of
overall benefits, as these additional gains are
not offset by EU-level costs. This suggests
the mandatory approach could deliver not
only strong domestic welfare gains, but also
systemic international benefits through its
influence on global biosecurity norms and
regulatory practice. From a policy perspective,
these results suggest that the EU’s choice of
enforcement pathway can have significant
spillover effects, strengthening the case for
more stringent intervention when leadership
and global risk reduction objectives are taken
into account.

Benefit with 6100 [400,
precedent 4300 [400, 14600] 5700 [400, 19400] 8200 [600, 29000] 22000]
Net benefit with 5400 [-200,
precedent 3900 [-100, 14300] 5700 [-200, 18500] 7200 [-500, 27700]  20700]

Figure 6 highlights that the precedent
component constitutes a material share of
overall benefits, as these additional gains are
not offset by EU-level costs. This suggests
the mandatory approach could deliver not
only strong domestic welfare gains, but also
systemic international benefits through its
influence on global biosecurity norms and
regulatory practice. From a policy perspective,

these results suggest that the EU’s choice of
enforcement pathway can have significant
spillover effects, strengthening the case for
more stringent intervention when leadership
and global risk reduction objectives are taken
into account.
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Chapter 5. Conclusions and
implications for EU policymaking

This study examined three pathways for
expanding synthesis screening of synthetic
nucleic acids in the European Union: voluntary
guidance, conditionality linked to EU funding
and procurement, and mandatory regulation.
Across all three approaches, the analysis
finds that increasing screening coverage
generates positive net societal benefits relative
to current practice. Even under conservative
assumptions and substantial uncertainty
surrounding low-probability, high-impact
biological events, the expected reduction in
harm exceeds the associated compliance,
enforcement and research-related costs.

However, the scale, distribution and robustness
of these benefits differ markedly across
instruments. Voluntary approaches deliver
modest net benefits at very low cost, primarily
through norm-setting and incremental uptake
among providers and research organisations
that are already engaged with responsible
practice. Conditional approaches, anchored

in EU research funding and procurement
frameworks, capture a substantially larger
share of potential benefits while limiting

costs to defined segments of the market,
particularly EU-funded research and its supply
chains. Mandatory regulation delivers the
largest total and net benefits, reflecting its
ability to achieve near-universal coverage,
reduce opportunities for evasion and address
collective action problems that arise in a
fragmented internal market.

A central finding of the analysis is the
non-linear relationship between screening
coverage and risk reduction. As screening
becomes more prevalent, expected benefits
increase disproportionately. This reflects both

direct effects, through the identification and
blocking of hazardous orders, and indirect
effects, through deterrence and reduced
availability of non-compliant supply channels.
These dynamics underpin the strong
performance of the mandatory pathway,
while also explaining why incremental moves
beyond purely voluntary uptake generate large
marginal gains, especially as international
screening practices rise.

At the same time, the analysis highlights
important trade-offs that are relevant for
policy design. Stronger instruments shift a
greater share of costs onto private actors,
particularly synthesis providers and research
organisations. While public administration
and enforcement costs remain small under all
options, compliance costs and research-related
frictions increase with regulatory intensity and
are unevenly distributed. Larger providers and
well-resourced institutions are generally better
positioned to absorb these requirements,
whereas smaller firms and research

groups may face higher relative burdens if
implementation is not designed effectively. R&l
impacts represent a large share of total costs
across all pathways, underscoring that the
effectiveness of screening policies depends
not only on whether screening is required,
but on how it is designed, implemented

and supported to minimise unnecessary
disruption to legitimate activity.

These findings have direct implications for

the consideration of synthesis screening
within the EU Biotech Act. The cost—benefit
evidence supports a clear economic rationale
for EU-level intervention, given the cross-
border nature of the synthesis market and



the scale of potential harm from misuse.
Mandatory screening requirements offer the
greatest potential welfare gains, provided
that implementation is proportionate, clearly
specified and aligned with existing practices
to manage compliance burdens.

Overall, the analysis indicates that synthesis
screening is a policy domain in which EU-level
action can deliver substantial net societal
benefits, particularly where instruments are

chosen and designed with careful attention

to implementation, proportionality and the
structure of the European R&I ecosystem.
These considerations should be reflected
explicitly in the Biotech Act impact assessment
alongside quantitative estimates of costs and
benefits, to ensure that policy choices are both
economically robust and operationally feasible.
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Annex A. Methods and limitations

A.1. Cost—benefit analysis

In the interest of transparency and accessibility,

we did all calculations on a Google Sheet,
which can be downloaded or copied. No coding
knowledge beyond intermediate spreadsheet
proficiency is required to audit, edit, replicate,
and extend the calculations. The full model can
be made available upon request.

This Annex will serve both as a user guide to
the sheet and a detailed methodology section.
We focus on the calculation structure because
the numbers are likely to change as new data
becomes available.

As with all mathematical models, full
understanding cannot come from the text
description. Reference to the equations in the
spreadsheet should be made by any users who
wish to understand how the variables relate

to each other. This text, and the descriptions

in the spreadsheet, are meant to help readers
understand and audit the maths.

A.1.1. Sheet structure

The sheet is designed to produce a Monte
Carlo simulation with no scripts (aside from an
optional script to automate the generation of
the probability-density-function graphs). Other
than the Readme and Rand tabs, and the tabs
with results graphs and tables, every tab has
the following structure:

Every column of the sheet is a different
variable. The calculations go from left to
right, starting with input variables, then a
mix of intermediate calculations and more
inputs, and finally the outcome variables
of interest.

The top three rows are the title, a citation
for the number if it is an input and a
second citation or notes cell. The fourth
row contains an additional plain language
description of the variable. Then there is a
fifth line for a reference number, to allow
for intermediate calculations without
adding a new column.

Then, there is a section that is either

the distribution for the input variables,

or the summary statistics for output. A
probability-density-function graph is shown
for all variables, to double-check the inputs
and help understand the shape of the
uncertainty of the outputs.

Then, there are 1,000 rows, each with
a different iteration of the simulation.
Each row takes one draw from all input
distributions and applies the same
calculations to them to produce one
sample output.

A.1.2. Inputs

If a column is an input, there is a drop-down
tab with the distribution, then space for its
parameters. There are six distributions used:

1. For a constant, the mean value is the
only input.

2. For normal and 3. lognormal, the mean
and standard deviation are input. (Note that
for lognormal distributions, this is not the
and o parameters.)

a. Results from scientific papers are usually
given as a mean and standard deviation,
without specifying the distribution, and

we used our judgment about whether the



underlying distribution is likely closer to
normal or lognormal. If it cannot be below
zero, then we always chose a lognormal
distribution.

3. For uniform distributions, the input
parameters are the min and max.

4. For triangular distributions, the inputs are
min, max and mode (the peak or ‘most
likely’ value).

5. For beta distributions, the inputs are min,
max and shape parameters alpha and beta.
We used this when we knew a distribution
would be bounded, but its shape is not
likely to be uniform or triangular.

A.1.3. Outputs

If the variable is an intermediate or final
output, then there is a mean and the 5" to 95"
percentile of results. Also, for outputs used in
the report, the Citation row is replaced with
code that displays the mean and, in brackets,
the confidence interval rounded to two
significant figures.

A.1.4. Policy tabs

To best understand the calculations, it is
helpful to start at the end, with one of the three
policy tabs, and then work backwards to see
what numbers went into it and then how those
subtotals were calculated, etc.

The Rand tab is full of random numbers
(uniformly distributed from 0 to 1). All Monte
Carlo analyses need a source of random
numbers to draw from the input distribution
when running scenarios. We use random draws
from this sheet rather than a function, for
performance and reproducibility.

The Voluntary, Conditional and Mandatory
tabs show the costs and benefits of the three
policy options.

First, we enter the projected costs of the
policy option.

Policy compliance costs

There are sections for estimated FTEs required
by various parts of the EU itself and member
states. These are multiplied by a cost per FTE
on the Globals tab to estimate the annual cost
to the EU and to member states.

Then, there are estimated compliance costs

for each type of researcher (i.e. gene sequence
customer), affected by the policy. These

are multiplied by estimated numbers from

the Globals tab to find the total cost. The
Conditional tab is slightly different, because this
policy only affects some researchers. It uses
the per-researcher costs from the Mandatory
tab but multiplies them by the percentage of
researchers expected to be affected.

Then there are the fixed compliance costs per
provider, which is multiplied by number of entities
from the Globals tab. The costs of conducting the
screening itself are calculated later.

The final cost is the Research Loss. This is
the sum of a variety of channels by which the
policy could reduce the number of synthetic
nucleic acid orders that are placed. For
example, the policy could make a small number
of legitimate researchers fear becoming
entangled with the legal system and therefore
impact their ordering behaviour via a ‘chilling
effect’. Also, the added money or time costs
may reduce the quantity demanded and cause
a ‘deadweight loss’. Research Loss is just the
percentage loss before orders are placed;

it does not include false positives from the
screening process, which are calculated later.

Policy benefits

Then, we enter the benefits of the policy.
These take the form of increased screening
and possibly changes in attacker behaviour.
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Screening will stop both accidents and attacks,
and these are calculated separately.

For each policy, we estimate the compliance
rate of that policy, i.e. the percentage of

EU orders that are screened. We use this

to calculate the percentage of currently
unscreened orders (the source of current

levels of risk) that would be screened. Most
benefits and costs are based on the change in
screening rates; we do not credit the policy with
any of the effects from the current voluntary
screening system.

The screening increase is multiplied by
screening effectiveness from the Globals tab to
estimate the percentage of baseline accidents
that would be flagged for review. This customer
or legitimacy screening would stop some
accidents, but it would not stop sequences
from being delivered to labs that are approved
to use them.

The total percentage accident reduction from
the policy is then: percentage of unscreened
orders now screened multiplied by the
screening effectiveness multiplied by the
percentage of accidents expected from labs
not cleared to use dangerous sequences. This
is then multiplied by the monetised annual risk
estimate from the Risk tab to find the annual
accident-prevention value of the policy.

Attacker logic

Our model of attacker behaviour (and its
effects) is:

1. Some percentage of attackers are naive.
They do not know about the policy, and
place the order at a random company. The
attack will be stopped if they place the order
at a company that screens, the sequence
screening catches the order and the
legitimacy screening returns a true positive.

2. Most non-naive attackers (i.e. those who
are aware of the policy) will first attempt to
find an EU company that does not screen.
They will gather information about some

screening in the £

number of companies. If they find a non-
screener, they will place the order there.
This process, even if successful, has a
small chance of stopping the attack, either
because of inferior materials received from
the unscrupulous company, or getting
caught in the search process, or due to the
search consuming attacker resources.

3. Some attackers that failed to source an
illicit EU supply will then attempt to import
sequences from a non-screener. The
process is similar: they search for some
number of non-screening companies and
place the order if they find one. This causes
a higher risk of failure due to search costs
or inferior materials.

4. Attackers who cannot find a non-compliant
supplier will split their order into smaller
sequences (50 bp or less), if they have the
technical capacity to do so. This process
also introduces a chance of attack failure.

5. Strategic attackers who do not succeed at
any of these workarounds are deterred and
abandon the attempt.

The total attack reduction is this deterrence,
plus the effectiveness loss of attackers who
engaged in the three workarounds. This is
reduced by the baseline attack reduction
from the Attacker tab and multiplied by the
monetised annual risk estimate from the Risk
tab to find the annual attack-prevention value
of the policy.

Policy screening costs

In addition to the fixed compliance costs,
providers will pay additional costs for each
sequence they screen. The percentage
increase in orders screened is multiplied by
the per-order screening cost from the Cost tab
and the annual number of EU orders from the
Orders tab.

For the Mandatory policy, this direct cost is
multiplied by an additional cost factor. When an
action that was previously voluntary becomes a



legal mandate, it accumulates legal review and
bureaucracy. Company owners and managers
must care much more about compliance and
implement corporate structures to enforce
compliance within their organisation. All of
this generates costs and reduces productivity,
multiplying the direct costs. Our estimate of
this multiple is in the Globals tab.

Then, monetised research costs are calculated
by adding up the research loss and the false
positives (orders flagged by sequence screening
and then not cleared by legitimacy screening)
and multiplying this by research loss per order
from the R&D Loss tab and the annual number
of EU orders from the Orders tab.

Policy net benefits

Total cost is the sum of EU costs, member
state costs, compliance costs to researchers,
total costs to providers and the loss in
scientific research.

Benefits are the sum of accident reduction
(percentage of unscreened orders now
screened * screening effectiveness *
percentage of accidents expected from labs
not cleared to use dangerous sequences)
and attack reduction (from the deterrence
probability in the ‘Attacker logic’ section).

We calculate net benefits for the EU’s actions
on orders originating within the EU and the
probability that benefits exceed costs. Then we
estimate the value to the EU of the precedent
that the policy sets. When worldwide screening
rates increase, orders from non-EU entities are
less likely to create an event that crosses into
the EU. This generates additional benefits to
the EU, without any costs to EU entities.

A.1.5. Attacker tab

The Attacker tab has the baseline attacker
values that the policy tabs default to.

It also uses the attacker logic to find the
chance that existing screening will catch an
attacker. This is subtracted from the attacker

logic result on each tab to find the attack
reduction of the policy, compared to baseline.

A.1.6. Risk tab

The Risk tab estimates the monetised risk to
the EU associated with several types of bad
events. It finds the total expected values of
various risk types (probability * impact) and
then the risk from EU-originating orders.

The overall structure of the sheet is:

First, there are common values (probability,
impact, expected value of harm). Each type
of incident is colour coded.

Then, there are values for accidents,
keeping the same colour coding, followed
by values for attacks. The probability is
split between accidents and attacks and,
for each type, we enter separate values for
the percentage of future risk that involves
the synthesis market and the expected
research drop in reaction to an event of
that type. This is multiplied together to
form an estimate of the monetised risk
from the market of that type of event.

Finally, we assign the risk to the different
order lengths, based on the risk allocation
by length, the percentage of worldwide
orders that are EU-originating and the
relative risk of EU orders, all from the
Globals tab.

For each type of risk, we:
1. Enter the annual probability of the event.

2. Enter or calculate, based on the cited
sources, the total monetised cost if the
event happens, including both economic
effects and monetised QALY losses.

3. Multiply these together for the expected
annual loss to the event.

4. Split the risk of the event between accidents
and attacks. For each of these, we:
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a. Enter the probability that the event
happens because of market orders of
synthetic nucleic acids.

b. Estimate the worldwide reduction in
biotech that would happen as a result of
such an event originating in the EU from its
synthesis market (accidents and attacks
would likely generate different reactions).

c¢. Multiply to find the expected annual loss
from that category due to the market.

Then, we add up the total expected cost from
all types of accidents, and all types of attacks.

A.1.7. Cost tab

The Cost tab has the current baseline costs
per order.

The sheet starts with data on automatic
sequence screening costs, percentages of
providers that screen and labour costs for both
junior and senior staff. The citations are listed
for each input.

We estimate the proportion of sequence and
legitimacy screening labour that requires senior
staff and use a weighted average to find the
expected labour cost, per minute, of sequence
and legitimacy screening.

For each type of flag, we have data on the
estimated time required for manual sequence
screening. We multiply by the wage rate to
find the expected cost if manual screening is
used. Then we calculate a weighted average
of manual and automatic costs to find the
expected sequence screening cost per order.

Similarly, we have data on the estimated time
required for legitimacy screening and multiply
by the expected per-minute cost to find the
legitimacy screening cost for each type of flag.

Different order lengths have different
probabilities of being flagged. We show that
probability from the cited sources, and for each
type of order, we calculate a weighted average
of the flag probabilities and their costs to find
the expected cost per order.

>Id screening In the E

A.1.8. Orders tab

The Orders tab collects data on the number
and value of synthesis orders in the EU and
worldwide, based on the cited sources. These
are used in later calculations.

Since all estimates of the size of gene and oligo
markets are given in revenue terms, converting
this into a calculation of the number of orders
required an estimate for the average price of
an order. This in turn required a detailed model
of the proportion of orders that fall into each of
the >200bp, 51-200bp and 31-50bp buckets,
the distribution of lengths of orders (in bp)
within each bucket and the distribution of price
per base pair.

A.1.9. World market tab

The World Mkt tab combines many estimates
of the worldwide market for genes and oligos.
Each iteration of the simulation chooses one
data source to pull from. These are used in the
Orders tab.

A.1.10. R&D loss tab

The R&D loss tab has two sections. The first
one simulates the value that is lost when
research is disrupted or sent outside the EU by
false positives, increased costs or regulatory
burdens or the chilling effect of screening.

There are four possibilities: the researcher or
developer could expend the effort to produce
the nucleic acid themselves, they could find
a noncompliant vendor, they could relocate
to a non-screening jurisdiction or they could
abandon the work.

The sheet starts with the value of outsourcing,
i.e. the effort that would be required to produce
the sequence in-house, based on the time and

expense to produce the given sequence length.

Then it calculates the location-specific
economic rent from research activities, i.e.
the benefits to the EU that would be lost if a
research organisation moved elsewhere to
avoid the regulation. This includes the lost



tax revenue, the lost wage premia and lost
agglomeration effects. Then, it calculates the
value of science. Biological research produces
a net present value to humanity of 50 to 300
times its cost (Clancy 2023) and we assume
that the EU benefits from this research based
on its proportion of world GDP.

Finally, there is simulation code that assigns
probabilities to each outcome and chooses one
outcome in each line of the sheet.

Event pausing research

One of the potential effects of a biological
accident or attack is public backlash against
biotechnology. Increased scrutiny, decreased
funding and talent choosing not to enter the
field could reduce future research and its
corresponding benefits.

The benefits of research flow across borders.
Therefore, we first estimated the worldwide
value and surplus of the future bioeconomy
that is enabled by current biotech research.
Then we estimated the value to the EU of this
research, the expected length of the pause and
the net present value of the lost research if a
research pause happens.

This value is used in the Risk tab for the
monetised harm of events, based on the
probability they cause a research pause.

A.1.11. Globals tab

The Globals tab has a variety of numbers
needed for later calculations, such as
population, GDP, exchange rates, the value of a
QALY, number of entities in the EU, productivity
losses due to regulation and estimates of how
risks are divided between sources.

Our analysis is the discounted expected
average values over the lifetime of the
policy. We expect that the policy will be
implemented in the late 2020s and last
about ten years before being updated. Most
global variables, like population and GDP, will

grow exponentially. Rather than separately
calculating out every year, which would
introduce complexity that reduces the ability

of stakeholders to audit our work, we use the
expected average value per year. At the relevant
growth rates, the average over ten years of
exponential growth is roughly the 2033 value.

Productivity losses

For the mandatory option, as with most
regulations, the indirect legal, productivity,
monitoring and verification costs resulting
from the regulation will be larger than the direct
compliance costs. The best source we found
for estimating this value is from Innovation,
Science and Economic Development Canada
(Tu 2020). We assume that Canada and the EU
are similar enough that the Canadian results
apply to the EU.

The report shows that ‘for every one percent
increase in Regulatory Compliance Cost
intensity, the firm'’s labour productivity declines
by 0.087 percent. We simplify the formula to
cancel out the effects of the firm size, showing
that the total productivity loss is the loss factor
of 0.087, multiplied by the new regulatory cost,
divided by the initial intensity of regulation
across the industry.

We estimated this initial regulatory intensity
variable (the current compliance costs divided
by revenues) to be 5 per cent [2 per cent; 10
per cent]. This means that indirect costs will be
roughly between 1 and 3 times the direct costs.

Flag rates

The proportion of orders that would lead to large
transmissible events that would be red-flagged,
yellow-flagged or green-flagged is also included.
(Note that this is out of orders actually placed
and attacks using sequences sourced from
non-compliant/overseas suppliers or which
evade screening by splitting are not included).
We assume that the vast majority of orders
come from known pathogenic sequences,
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which would be red-flagged. We assume there
is some residual probability that they come from
sequences that are from pathogens but that
have unknown function (i.e. yellow flags), but
that this is very small in line with the arguments
made in Godbold et al. (2025). Finally, another
small proportion are green-flagged because of
mis-annotations in databases or because of
evasion using Al. To address the latter point,

we assume that the policy will be adjusted to
promote continuing best practice in response to
such evasion, using defensive algorithms, as we
recommend in the main report.

Types of accidents

We assume that there are two main types

of accidents: accidents that occur due to
mistaken orders, and accidents that happen

in labs with good containment practices, but
which occur anyway. Mistaken orders are
dangerous experiments that are clearly not very
well thought-out (e.g. by amateurs not affiliated
with a legitimate lab), or accidental ordering of
the wrong sequence (e.g. using Al-generated
orders or human error). There is also a well-
documented but small rate of accidents which
occur even in legitimate labs that are subject
to stringent biosafety requirements (Berche
2025). These are called 'known dangerous
experiments’ in this tab, and it is assumed
screening will not prevent them.

EU-specific adjustments

We make adjustments to the risk to account
for the risk being specific to EU companies
by comparing other metrics which could be
used to allocate risk with the proportion of
global orders taken up by the EU market. For
accidents, we adjust upward to account for
the fact that a higher proportion of biosafety
level (BSL, standardised classification system
to describe the containment precautions
required to safely work with biological agents
and mitigate risks associated with exposure
and release) 3 and 4 labs are located in the EU,

compared to the proportion the EU takes up
of the world bioeconomy. This assumes the
number of BSL-3 and 4 labs is a good proxy
for the amount of dangerous experiments
happening. However, we do not adjust the
risk fully based on this metric, given that the
EU may also have better practices in these
labs compared to BSL-3 and 4 labs in other
countries. For attacks, we adjust downwards
based on the proportion of terrorist attacks
that have occurred in the EU (according to the
Global Terrorism Database).

A.2. Key variables and sensitivity
analysis

Here, we highlight several variables that drive
much of the variance in the model's results,
with some explanations when the reason for
the input's effect is not clear.

We present tables showing the top ten
elasticities (in absolute value) for each key
result. An elasticity value of 100 per cent means
that changing the input by some percentage
changes the output by that same percentage.

It is important to distinguish between structural
variables (e.g. market revenue) and uncertainty
variables (e.g. annual risk of an event). High
elasticity in structural variables is expected:

if the market is twice as big, both costs and
benefits double, but the ratio of benefits to
costs remains largely stable. High elasticity

in uncertainty variables indicates where our
assumptions are most ‘load-bearing’ for the
final recommendation.

A.2.1. Mandatory policy: 2036 costs and
benefits

Tables AT and A2 have data for the 2036 costs
and benefits for the mandatory policy. We
highlight the costs for the final year of the
10-year horizon period, to show sensitivity to
variables that affect growth rates.



Table A1. Sensitivity analysis showing the top ten variables to which the mandatory policy costs are
most sensitive in the cost—benefit analysis model

156%
103%
91%
91%
89%
74%
52%
52%
51%
48%

Mandatory
Orders
Cost
Mandatory
Cost
Orders
Cost

Cost
Globals
Cost

D
E
U
H

If screened, % of research allowed

Current EU synthesis market annual revenue (USS millions, 2024)
Probability of red flag

Compliance rates in EU

Legitimacy screening time (red flag, mins)

Percentage of oligo orders 51-200bp

Labour cost for basic orders (€ per minute)

Labour cost for senior staff (€ per minute)

Productivity loss factor

Proportion legitimacy orders need senior review

Note: The ‘Effect’ column signifies the percentage change in the outcome resulting from a percentage change in
the input variable (elasticity). The remaining columns show the spreadsheet tab, column and variable name in the
accompanying model to this report.

Table A2. Sensitivity analysis showing the top ten variables to which the mandatory policy benefits
are most sensitive in the cost—benefit analysis model

141%
100%
96%
96%
96%
91%
54%
51%
51%

49%

Mandatory

Globals

Globals

Risk

Risk

Globals
Mandatory
Globals
Globals

Risk

AQ

(@)

AJ

Compliance rates in EU

EU synthesis market (USS millions, 2024)

EU real GDP (€ billions)

Annual % human-caused large-spreading event (2027)
COVID-19 harm (2020 USS billions)

Global synthesis market (USS millions, 2024)

% capable of importing
Mistaken orders
EU accident risk multiple

Chance accident involves market

Note: The ‘Effect’ column signifies the percentage change in the outcome resulting from a percentage change in
the input variable (elasticity). The remaining columns show the spreadsheet tab, column and variable name in the
accompanying model to this report.
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A.2.2. Conditional policy: 2036 costs
and benefits

Tables A3 and A4 have data for the 2036 costs
and benefits for the conditional policy.

Table A3. Sensitivity analysis showing the top ten variables to which the conditional policy costs
are most sensitive in the cost—benefit analysis model

208%
82%
73%
53%
51%
44%
43%
42%
30%
25%

Conditional
Conditional
Orders
Cost

Cost
Orders
Globals
Orders
Orders

Cost

CJ
AL
B
AH
AB
BR

W
R
N
D

If screened, % of research allowed

Compliance rates in EU

Current EU synthesis market annual revenue (USS millions, 2024)
Probability of red flag

Legitimacy screening time (red flag, mins)

Percentage of oligo orders 51-200bp

Discount rate

Oligo (all lengths) price per bp (USS)

Size of 31-50bp oligos

Labour cost for basic orders (€ per minute)

Note: The ‘Effect’ column signifies the percentage change in the outcome resulting from a percentage change in
the input variable (elasticity). The remaining columns show the spreadsheet tab, column and variable name in the
accompanying model to this report.

Table A4. Sensitivity analysis showing the top ten variables to which the conditional policy benefits
are most sensitive in the cost—benefit analysis model

150%
129%
121%
100%
96%
95%
95%
91%

Conditional
Conditional
Attacker
Globals
Globals
Risk

Risk
Globals

AL
AZ
J
AQ

AR

Compliance rates in EU

% attempt to find EU non-screener

% attempt to find EU non-screener

EU synthesis market (USS millions, 2024)

EU real GDP (€ billions)

Annual % human-caused large-spreading event (2027)
COVID-19 harm (2020 USS billions)

Global synthesis market (USS millions, 2024)
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65% Globals AK  Mistaken orders
65% Globals AO  EU accident risk multiple
Note: The ‘Effect’ column signifies the percentage change in the outcome resulting from a percentage change in

the input variable (elasticity). The remaining columns show the spreadsheet tab, column and variable name in the
accompanying model to this report.

A.2.3. Voluntary policy: 2036 costs
and benefits

Tables A5 and A6 have data for the 2036 costs
and benefits for the voluntary policy.

Table A5. Sensitivity analysis showing the top ten variables to which the voluntary policy costs are
most sensitive in the cost—benefit analysis model

Effect Tab Col Name

223%  Voluntary CF If screened, % of research allowed

131%  Voluntary AH Compliance rates in EU

103%  Orders B Current EU synthesis market annual revenue (USS millions, 2024)
101%  Cost AH Probability of red flag

99% Cost AB Legitimacy screening time (red flag, mins)

85% Orders BR Percentage of oligo orders 51-200bp

71% Cost D Labour cost for basic orders (€ per minute)
71% Cost E Labour cost for senior staff (€ per minute)

68% Cost H Proportion legitimacy orders need senior review
63% Globals AA Real rate of increase in fixed costs

Note: The ‘Effect’ column signifies the percentage change in the outcome resulting from a percentage change in
the input variable (elasticity). The remaining columns show the spreadsheet tab, column and variable name in the
accompanying model to this report.

Table A6. Sensitivity analysis showing the top ten variables to which the voluntary policy benefits
are most sensitive in the cost—benefit analysis model

T R

291%  Attacker J % attempt to find EU non-screener
290%  Voluntary AV % attempt to find EU non-screener

218%  Voluntary AH Compliance rates in EU
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ning in the European Union

EU synthesis market (USS millions, 2024)

Annual % human-caused large-spreading event (2027)

100%  Globals

96% Globals C EU real GDP (£ billions)
95% Risk ©

95% Risk D

93% Voluntary  BA
91% Globals AR

62% Globals AK Mistaken orders

COVID-19 harm (2020 USS billions)
% capable of importing

Global synthesis market (USS millions, 2024)

Note: The ‘Effect’ column signifies the percentage change in the outcome resulting from a percentage change in
the input variable (elasticity). The remaining columns show the spreadsheet tab, column and variable name in the

accompanying model to this report.

A.3. Desk research

Desk research was undertaken to update
model inputs and to address data gaps,
including information on market size, screening
practices, regulatory environments and relevant
behavioural assumptions.

A wide range of sources was assessed, with
greater weight assigned to data produced

by reputable organisations and authoritative
bodies, including public institutions, regulators
and established international organisations.
However, given the significant data gaps and
uneven reporting that characterise this field, no
potentially relevant information was excluded
a priori. Instead, all available evidence was
considered and evaluated in light of its source,
scope and methodological limitations.

For each key data point, multiple independent
sources were reviewed wherever possible.
This triangulation enabled the development
of bounded data ranges, rather than single
point estimates, which were incorporated
into the model to reflect uncertainty and to
capture the full range of plausible outcomes.
Where sources diverged, minimum, maximum
and central estimates were derived to ensure
that model outputs remained robust under
alternative assumptions.

Where empirical data were limited or
unavailable, informed assumptions were
developed based on analogous regulatory
regimes and expert judgement. These
assumptions were tested through sensitivity
analysis within the model.

Al-assisted web searches were conducted to
determine relevant regulation, directives and
guidance detailing select EU-level mandatory,
conditional and voluntary governance
approaches providing precedent and insight
into potential synthesis screening regulatory
frameworks. Analysis of legislation was
supported by the application of large language
model (LLM) tools to identify and summarise
relevant articles (outlining key regulatory
requirements and areas) within the texts. The
flow-down of EU-level measures to the member
state-level in terms of responsible bodies and
mechanisms for adoption and monitoring
compliance was scoped out using Al assisted
web-searching, with the results manually
validated, supplemented and analysed.
Implementation appraisal reports and impact
evaluations describing the impact and
effectiveness of key analogous regulation was
also evaluated to determine successes and
limitations which may inform the development
of synthesis screening measures. Analogous
regulatory areas researched are shown in the
table below (Table A7).



Table A7. Analogous research areas researched for the three pathways

Marketing and use of explosive precursors Regulation
Mandatory Anti-money laundering Directive
Export control and dual-use Regulation
" FP9/FP10 Horizon Europe :
Conditional : Regulation
International Procurement Instrument
Code of Conduct for Responsible Nanosciences o .
Voluntary Commission Recommendation

and Nanotechnologies Research

A.4. Stakeholder interviews and database

Table A8. Summary of stakeholder interviews including stakeholder type, country of stakeholder,

number of interviews and interview characteristics

Stakeholder type Country Number of interviews Interwew/ Ipterwewee
characteristics

European Commission N/A

. Austria, Netherlands,
Provider

Germany
User Germany
Other France

Initial scoping interviews were set up via
Microsoft Teams and conducted with EU
commission stakeholders within various
Director-General departments. These
discussions sought to gain a deeper
understanding of the specific positions of each
department in relation to synthesis screening,
particularly what they deemed of the most
concern. For example, one department raised
chemical, biological, radiological (CBR) risks

Representatives from
DG RTD, DG SANTE, DG

6 HOME and DG HERA

interviewed for scoping
discussions

2 oligonucleotide

3 providers and 1 gene/

oligo provider

Representative from
1 university research
centre

Biosecurity and
1 synthetic nucleic acid
screening expert

as particular concerns whereas another raised
economic and R&D-related risks.

One of the main aims of the project

involved engaging with synthesis screening
stakeholders across Europe including
providers of synthetic nucleic acids. An
internal database of synthetic nucleic acid
providers globally was created based on
information from stakeholders such as the
Organisation for Economic Co-operation and
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Development, IBBIS and Sentinel Bio, and by
merging various other data sources through
online searches. Some of the relevant final
information within the database included the
name of the providers, the custom nucleic acid
product type (genes, oligonucleotides, both
genes and oligonucleotides or other nucleic
acids such as mRNA, vectors, etc.), if they
were a member of IGSC and the country of
their headquarters. The level of confidence in
these organisations to be providers of these
services/products and any relevant additional
notes such as references to screening
guidelines on websites were also noted. Based
on this global internal database, a filtered list of
providers across Europe, with a focus on those
in France, Germany and the Nordic countries,
was determined. A shortlist of providers was
created, and they were invited to participate

in a virtual (Microsoft Teams), 45-minute
interview for this project. A participant sheet
with the interview purpose and data protection
statements was provided. Participant consent
was verified via a reply to our email invitation
confirming interview participation. The
participants were informed before that the
interviews would be recorded and that the
recording and transcripts would be deleted at
the end of the project. Interview protocols were
also drafted carefully (see Annex A.5.) to allow
for both qualitative and quantitative inputs

for the cost—benefit analysis. Three provider
interviews were conducted; one provider was

a member of the IGSC and one provider had
referenced the US screening guidelines on their
website.

Besides providers, two other interviews were
conducted, including one with a biosecurity
expert with expertise in synthesis screening
tools and one with a user of synthetic
nucleic acids (i.e. researchers from public
research institutions and labs) for their
views on screening. A total of 5 interviews
were conducted, and notes were taken at

screening in the £

all interviews, to add supporting evidence
statements throughout this report.

A.5. Interview protocol

The interview protocol below was drafted for
the virtual interviews conducted via Microsoft
Teams throughout the project. Variations of the
protocol were used for different stakeholder
groups and individuals (e.g., providers, users,
regulators and biosecurity experts) to account
for the variation in expertise.

Interview guide:

1. Current screening practice: Do you
currently screen orders? If so, how do you
currently screen orders (automated vs
manual)? What proportion of orders are
screened? What lengths do you screen?

2. Screening cost and time: Roughly
how much staff time (minutes)
is required per order type? What proportion
is done by senior vs junior staff?

3. Current ordering practices: How often do
you order synthetic sequences and through
which types of providers (EU vs non-EU)?
What tasks are involved before placing an
order (approvals, KYC submission etc.)?

4. Flag rates: How often do you encounter red
flags (and yellow, if your system uses
them) and what triggers them most
commonly?

5. Delays and rejections: How frequently do
you flag orders for review, i.e. for what
proportion of orders do you follow up with
the customer because of concerns about
the sequence? Of those, what percentage
end up being rejected, or abandoned
because the customer does not follow up?

6. Response to rejection: If you submitted
an order that was rejected after screening,
how would you respond? Does this change
for type of nucleic acid product?



10.

11.

12.

13.

14.

15.

Customer legitimacy screening: What
checks do you perform on customers if
an order is flagged (KYC, documentation,
verification)? How long does this process
take typically?

Tools: What automation systems or
software do you use for screening and
what are their costs or limitations?

Compliance readiness: How would
your operations change if screening
was (a) voluntary, (b) Horizon Europe
funding conditional, or (c) mandatory?

Scenarios: Which of the approaches to
screening (voluntary, conditional and
mandatory) would best balance security
and research efficiency from your
perspective?

Training and procedures: How much
time would it take a senior staff member
to learn the details of the rules and write
a procedure to ensure compliance? What
training or communication would staff
need to comply with a new screening rule
and how long would training take?

Cost to customers: What is the current
cost per order? How much does it cost to
screen? If screening obligations increased,
how much would you expect costs per
order to rise for customers?

Productivity impact: Would mandatory
regulation introduce significant internal
compliance overhead? If yes, what kind
(reporting, audits, legal)?

Cross-border orders

and non-EU providers: How much of your
business is with clients outside the EU and
how might they react to EU-only screening
rules?

Research chilling effect
(observation): Have you noticed
researchers changing their behaviour due

to screening concerns (e.g. fewer orders,
switch to other providers)?

16. Future outlook: Do you foresee screening
costs decreasing with technology
improvements or increasing due to
compliance intensity?

17. Distinct entities: Do you know how many
distinct entities in the EU ever order
seqguences”?

18. Average orders: Among all customers,
what is the average number of annual
orders per customer?

19. Annual industry growth rate: \What do you
expect the annual industry growth rate to
be for the next 20 years? Is that different
for gene and oligo orders?

20. Other effects: Is there anything we have
not talked about that we should consider?

A.6. Limitations

While this study provides many useful insights,
the following limitations should be considered
while interpreting the findings. First, a limited
number of stakeholder interviews were
conducted, with only three provider interviews,
one screening expert interview and one

user interview, due to constraints in project
timelines and limited responses to outreach.
Therefore, these views are not representative
of the sector stakeholders. Further interactions
with stakeholders to discuss their views on
screening practices should be considered.
Secondly, the CBA model contains a range

of uncertainties given a lack of structured
datasets on the market and on providers of
synthetic nucleic acids, and these are all clearly
stated in the modelling framework. Other
considerations such as sensitivity testing,
non-linear scaling (e.g. diminishing marginal
compliance cost per order) and segmenting
costs by SME vs large providers could not

be measured to the full extent due to project
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timeline and budget constraints. Thirdly,

the estimates of benefits in the model are
conservative. The actual benefits could vary
depending on the nature of risks that emerge in
the absence of screening, and on factors such
as threat actors and intent, which we do not
model in this study.





