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A Defense-in-Depth Biosecurity Strategy for the AI Era
The intersection of AI and biology (AI x Bio) is advancing rapidly, offering great promise but raising a serious concern: AI could lower 
the barriers to developing dangerous pathogens. RAND researchers developed a comprehensive, layered strategy to make misuse 
harder, more visible, and less attractive for all actors, from low-resource individuals to sophisticated groups.

Disrupt materials access

4.	 Biological precursor screening
	 Expand mandatory screening and customer  

vetting to any provider of biological materials that can 
be misused

Manage access to dangerous and  
dual-use information

1.	 Development of tamper-resistant safeguards  
for open-weight AI models�

	 Integrate technical controls during model  
development to prevent models from being misused

2.	 Protection of sensitive biological data
	 Manage access to high-risk biological datasets  

to prevent unauthorized use

3.	 Access control platforms for dual-use AI models  
	 Apply tiered access architectures for highly  

capable AI models so responsible users can  
leverage them for beneficial purposes

Deter nefarious activity

5.	 Pathogen early-warning systems
	 Deploy environmental and other forms of passive 

surveillance to enable the rapid detection of  
emerging biological threats

6.	 Bioattribution and forensics
	 Develop digital and physical methods to detect 

signatures of biological engineering and discern the 
provenance of emerging pathogens

7.	 Demonstrated rapid response and  
consequence mitigation

	 Exercise and demonstrate systems that can  
quickly detect, respond to, and limit the impact  
of any biological threat

Detect misuse signals proactively

8.	 Centralized AI x Bio information-sharing nexus
	 Create a central entity to collect and analyze misuse 

signals across the AI x Bio ecosystem to enable 
coordinated detection and intervention

9.	 Real-time monitoring and reporting of misuse
	 Establish privacy-preserving monitoring  

infrastructure to detect and refer misuse of  
AI systems

Participate in misuse signal sharing;  
exercise misuse detection and referral

Build incident-response teams and 
tools to proactively monitor and detect 
signals of misuse; report concerning 
behavior, as appropriate

What Role Could  
AI Leaders Play?

Nine Mutually Reinforcing  
Mitigations in a Layered Strategy
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Fund the development of secure platforms 
to reduce unauthorized access and the use of 
high-risk biological datasets; implement biological 
data-protection levels at relevant organizations

Test and implement open-weight 
safeguards to determine the technology’s 
feasibility

Create and manage trusted-access 
programs and platforms for models with 
high biological misuse potential

Leverage AI systems to make screening 
methodologies resilient to AI-enabled 
obfuscation and design novelty

Use AI systems to improve anomaly 
detection and threat characterization  
in early-warning systems

Advance biological attribution 
technologies; maintain AI logs and records 
to aid in digital forensic pre- and post-
incident investigations

Responsibly accelerate medical 
countermeasure research, including 
rapid-platform technologies and 
pathogen-agnostic approaches

CONSIDERATIONS FOR INDUSTRY

Biological Risk Pathway
Stages Addressed in the
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