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Preface

This report summarizes a framework and process to characterize and compare potential
game-changing technologies based on the operational advantage that they might be able to
provide, given specific technological capabilities and concepts of operation or implementation.
The report provides a demonstration of the framework applied to five technology areas suggested
by the U.S. Air Force: hypersonics, directed energy, autonomy, unmanned systems, and quantum
information science. The framework has the potential to help prioritize investments in new
capabilities.
The research reported here was commissioned by the Air Force Research Laboratory and
conducted within the Resource Management Program of RAND Project AIR FORCE as part of a
fiscal year 2019 project Systematic Method for Prioritizing Investments in Game-Changing
Technologies.

RAND Project AIR FORCE
RAND Project AIR FORCE (PAF), a division of the RAND Corporation, is the Department
of the Air Force’s (DAF’s) federally funded research and development center for studies and
analyses, supporting both the United States Air Force and the United States Space Force. PAF
provides the DAF with independent analyses of policy alternatives affecting the development,
employment, combat readiness, and support of current and future air, space, and cyber forces.
Research is conducted in four programs: Strategy and Doctrine; Force Modernization and
Employment; Workforce, Development, and Health; and Resource Management. The research
reported here was prepared under contract FA7014-16-D-1000.
Additional information about PAF is available on our website:
www.rand.org/paf/
This report documents work originally shared with the DAF on September 10, 2019. The
draft report, issued on September 10, 2019, was reviewed by formal peer reviewers and DAF
subject-matter experts.
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Summary

Issue
The current economic and technological environment requires making difficult choices about
technology investments. Technologies that might be critical to meeting the enduring challenges
faced by the Department of the Air Force (DAF) are proliferating and developing at an
accelerating pace. In some cases, these technologies have dual-use applications that are the focus
of commercial activity in the United States and abroad. Current and potential adversaries,
especially those with near-peer capacity, are developing increasingly robust capabilities to
challenge U.S. dominance. U.S. government and civilian organizations face budget constraints
that will require choices to be made about which of the gamut of technologies to invest in to
meet these challenges. A systematic method of comparing and evaluating technology options to
ensure that limited resources are invested wisely is needed.

Approach
RAND researchers developed and demonstrated a systematic Evaluation and Comparison
Process (ECP) framework that selects and compares potential game-changing technologies
(GCTs) based on their importance in addressing the DAF’s enduring challenges. The ECP
framework uses best available data and subject-matter expertise to estimate and compare
individual GCTs and their synergistic combinations with respect to the three metrics needed for
investment strategy development: (1) benefit, as measured by operational advantage resulting
from analysis, modeling, or simulation in realistic scenarios; (2) feasibility of sustainable
implementation, as measured by estimates of remaining technical and implementation problems
and progress toward solving them; and (3) estimates of life-cycle costs based on experience with
existing and budgeted programs. These three metrics for each GCT are visualized on an enduring
challenge “canvas” that allows direct comparison of the absolute and relative benefits,
difficulties, and likely cost of developing and implementing these technologies to address this
challenge. Canvases for different enduring challenges can be combined or rolled up to identify
which technologies are most important in scenarios that involve these challenges in different
ways.

Steps in the Process
Execution of the ECP framework requires six steps:

vii

1. Decide which potential GCTs to examine in greater detail, assessing each for its proposed
role as a game changer. This initial step identifies the full range of GCTs that appear to
have potential for new and disruptive effects.
2. For each potential GCT, develop applications that include specific capabilities and
concepts of operation or implementation. Each should involve either a step change in
existing capabilities or the capability to do something entirely new.
3. Assess the ability of each of the considered GCT applications to address enduring
challenges. At this stage, the relative importance of each GCT application (or synergistic
combination of GCT applications) under consideration to each mission goal or enduring
challenge needs to be evaluated.
4. Conduct a deeper analysis (e.g., modeling or simulations) of a subset of GCTs assessed in
the previous step to assess their potential to address major mission objectives or enduring
challenges—the actual operational advantage that can be expected in a real-world
situation.
5. For each GCT application (or combinations) showing an operational advantage in Step 4,
estimate its measure of confidence in implementation (MOCI). MOCI is the product of
separate estimates by subject-matter experts of confidence in overcoming technical and
implementation challenges specific to that GCT.
6. Display comparable results for GCTs in a two-dimensional canvas also conveying cost
estimates for the development, implementation, and sustainment required for each GCT
application to achieve the operational advantage in Step 4.

Demonstration
We demonstrated the ECP framework for the enduring challenge of air base defense, which
produced the canvas comparing six GCT applications (see Figure S.1):
Figure S.1. Demonstration Canvas for Air Base Defense
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NOTE: LCAAT = low-cost attritable aircraft technology.
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1. Introduction

The current economic and technological environment requires making difficult choices about
technology investments. One challenge is that technologies that may be critical to meeting
enduring military challenges are proliferating and developing at an accelerating pace. This
includes technologies that have dual-use applications and are the focus of commercial activity in
the United States and abroad. Another challenge is that current and potential adversaries,
especially those with near-peer capacity, are developing increasingly robust capabilities to
challenge U.S. dominance.1 At the same time, U.S. government and civilian organizations face
budget constraints that will require choices to be made about which of the gamut of technologies
to invest in to meet these challenges. How are we to evaluate and compare advanced
technologies that may have “game-changing” potential (i.e., may cause disruptive change in
capabilities or means of operation in civilian or military spheres)? Focusing resources on
technology applications that might have the greatest impact—and fewer resources in those that
may not—could maximize the value of such investments. This report summarizes an effort by
RAND Project AIR FORCE to develop and demonstrate an Evaluation and Comparison Process
(ECP) framework that organizations can use to evaluate and compare potential game-changing
technologies (GCTs) to make a preliminary determination about where to best invest limited
resources. In this context, we do not make recommendations about specific investments but
provide a systematic approach to making those recommendations. Although developed for the
U.S. Air Force (USAF), the ECP framework should be of use to U.S. government mission
agencies and private sector organizations also confronted by the need to support missions and
goals technologically but also many alternatives (and constrained budgets) for doing so.

Description of the Evaluation and Comparison Framework
In developing the ECP framework, we used five potential GCTs to test and the refine the
approach. The ECP framework and process proceed through the following steps:
1. Decide which potential GCTs to examine in greater detail, assessing each for its
proposed role as a game changer. This initial step identifies the full range of GCTs that
appear to have potential for new and disruptive effects in important areas and therefore
are good candidates for in-depth analyses in what follows. This step could include a
survey of existing and developing technological capabilities with game-changing
potential drawing from studies, scientific and technical literature, and planned and
ongoing research and development efforts. Additionally, this step would require the input
1

For example, see U.S. Department of Defense, Summary of the 2018 National Defense Strategy of the United
States of America: Sharpening the American Military’s Competitive Edge, Washington, D.C., 2018.
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2.

3.

4.

5.

6.

of subject-matter experts and decisionmakers to consider both capabilities and concepts
of operation or implementation with the potential to provide new and potentially
disruptive effects in plausible future scenarios or when addressing critical challenges.
For each potential GCT, develop applications, including specific capabilities and
concepts of operation or implementation; consider which important and enduring
challenges those applications could address. Each of these GCT application concepts
should involve either a step change in existing capabilities or the capability to do
something entirely new, either because of inherent capabilities or the accompanying
concepts of operation or implementation. This could include an entirely new way of using
an existing capability and/or synergistic use of different existing and new capabilities.
Assess the ability of each of the considered GCT applications to address important
and enduring challenges. At this stage, the relative importance of each GCT application
(or synergistic combination of GCT applications) under consideration to each mission
goal or enduring challenge needs to be evaluated.
Conduct a deeper analysis (e.g., modeling or simulations) of a subset of GCTs
assessed in Step 3 to assess applications’ potential to address major mission
objectives or enduring challenges. Use analyses, models, or simulations to exercise all
potential GCT applications under their proposed concepts of operation or
implementation; validate the actual operational advantage that could be expected in a
real-world situation.
For each GCT application (or combinations) showing an operational advantage in
Step 4, estimate its measure of confidence in implementation (MOCI). MOCI is the
product of two factors: Technical confidence (TC), which is a measure of the feasibility
of overcoming remaining technical challenges, and implementation confidence (IC), a
measure of the feasibility of overcoming remaining implementation challenges. These
factors should be estimated separately by subject-matter experts. These two challenges
are quite different and need to be considered independently. Both must be overcome to
achieve the level of performance that was revealed to be the validated operational
advantage.
Display comparable results for GCTs (and combinations) in a two-dimensional
canvas that also conveys cost estimates for the development, implementation, and
sustainment required for each GCT application to achieve the operational
advantage in Step 4. Each GCT (or combination) is represented along the vertical axis at
the point measuring its operational advantage (taking into account uncertainty in the
analyses, models, and simulations), while the horizontal axis represents its MOCI value,
reflecting the feasibility of overcoming the remaining technical and implementation
challenges to achieve the operational advantage. A rough order-of-magnitude estimate of
the cost to develop, implement, and sustain the GCT or combination determines the size
of a circle placed at its x-axis and y-axis coordinates.

Figure 1.1 is a representation of such a canvas comparing the results of the ECP for several
GCT applications and combinations. The bars represent uncertainty ranges, and the hyperbolic
contours are the product of x-axis and y-axis values (i.e., a representation of expected value). In
an actual canvas, the size of the circles would represent the magnitude of the cost required to
develop, implement, and sustain the GCT or combination.
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Figure 1.1. Canvas for Comparing Game-Changing Technology Applications or Combinations
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The resulting canvas can incorporate subsequent changes with GCT applications and
combinations changing positions on the canvas as more is learned about them, as new GCTs
enter in and receive assessments, and as GCTs are removed when they no longer merit
consideration. The three characteristics of each GCT or combination on the canvas—operational
advantage (a measure of benefit), MOCI (an inverse measure of risk), and cost—provide the
metrics needed as first-order guidelines for the development of a GCT investment strategy.
It is important to note that the entire measurement process is framed by performance and
outcomes. Different types of GCTs could appear within the same framing. The ECP framework
level of analysis is the mission requiring support or enduring challenges to be met. There would
be a separate canvas for each such enduring challenge. Canvases produced using the ECP
framework provide building blocks for considering the effect of potential GCT applications
within future scenarios that may involve multiple enduring challenges.

Demonstration
The chapters that follow summarize a demonstration of the process for evaluating and
comparing GCTs using hypersonics, directed energy, unmanned systems, autonomy, and
quantum information science as examples. For each area, we define GCT applications and then
3

evaluate them against a set of enduring challenges.2 For a subset of GCT applications with high
importance scores, we assess each application’s ability to address the enduring challenges and
estimate MOCI, based on the feasibility of overcoming remaining technical and implementation
challenges. In this demonstration, we place the GCT application evaluations on the
demonstration canvas for the enduring challenge of air base defense, using available cost
estimates for research, development, test, and evaluation (RDT&E); implementation; fielding;
and sustainment. Figure 1.2 summarizes this evaluation as an ongoing organic process in which
GCT applications are continually added, moved around, and removed from consideration as new
concepts and information face RDT&E.
Figure 1.2. Schematic Representation of Evaluation and Comparison Process for Game-Changing
Technologies

We note emphatically that the choice of GCT applications described in this report, as well as
all modeling, simulations, and estimations of operational advantage and MOCI for these GCT
applications, are the result of bespoke analyses by our project team. These choices were bounded
by project time constraints, availability of data and information, and team members’ collective
expertise and experience (with consultation from a wider variety of subject-matter experts at
RAND). These analyses appear solely as a demonstration of how the ECP framework might be
implemented and should not be quoted or considered as definitive estimates. As stated
previously, the objective of this project was to develop and demonstrate a process for evaluating
2

Because this demonstration was for the USAF, these enduring challenges were drawn from U.S. military doctrine
and literature. In future applications of the ECP framework, the enduring challenges would be defined by the
organization applying the framework.
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and comparing potential GCTs, not actually to evaluate, assess, or compare specific GCT
applications.

5

2. Identification and Description of Game-Changing Technologies
and Applications

This chapter addresses Steps 1 and 2 of the ECP framework. In Step 1, the user would need
to decide which potential GCTs to evaluate and compare. As noted previously, this phase would
include a survey of existing and developing technological capabilities and would require the
input of subject-matter experts and decisionmakers to consider both capabilities and concepts of
operation and implementation with the potential to provide new and potentially disruptive effects
in plausible future scenarios. However, for the purpose of developing and demonstrating the
process, we used the following technology areas: hypersonics, directed energy, unmanned
systems, autonomous systems, and quantum information science.
To execute Step 2 of the ECP framework, we defined specific applications of each of the
GCT areas that might offer game-changing capabilities. The balance of this chapter briefly
describes each of these GCT applications. We note that these GCT applications are introduced
solely to allow demonstration of the ECP framework.

Hypersonic Applications
Expendable Hypersonic
The expendable hypersonic concepts and technologies considered in this report are primarily
focused on air-launched hypersonic weapons.3 These concepts could potentially play an
important role across a variety of missions, including the prosecution of time-sensitive targeting
(TST), the destruction of enemy air defense or the suppression of enemy air defense (SEAD),
strike, counter-air, and air base defense.
Railgun
A railgun uses electromagnetic energy to launch a projectile.4 The U.S. Navy has been the
service behind railgun development, aiming to use them at sea, but there is no reason that the
USAF and other services could not use railguns on land. For the USAF and other services,
railguns could provide a relatively low cost, high-volume defense against adversary missiles,
unmanned aircraft systems (UASs), or manned aircraft.

3

For example, see Valerie Insinna, “Two Hypersonic Weapons Complete New Developmental Milestone,”
DefenseNews, September 1, 2020.
4

For example, see Ronald O’Rourke, Navy Lasers, Railguns, and Gun-Launched Guided Projectiles: Background
and Issues for Congress, Washington, D.C.: Congressional Research Service, R44175, last updated April 2, 2020.
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Directed Energy Applications
Laser (Ground)
Lasers can be used to target incoming missiles and UASs and ground-based threats to air
bases (such as mortar rounds).5 Because lasers are speed-of-light weapons, an adversary system
cannot outmaneuver them to evade interception. However, there are several reasons why lasers
are not a panacea for targeting threats to air bases. For example, humidity, dust, smoke, clouds,
precipitation, and other environmental conditions attenuate the effects of ground-based laser
beams.
Laser (Air)
Airborne lasers can also be used for air-to-air combat, which obviates some of the nearground environmental conditions that can diminish the effectiveness of lasers. A key concern is
that lasers targeting manned platforms can damage pilots’ eyes. This is not only problematic
from a fratricide or collateral-damage standpoint; according to international law that the United
States has ratified, blinding adversary combatants with lasers is illegal.6 However, such weapons
can be used without hesitation against air-to-air missiles or other weapons.
Microwave (Ground)
Another form of directed energy is the use of high-powered microwave weapons. Such
systems can disable electronics. In addition, there are microwave-energy systems that can cause
humans to experience a temporary sensation of pain: An example of this is Kirtland Air Force
Base’s vehicle-mounted Active Denial System.7 Such a weapon can be used to address
threatening crowds in situations where rules of engagement are restrictive. For example, if hostnation populations are rioting at the base gates, the Active Denial System could drive them away
without inflicting permanent injuries, let alone fatalities.

Unmanned and Autonomy Applications
Unlike the other technology areas being considered as potential GCTs, these applications are
not stand-alone concepts and may provide capabilities to a wide variety of systems, both manned
and unmanned. This means that the concepts of unmanned and autonomous systems would

5

Lasers are also described in the previous reference on railguns.

6

For example, see Burrus M. Carnahan, and Marjorie Robertson, “The Protocol on ‘Blinding Laser Weapons’: A
New Direction for International Humanitarian Law,” American Journal of International Law, Vol. 90, Issue 3, July
1996, pp. 484–490.
7

Joint Intermediate Force Capabilities Office, U.S. Department of Defense Non-Lethal Weapons Program, “Active
Denial System FAQs,” webpage, undated.
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benefit from some disambiguation. Particularly if one also considers the related and supporting
field of machine learning, the potential for confusion exists in determining the bright line
between those systems that are unmanned and those that are autonomous. Figure 2.1
encapsulates the differences and correspondences among the three concepts.
Figure 2.1. Relation Among Concepts of Autonomy, Machine Learning, and Unmanned Systems

NOTES: Under each heading, specific existing or prospective USAF systems are in regular font and additional
generic classes are in italics. AI = artificial intelligence; ML = machine learning.

Rapid Air-Air Targeting
Rapid air-air targeting, which may be used to optimize which aircraft or missiles should
target specific threats within an engagement, is an example of the human-in-the-loop category of
UASs.
Command and Control/Targeting Air Operations Center
Similarly, autonomous Air Operations Center (AOC) systems fit the artificial intelligence
assistant typology. The autonomous AOC concept envisions some degree of hand-off between
the human planner and the system in dividing and sharing tasks. How this division of
operational, possibly even strategic, planning occurs would depend on the task.
Low-Cost Attritable Aircraft Technology
Low-cost attritable aircraft technology (LCAAT) is a small aircraft that could be trailerlaunched and parachute-recoverable and, in principle, capable of runway-independent

8

operations.8 With a sizeable payload and a relatively high level of autonomy, it could enable
radically new ways of USAF operation. We classify it in the programmable bot category.
Distributed Weapon Concepts
An example of a distributed weapon concept is a low-cost subsonic cruise missile that could
be used in swarms with potentially networked cooperative behavior to provide affordable strike
capability at range in highly contested environments.
Unmanned Aerial Tankers
There are important advantages associated with unmanned aerial tankers. Unmanned tankers
do not need to have systems on board to keep the pilot and crew alive, making them easier to
maintain (and, in the long run, potentially cheaper). Eliminating the space and weight associated
with keeping humans alive in a cockpit can also increase the amount of fuel that tankers can
deliver. Finally, making the tanker unmanned avoids putting pilot and crew at risk.
Unmanned Service System
A variety of existing and near-term unmanned technologies, many pioneered by the civilian
sector, can be used to support logistics, maintenance, and countering ground threats, as well as
battle-damage assessments and crisis response in the aftermath of an attack.
Unmanned Weapon Carrier
Armed unmanned systems, whether autonomous or remote controlled, can increase
availability of weapons. For example, we envision LCAATs as a possible autonomous
distributed weapons concept fitting within the programmable bot space. They are small
unmanned systems that could be deployed in large volleys to overwhelm adversaries by mass
and/or complexity with autonomy to facilitate orchestration and achieve effect through
coordinated behavior.

Quantum Information Science
Quantum mechanics is the theory that describes physical phenomena that occur (roughly) at
or below the scale of individual atoms. At these tiny length scales, particles can behave in highly
counterintuitive ways—for example, a single particle can be thought of as in a superposition of
physical states. Quantum mechanics has been used for device engineering going as far as back as
the development of the transistor in the 1940s. However, in recent years, the understanding of

8

Sara Sirota, “Senate Authorizers Seek $128M Add, New Plan for USAF’s Attritable Drone Program,” Inside
Defense, June 24, 2020.
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applied quantum mechanics has matured to the point that several qualitatively new capabilities
may be approaching readiness.9
New applications of quantum technology are generally divided into three categories: (1)
quantum sensing, (2) quantum communications, and (3) quantum computing. Quantum sensing
technology could deliver a qualitative improvement in the sensitivity of existing clocks,
electromagnetic and gravitational field sensors, and ranged sensors, such as lidar and radar.
Quantum communications could enable encrypted communication whose security is guaranteed
by the laws of physics and, therefore, is unhackable. Quantum computers could provide dramatic
increases in speed over the best existing supercomputers for certain types of calculations.
Enhanced Sensing/Detection
Quantum Sensing for Positioning, Navigation, and Timing

Quantum sensing technology is often divided into two subcategories. The first subcategory is
sensitive detectors for measuring the local electromagnetic and gravitational fields, acceleration,
and flow of time, with potential military applications in positioning, navigation, and timing
(PNT), particularly in global positioning system–denied (GPS-denied) environments.10
Quantum Imaging

The second subcategory of quantum sensing technology is for the detection of targets at
range, sometimes referred to as quantum imaging. Light has a dual wave and particle nature. It
can be considered as a classical electromagnetic wave for the purposes of most standard imaging
technologies, but quantum imaging technologies use the fact that, in certain situations, light is
better thought of as being made up of microscopic particles known as photons.11
Secure Communications
The primary near-term use case for quantum communications technology is quantum key
distribution (QKD), which can be used for extremely secure transmission of encrypted
information. The major technical challenge in implementing QKD is transmitting and detecting
individual photons over long distances. QKD has been demonstrated over three transmission
channels: transmission over fiber optic cable up to 421 kilometers,12 transmission through free

9

For example, see Jason Palmer, “Quantum Technology Is Beginning to Come into Its Own,” The Economist,
March 9, 2017.
10

Alan Cameron, “Quantum Magnetometer Senses Its Place,” GPS World, May 8, 2019.

11

Stefano Pirandola, Bhaskar Roy Bardhan, Tobias Gehring, Christian Weedbrook, and Seth Lloyd, “Advances in
Photonic Quantum Sensing,” Nature Photonics, Vol. 12, November 5, 2018, pp. 724–733.
12

Marco Lucamarini, “Record Distance for Quantum Cryptography,” Physics, Vol. 11, November 5, 2018.
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space up to 144 kilometers,13 and transmission via satellite. Only one satellite is capable of QKD
from space: the Chinese satellite Mozi, which was launched and performed successful QKD to a
Chinese ground station in 2016.14
Quantum Computing
If scaled up to useful sizes, quantum computers could perform certain specialized
calculations exponentially faster than non-quantum computers, including the world’s best
existing supercomputers. A quantum computer’s performance stems from its basic building
block, known as a qubit. A standard computer bit can be in either the 1 state or the 0 state, while
a qubit has a probability of being in either state until it is measured (a property known as a
quantum superposition). Thus, many qubits will have probabilities to be in a huge number of
states, which (for certain applications) allows for an effective massive parallelism in a single
quantum computer. Quantum computers are still at a very low level of technical readiness. The
main technical challenge is that quantum algorithms require stable, long-lived qubits, while most
of today’s qubit designs lose their effectiveness (technically, they decohere) within
microseconds. In principle, a technology known as quantum error correction (QEC) could
extend the lifetime of these qubits indefinitely, but this technology has yet to be demonstrated
experimentally at any useful scale. Moreover, implementing full QEC could require hundreds of
millions of qubits, while the largest quantum computers today only have about 50 to 70 qubits.
These small quantum computers may soon surpass the world’s fastest supercomputers at solving
certain very specific mathematical problems, but applications useful to the USAF or other users
of the ECP framework are much farther into the future.15

13

Tobias Schmitt-Manderbach, Henning Weier, Martin Furst, Rupert Ursin, Felix Tiefenbacher, Thomas Scheidl,
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3. Estimating the Importance of Game-Changing Technologies

The previous chapter displayed many potential GCT applications worthy of consideration for
funding. This chapter describes an approach and method for accomplishing Step 3 of the ECP
framework—estimating and comparing the importance of GCT applications. The purpose is to
identify those that merit detailed analysis, modeling, or simulation to determine the nature and
magnitude of operational advantage that they might provide.

Enduring Challenges
We estimate GCT applications’ importance by their contributions to addressing important
missions or enduring challenges. Defining the enduring challenges against which the importance
of GCTs will be assessed is the first task of the ECP framework’s Step 3. An organization using
this process will have senior leadership identify and describe the enduring challenges. As noted
previously, for the purposes of this demonstration, we used the following enduring challenges
based on U.S. military doctrine and literature:
•
•
•
•
•
•
•
•

TST
SEAD
strike
counter-air
air base defense
basing
sustainment
command, control, communications, and intelligence (C3I).

Evaluating and Comparing Game-Changing Technology Application
Importance
As an initial screen, we evaluate each GCT application and determine whether it has
sufficiently advanced technology readiness level (TRL) to project its potential capabilities and
concepts of operation or implementation with reasonable confidence. Performing this initial
screening evaluation for the GCT applications described in Chapter 2, we found that one GCT
application—quantum computing—was not sufficiently advanced to pass this initial screen.
Currently, the technology is too immature for us to confidently predict how it might be used.
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Therefore, we did not assign any importance ratings to quantum computing in the process
described next.16
To evaluate and compare the importance of GCT applications that pass the initial screen, we
formulated a matrix in which the GCT applications appear as rows and the enduring challenges
as columns. Each matrix cell represents the importance of that GCT application (row) for that
enduring challenge (column). Once importance values are filled in, scanning across the rows of
this matrix provides a visual indication of the number of enduring challenges that each GCT
application addresses. Similarly, scanning down the columns provides a visual indication of the
number of GCT applications that address each enduring challenge. This matrix thus allows
comparison of the relative importance of each GCT application for each enduring challenge,
identification of the level of coverage of each enduring challenge by GCT applications, and
identification of GCT applications that provide the benefit of addressing several enduring
challenges.
Development of a Scale for Estimation of Importance
We estimated the importance of a GCT application for addressing an enduring challenge by
following this approach:
•
•

assign a first-stage rating of High (very important), Medium (makes a difference), or Low
(little effect)
assign a second-stage rating within the chosen first-stage rating according to the ninepoint scale shown in Table 3.1.17

16

The fact that this report’s framework does not apply to quantum computing does not imply that there should not
be research investment into this technology. Instead, it means that an alternate decisionmaking process must be used
for planning these investments.
17

Note that this importance scale measures game-changing potential and not usefulness; there are many useful
technologies with low importance scores, as illustrated by the examples in the next section.
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Table 3.1. Scale for Estimating Importance
Importance
Score

High

Medium

Low

Capability, Concept of
Operation, or Implementation

Effect on Outcome

9

Fundamentally Different

Causes Disruptive Change

8

Provides Something New

Significant Advantage

7

Important Enhancement

Critical Contribution to
Successful Outcome

6

Important Enhancement

Important Contribution to
Successful Outcome

5

Important Enhancement

Useful Contribution to
Successful Outcome

4

Small Enhancement

Marginal for Successful
Outcome

3

Small Enhancement

Can Be Obtained by Other
Means

2

Small Enhancement

Incremental Improvement

1

No Improvement

Insignificant

Examples of Importance Estimation
Historical examples of military applications of new technologies can be useful as indicators
of how the importance estimation scale shown in Table 3.1 would be applied. We reviewed
several technologies and developed a consensus of four that would have been given a rating of 9
on the importance estimation scale at the time that they were first considered: stealth, precisionguided munitions (PGMs), nuclear weapons, and intercontinental ballistic missiles. Each of these
technologies was fundamentally different in some important way from what had come before
and also caused disruptive change in warfighting. When considering GPS, we agreed that it met
some criteria for a rating of 9 but decided on a rating of 8 because, although GPS was new, the
significant advantage that it created depended on its use with other technology, such as PGMs—
therefore, it was not disruptive on its own.18
Several current technologies, including some of the GCT applications we are considering in
this demonstration, also provide useful examples of assignment of ratings from 1 to 7:
•

Ground-based lasers or microwave weapons provide important enhancement to air base
defense and can make a critical contribution to successful outcomes in certain situations;
the project team’s consensus for these GCT applications’ rating was 7.

18

The ECP framework recognizes that there may not be a clear right answer, and some level of uncertainty is
inherent to all the estimations. This should not be considered a weakness of the process but instead an invitation for
explicit discussion of the likely value of GCT applications. The intent is not to create a process that automatically
provides answers. Rather, ECP is a means for framing meaningful discussions using a common language within a
structured process.
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•
•

•
•
•
•

An airborne laser also provides important enhancement to air base defense, but the
project team’s consensus was that, although its contribution can be important, it would
not be critical to successful outcomes, thus receiving a rating of 6.
Additive manufacturing (specifically, three-dimensional printing) is an emerging
technology that could provide an important enhancement to warfighting capability by
enabling the production of spare parts in the field, thus reducing logistic needs. The
project team’s consensus was that this would be useful but not necessarily important to
achieving successful outcomes, and thus it was rated a 5.
A reconnaissance blimp is an example of a technology application with potential
vulnerabilities and would provide only a small enhancement to existing capabilities with
marginal effect on successful outcomes, and thus it was rated a 4.
Possible improvements in the existing technology used to identify friend or foe would
likely not provide new capabilities that could not be obtained by other means. It thus was
rated a 3.
Improvements to transport airships, although they could be useful in both logistics and
cost savings, would likely lead to only incremental capability improvements and thus was
rated a 2.
Meals, ready-to-eat, are certainly an important aspect of sustainment; however,
improvements here do not represent a change in capability. Therefore, on the scale of
importance as a GCT, they were rated a 1.

We emphasize that the ratings discussed earlier were produced by our project team using
available data and expertise within the constraints of the project and are presented solely as a
demonstration of how the scale shown in Table 3.1 can be used. They should not be quoted or
used as an indication of the actual importance of any technology application in addressing an
enduring challenge. Moreover, there was a variety of opinions among the project team that
introduced a degree of uncertainty into the ratings. A more-formal application of this process
should include an estimate of this uncertainty—for example, based on the distribution of
rankings among subject-matter experts. For the purposes of this demonstration, we estimate that
these consensus ratings have an uncertainty of one point in either direction on the nine-point
scale of Table 3.1.
Demonstration Importance Estimations
For this demonstration of the ECP for GCTs, we used the scale shown in Table 3.1 to assign
importance values for each GCT application for each enduring challenge. The values for the
enduring challenge used for this demonstration, air base defense, are shown in Table 3.2. We
stress that Table 3.2 should be viewed solely as a demonstration of the process of estimating
GCT application importance and that the importance values presented there should not be quoted
or used to evaluate GCT applications. We made these estimates based on available data and the
expertise and experience of our team members within the time constraints of the project. When
applying this process, users should use the scale shown in Table 3.1 and base their own
importance estimates on the best data and expertise available.
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Table 3.2. Selected Demonstration Importance Estimations
GCT Application

Air Base Defense

Expendable hypersonic

8

Railgun

7

Microwave (ground)

7

Laser (air)

6

Laser (ground)

7

C2/targeting (AOC)

6

LCAAT

7

Distributed weapon system

7

Unmanned aerial tanker

1

Unmanned service system

1

PNT without GPS

N/A

Enhanced sensing/detection

7

Secure communications

N/A

NOTES: C2 = command and control; N/A = not applicable.
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4. Modeling of Game-Changing Technologies

This chapter briefly summarizes the results of modeling and simulation that we performed to
demonstrate an approach to Step 4 of the ECP framework. The demonstration focused on the
enduring challenge of air base defense that had the highest number of GCT applications with an
importance score of High (7, 8, or 9). Five different GCT applications with an importance score
of 7 or 8 and one with an importance score of 6 were included in the modeling and simulation.
We used two sample methods to model GCT applications and their potential effect on
enduring challenges. The first used a model to simulate a multi-axis cruise missile attack against
an airfield. The second method was a timeline analysis to establish the effectiveness of various
technologies in contributing to the possibility of engaging a cruise missile–carrying bomber prior
to the release of its weapons. Note that these methods do not cover all GCTs under consideration
and only consider the air base defense column of the importance matrix. It would be necessary to
analyze application of these GCTs to other enduring challenges using similar modeling and
simulation techniques for a full picture to emerge of game-changing potential.
The primary purpose of this modeling and simulation is to sharpen the initial evaluations
discussed in Chapter 3. Modeling and simulation can, for example, illuminate particularly highperforming GCTs in certain scenarios that may exceed the initial, more-qualitative assessments.
Additionally, modeling and simulation can show how the effectiveness of some GCTs are
enhanced or degraded by the presence or absence of other GCTs, or modeling and simulation can
highlight assumptions regarding certain systems that must hold for GCTs to be effective.

Converting Importance Scores to Operational Advantage Estimates
Comparison of GCT applications is complicated because of the differences in their
capabilities and concepts of operation or implementation, as well as the fact that they contribute
to different sets of enduring challenges. This results in different measures of operational
advantage resulting from the modeling performed on GCT applications that received High
importance scores. Because we address this problem by focusing our analysis at the enduring
challenge level, the importance score that led to choosing the GCT application/enduring
challenge pair for modeling can be used as the metric of operational advantage for each GCT
application under consideration, with this importance score being validated, lowered, or raised
based on the modeling results.
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We modeled the effect of the following GCT applications on the enduring challenge of air
base defense:
•
•
•
•
•
•

expendable hypersonic
railgun
laser (ground)
C2/targeting (AOC)
LCAAT
enhanced sensing/detection.

Using the results of the modeling referenced earlier, we either validated, lowered, or raised
the importance score shown for air base defense in Table 3.2 for each of these GCT applications.
The results were the operational advantage values shown in Table 4.1.
Table 4.1. Demonstration Operational Advantage Estimates for Game-Changing Technology
Applications Addressing Air Base Defense
GCT Application

Operational Advantage
Score

Expendable hypersonic

8

Railgun

7

Laser (ground)

7

C2/targeting (AOC)

7

LCAAT

8

Enhanced sensing/detection

7
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5. Estimating Measure of Confidence in Implementation for
Game-Changing Technology Applications

Step 5 of the ECP framework requires an estimation of the MOCI of GCTs for which an
operational advantage was determined from analysis, modeling, or simulation in Step 4.
Estimation of MOCI is a critical step in the ECP framework because it requires detailed,
prospective consideration of the remaining technical and implementation challenges to using the
GCT rather than just an assessment of its technical maturity (a retrospective measure), as is
inherent in the TRL.

Measure of Confidence in Implementation Estimation Approach
MOCI is a measure of the feasibility of overcoming remaining technical and implementation
challenges to achieve the operational advantage resulting from analysis, modeling, or simulation
of a particular GCT (or combination) addressing a particular enduring challenge. For the purpose
of estimation, we further define MOCI as the product of two subsidiary factors—TC (a measure
of the feasibility of overcoming remaining technical challenges)19 and IC (a measure of the
feasibility of overcoming remaining implementation challenges). This product of two separate
factors reflects that these two categories of challenges are quite different and need to be
considered independently; it further establishes that an insurmountable challenge, whether
technical or implementational, will yield an estimate of zero for MOCI. As described next, for
nonzero MOCI, we will estimate TC and IC using nine-point scales. We then normalize so that
MOCI will take on values between (and including) zero and unity, by stating that

Estimating Technical Confidence

MOCI = (TC × IC)/81.

We use the following procedure to estimate TC:
•
•

Step 1: If a technical constraint exists that prevents the GCT application from ever
reaching the required level of performance that was used in the analysis, modeling, or
simulation that produced the operational advantage, then TC (and MOCI) is zero.
Step 2: Estimate TC as Low, Medium, or High as follows:
- If the GCT application is still theoretical, estimate TC as Low.

19

Note that TC is different from TRL, which measures technical maturity, not the feasibility of overcoming
remaining technical challenges, all of which would have to be overcome to reach TRL 9.
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- If the GCT application is in development, but substantial unresolved technical
problems remain, estimate TC as Medium.
- If the GCT application is in development and close to fruition—that is, solutions
to all remaining technical problems appear to be within reach—estimate TC as
High.
•

Step 3: Make a second estimate within the category assigned in Step 2, using the scale of
1 to 9, as shown in Table 5.1.
Table 5.1. Scale Values for Technical Confidence Estimation
TC Value
Low

Medium

High

GCT Application Development Status

1

Initial concept stage

2

Application formulated

3

Modeling and simulation performed

4

In development; technical problems not fully understood

5

In development; technical problems identified and being
pursued

6

In development; some technical problems resolved, but
substantial technical problems remain

7

In development; most technical problems resolved

8

In development; solutions to all technical problems within reach

9

All technical problems resolved

Estimating Implementation Confidence
To capture the full diversity of potential implementation challenges, we next define three
categories of challenges and three subcategories within each. We found that these nine
subcategories spanned all important implementation challenges for the GCT applications we
considered. However, when using this process to evaluate and compare GCT applications, the
user may wish to revisit this categorization and subcategorization. The objective of this step in
the process is to ensure that all important implementation challenges are identified and the extent
to which they are being addressed is evaluated. The categories and subcategories that we used in
our demonstration of the process are
•

challenges stemming from technical characteristics, including
- testing
- logistics
- ancillary support

•

USAF organizational/institutional challenges, including
- organization
- personnel and skill
- doctrine and training
20

•

challenges from factors or events external to USAF, including
- budgetary
- interagency and interservice
- political and societal.

Using the implementation challenges in these categories and subcategories, we use the
following procedure to estimate IC:
•

Step 1: Estimate IC as Low, Medium, or High as follows:
- If there are implementation challenges for which there are no defined efforts in
progress to resolve them, then estimate IC as Low.
- If there are defined efforts to resolve all implementation challenges in progress,
estimate IC as Medium.
- If resolution of all implementation challenges appears to be within reach, estimate
IC as High.

•

Step 2: Make a second estimate within the category assigned above, using the scale of 1
to 9 shown in Table 5.2.
Table 5.2. Scale Values for Implementation Confidence Estimation
IC
Estimate
Low

Medium

High

IC Value

GCT Application Implementation Challenge Status

1

Many challenges without defined efforts to resolve

2

Few challenges without defined efforts to resolve

3

Efforts to resolve defined for all challenges

4

Efforts to resolve all challenges in progress, but many are at early
stage

5

Efforts to resolve all challenges in progress, but a few are at early
stage

6

Efforts to resolve all challenges in progress, and none are at early
stage

7

Path to resolving all implementation challenges is clear, but effort still
needed

8

Most implementation challenges resolved; remaining few are near
resolution

9

All implementation challenges resolved

Demonstration Measure of Confidence in Implementation Estimates
We made demonstration MOCI estimates based on our research team’s experience and
expertise, available data, and the time and budget constraints of the project. These were
determined for the sole purpose of demonstrating the MOCI estimation approach and should not
be quoted or used for any other purpose. Figure 5.1 displays the TC and IC for each of the
21

demonstration GCT applications. MOCI value contours are also shown in the figure to facilitate
comparisons between GCT applications.
Figure 5.1. Technical and Implementation Confidence Estimates for Demonstration GameChanging Technologies
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6. Developing a Canvas for Comparison of Game-Changing
Technology Applications

The final step in the ECP framework is developing a major mission or enduring challenge–
level canvas on which the operational advantage, MOCI, and life-cycle cost of GCT applications
(or combinations) can be displayed and compared. The intent is to provide consistent (and,
therefore, comparable) metrics for benefit, (inverse) risk, and cost that are needed to optimize
investment among alternatives. The ECP conceives of this canvas as dynamically changing as
new GCT applications are proposed and new data and analyses alter the position of existing GCT
applications or lead to their removal from the canvas.
As noted in Chapter l, canvases should be developed for all enduring challenges for which
each GCT application under consideration could be important.20 These canvases can then
provide the building blocks for considering the effect of potential GCT applications from
different technical sectors within potential future scenarios.

Enduring Challenges as an Organizing Principle
Although the number of enduring challenges that a GCT application addresses certainly
contributes to its overall importance, aggregating its importance scores might raise more
problems than it solves. This aggregation would run the risk of introducing an ambiguity that
might be difficult to trace back for the audiences receiving this information. Furthermore, an
arithmetic weighting depending on some linear combination of importance weights across
enduring challenges might further lead to concern that the evaluation system could be used to
weight favored candidates by including a full elaboration of their potential application across the
breadth of enduring challenges while perhaps slighting others.
Instead, we make the enduring challenges the organizing principle for the evaluation of GCT
contributions to operational advantage, not the individual GCTs for which their contribution to
the full set of enduring challenges is aggregated. This approach preserves transparency and
comparability across enduring challenges despite their widely differing characters. A focus on
one enduring challenge at a time will also allow the user to see whether additional technologies
are needed to meet specific challenges. At the same time, this focus appropriately maintains the
challenge and the mission as the central focus of assessment and not, as is sometimes the case,
the tools and technologies that must ultimately be the servants of meeting mission objectives.

20

The identification of GCT applications to consider and the definition of enduring challenges should be determined
by the organizations and individuals responsible for investment strategy. The GCT applications/enduring challenges
used in this report are intended only for demonstration purposes.
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This focus also permits apples-and-oranges comparisons because GCTs from different
technology sectors can be placed on a single canvas.

A Demonstration Canvas for Air Base Defense
For our demonstration of the ECP framework, we developed a canvas for one of the enduring
challenges identified in Chapter 3, using the operational advantage estimates of Chapter 4 and
the MOCI estimates of Chapter 5. When using this process, the user should develop a GCT
application/enduring challenge matrix and evaluate operational advantage for all GCT
applications that received an importance score of High (7, 8, or 9) for all enduring challenges
under consideration.
For our demonstration, we chose the enduring challenge of air base defense and (according to
Table 3.2) included one GCT application with an importance score of 8 (expendable hypersonic),
four with an importance score of 7 (railgun, laser [ground], LCAAT, enhanced
sensing/detection), and one with an importance score of 6 (C2/targeting [AOC]).21
Estimating Measure of Confidence in Implementation
We made estimates of TC and IC using the scales shown in Chapter 5 based on available
data, previous work by RAND researchers and other organizations on these GCT applications,
and our team’s knowledge and experience. These estimates, shown in Figure 5.1, were
developed solely for use in this demonstration and should not be quoted or used for any other
purpose. When applying the ECP framework, the user should include the latest data and analyses
available on GCT applications to identify and estimate the feasibility of overcoming all
remaining technical and implementation challenges to determine the value of MOCI for each
GCT application under consideration.
Estimating Life-Cycle Cost
We gathered information from news articles, budget documents, and prior studies to estimate
the approximate life-cycle cost ranges for GCT applications. Table 6.1 shows the resulting cost
range for each GCT application. We note that these cost ranges are based on the commonly used
20-year estimate as a lifetime proxy. Following the table, we discuss the basis for these
estimates.
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We note that although there is conceptually a large qualitative distinction between GCT applications ranked 6 and
7 beyond the simple ±1 arithmetic relationship, the initial assessment nonetheless will be subjective to a certain
degree. Therefore, at the judgment of the analytical team, consideration could be given to running those simulations
and analyses that might better illuminate those aspects that would distinguish a 6 from a 7 for the specific
technology. Such modeling could be focused on making clear which assumptions would need to be accepted to
move a candidate GCT application from one level to the next.
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Table 6.1. Summary of Potential Cost Ranges of Game-Changing Technology Applications

Life-Cycle Cost Under
$150 Million
Hypervelocity projectiles
(HVPs)
C2/targeting
(lower capability)

$150 Million Less
Than Life-Cycle Cost
Under $500 Million

$500 Million Less Than
Life-Cycle Cost Under
$1 Billion

Life-Cycle Cost
Greater Than
$1 Billion

Laser (ground)

LCAAT
(assuming 50 produced)

Laser (air)

C2/targeting
(higher capability/more
applications)

Railgun

Hypersonic
Counter-hypersonic

Hypervelocity Projectiles

Recent sources have provided the development cost and ballpark procurement cost of an
HVP (also known as the gun-launched–guided projectile) that BAE Systems has been
developing. BAE Systems noted that it received $33.6 million from the Office of Naval Research
to develop and demonstrate the HVP, and the Congressional Research Service stated that the
estimated unit procurement cost in 2018 would be about $85,000.22 Although we do not yet
know how many HVPs will be procured, it is reasonable to expect that the total HVP
development and procurement cost will be less than $150 million. This estimate includes only
the cost of the munition because they are intended to be fired from existing guns.
C2/Targeting

The cost of improvements to C2/targeting are likely to depend on the level of capability (and
therefore software development and maintenance) desired. The USAF currently has the AOC
Pathfinder program, also known as Kessel Run, which takes an agile approach to software
development. Kessel Run has been creating a variety of applications to help the AOC. One of the
Kessel Run applications cost the USAF about $1.5 million to develop.23 Because software
maintenance cost is typically about 75 percent of total ownership cost, maintenance of that
application could cost about $4.5 million, resulting in a total cost of about $6 million. Overall,
Kessel Run was budgeted at $68 million for fiscal year 2018, and Raytheon won a $375 million
contract in 2017 to maintain AOC software over the long term.24 If fewer than one-third of the 43
AOC applications pertain to C2/targeting, it is possible that C2/targeting upgrades by Kessel Run
22

O’Rourke, 2020.
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Joseph M. Eddins, Jr., “Changing the Story,” Airman, November 15, 2018.
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Mark Wallace, “The U.S. Air Force Learned to Code—and Saved the Pentagon Millions,” Fast Company, July 5,
2018.
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will incur development and maintenance costs under $150 million. If more than one-third of the
AOC applications pertain to C2/targeting, then those upgrades might incur development and
maintenance costs between $150 million and $500 million.
Laser (Ground)

Using costs of recent ground- and ship-based laser programs, we found that the cost of a
ground laser could range from $150 million to $500 million, depending on the quantity
purchased.25 The cost per shot is also expected to be very low, helping to reduce operations and
support (O&S) costs.
Low-Cost Attritable Aircraft Technology

We used acquisition costs associated with the XQ-58 as a basis for an estimate of LCAAT
costs. As of 2016, unit acquisition costs were expected to be $3 million per drone for the first 99
units and $2 million per drone for quantity purchases of 100 or more.26 We assumed a quantity of
50 drones (based on the simulations used to estimate operational advantage for air base defense),
for a total acquisition cost of $150 million. Given that O&S costs tend to be about 55 percent of
UAS life-cycle costs, the life-cycle cost for the LCAAT may be on the order of $333 million
(O&S costs of $183 million and an acquisition cost of $150 million). O&S costs are likely to be
highly dependent on how the LCAATs are used, suggesting variability in that estimate.
Laser (Air)

A USAF High Energy Laser Future Air Demonstration study provided a total life-cycle cost
estimate in the billions of dollars but noted that the actual cost is likely to be significantly
greater. Therefore, laser (air) is likely to have a life-cycle cost greater than $1 billion.
Railgun

Although the HVPs mentioned earlier can be fired from existing powder-propellant guns,
they do not reach hypervelocity speeds (Mach 5+) unless they are fired from railguns. As of
2016, the U.S. Navy had spent more than $500 million developing the railgun, and the
Pentagon’s Strategic Capability Office was “investing another $800 million—the largest share
for any project—to develop the weapon’s defensive ability, as well as to adapt existing guns to
fire the railgun’s high-tech projectiles.”27 Although railgun rounds can be expected to be
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For example, see Jeff Hecht, “High-Power Military Lasers: The Pentagon’s Laser Weapon Plans Expand,” Laser
Focus World, November 1, 2018.
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Kratos Defense and Security Solutions, Inc., “Kratos Receives Low-Cost Attritable Strike Unmanned Aerial
System Demonstration Contract Award,” press release, July 11, 2016.
27

Julian E. Barnes, “A First Look at America’s Supergun,” Wall Street Journal, May 30, 2016.
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relatively inexpensive, these development investments mean that the life-cycle costs of railgun
technology exceed $1 billion.28
Hypersonic and Counter-Hypersonic Systems

Cost estimates and contract awards for hypersonic weapon development and production
suggest that those systems, too, will have life-cycle costs exceeding $1 billion. A 1998 National
Research Council study estimated the cost of a hypersonic, air-launched, air-breathing,
hydrocarbon-fueled missile with speeds up to Mach 8 and stated, “The committee’s very rough,
preliminary estimate of the cost of the entire program is $750 million to $1.5 billion (in 1998
dollars)” assuming 30 to 50 missiles “in the hands of an operational command and ready for
immediate use in combat.”29
The Pentagon awarded $928 million to Lockheed Martin in April 2018 for the “design,
development, engineering, systems integration, test, logistics planning, and aircraft integration
support of all the elements of a hypersonic, conventional, air-launched, stand-off weapon.”30
This RDT&E figure further suggests that the full life-cycle cost of a hypersonic strike weapon,
including production and O&S, is likely to exceed $1 billion.
Although there is less information about counter-hypersonic system costs, as of March 2019
the Missile Defense Agency had budgeted $853 million in RDT&E funds (sum of costs in fiscal
year 2018 through fiscal year 2024) for the development of material solutions for hypersonic
defense (Program Element 060418 lC).31 Full life-cycle costs can be expected to exceed $1
billion.
Placing Game-Changing Technology Applications on a Demonstration Canvas
Figure 6.1 places the six evaluated GCT applications on a demonstration canvas for the
enduring challenge of air base defense. To place these GCT applications on the canvas, we used
the operational advantage values from Table 4.1, the MOCI values shown graphically in Figure
5.1, and the life-cycle cost estimates from Table 6.l.
This canvas illustrates the trade-offs among operational advantage, MOCI, and life-cycle cost
for the six GCT applications plotted. The two GCT applications with the highest operational
advantage (expendable hypersonic and LCAAT) had somewhat lower MOCI than C2/targeting
(AOC) and laser (ground), and different life-cycle costs from each other. Enhanced
sensing/detection, although it shows considerable operational advantage, has relatively low
28

Barnes, 2016.
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National Research Council, Review and Evaluation of the Air Force Hypersonic Technology Program,
Washington, D.C.: National Academies Press, 1998.
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U.S. Department of Defense, “Contracts for April 18, 2018,” webpage, undated.
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U.S. Department of Defense, Department of Defense Fiscal Year (FY) 2020 Budget Estimates, Missile Defense
Agency, Defense-Wide Justification Book Volume 2a of 5, Research, Development, Test & Evaluation, DefenseWide, Washington, D.C., March 2019.
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MOCI because it is at an early prototype stage and many technical and fielding challenges
remain to be discovered and addressed.
However, we emphasize the demonstration nature of Figure 6.1, which is based on limited
data and analysis and should not be quoted or used to compare GCT applications. We present
and use it here solely to illustrate how the ECP framework could be used together with in-depth,
validated analysis, modeling, and simulation.
To fully develop this air base defense canvas, a user of the ECP framework would need to
consider, in addition to the six GCT applications plotted in Figure 6.1, the other GCT
applications that received a score of 7 in Table 3.2—microwave (ground) and distributed weapon
system. The user would also need to consider whether modeling of laser (air) should be
performed to decide whether to include this GCT application with its score of 6.
In addition, several of the GCT applications that would be plotted on the air base defense
canvas may have also scored High (7, 8, or 9) for other enduring challenges. To fully evaluate
the potential of these GCT applications using the ECP framework, the canvases for these other
enduring challenges should also be developed and considered.
Figure 6.1. Demonstration Canvas for Air Base Defense in Evaluation and Comparison Process
Framework
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7. Reflections Concerning the Evaluation and Comparison
Process Framework

The previous chapters described our work to develop the ECP framework and process. The
goal was to build a means for early stage comparison of technology investment and development
alternatives in the context of major organizational missions and enduring challenges. We offer
the following reflections concerning the ECP framework and technology evaluation in the
context of mission agency objectives more generally:
•

•

•

•

•

•
•

32

Initial estimation of the importance of potential GCT applications for their abilities to
address enduring challenges in a consistent and systematic manner, as presented by the
ECP framework,32 provides an opportunity to focus limited analytical resources on
modeling the most important GCT application/enduring challenge pairs.
Subsequently modeling the effect of the GCT application on the enduring challenge
enables the conversion of the initial importance score into a normalized measure of
operational advantage by validating, raising, or lowering the score using the same
importance scale.
Although existing metrics (e.g., TRL, manufacturing readiness level) measure the
maturity of potential GCT applications, there is a need for a metric that measures the
difficulty of remaining obstacles to developing, implementing, and sustaining them. The
MOCI was designed to fill this need. It is a product of estimates of the feasibility of
overcoming technical and implementation challenges and so quantifies the level of
confidence that a GCT application can be implemented to achieve its modeled
operational advantage.
The enduring challenge canvas provides a visual means to compare potential GCT
applications according to their potential for addressing the major mission or enduring
challenge, the confidence that the GCT application can be implemented and sustained
with the necessary level of performance, and the life-cycle cost that such implementation
and sustainment would entail.
Analysis at the level of major mission or enduring challenge avoids defining a simplistic
single metric for each GCT application. Doing so would likely be problematic in
accuracy and susceptible to gaming. ECP supports analysis of a GCT’s potential effect on
multiple enduring challenges and comparison with other GCT applications on the basis of
relative contributions to enduring challenges to which they both contribute.
The enduring challenge canvases produced using the ECP framework can provide
building blocks for considering the effect of potential GCT applications within potential
future scenarios of importance to mission agencies.
As useful as the concepts of operational advantage, MOCI, and the latter’s constituents
(TC and IC) may be, the taxonomies used for assigning values for each to particular
GCTs may be equally useful in a process sense. Taken together, they provide a common

This also holds for combinations of GCT applications.
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vocabulary for discussing the potential trajectories of GCT developments that will
facilitate the deliberations that must be conducted to fully comprehend and assess options
going forward.

Using the Framework as a Living Process
The ECP framework is intended to be used as a living process. New potential GCT
applications should be added as they are identified, evaluated against a validated set of enduring
challenges, and given an importance score. They would then be included in modeling of the
enduring challenges for which they scored High (7, 8, or 9). The results of this modeling would
be used to validate, raise, or lower the importance score to obtain an estimate of operational
advantage. MOCI would be estimated using the method described in Chapter 5. The GCT
application would then be placed on the current canvas for each enduring challenge for which it
was scored High, including an estimate of the cost of developing, implementing, and sustaining
it. Each enduring challenge canvas should be updated periodically based on latest data on and
analysis of GCT applications, with GCT applications removed from and added to the canvas as
warranted by technical characteristics, organizational and institutional challenges, and external
developments and available data and analyses within and outside the ECP framework.
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PROJE C T A I R FORC E

T

he current economic and technological environment requires making difficult
choices about technology investments. Technologies that could be critical to
meeting the enduring challenges faced by the Department of the Air Force
are proliferating and developing at an accelerating pace. In some cases, these
technologies have dual-use applications that are the focus of commercial

activity in the United States and abroad. Current and potential adversaries, especially those
with near-peer capacity, are developing increasingly robust capabilities to challenge U.S.
dominance. U.S. government and civilian organizations face budget constraints that will
require choices to be made about which of the gamut of technologies to invest in to meet
these challenges. A systematic method of comparing and evaluating technology options to
ensure that limited resources are invested wisely is needed.
This report summarizes a framework and process to characterize and compare potential
game-changing technologies (GCTs) based on the likely operational advantage given specific
technological capabilities and concepts of operation or implementation. The objective
of framework and process was to maximize the value of government or private-sector
investments by providing a means for preliminary guidance on investments in technologies
with the greatest consequence. Comparisons of GCTs in this framework are based on
assessments of performance in validated analyses, modeling, or simulations in comparison
with baseline technologies. However, comparisons go beyond performance to also consider
the research, development, and implementation challenges, as well as costs associated
with achieving, fielding, and sustaining the GCT capabilities that could lead to the greatest
increase in operational advantage.
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