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About This Report

The Royal Australian Navy (hereafter referred to as ‘Navy’) has embarked on an ambitious 
plan to modernise its maritime capabilities to support Australia’s defence strategy. Maritime 
capabilities feature heavi ly in the 2020 Defence Strategic Update, including  those related to 
robotics, autonomous systems and artificial intelligence (RAS- AI).  These technologies are 
widely recognised as key enablers for Australia’s  future maritime capabilities. Navy recently 
established the RAS- AI Directorate, giving it the responsibility of developing a maritime 
RAS- AI strategic roadmap to provide a path for developing and employing RAS- AI out to 
2040. This strategic roadmap consists of a strategy to establish the directions and a cam-
paign plan to support its implementation.

RAND Australia was tasked in this effort to provide an evidence base to inform Navy’s 
thinking as it develops its inaugural Maritime RAS- AI Strategy 2040. Analysing a range 
of information captured through a lit er a ture review, an environmental scan, interviews and 
workshops, we make a number of observations that should shape the strategy. We then 
develop and populate a framework for the strategy, consisting of the  future operational con-
text, potential RAS- AI effects, and a high- level technology roadmap. Objectives for RAS- AI 
and implementation lines of effort are identified and discussed. This report summarises our 
analy sis and findings, thus providing an evidence base to inform Navy’s Maritime RAS- AI 
Strategy.

This research was sponsored by the RAS- AI Directorate and led by the RAND Aus-
tralia office. Significant support was provided by staff from the RAND Corporation in the 
United States and from RAND Eu rope. For more information about RAND Australia, 
see https://www.rand.org/australia.html or contact the RAND Australia director listed on 
that webpage.
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Summary

Background

The Royal Australian Navy (hereafter referred to as ‘Navy’) has embarked on an ambitious 
plan to modernise its maritime capabilities to support Australia’s defence strategy.1 The 
2020 Defence Strategic Update calls for Australia to be ready to shape the strategic envi-
ronment, deter actions against its interests and be prepared to respond with military force 
when required. Maritime capabilities feature heavi ly in the update, including  those related 
to robotics, autonomous systems and artificial intelligence (RAS- AI), which are widely rec-
ognised as key technology enablers for  future maritime capabilities.

Navy recently established the RAS- AI Directorate, giving it the responsibility of devel-
oping a strategy for maritime RAS- AI. The goal of that strategy is to provide a path for 
developing and employing RAS- AI for Navy that looks forward to 2040. RAND Aus-
tralia was tasked to provide analytical support and an evidence base associated with the 
strategy. To support the development of the Maritime RAS- AI Strategy 2040, a team of 
RAND researchers analysed an expansive range of information captured through a lit er a-
ture review, environmental scan, interviews and workshops.

Having reviewed approximately 200 documents, engaged the subject  matter expertise 
of 30 individuals in Australia, the United States, and the United Kingdom through inter-
views and workshops, and analysed the information at hand, we are able to distil some key 
themes and issues. While we would not suggest the perspectives herein represent all view-
points, we contend that we are able to use the information contained  here to support Navy’s 
thinking with re spect to the development of their Maritime RAS- AI Strategy, in par tic u-
lar to help Navy understand the potential RAS- AI to contend with the  future operational 
environment and support  future operations.

Australia’s Maritime RAS- AI Context

It is clear from the 2020 Defence Strategic Update and 2020 Force Structure Plan that the 
Australian Government  will make a significant investment in maritime RAS- AI capa-
bilities out to 2040. It is equally clear and well understood by  those in and supporting 
Navy that  there  will be RAS capabilities and that AI functionality  will be pervasive in 
the 2040 maritime environment. Indeed, NATO has assessed that even by 2030 human- 
machine teaming  will be mature, operational and ubiquitous.2 This suggests that the  future 

1 Department of Defence (DoD), 2020 Defence Strategic Update, Canberra, ACT: Commonwealth of Australia, 
2020a.
2 F. Reding and J. Eaton, Science & Technology Trends 2020–2040: Exploring the S&T Edge, NATO Science and 
Technology Organ ization, 2020, p. 63.
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maritime threat environment  will involve widespread proliferation of RAS- AI, more threat 
platforms, and greater numbers of methods to  counter RAS- AI threats posed by potential 
adversaries.

RAS- AI pre sent a number of potential opportunities that are particularly suited to Aus-
tralia’s circumstance. They offer the endurance, per sis tence, range and safety needed for 
large and complex areas of operations, such as  those faced by Australia. They do not need 
to be organic to  future major platforms. They provide flexibility and can make Navy plat-
forms more secure. They also offer dif fer ent options for undertaking missions and tasks, 
as well as providing flexible crewing options. This allows for force mix choices that can be 
optimised for operational effectiveness while minimising the risk to crewed naval platforms.

For Navy’s RAS- AI strategy to succeed, its implementation needs to be planned in 
a manner that recognises the evolving environment that Navy  will contend with over the 
next two de cades. While technology offers insights into the possibilities, emerging threats 
and capability gaps should be  drivers for R&D investments. As such, the typical approach 
to capability development of focusing on emerging capability needs remains relevant. The 
roadmap that  will support implementation and delivery should identify credible capabil-
ity responses and a  viable realisation path. For instance, machine learning (ML) that  will 
underpin any advanced RAS- AI systems  will require significant computational power and 
could also need access to reliable communications with significant bandwidth.

RAS- AI systems also  will have a significant impact on Navy’s culture and its  people. 
Evidence suggests that culture  will play a key role in how (and how effectively) Navy  will 
adopt and utilise RAS- AI. For instance, effective RAS- AI capabilities  will need to make 
decisions at a speed not pos si ble by  humans. Further, the numbers of AI entities within a 
 future battlespace are likely to be  orders of magnitude larger than  today’s. This would be 
enabled by an operational environment where command, control and communications 
(C3) becomes more agile and distributed, thus challenging the current decision paradigms, 
as responsibility is increasingly given to RAS- AI systems. Just as is the case for seaworthi-
ness and cyberworthiness, trustworthiness3 is critical for success. And  there  will be a need 
to redesign the approach to raising, training and sustaining the  future Navy workforce.

Rapid technological changes  will require more agile approaches to identifying, acquir-
ing, using and disposing of RAS- AI capabilities, at least compared with conventional 
acquisition approaches. As such, emerging approaches to acquisition need to be incorpo-
rated within the acquisition and sustainment pro cess to allow the flexibility necessary to 
deliver capability in a timely fashion while incorporating the latest technology. Integration 
and interoperability considerations must inform  these choices to enable  these systems to 
operate effectively as part of a joint force.

International practices suggest that experimentation is an impor tant enabler for incor-
porating RAS- AI systems into the force and overcoming some of the issues raised pre-
viously. In suggesting experimentation, we refer specifically to military experimentation 
defined by one source as ‘an activity conducted to discover, test, demonstrate, or explore 
 future military concepts, organisations, and equipment and the interplay among them, using 
a combination of  actual, simulated, and surrogate forces and equipment’.4 At all stages of 
capability development, acquisition and operations, experimentation offers an opportunity 
to innovate and understand when and how RAS- AI might be applied. Indeed, the strategic 

3 We define ‘trustworthiness’ as the expectation that the system can be relied upon to safely operate in the manner 
for which it is employed.
4 National Research Council, The Role of Experimentation in Building  Future Naval Forces, Washington, D.C.: 
National Academies Press, 2004.
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choices many navies make in terms of the composition of the  future fleet and the role RAS- 
AI  will play can be de- risked through analy sis and experimentation, which can help ensure 
that a proposed  future force is both achievable and affordable, and that it  will realise the 
anticipated benefits.

Strategic Roadmap

The considerations identified above allowed us to design a strategic framework for the mari-
time RAS- AI strategic roadmap (Figure S.1). The framework is built around RAS- AI objec-
tives, requirements and lines of effort to support implementation and incorporation into 
the force.

Objectives

To complement the fleet— both legacy and  future planned forces— with the continued addi-
tion and integration of RAS- AI, Navy  will have to make strategic choices about investment. 
We identified seven objectives for incorporating RAS- AI:

• Maintain undersea advantage: Below the waterline  there are still opportunities for 
Navy to extend its existing strategic advantages. However, due to the unforgiving 
environment and the isolating aspects of undersea operations, sustained crewed 
underwater operations are quite challenging. Therefore, Navy should work to 
augment existing capabilities with RAS beyond its current and planned undersea 
capabilities.

• Grow mass on the surface: While Australia is enlarging its surface fleet, the geo-
graphic extent of its maritime environment  will place capacity constraints on the abil-
ity to provide presence and capabilities. RAS- AI systems hold the promise of being 
able to perform missions in disruptive new ways, which could result in better capabili-
ties or improved cost- effectiveness. The growing availability and maturity of increas-
ingly sophisticated and distributed uncrewed surface vehicle (USV) and uncrewed aerial 
vehicle (UAV) systems could be applied in conjunction with other capabilities such 
that every thing on the surface is (ultimately) detectable. RAS- AI can also deliver a 
capability edge in dealing with a rapidly evolving  future threat environment.

• Posture to gain a strategic advantage through data: The effective and efficient use 
of data has become the currency of success on the battlefield. It is expected that AI 
 will furnish decisionmakers with improved speed and accuracy to achieve and main-
tain a competitive edge in the ever- shorter kill chains of the  future. However,  there 
needs to be sufficient high- quality data (and potentially  human input) to develop 
and train AI for its mission. Adversaries  will perpetually seek to undermine, corrupt, 
deceive and disrupt such decisionmaking systems, making a cybersecurity regime a 
necessity for all systems to evolve against threats.

• Coordinate through a common control system: The coordination required for  future 
operations  will test current approaches to technical interoperability and commensu-
rate bandwidth management between communication and information systems. The 
challenges may be especially apparent when RAS operate in conjunction with crewed 
systems. The possibility of a common control system across the force that offers char-
acteristics such as plug- and- play, low latency, high bandwidth, protection against jam-
ming, encryption,  etc., is being explored by Navy as a potential solution, although it 
is current largely conceptual.
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• Normalise human- machine teaming to create effects: As more RAS capabilities 
are integrated into the maritime force,  these systems  will need to work seamlessly with 
existing crewed and other RAS systems in order to achieve the maximum effect on 
the battlefield. This  will usher in fundamental changes to Navy culture, its workforce, 
and its training approaches, as well as extending them to ensure that trusted relation-
ships between  humans and critical machines can be built.  These  will need to be nor-
malised as standard practice and  will require significant training of ‘machines’ to per-
form in a predictable acceptable manner.

• Adapt acquisition pro cesses to optimise investment in RAS- AI: The rate of tech-
nology development associated with RAS- AI demands that organisations adapt or risk 
missing the prospective benefits that the technology offers. Given the evolution of the 
threat environment, existing approaches to acquisition and operations  will not suffice. 
This does not mean that only superficial testing is required, or cursory consideration 
should be given to a technology’s fitness against pre sent or anticipated operational use. 
On the contrary, evergreening approaches concede that only so much of the potential 
application can be determined with confidence and backed by evidence in step with 
the rate of technology development. Rigour should be applied in matching the RAS- AI 
asset and its application, progressively building up the analy sis over time.

• Mobilise academia and industry as part of the total maritime capability: Much 
of the technology that underpins RAS- AI is being developed by academia and indus-
try. Significantly, that R&D is not specifically aimed at the Defence community. If 
Navy is to position itself at the cutting edge and possess the ability to cope with the 
rapid turnover of technologies, it  will need to have its requirements prioritised by 
academic and industry audiences. The commitment from Navy to work more closely 
with  those developing technology can be demonstrated by sharing its capability gaps 
and emerging operational requirements such that  future investments in R&D can be 
targeted.

Requirements

Given  these objectives, and in light of the  future operating context, we observe that the fol-
lowing requirements should drive Navy’s strategy for RAS- AI:

• Pervasive AI: The continued growth and sophistication of AI  will converge with other 
maturing technologies (e.g., internet of  things, 5G, ML) in such a way that AI  will 
be pervasive in all aspects of life. Navy  will be operating in an environment where 
its workforce, systems and equipment, other Australian Defence Force ser vices, their 
international security partners, and supply chains are all critically dependent on AI.

• Numerous RAS: Navy  will encounter an operational environment where large num-
bers of dif fer ent autonomous systems operate in concert with automated and human- 
controlled systems. Navy  will need to make strategic decisions about the balance 
between location (air, surface, subsurface), size and functions, which  will be driven by 
capability needs. Countering an adversary’s RAS capabilities  will be a force determi-
nant across all Navy capabilities.

• Agile and distributed C3: As the lethality, range and speed of weaponry grows, the 
capacity to decide and act quickly  will be challenged.  Human decisionmakers  will be 
compromised by their incapacity to assimilate data quickly and accurately in the time 
given. This necessitates more agile, dynamic and distributed command and control 
(C2) arrangements where authority to execute vari ous tasks and missions is increas-
ingly delegated to machines. The capacity to ensure  these systems operate in accordance 
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with the rules of engagement is determined before their application and requires a 
robust communication architecture with the capacity, security and redundancy to 
assure C2.

• Human- machine teaming: A coactive design approach to teaming that facilitates a 
‘combine and succeed’ ethos rather than a ‘divide and conquer’ one has the potential 
to create a more robust and effective system.5 This approach lends itself to the team-
ing of  humans with autonomous systems that builds on the strength of each of  these 
agents. In the short term at least,  humans’ abilities to better manage the complexity 
and constraints of maritime missions  will be complemented by autonomous systems’ 
capacity to rapidly synthesise and analyse large amounts of data and operate with pre-
cision in complex, time- constrained environments.6 As they mature further, autono-
mous systems’ capacity to learn from experience, be unaffected by  human biases and 
undertake tasks  humans cannot  will extend the pos si ble mission set as new and better 
capabilities emerge.

• New missions: RAS- AI can augment and improve the capacity for Navy to under-
take designated tasks within doctrinal missions. They also offer the opportunity to 
undertake new missions that may contribute wholly or in part to battlespace effects. 
RAS- AI systems should also be evaluated for their ability to contribute against  future 
threats.

• Trustworthy and resilient systems: The seaworthiness of  future capabilities  will nec-
essarily include trustworthiness of RAS- AI ele ments. The integration and application 
of  these  will be  shaped by both technical standards and the operators’ trust in  those 
systems. Autonomous systems  will be able to learn and adapt while they operate, thus 
continuous review and recalibration of their per for mance may be necessary. Care must 
be taken such that operators do not become overly dependent, complacent or uncriti-
cal in their employment. The propensity to abnegate decisionmaking to machines or 
attach  human values to inanimate systems must be monitored.

• Value for money: RAS may represent high utility against their cost. Determining 
if, where and how replacing and/or augmenting crewed systems with uncrewed ones 
should be a contributing  factor for any business case  going to government. However, 
while the removal of  humans from platforms affords opportunities for increased power 
and greater sensor or weapon payloads,  these should not be pursued to the point where 
the complexity within the RAS begins to degrade its utility.

• Evergreening: Rapidly changing technologies are not readily accessed through tradi-
tional acquisition pro cesses. They are generally  adopted when the bound aries of appli-
cation are still being defined in an environment of rapid technological development. As 
such, evergreening approaches allow the concurrent test and use of RAS- AI adjacent 
with technological development or emerging requirements. A greater range of responses 
and tolerances for failure can be explored more immediately. Training as well as other 
fundamental inputs to capability (FIC) ele ments must be similarly designed to keep pace.

• Economic sustainment: Continuous monitoring of platforms with an array of sen-
sors managed by AI  will enable maintenance as needed, replacing the current predeter-
mined, mean- time-based approaches. Current industrial applications of this approach 
to maintenance have provided large cost savings. Technology upgrades and choices 

5 Matthew Johnson, Jeffrey M. Bradshaw, Robert R. Hoffman, Paul J. Feltovich, and David D. Woods, ‘Seven Cardi-
nal Virtues of Human- Machine Teamwork: Examples from the DARPA Robotic Challenge’, IEEE Intelligent Systems, 
Vol. 29, No. 6, November– December 2014, p. 77.
6 Reding and Eaton, 2020, pp. 61–62.
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around disposability  will offer opportunities to invest in replacement rather than 
maintenance.

• Trusted integration: System and mission per for mance must not be compromised 
through the introduction of RAS- AI. Trust must be considered throughout the design, 
development, deployment and disposal cycle, and care must be taken to ensure effec-
tive integration into existing capabilities where required.

• Crewing options: In developing  future platforms, Navy has the choice of choosing 
 whether they are fully crewed, minimally crewed, optionally crewed or uncrewed. 
RAS- AI  will enhance survivability and mission effectiveness by replacing  humans on 
tasks that are dull, difficult and/or dangerous. Moving large, capable crewed vessels 
further out of harm’s way by bringing uncrewed systems closer to targets ensures that 
effects can be enduring in high- threat environments. Lowering crewing levels on ves-
sels in threatening environments provides margins to enhance the platform per for-
mance. It is likely that RAS- AI  will shift the location of personnel rather than reduce 
overall operator needs for missions. The opportunity for personnel to remain onshore 
broadens the workforce pool available to Navy.

Lines of Effort

The Maritime RAS- AI Strategy provides the aim point for Navy in 2040. Realising this 
 will require an implementation plan that establishes the pathway, decision points and per-
for mance standards. Given the holistic nature of RAS- AI, a number of interdependent lines 
of efforts need to be pursued:

• Technology: Identifying emerging RAS- AI technologies, their maturity pathway over 
time, and their convergence to a fieldable capability is crucial. Understanding the inter-
dependencies between enabling technologies and investment/disinvestment decision 
points  will assist in informing Defence innovation programs. Industry and academia 
 will continue to play impor tant roles in this line of effort.

• Force design: As a  middle power, Australia does not have the resources to pursue all 
possibilities RAS- AI may offer. A review of Australia’s strategic needs and associated 
capability gaps should drive investments in RAS- AI sovereign capabilities. The broad 
requirements should be identified, tested and endorsed based upon the design of the 
 future force.

• Workforce:  People working with RAS- AI  will require dif fer ent skills and compe-
tencies than may currently exist in Navy. Identifying, developing and sustaining the 
 future workforce  will require not only bringing new personnel to Navy in highly com-
petitive disciplines, but also accessing skills outside of Navy.

• Operational capability: Introducing a new capability into ser vice has implications 
for all facets of the operations, from concepts of operation and rules of engagement 
to integration with legacy systems in crowded and challenging environments. Ethical, 
 legal, procedural and governance considerations need constant attention.

• Capability life cycle: RAS- AI  will see contributions from all aspects of FIC. The 
capability life cycle  will underpin this, supporting acquisition, sustainment and dis-
posal. Opportunities for Australian industry are critical for success.

• Experimentation: The rapid development of RAS- AI technologies means that tradi-
tional thinking may not be sufficient for good decisionmaking.  There are many forms 
of experimentation, including  those in laboratories, desktop exercises or ‘sandpits’, in 
which operators can explore possibilities in more realistic environments. Coordination 
is impor tant to ensure the right prob lems are investigated and useful outputs delivered.
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CHAPTER ONE

Introduction

Background

The Royal Australian Navy (hereafter referred to as ‘Navy’) has embarked on an ambitious 
plan to modernise its maritime capabilities to support Australia’s defence strategy.1 The 
recent 2020 Defence Strategy Update calls for Australia to be ready to shape the strategic 
environment, deter actions against its interests and to be prepared to respond with military 
force when required. The update focuses defence planning on Australia’s immediate region 
and places a high priority on countering the threat posed by China’s active pursuit of influ-
ence in the Indo- Pacific through the use of coercive activities, new military capabilities, 
and actions short of war (also known as ‘grey zone activities’).2

Maritime capabilities feature heavi ly in the 2020 Defence Strategy Update. The Depart-
ment of Defence (DoD) is planning to invest $75 billion to strengthen  those capabilities 
over the next de cade. While the maritime modernisation aspects of the 2020 Force Structure 
Plan reconfirm the acquisition of 12 Attack- class submarines, nine Hunter- class frigates 
and 12 Arafura- class offshore patrol vessels (OPVs), the plan also calls for investments in 
updated maritime remotely pi loted aerial systems and the exploration of optionally crewed 
and/or uncrewed surface and undersea systems.3 Such systems are envisioned to provide 
additional capabilities in the intelligence, surveillance and reconnaissance mission areas 
across the maritime domain.

Navy has recognised the imperative to modernise its forces in recent planning docu-
ments. In Plan Pelorus, the Chief of Navy highlighted the modernisation challenge being 
faced:

The rate of disruptive technological development and adoption across our region  will 
increasingly challenge our ability to maintain a capability advantage. Australia  will face 
new threats in an increasingly congested maritime domain. The information domain 
 will be increasingly challenged, and the speed of information, the power of data and 
rise of artificial intelligence,  will all shape our new real ity. We must adapt and respond 
across our enterprise or we  will be left  behind.4

Thinking about the implications over the next two de cades, Navy’s Plan Mercator also 
notes that

1 DoD, 2020 Defence Strategic Update, Canberra, ACT: Commonwealth of Australia, 2020a.
2 Lyle J. Morris, Michael J. Mazarr, Jeffrey W. Hornung, Stephanie Pezard, Anika Binnendijk, and Marta Kepe, Gain-
ing Competitive Advantage in the Gray Zone: Response Options for Coercive Aggression Below the Threshold of Major War, 
Santa Monica, Calif.: RAND Corporation, RR-2942- OSD, 2019.
3 DoD, 2020 Force Structure Plan, Canberra, ACT: Commonwealth of Australia, 2020b.
4 Royal Australian Navy, Plan Pelorus: Navy Strategy 2022, Canberra, ACT: Commonwealth of Australia, 2018, p. 1.
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advances in autonomy, automation and advanced robotics could usher in a new tech-
nological revolution. Autonomous systems  will offer Navy advances in reach, surviv-
ability and situational awareness for conducting tasks integral to the complex  future 
environment.5

Robotics, autonomous systems and artificial intelligence (RAS- AI) are widely recog-
nised as key technology enablers for  future maritime capabilities. For Navy to be prepared 
to utilise RAS as part of sustained operations as part of the joint force, significant changes 
in the ser vice  will be needed. Such changes  will be broad, likely requiring transformations in 
workforce, technology, systems engineering, organisation, information management and doc-
trine to best incorporate and employ innovative RAS- AI  under new concepts of operations.

Navy recently established the RAS- AI Directorate, which offers Navy a capacity to 
support the identification, acquisition and employment of RAS- AI capabilities. In addition 
to the work being undertaken by Squadron 822X (currently focused on experimentation 
with tactical uncrewed aerial vehicles [UAVs]), Navy (and the RAS- AI Directorate specifi-
cally) is developing a strategy for maritime RAS- AI. The goal of that strategy is to provide 
a path for developing and employing RAS- AI that looks forward to 2040.

Research Purpose and Approach

The goal of this work is to inform Navy RAS- AI strategy development by providing ana-
lytical support and an evidence base associated with the strategy. Our efforts focused on 
the following tasks:

• Task 1: Review the lit er a ture associated with RAS- AI. This task involved collect-
ing and collating relevant documentation related to RAS, including information from 
domestic and international sources. The range of documentation included technol-
ogy summaries, current strategies and doctrine, commentaries from  those within the 
field, and some industry perspectives. We developed a short summary for each docu-
ment that we examined.

• Task 2: Gather information on relevant strategy, policy, missions, systems, pro-
grams and threats. In this task, we collected information on relevant Defence and 
Navy strategies, systems, and threats needed to inform the Maritime RAS- AI Strategy. 
This included current, planned and potential  future Navy missions that might utilise 
RAS capabilities in a primary or supporting role.

• Task 3: Hold discussions with key stakeholders.  Because a goal of the strategy is 
to engage and inform military, industry, academic and other government and public 
audiences, we held interviews with a number of stakeholders. This task provided fur-
ther evidence through the subject  matter expertise of  those being interviewed. The 
interviews involved a mixture of structured and semi structured questions, the major-
ity of which we posed to all interviewees. Some questions  were designed specifically 
to tap the expertise of certain stakeholders.

• Task 4: Hold workshops with RAND subject  matter experts (SMEs). In this task, 
we held workshops that reviewed lessons learned from past RAND RAS research in 

5 Royal Australian Navy, Plan Mercator: Navy Strategy 2036, Canberra, ACT: Commonwealth of Australia, 2017b, 
p. 7.
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the public domain conducted for numerous clients, considered challenges faced by 
Navy, and discussed potential areas that should be considered in the RAS strategy.

• Task 5: Develop recommendations to inform the Navy RAS- AI strategy. Based 
on the prior tasks and evidence base developed, in this task we developed recommen-
dations to inform the Navy RAS strategy.  These recommendations and findings  were 
shared throughout the research effort.

The organisation of this report is as follows:

• Chapter Two sets the strategic maritime context for Australia in 2040 and identifies 
some potential  drivers that require consideration when considering if, where and how 
Australia might invest in maritime RAS- AI.

• Chapter Three explores some of the technological enablers for maritime RAS- AI.
• Chapter Four explores the lessons Australia can learn from  others who are working in 

this field, as well as from previous times of significant technological change. It also 
considers how  these might link to  future maritime applications.

• Chapter Five brings the previous chapters’ analyses together through a series of obser-
vations, makes recommendations on the content for the strategic roadmap, and dis-
cusses some of the considerations for transitioning the recommendations into fieldable 
capabilities.

• Chapter Six provides a brief summary.
• The appendixes provide further detail on the lit er a ture review (Appendix A), our inter-

views with Australian Defence Force (ADF) personnel (Appendix B), and three work-
shops that the research team held with U.S. RAND experts in maritime technology 
and capability (Appendix C).
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CHAPTER TWO

Australia’s Strategic Environment to 2040

Due to its location on the globe and its long- standing policy to be a strategic power in 
the Indo- Pacific region, Australia needs to possess a defence force that can have a decisive 
impact over a large physical area. This chapter discusses the threat environments in which 
the ADF  will be operating for the next two de cades.  After first discussing the strategic impli-
cations of Australia’s unique geographic position, it examines operational and technological 
capabilities and threats that might threaten Australia out to 2040.

Australia’s Strategic Geography

The key  factor that underpins Australia’s defence strategy, and hence a key determinant for 
the Maritime RAS- AI Strategy, is the country’s unique strategic environment. Australia 
is an island nation surrounded by a number of distinct, large maritime domains, each of 
which is of strategic interest. Defence planning is focused on a wide region ‘ranging from the 
north- eastern Indian Ocean, through maritime and mainland South East Asia to Papua 
New Guinea and the South West Pacific’.1 From Navy’s perspective, such planning has to 
take into account the following:

• To Australia’s west, the Indian Ocean hosts some of the world’s busiest shipping lanes. 
In 2040,  those  waters likely  will be a dominant feature for world trade and an area of 
strategic importance.2

• To its east lies the Pacific Ocean, including a number of South Pacific island nations 
that are of strategic interest to Australia.  Those nations have traditionally had positive 
relationships with Australia and the Pacific Step- Up is looking to strengthen  those 
connections.3 The threat of a strategic competitor working to undermine  those rela-
tionships is a significant strategic concern.4

• To Australia’s immediate north and beyond are the increasingly contested  waters of 
Southeast Asia and the South China Sea. While Australia’s defence strategy is focused 
on the immediate region ‘from the north- eastern Indian Ocean through maritime and 
mainland South East Asia to Papua New Guinea and the South West Pacific’, being 

1 DoD, 2020a, p. 6.
2 Rory Medcalf and James Brown, Defence Challenges 2035: Security Australia’s Lifelines, Sydney: Lowy Institute, 2014.
3 Department of Foreign Affairs and Trade, 2017 Foreign Policy White Paper, Canberra, ACT: Commonwealth of 
Australia, 2017.
4 Scott  W. Harold, Derek Grossman, Brian Harding, Jeffrey  W. Hornung, Gregory Poling, Jeffrey Smith, and 
Meagan L. Smith, The Thickening Web of Asian Security Cooperation: Deepening Defense Ties Among U.S. Allies and 
Partners in the Indo- Pacific, Santa Monica, Calif.: RAND Corporation, RR-3125- MCF, 2019.
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able to exert influence and proj ect military capability over a wider maritime region to 
the north, potentially as part of a co ali tion,  will continue to be impor tant.5 Across this 
entire region, ‘sea lanes, communications links, and intricate multinational distribu-
tion and manufacturing chains are critical ele ments of the Australian economy, which 
can be disrupted— accidentally or deliberately.’6

• To its south is the Southern Ocean, linking mainland Australia to Antarctica. Aus-
tralia has the largest Antarctic territorial claims (42  percent)  under the auspices of the 
Antarctic Treaty. This treaty treats the Antarctic as a ‘nature reserve devoted to peace 
and science’ excluding ‘mineral resource exploitation’.7 However, Australia’s claims 
are not recognised by many signatories of the treaty, including the United States.8 As 
a result, Australia might be required to proj ect military capabilities across a large and 
inhospitable maritime environment to protect  those territorial claims.9

Current Navy Missions and Task

The 2020 Defence Strategic Update defined three new strategic objectives, namely ‘to 
shape Australia’s strategic environment, to deter actions against Australia’s interests, and to 
respond with credible military force, when required’.10 To implement this, the government 
has set out six guiding princi ples, for each of which Navy plays a key role:11

• prioritise our immediate region (the north- eastern Indian Ocean, through mari-
time and mainland South East Asia to Papua New Guinea and the South West 
Pacific) for the ADF’s geo graph i cal focus;

• grow the ADF’s self- reliance for delivering deterrent effects;
• expand Defence’s capability to respond to grey- zone activities, working closely with 

other arms of government;
• enhance the lethality of the ADF for the sorts of high- intensity operations that are 

the most likely and highest priority in relation to Australia’s security;
• maintain the ADF’s ability to deploy forces globally where the Government chooses 

to do so, including in the context of US- led co ali tions; and
• enhance Defence’s capacity to support civil authorities in response to natu ral disas-

ters and crises.

At the time of writing, Navy’s set of maritime tasks that contribute to  these remain:12

• Combat Operations at Sea: consisting of intelligence collection and surveillance; 
cover; maritime strike and interdiction; containment; blockade; barrier operations 
and defended areas; layered defence; advanced force operations; and protection of 
merchant shipping

5 DoD, 2020a.
6 Medcalf and Brown, 2014, p. 7.
7 Department of Agriculture,  Water and the Environment, ‘Australia and the Antarctic Treaty System’, webpage, 
2016.
8 Anthony Bergin and Tony Press, Eyes Wide Open: Managing the Australia- China Antarctic Relationship, Australian 
Strategic Policy Institute, Special Report 153, 2020.
9 See, for example, Bergin and Press, 2020; and Anne- Marie Brady, China’s Expanding Interests in Antarctica, Austra-
lian Strategic Policy Institute, Special Report 109, 2017.
10 DoD, 2020a, pp. 24–25.
11 DoD, 2020a, p. 25.
12 Royal Australian Navy, Australian Maritime Operations, Canberra, ACT: Commonwealth of Australia, 2017a, p. 4.
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• Combat Operations from the Sea: consisting of maritime mobility (sea lift); land 
strike; support to operations in land and in the air; and amphibious operations

• Other operations: consisting of humanitarian assistance and disaster relief; search 
and rescue assistance to allied and friendly nations; environmental and resource 
management and protection; defence force aid to the civil authority; presence; mari-
time barrier operations; evacuation operations; counter- piracy; preventative diplo-
macy; peace operations; coercion; and sanctions and embargo.

It is clear the strategic objects and many of  these missions are enduring and  will likely have 
the potential, at least, for RAS- AI to contribute.

Emerging Challenges in Australia’s Maritime Domain

Within this diverse geo graph i cal (maritime) expanse, Australia  faces a significant increase 
in military capabilities fielded by other powers and potential adversaries.13 Such threats include 
advanced strike, new surveillance technologies and antiaccess area- denial technologies.14 Addi-
tional threats to maritime operations being developed and acquired by competitors include 
new sensors, autonomous systems and long- range and high- speed weapons. Indeed, it has 
been suggested that by the mid-2030s ‘half of the world’s submarines and at least half the 
world’s advanced combat aircraft  will be operating in [Australia’s] region’15 and that highly 
capable uncrewed underwater vehicles (UUVs) and uncrewed surface vehicles (USVs)  will 
be commonplace.16

In a recent speech, the Defence Minister stated that uncrewed vehicles in the air, on 
the surface and underwater enabled by AI ‘ will change traditional ways of thinking about 
naval warfare and sea control’.17 She noted that Defence needs

to assess  these changes and challenges in a hard- headed manner to adapt to the real ity 
of the changes around us:

• What changes we need to make to our strategy;
• What changes we need to make to our capability; and
• How we transform Defence into an organisation that can deliver on the national 

tasks for the de cades ahead?18

 Future Operating Environment  Drivers

The modern threat environment is, and  will continue to be, crowded, nonlinear and  shaped 
by new types of threats. As Kimberly Amerson and Spencer Meredith observe, ‘Chaos, 
complexity and competition are said to be the defining characteristics of this  future.’19 

13 Derek Grossman, ‘Military Build- Up in the South China Sea’, in Leszek Buszynski and Do Thanh Hai, eds., The 
South China Sea: From a Regional Maritime Dispute to Geo- Strategic Competition, London: Routledge, 2020.
14 DoD, 2020a.
15 DoD, Strategic Outlook, Canberra, ACT: Commonwealth of Australia, 2016.
16 Malcolm Davis, ‘Unmanned Systems Are the  Future, and Australia’s Navy Needs to Get on Board’, The Strategist, 
15 October 2019.
17 Linda Reynolds, speech to the Royal Australian Navy Seapower Conference, 8 October 2019.
18 Reynolds, 2019.
19 Kimberly Amerson and Spencer B. Meredith III, ‘The  Future Operating Environment 2050: Chaos, Complexity 
and Competition’, Small Wars Journal, 2016.
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A comprehensive understanding of such an environment  will require thinking beyond the 
operational implications of technology.20 Grey zone or hybrid warfare, and asymmetric and 
irregular conflicts have, in many contexts, overtaken conventional warfare, and as technol-
ogy continues to advance, cyber and electronic threats  will proliferate, phases of operations 
 will continue to blur, and the military’s vari ous roles  will be multifaceted, multidomain and 
increasingly networked.

The complex operating environments of  today and tomorrow may be significantly dis-
rupted by AI.  Those environments  will see increased utility of AI and ready deployment 
of autonomous and semiautonomous systems. Specified RAS- AI strategies have become 
a feature of national defence considerations, and off- the- shelf components are becoming 
increasingly accessible to nonstate actors. Growth and expansion in the use of uncrewed 
systems  will increase the probability that military confrontation  will occur between  those 
systems, and across domains.

Australia’s security environment also is experiencing increased activity in the maritime 
domain, particularly in the Indo- Pacific. This is likely to increase the type, level and number 
of threats as the region becomes more unstable and international tensions are amplified. As 
DoD notes, ‘Access, basing and overflight issues are expected to remain part of the  future 
warfighting prob lem and could possibly increase in severity.’21 The projection of naval power 
across the Indo- Pacific theatre is vital in supporting national interests and broader interna-
tional commitments.22  Under  these conditions, Navy may need to scope new missions and 
deliver capabilities,  whether crewed or uncrewed, to  counter or monitor adversarial presence 
in additional regions.

Hybrid Warfare and Grey Zone Activities

Hybrid, grey zone or irregular warfare is principally understood as ‘an operational space 
between peace and war, involving coercive actions to change the status quo below a thresh-
old that, in most cases, would prompt a conventional military response, often by blurring 
the line between military and non- military actions and the attribution for events’.23 Simi-
larly, ‘hybrid threats and hybrid conflict are typified by their complexity, ambiguity, mul-
tidimensional nature and gradual impact.  These characteristics pose a challenge to effective 
response mea sures and therefore to the international order.’24  These hybrid threats can 
include the full range of military and other capabilities, as well as direct operations. They 
can employ autonomous systems, AI and cyber inasmuch as  those threats can be deployed 
‘in a subtle and pervasive way that impedes fast detection, accountability and retaliation’.25 
This is especially useful as grey zone strategies are often concerned with manipulating the 
information domain.26 Hybrid threats are not novel; diverse and increasingly sophisticated 

20 Raphael S. Cohen, Nathan Chandler, Shira Efron, Bryan Frederick, Eugeniu Han, Kurt Klein, Forrest E. Morgan, 
Ashley L. Rhoades, Howard J. Shatz, and Yuliya Shokh, The  Future of Warfare in 2030: Proj ect Overview and Conclu-
sions, Santa Monica, Calif.: RAND Corporation, RR-2849/1- AF, 2020, p. 9.
21 DoD, Australian Defence Force  Future Maritime Operating Concept—2025 Maritime Force Projection and Control: 
Unclassified Version, Canberra, ACT: Commonwealth of Australia, undated.
22 Greg Mapson, ‘The Looming Threat of Sea Mines’, The Strategist, 15 April 2019.
23 Morris et al., 2019, p. 8.
24 Bianca Torossian, Lucas Fagliano, and Tara Görder, ‘Hybrid Conflict: Neither War, nor Peace’, Strategic Monitor 
2019–2020, The Hague Centre for Strategic Studies, 2019.
25 Torossian, Fagliano, and Görder, 2019.
26 Torossian, Fagliano, and Görder, 2019.
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technologies have augmented the impact, reach and congruence of hybrid threats in the 
modern security environment.

As a result of increased development, adoption and deployment of RAS- AI, many of 
the  enemy threats that Navy  will encounter in the current and  future security environment 
 will be of this hybrid nature. In the maritime environment, acts like ‘intrusions’, when an 
actor conducts actions or exercises that provocatively threaten entry into other states’ ter-
ritories, have become more frequent in foreign territorial seas, particularly the South China 
Sea. Also more common has been the use of proxies (e.g., armed fishermen) to challenge 
the authorities and commercial entities operating in  these areas. In  these cases,  there has 
not been a direct violation of territorial integrity but a more ambiguous approach. Increas-
ingly,  these actions are likely to be conducted by uncrewed vehicles, and the potential exists 
that such actions could grow both in number and in aggression.

Asymmetric Capabilities

Asymmetric warfare is generally understood as ‘warfare that is between opposing forces 
which differ greatly in military power and that typically involves the use of unconventional 
weapons and tactics (such as  those associated with guerrilla warfare and terrorist attacks)’.27 
This has arguably become the norm in the modern era and is likely to be a prevailing fea-
ture of the  future threat environment as access to technologies like RAS- AI proliferates 
across the globe. Indeed, it has been posited that this may potentially disrupt the nature 
of  future conflicts when small nations develop ‘selective asymmetric capabilities to offset 
superior U.S. and allied forces’.28  Because ‘robotics is not a technology like the atomic bomb 
or aircraft carrier, where only the  great powers can build and use it effectively’ and the barri-
ers to entry are not necessarily high, ‘the repurposing of a low- entry revolutionary technol-
ogy tends to happen fairly quickly’.29 Relatively low- cost commercial off- the- shelf (COTS) 
systems, combined with technical know- how can be used to significant effect.

A broader and more diverse cast of international actors  will be able to augment their 
deterrence and attack potential, with smaller states, nonstate actors, and terrorists able 
not only to threaten states with more substantial material resources but also proj ect con-
siderable military power. Terrorist groups and crime syndicates have the capacity to create 
and use sophisticated robotic systems by accessing COTS components.  These technologies 
‘enhance counterinsurgency strategies by providing the means to sustain the effort, as they 
are relatively low cost, highly mobile, and stealthy’.30 The expansive and unrestricted use 
of  these systems, many of which are highly dangerous, substantially increases the threat as 
well as the prospect of misuse.

Erosion of International Standards and Norms

The growth in autonomous systems and other innovative technologies has not only dis-
rupted the technological sphere, but it has also opened new domains for conflict that are 
difficult to police and regulate, and has shifted power balances in the international order. 
As a result, we are likely to see increased contravention or erosion of international norms, 

27 ‘Asymmetric Warfare’, Merriam-Webster.com, 2020.
28 Forrest E. Morgan and Raphael S. Cohen, Military Trends and the  Future of Warfare: The Changing Global Environ-
ment and Its Implications for the U.S. Air Force, Santa Monica, Calif.: RAND Corporation, RR-2849/3- AF202, 2020, 
p. 1.
29 Peter W. Singer, The Robotics Revolution, Washington, D.C.: Brookings Institute, 2012.
30 Nicholas Grossman, Drones and Terrorism: Asymmetric Warfare and the Threat to Global Security, London: Blooms-
bury, 2018, p. 23.
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safeguards and standards of engagement. Moreover, we are seeing the reconceptualisation 
of frames for conflict through the purposeful pursuit of ‘non- Western’ logics and methods 
of conduct. For example, China has articulated its pursuit of an ‘order based on an ethical 
logic against what it described as a flawed and failing order based on Western concepts’.31 
As China tracks its strategic goals, and develops advanced systems to achieve  those goals, 
military and nonmilitary competition  will likely increase.

 Under  these conditions, reduced transparency of military programs and relative disre-
gard for international law  will become more common. The development of lethal autonomous 
weapon systems by nations who may interpret a lower moral and  legal bar for the active use of 
such systems compels Australia and its allies to not just actively respond to changes in poten-
tial adversaries rules of engagement; it also compels them to evaluate the extent to which they 
pursue the same course, potentially jeopardising their  legal and moral values, risking public 
trust and confidence, and conceivably having to increase defence expenditure to become a 
player in this space. International actors that earmark greater resources for the development 
of exquisite technologies, that have more favourable structures for the ongoing growth and 
advancement of  those systems, or that have less rigorous design and operating standards than 
 those followed in Australia  will develop technological and military superiority.

Cyber- , Electronic and Information Warfare

As Stephen Kuper observes, ‘Electronic warfare and cyber- attacks are emerging as the  great 
tactical and strategic levelling forces in the 21st  century concept of operations and are dra-
matically impacting the operating capacity and survivability of unmanned and autonomous 
platforms in the increasingly contested operating environments of the 21st  century.’32 Both 
state and nonstate actors are gaining the ability to conduct cyberattacks on the most highly 
defended networks and systems. Indeed, what is game- changing, or strategically decisive, 
about cyberwarfare is that the threat is not likely to be at the high end of the conflict spec-
trum. Rather, it is that cyberwarfare’s ‘globally unfettered structure . . .  [offers] relatively 
risk- free opportunities in the scale, proximity, and precision of cyber weapons . . .  [and] 
make[s] attacks cheaper, easier, and more effective for both state and nonstate actors.’33

As Peter Dombrowski and Chris Demchak point out, ‘Adversaries can readily use the 
web to scale attacking units from small to large, tightly organised or loosely linked. Fur-
ther, attackers can use the web for communication, training, supply, and operations, even 
as they scale up and down and back again.’34 While all phases of military operations are 
now cybered, in the maritime context specifically, systems responsible for navigation, pro-
pulsion and platform- related functions may prove particularly attractive for cyberattacks 
 because more than 90   percent of world trade occurs via the oceans. Moreover, it is no 
longer essential to be in ‘close physical proximity to collect critical information or to deploy 
long- range expensive weapons. Relatively high- quality signals intelligence is now available 
to anyone with time and an Internet connection.’35 Dombrowski and Chris Demchak add 
that ‘precision in targeting is no longer constrained to line- of- sight, blue- water, or over- the- 

31 Michael J. Mazarr, Timothy R. Heath, and Astrid Stuth Cevallos, China and the International Order, Santa Monica, 
Calif.: RAND Corporation, 2RR-2423- OSD, 2018, p. 82.
32 Stephen Kuper, ‘The Limitations of Unmanned and Autonomous Systems in a Contested Environment’, Defence 
Connect, 13 June 2019.
33 Peter Dombrowski and Chris C. Demchak, ‘Cyber War, Cybered Conflict, and the Maritime Domain’, Naval War 
College Review, Vol. 67, No. 2, Spring 2014, pp. 82–83.
34 Dombrowski and Demchak, 2014, p. 83.
35 Dombrowski and Demchak, 2014, p. 83.
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horizon military capabilities. Cyber- enabled attackers can vary the precision of their target-
ing from a single person to cities, regions, or entire nations.’36

Widespread use of autonomous systems increases the points at which  enemy threats can 
enter,  whether through sensors, communications applications, pro cessors, control systems or 
external inputs. While it is not only autonomous and uncrewed systems that are exposed to 
such attacks, this vulnerability raises questions about the security provisions for C2 systems, 
intelligence, surveillance and reconnaissance platforms and the reliability of the informa-
tion obtained and disseminated by them. The threat increases if systems become generic or 
common— one successful hack could spread across all ele ments using that system. As For-
rest Morgan and Raphael Cohen observe, ‘Such vulnerabilities are frightening when systems 
are granted the autonomy to employ lethal force. On the other hand, not employing  these 
systems with sufficient autonomy  will also be risky if adversaries are  doing so and gaining 
combat advantages from the speed and precision available from automated warfare.’37

While compromise or immobilisation of systems is a significant threat, ‘unmanned 
systems have also opened a competition to reach into the communications of the 
machines themselves’ not merely to gain access, but to gain control.38 For actors rely-
ing on ‘advanced space- based command and control, intelligence, surveillance and recon-
naissance networks’39 across systems and platforms,  there are implications for the surviv-
ability and utility of  these platforms in contested operating environments. Rapid advance 
of the capabilities of Rus sia, China and to a lesser degree North  Korea and Iran may well 
put Australia in a vulnerable position as to its defensive and countercyber capabilities. 
Cyberespionage, cybersabotage and information control  will become more frequent and 
Australia may not be able ‘to respond and adequately prepare for the potential hacking of 
 these platforms to  either neutralise and/or establish control over said systems to turn them 
against their original operators’.40  Here, Shannon’s Maxim is apt: ‘One  ought to design 
systems  under the assumption that the  enemy  will immediately gain full familiarity with 
them.’41

Artificial Intelligence and Automation Bias

The incorporation of AI into military systems  will be disruptive across operational, stra-
tegic and ethical contexts. Integrating AI into weapons and decision- support systems 
 will tighten the observe- orient- decide- act loop, resulting in rapid decisionmaking and 
allowing military actions to be executed at machine speed.42 Yet,  those systems may 
not have the capacity to easily distinguish combatants from noncombatants, or threats 
from system anomalies. In  these cases, a strike  will be prosecuted based purely on 
mathematical probabilities. As Forrest Morgan et al. observe, ‘ These prob lems could be 

36 Dombrowski and Demchak, 2014, p. 83.
37 Morgan and Cohen, 2020, p. 63.
38 Singer, 2012.
39 Kuper, 2019.
40 Kuper, 2019.
41 Claude Shannon, ‘Communication Theory of Secrecy Systems’, Bell System Technical Journal, Vol. 28, No. 4, 1949, 
p. 662.
42 ‘This decision- making pro cess requires complete and unbiased data, which is almost impossible to achieve,  else its 
efficacy and quality  will be degraded.’ Forrest E. Morgan, Benjamin Boudreaux, Andrew J. Lohn, Mark Ashby, Chris-
tian Curriden, Kelly Klima, and Derek Grossman, Military Applications of Artificial Intelligence, Ethical Concerns in an 
Uncertain World, Santa Monica, Calif.: RAND Corporation, RR-3139-1- AF, 2020, p. 39.
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magnified if systems are fielded before being adequately tested or if adversaries succeed 
in spoofing or hacking into them. Machine learning (ML) systems could exhibit emer-
gent behaviour, acting in dangerous ways.’43  There is also the potential for attacks to be 
prosecuted in areas or using force that would be considered inappropriate by  humans, or 
without sensitivity to po liti cal contexts. This may create an accountability gap, encour-
age greater risk taking and trigger escalation.44 A recent RAND report found that in 
a wargame involving AI and autonomous systems the greatly increased decision- action 
speeds associated with AI and autonomous systems have the potential to escalate con-
flict much more quickly.45

As AI proliferates across military systems,  there may be an increased risk that lead-
ership  will decide to deploy  these systems rather than pursue diplomatic or other non-
military options. While it remains difficult at this stage to forecast exactly how this may 
be manifest, some have offered a view of the  future whereby ‘the threshold for military 
action  will be lower, and with more military action,  there  will be greater costs to inno-
cent civilians’.46  These concerns echoed by some of the Navy officers we interviewed, 
who contended that the initiation of military action could be lower if autonomous sys-
tems  were competing with each other. They saw the risk that this could rapidly spiral 
into a broader conflict.

In this environment, commanders may have to contend with automation bias— ’a belief 
that AI systems are more reliable and trustworthy than  humans’.47 As Morgan et al. note, 
‘This tendency is intensified in systems in which the algorithmic pro cessing is so complex 
that their outputs are unexplainable— that is to say, operators cannot easily determine why 
their systems are giving par tic u lar answers or behaving in par tic u lar ways.’48

As AI is increasingly incorporated into military systems, the risks of miscalculation, 
misunderstanding and malfunction are heightened.49 As  those systems become more com-
plex and tightly coupled with other complex systems, accidents and errors  will be inevi-
table50 and systems  will be more vulnerable to malicious attacks. While the incorporation of AI 
may help to protect from hacks and data poisoning, it is difficult to judge  whether offence 
or defence  will have the advantage.51

Implications

It is clear that the environment within which Navy  will operate over the next two de cades 
 will become increasingly complex. The increased interests in the Indo- Pacific and the 

43 Morgan et al., 2020, p. 22.
44 Morgan et al., 2020, p. 22.
45 Yuna Huh Wong, John Yurchak, Robert W. Button, Aaron Frank, Burgess Laird, Osonde A. Osoba, Randall Steeb, 
Benjamin N. Harris, and Sebastian Joon Bae, Deterrence in the Age of Thinking Machines, Santa Monica, Calif.: RAND 
Corporation, RR-2797- RC, 2020, p. 6.
46 Morgan et al., 2020, p. 39.
47 Morgan et al., 2020, p. 113.
48 Morgan et al., 2020, p. 22.
49 Morgan et al., 2020, p. 39.
50 United Nations Institute for Disarmament Research, Safety, Unintentional Risk and Accidents in the Weaponization 
of Increasingly Autonomous Technologies, UNIDIR Resources No. 5, 2016.
51 Morgan et al., 2020, p. 37.
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growth in capabilities of many of the protagonists within the region  will necessitate a 
significant increase in expenditure on defence capabilities by the Australian Government, 
particularly in the maritime domain. As noted above, this is compounded by the emer-
gence of a number of technologies which, both in their own right and, more ominously, 
when used in combination,  will necessitate changes in how maritime capabilities are 
designed and operate.
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CHAPTER THREE

Technology Enablers and Transition for RAS- AI

Having established  those strategic challenges and operations  drivers that  will test Navy over 
the next two de cades, we now turn to explore where and how RAS- AI might offer oppor-
tunities to establish maritime capabilities suited for success. In this chapter we explore the 
functions that are suited to RAS- AI as well as emerging maritime systems that can incor-
porate them.

Understanding this, particularly from an Australian context,  will be challenging as 
the science and technology (S&T) domain related to the autonomy under lying RAS is very 
active, with significant investments across a range of technologies, each at dif fer ent levels of 
maturity. The domain spans basic research through to the development of prototype and 
operational systems and their innovative application and commercialisation. From a mili-
tary perspective, developments in autonomy  will likely lead to significant changes in the 
 future operating environment, in the threats that exist within that environment, and in 
the tasks that Australia must pursue to achieve its strategic and operational objectives. It 
has recently been noted that ‘new military technology— most notably AI—is on the hori-
zon that could upset  today’s military balances’.1

Given the importance of the maritime domain to Australia’s security and to Defence’s 
capacity to meet emerging challenges, it is crucial to understand how autonomy might evolve 
and where Australia should invest (both from an R&D and an acquisition perspective). As 
a recent NATO publication highlighted, the RAS- AI domain is maturing rapidly, at least 
as it pertains to the maritime environment. By 2030, the NATO Science and Technol-
ogy Organ ization forecasts that autonomous maritime systems enabled through human- 
machine teaming  will become so pervasive that they  will represent a disruptive change to 
military operations in the maritime domain.2 As such, the RAS- AI strategic roadmap must 
be informed by an understanding of the research, development and innovation ecosystem 
surrounding autonomy- enabled maritime systems.

Defining Autonomy

Before embarking on a review of the emerging technology enablers, it is useful to define 
autonomy in this context. This is a contentious topic, with many definitions presented, 
and so we have taken a commonly used definition from a U.S. Defense Science Board 
(DSB) report, which defines autonomy as ‘a capability (or a set of capabilities) that enables 
a par tic u lar action of a system to be automatic or, within programmed bound aries, 

1 Cohen et al., 2020, p. 21.
2 F. Reding and J. Eaton, Science & Technology Trends 2020–2040: Exploring the S&T Edge, Brussels: NATO Science 
and Technology Organ ization, 2020.
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‘self- governing’.3 The rider on this is that ‘autonomy is rarely absolute. Rather, it is on a spec-
trum extending from no autonomy (in which a system’s decisions and actions are completely 
controlled by  humans) to full autonomy (which requires no  human involvement). Most 
autonomous systems lie somewhere in between.’4

Another approach to defining autonomy is to employ the four- part framework— Sense, 
Think/Decide, Act, Team— devised by the DSB.5 This framework is depicted in the top 
portion of  Table 3.1, which highlights the key capabilities in the four areas and reviews the 
current technology as well as developments forecast to take place in the near and far term.6 

3 Defense Science Board, Task Force Report: The Role of Autonomy in DoD Systems, Washington, D.C.: Department of 
Defense, 2012, p. 1.
4 Scott Savitz, Aaron C. Davenport, and Michelle D. Ziegler, The Marine Transportation System, Autonomous Tech-
nology, and Implications for the U.S. Coast Guard, Homeland Security Operational Analy sis Center operated by the 
RAND Corporation, PE-359- DHS, 2020, p. 1.
5 Defense Science Board, Summer Study on Autonomy, Washington, D.C.: Department of Defense, 2016.
6  These are derived primarily from three sources: Defense Science Board, 2016; U.S. Department of Defense, 
Unmanned Systems Integrated Roadmap 2017–2042, Washington, D.C.: U.S. Department of Defense, 2018; and 
Reding and Eaton, 2020.

Table 3.1
Summary of Technology Forecasts from the United States and NATO

Today Likely near-term Potential far-term

Autonomy

      Sense Object recognition;  
full-spectrum sensing

Additional sensing; 
integrated perception

Scene understanding

Think/decide Rule-based  
decisions; learning  
from training data

Anomaly detection;  
values-based reasoning

Abstraction; judgement; 
ideas-based reasoning

        Act Routing navigation Obstacle avoidance;  
agility

Navigation in dense and 
dynamic environments;

       Team Human oversight of  
machines

Emergent swarming 
behaviour; armed  

wingman

Fully adaptive  
coordinated swarms; 
intent understanding

Continuous validation and verification methods to 
ensure safe and effective autonomous operations

Interoperability/
communications

Current C2 standards;  
stovepiped systems

Seamless C2 support for human-machine and  
machine-machine collaboration

Centralised data 
management

Onboard data processing; smart push  
of data to the right user

Secure computing/
networking

Cyberdefence  
in depth

Autonomous cyberdefence; cyber-resilient design

Stovepiped radio 
frequency systems; 

selected low probability 
of intercept/low 

probability of detection

Efficient and agile use of radio frequency  
spectrum; pervasive low probability of  
intercept/low probability of detection
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As with any technology forecast, it proves difficult to give an exact timeline for any specific 
development. Indeed, a recent review of AI and ML for the U.S. Air Force suggested that, 
given the rapid developments in the field, its ‘AI roadmap should be organised according 
to three periods: the near (one to two years), medium (three to five years), and long (six to 
ten years) terms’.7 As such, we do not provide specifics but rather identify trends that are 
consistent across the lit er a ture.8

Details on Emerging RAS- AI Technologies

Regardless of how autonomy is defined, a number of emerging technologies seem likely to 
contribute to maritime RAS- AI. We believe the following S&T trends are likely to be key 
enablers for Navy and should be monitored as part of the maritime RAS- AI strategic roadmap.

Propulsion, Take- Off and Landing Capabilities

Advances in RAS technology have included novel propulsion systems allowing RAS to oper-
ate in varied or complex environments. A notable challenge in UAV design has been develop-
ing systems with the ability to carry large payloads and travel at high speeds, conventionally 
associated with the use of fixed- wing airframe designs, while retaining the landing capabil-
ity of rotary- winged aircraft. The Naval Vertical Landing Jet Drone Proj ect has recently 
introduced a novel design for a short take- off and vertical landing vehicle.9 The application 
of biomimicry and overwing engines is also seen as promising.

While conventional designs have sought to combine design ele ments of fixed and rotary 
winged aircrafts, a recent UAV design combines a fixed wing airframe with overwing engines 
allowing the drone to take off from environments with  limited space.10 Developments in 
the ability of drones to navigate, take off and land in narrow and enclosed spaces have been 
directed at vari ous operational tasks, including intelligence, surveillance and reconnaissance 
(ISR) and search and rescue operations.11

In the context of USVs and UUVs, relevant developments include amphibious 
uncrewed vehicles able to operate underwater and on  water surfaces as well as on land,12 
as well as novel propulsion systems based on soft robotics and biomimicry (see below for 
more discussion).

Vision and Navigation Capabilities

The ability of autonomous systems to navigate their environment and provide operational 
support through activities such as data gathering and object detection relies on advanc-
ing vision and navigation capabilities.  These include S&T advancements in developing 

7 Rand Waltzman, Lillian Ablon, Christian Curriden, Gavin S. Hartnett, Maynard A. Holliday, Logan Ma, Brian 
Nichiporuk, Andrew Scobell, and Danielle C. Tarraf, Maintaining the Competitive Advantage in Artificial Intelligence 
and Machine Learning, Santa Monica, Calif.: RAND Corporation, RR- A200-1, 2020, p. 22.
8 Department of Defense, 2018; and Reding and Eaton, 2020, Annexes B and C.
9 Kelsey D. Atherton, ‘This Weird Wedge Could Be the Jet- Powered Drone Navies Want’, C4ISRNET, 13 November 
2018.
10 Evan Ackerman, ‘Delivery Drones Use Bird- Inspired Legs to Jump into the Air’, IEEE Spectrum, 17 January 2019.
11 University of Zu rich/EPFL, ‘New Foldable Drone Flies Through Narrow Holes in Rescue Missions’, EPFL,  
12 December 2018.
12 Jon Fingas, ‘Harvard’s Tiny Robot Can Swim and Walk Underwater’, Engadget, 5 July 2018.
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lower- cost, miniaturised sensor (including radar and Lidar) technologies,13 miniaturised vision 
systems such as compound lenses based on biomimicry,14 compact 3D vision and depth- 
sensing technologies,15 and navigation systems that reduce the reliance on a global naviga-
tion satellite system or the Global Positioning System.16

The development of advanced radar, sensing and computer vision technologies con-
tributes to improving the ability of RAS to autonomously navigate more complex and clut-
tered environments, and the use of RAS in threat detection and intelligence, surveillance, 
target acquisition and reconnaissance (ISTAR) roles.

Extended Range and Energy Efficiency

S&T trends also include improvements on the energy efficiency of RAS and the develop-
ment of novel energy generation, storage and management systems allowing RAS to operate 
over longer ranges and/or for greater periods of time (i.e., enhancing per sis tence). Rel-
evant examples of advances among underwater and surface technologies include the devel-
opment of photovoltaic UUVs with a self- sustained hydrogel oscillator to harness energy 
from light beams17 and the development of long- range fuel cell– powered UUVs.18 Devel-
opments among aerial vehicles include the U.S. Defense Advanced Research Proj ects 
Agency (DARPA)’s testing of stratospheric balloons equipped with advanced wind sensors 
to enable long- duration surveillance or communications support,19 the UK military’s test-
ing of solar- powered high- altitude, long-endurance, pseudo- satellite (HALEPS) UAVs, the 
development of battery docking and mid- flight battery- switching techniques for UAVs,20 
or improvements in the design of novel energy sources such as photovoltaic cells21 and fuel 
cell technology.22

Swarming

Advances in vehicle software interoperability, the design of remote-control units and the 
integration of AI and other adjacent technologies have helped improve capabilities to con-
trol and coordinate RAS swarms. In the military context, the U.S. Navy has, for exam-
ple, recently cooperated with Raytheon in developing a remote ‘common ground control 
system’ that requires less training and fewer software and hardware control units to control 

13 King Abdullah University of Science and Technology, ‘Tiny, Fast, Accurate, Technology on the Radar’, Phys.org, 18 
April 2019.
14 American Chemical Society, ‘Mosquito Eye Inspires Artificial Compound Lens’, Phys.org, 25 September 2019.
15 Devin Coldewey, ‘Spider Eyes Inspire a New Kind of Depth- Sensing Camera’, TechCrunch, 29 October 2019.
16 CNRS [French National Centre for Scientific Research], ‘The First Walking Robot That Moves Without GPS’, 
ScienceDaily, 13 February 2019.
17 Ingrid Fadelli, ‘A Soft Phototactic Swimming Robot Built Using a Self- Sustained Hydrogel Oscillator’, TechXplore, 
10 September 2019.
18 Mike Ball, ‘Long Range UUV  Under Development for Canadian DND’, Unmanned Systems Technology, 14 Novem-
ber 2018.
19 David Hambling, ‘The US Military Is Testing Stratospheric Balloons That Ride the Wind So They Never Have to 
Come Down’, MIT Technology Review, 14 November 2018.
20 Evan Ackerman, ‘Swappable Flying Batteries Keep Drones Aloft Almost Forever’, IEEE Spectrum, 26 September 
2019.
21 Linda Vu, ‘Drones  Will Fly for Days with New Photovoltaic Engine’, TechXplore, 26 July 2019.
22 ‘Cellula Robotics Awarded Contract for Canadian Defence Program’, Ocean News, 13 April 2018.
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multivehicle systems.23 DARPA has similarly tested swarms of ‘Gremlin’ UAVs, while a 
number of nations are looking at the potential use of swarming USVs in lieu of crewed 
attack craft. Recent S&T developments also include improved capabilities for swarm vehi-
cles to communicate and coordinate among each other, including through autonomous task 
sequencing24 and the modelling of hive- like system behaviour.25

S&T advancements in the control and coordination of RAS swarms also relate to tech-
nological developments in human- machine teaming. This includes novel designs for brain- 
computer interfaces and improved ability of technologies such as neural networks to con-
duct human- like reasoning, enabling  human analysts to better interpret AI decisionmaking 
pro cesses.

Safety and Survivability

In addition to aiding navigation (and enabling use in unsegregated airspace or  waters), 
recent S&T developments have aimed at improving the survivability of autonomous systems, 
including through improving resilience against cyberattacks and the ability to navigate the 
environment without colliding with other objects.

For example, novel sensor- security technologies are aiming to improve the ability of opera-
tors to detect potential cyberattacks on autonomous systems.26 Recent advances in improving 
the ability of UAVs to ‘detect unsafe conditions’ and carry out appropriate avoidance manoeu-
vres have also included the application of advanced optical and acoustic sensors, as well as 
radars,27 or innovative ‘whisker sensing systems’, that allow RAS to detect air pressure from 
nearby objects prior to physical contact.28

Artificial Intelligence and Machine Learning

RAS are benefiting from developments in AI and ML techniques, which are leading to 
improved learning and training capabilities in RAS. Recent S&T advances have sought 
to improve the ability of RAS to adapt to environments that are unstructured (i.e., ones 
outside of a controlled robotics lab) or previously unknown to the RAS. This has been 
achieved through developing novel methods in sensing (e.g., recognition of unknown envi-
ronments or objects), locomotion (e.g., navigation of unknown terrains) and manipulation 
(e.g.,  handling of unknown objects).29 Advances in simulation techniques are also likely 
to make the training of RAS less resource- intensive through reducing the de pen dency 
on  human instructors.30 The use of deep- learning methods, advanced computer vision, and 

23 David Szondy, ‘Raytheon’s “Universal Remote” Could Operate All the US Navy’s Unmanned Vehicles’, New Atlas, 
7 May 2019.
24 Lorenzo Garattoni and Mauro Birattari, ‘Autonomous Task Sequencing in a Robot Swarm’, Science Robotics, Vol. 3, 
No. 20, 18 July 2018.
25 Darrell Etherington, ‘MIT’s Self- Propelled Block Robots Can Now Manage Basic Swarm Coordination’, Tech-
Crunch, 2 November 2019.
26 John Boyd, ‘New Security Technology Detects Malicious Cyberattacks on Drones, Cars, and Robots’, IEEE Spec-
trum, 26 February 2019.
27 Eleanor Nelsen, ‘Testing Shows Drones Can Use Autonomous Technology to Dodge Other Air Traffic’, TechXplore, 
6 February 2020.
28 Evan Ackerman, ‘Sensitive Whis kers Could Make Small Drones Safer’, IEEE Spectrum, 10 June 2019.
29 Evan Ackerman, ‘ Simple Robots Perform Complex Tasks with Environmental Modifications’, IEEE Spectrum, 
31 May 2018.
30 Evan Ackerman, ‘NVIDIA Brings Robot Simulation Closer to Real ity by Making  Humans Redundant’, IEEE Spec-
trum, 20 May 2019.



20    Supporting the Royal Australian Navy’s Strategy for Robotics and Autonomous Systems

artificial neural networks has, more broadly, led to advancements in the ability of AI sys-
tems to in de pen dently learn and self- improve.31

As Defence continues to explore the use of automation and robotics,32 S&T devel-
opments may contribute to the ability to automate pro cesses aboard crewed platforms or 
improve pro cesses through the use of AI and ML. Recent S&T advances in this area include 
the development of robots that can autonomously check  whether they are in need of repairs 
and perform them if they are needed,33 and the development of AI tools that can fuse data 
and flag suboptimal operations aboard complex platforms.34

We do need to recognise that the ‘black box’ nature of AI/ML systems may repre-
sent a constraint. Certainly, initial algorithms development  will incorporate the biases of 
 those designing and programming the system.  Those biases and how they are manifest as 
the machine ‘learns’ may be poorly understood by the end users and, in some cases, to the 
code’s own developers. A further challenge is the data through which the algorithm learns. 
The complexity a naval operation, with incomplete data and adversaries actively seeking 
to undermine the data that are available,  will lead to further errors. This  will require addi-
tional oversight to mitigate the risks for unanticipated behaviours, such as through addi-
tional testing and evaluation and, initially at least, limiting the level of autonomy allowed 
to such system to situations where the impact of such errors  will have lesser consequences.

Biomimicry

Several developments in RAS technologies are embedded in biomimicry, or the modelling 
of autonomous vehicles  after existing biological systems. This includes, for example, the 
modelling of novel propulsion systems through the modelling of fin and wing movements,35 
the design of uncrewed systems that have an entire animal- like appearance for camouflage 
purposes,36 and the development of improved navigation abilities of RAS through biomim-
icry, such as echolocation in bats and dolphins.37

The potential benefits of biomimicry in RAS are said to include

• improved stealth (low observability) and ability of UAV systems to manoeuvre and 
operate in areas where conventional systems would have difficulties operating or could 
easily be sighted

• improved navigation and ability to map the RAS environment
• improved propulsion, which enables greater operational range and more efficient energy 

use
• improved resilience of microrobots through the use of soft actuators (resistant to 

damage).38

31  Will Knight, ‘Two Rival AI Approaches Combine to Let Machines Learn About the World Like a Child’, MIT 
Technology Review, 8 April 2019.
32 Simon Chandler, ‘How Artificial Intelligence  Will Make Decisions in Tomorrow’s Wars’, Forbes, 20 January 2020.
33 Evan Ackerman, ‘Japa nese Researchers Teaching Robots to Repair Themselves’, IEEE Spectrum, 5 December 2019.
34 ‘Aker BP Uses SparkCognition AI Solution to Accelerate Productivity’, Offshore Technology, 30 September 2020.
35 Festo, ‘BionicFinWave’, webpage, undated; ‘Hummingbird Robot Using AI to Go Soon Where Drones  Can’t (w/
Video)’, Nanowerk, 10 May 2019.
36 Kelsey D. Atherton, ‘New Rus sian Owl Drone  Will Hunt Tanks in Northern Warfare’, C4ISRNET, 29 October 2018.
37 Michael d’Estries, ‘Breakthrough Robot Navigates Using Bat- Inspired Senses’, From the Grapevine, 7 September 2018.
38 Harvard John A. Paulson School of Engineering and Applied Sciences, ‘RoboBee Powered by Soft Muscles’, press 
release, 4 November 2019.
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Emerging RAS- AI Systems and Missions in the Maritime Domain

Currently, many nations are fielding mature USV and UUV prototypes, including ones 
whose sizes are comparable to crewed vessels.  There is a par tic u lar emphasis on exploring 
application through experimentation. Some examples are provided below.

The U.S. Sea Hunter platform is on a size comparable to that of an OPV. The Sea 
Hunter is designed for range and endurance (it has successfully transited between San Diego 
and Honolulu)39 and is capable of functioning in heavy seas (operational in Sea State 5, and 
survivable up to and including Sea State 7).40 The U.S. Navy is in the pro cess of acquiring 
a second Sea Hunter platform.41 It is planned that the ‘Sea Hunter  will be fully integrated 
tactically and operationally into a strike group, and that strike group and their warfare 
commanders are  going to employ her tactically, and she  will be controlled from the sea’.42 
While it was designed for hunting submarines, a mission that ultimately it might not be suit-
able for,43 the experimental approach taken by U.S. Navy Surface Development Squadron 
(SURFDEVRON) One is suggestive of a range of other missions.44

The U.S. Navy also is exploring the use of UUVs as a means to patrol adversaries’ 
ports. One example is the large uncrewed underwater vehicle (LUUV) designed to operate 
autonomously for long periods and extended ranges with diverse sensors and payloads.45 
While such systems, if they are detected, may have some limitations in following vessels, 
they nevertheless offer a stealthy and continuous approach for ISR.

Another UUV being considered is a ‘leech- like UUV which could attach itself to a 
submarine as it left port and attaching such devices may be the key role of the long- range 
UUV’.46 As such, it may be a combination of UUVs that offers a  viable solution.

In addition, the U.S. Navy has contracted with Boeing to deliver five ‘fully autono-
mous 15.5 metre 45 tonne UUV, able to dive to depths of nearly 10,000 feet and cover 
6,500 nautical miles on a single fuel module’.47  These ORCA XLUUV (extra- large UUV) 
are estimated to cost $60 million per vessel.48

The United States Marine Corps (USMC) is experimenting with USVs to explore sup-
port and potentially undertake amphibious assaults,49 with a modified version of its LCM-8 
landing craft able to land, load and unload and return autonomously.50 The USMC is 

39 Franz- Stefan Grady, ‘US Navy’s Anti- Submarine Drone Ship Sailed Autonomously from San Diego to Hawaii and 
Back’, The Diplomat, 2019.
40 Norman Friedman, Strategic Submarines and Strategic Stability: Looking  Towards the 2030s, Indo- Pacific Strategy 
Series: Undersea Deterrence Proj ect, Canberra, ACT: National Security College, Australian National University, Sep-
tember 2019, p. 23.
41 Grady, 2019.
42 Megan Eckstein, ‘Sea Hunter USV  Will Operate with Carrier Strike Group, as SURFDEVRON Plans Hefty Test-
ing Schedule’, U.S. Naval Institute News, 2020.
43 Friedman, 2019, p. 23.
44 Eckstein, 2020.
45 Sebastian Brixey- Williams, ‘ Will the Atlantic Become Transparent?’, British Pugwash, November 2016, p. 4.
46 Freidman, 2019, p. 24.
47 Max Blenkin, ‘Maritime Autonomy’, ADBR, 29 October 2019.
48 Davis, 2019.
49 Blenkin, 2019.
50 Jon Rosamond, ‘DSEI: Sea Hunter’s Autonomous Controls Could Support Unmanned Beach Landings’, U.S. 
Naval Institute News, 2019.
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exploring adapting Sea Hunter for similar purposes  under its Autonomous Littoral Con-
nector program.51

While the U.S. Coast Guard (USCG) is more akin to the Australian Border Force, 
many of its operational requirements have some relevance to Navy. As it is less likely that 
USCG’s approach to RAS  will be familiar to Navy, we have specifically focused on under-
standing its unmanned aircraft system (UAS) capabilities. For the Coast Guard, UASs rep-
resent a major force structure determinant, particularly with re spect to ISR functions, as 
well as a cost- effective approach for medium- range UASs (MUASs).52

While it is not the intent to describe China’s maritime RAS programs, it is worth noting 
that  there have been significant public demonstrations of its intent over the past two years, 
all of which might represent capability development lines that Australia might pursue. For 
instance, from a USV perspective, the JARI USV has recently gone through initial sea 
 trials. At 20 tonnes and 15 metres in length, with small surface- to- air missiles and 324-mm 
torpedo launchers,53 it has been dubbed the ‘mini Aegis destroyer’ and is envisaged to 
undertake ‘anti- submarine, air defence and anti- ship missions’.54 Of interest from an Aus-
tralian perspective, the JARI USV can be loaded onto an amphibious ship.55

At the smaller end, a video has emerged of a ‘56- strong “shark swarm” of Chinese 
USVs conducting complex manoeuvres on the sea surface [that] has demonstrated that USV 
swarming is already pos si ble, and the size of swarms can be expected to grow considerably 
just as it has for UAVs’.56 As with the leech- like USV mentioned above, it may well be the 
combination of vari ous USV systems that offer the true revolutionary capability.

From a UUV perspective, China is developing a LUUV, the HSU001. This represents 
a Chinese focus, as it works to ‘circumvent their long- recognised weakness in submarine 
warfare by cultivating undersea AI and by developing highly capable UUVs’.57 While open- 
source details are scarce, evidence suggests that the HSU001  will provide per sis tent ISR on 
surface, subsurface, air and land assets. This includes the potential for deploying frogmen 
while on operations.58

Fi nally, China already has a strong UAV ecosystem with significant export activities.59 
It appears well along the path to developing UAVs that are deployable from their  future 

51 Rosamond, 2019.
52 ‘This assumes that MUASs would have an appropriate wide- area sensor package that could be integrated. Surveil-
lance missions especially must be achievable with UASs. If MUASs cannot meet this requirement, a larger UAS or 
FW manned asset  will be required.’ Jeremy M. Eckhause, David T. Orletsky, Aaron C. Davenport, Mel Eisman, Raza 
Khan, Jonathan Theel, Marc Thibault, Dulani Woods, and Michelle D. Ziegler, Meeting U.S. Coast Guard Airpower 
Needs: Assessing the Options, Homeland Security Operational Analy sis Center operated by the RAND Corporation, 
RR-3179- DHS, 2020.
53 ‘China Has Launched Sea  Trials of New JARI- USV Armed Unmanned Surface Vessel’, Navy Recognition, Decem-
ber 2019.
54 Liu Zhen, ‘China’s New Killer Robot Ship Goes Through Its First Sea Trial’, South China Morning Post, 17 January 
2020.
55 Zhen, 2020.
56 Sebastian Brixey- Williams, ‘Prospects for Game- Changers in Detection Technologies’, in Rory Medcalf, Katherine 
Mansted, Stephan Frühling, and James Goldrick, eds., The  Future of Undersea Detection Technology: A Global Survey, 
Indo- Pacific Strategy Series: Undersea Deterrence Proj ect, Canberra, ACT: National Security College, Australian 
National University, 2020, p. 82.
57 Lyle J. Goldstein, ‘New UUVs: China’s Plan to Attack from the Sea Floor’, The National Interest, 9 March 2020.
58 Goldstein, 2020.
59 Michael S. Chase, Kristen Guinness, Lyle J. Morris, Samuel K. Berkowitz, and Benjamin Purser, Emerging Trends 
in China’s Development of Unmanned Systems, Santa Monica, Calif.: RAND Corporation, RR-990- OSD, 2015.
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aircraft carriers or large amphibious vessels, while a number of competing options are being 
considered.60

Conclusion

The many technology enablers that  will translate into effective RAS- AI systems are becom-
ing increasingly mature, particularly the platform, its payload, the propulsion and energy 
storage systems, avionics and navigation systems, and the under lying system control. In this 
chapter, we have explored  these, and then discussed them in terms of the status of emerg-
ing uncrewed systems within the international defence community. We identify that, in 
many cases, the technologies are mature or near mature and so the ability to operationalise 
is largely an issue of systems integration, such as with propulsion and energy efficiencies. In 
other cases, the field is in a state of rapid evolution and it  will be challenging to smoothly 
integrate such systems, from both the technical perspective and the legal/ethical/regulatory 
perspective. That being said, and, particularly within the maritime domain, it is evident 
that  there are considerable efforts in developing and deploying RAS- AI systems, and 
 these are expected to offer enhanced capability and become increasingly pervasive within 
Australia’s fleet over the next 20 years. Indeed, the Australian Government’s 2020 Force 
Structure Plan repeatedly highlights new investments in military (and maritime) RAS- AI 
capabilities.61

60 ‘China Readying New UAVs for Carriers’, Asia Times, 28 February 2019.
61 DoD, 2020b.
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CHAPTER FOUR

Lessons for Developing RAS- AI Capabilities

Australia is not unique in wishing to determine how and where it should develop a mari-
time RAS- AI capability. Indeed, many nations have been active in this area for some time. 
This afforded the study the opportunity to delve into and explore this knowledge base, which 
we discuss in this chapter.

The chapter begins with a discussion of an extensive lit er a ture review that the proj ect 
team conducted. It then moves into a consideration of existing Navy doctrine. Given the 
potential to fundamentally alter how Navy operates, the chapter next explores pre ce dents 
from history when technology has wrought significant change, which the proj ect team uses 
to identify potential challenges and opportunities that policymakers should consider in 
designing and implementing a strategic roadmap. Fi nally, the chapter relays operators’ per-
spectives that the proj ect team obtained from interviews with se nior military and civilian 
personnel in Australia, the United Kingdom and the United States. Taken together,  these 
insights provide a rich trove of lessons that Navy can draw upon.

Lit er a ture Summary

We undertook a lit er a ture review where we identified more than 200 documents that might 
be of interest.  These ranged from academic reviews and formal policy pronouncements to 
commentary and news reports. From that list, the proj ect team identified approximately 
100 documents that can inform Navy’s thinking about RAS- AI and summarised them (see 
Appendix A for the full list). While  these documents are highly heterogeneous, they reveal 
a number of broad themes:

• Uncrewed and/or autonomous systems spanning multiple domains are rapidly becom-
ing integral to naval warfare.

• Potential adversaries are also advancing RAS- AI, so maintaining a competitive edge 
requires agile, rapid development and acquisition of  these technologies.

• Uncrewed platforms can increase warfighting capabilities or capacity, while also reduc-
ing risk to personnel. In some cases, they may make it pos si ble to conduct missions 
that would other wise be precluded due to personnel risk.

• Swarming behaviours (in which numerous uncrewed systems operate collabora-
tively) can provide further capabilities, relative to individual systems operating in de-
pen dently.

• Organisational challenges need to be overcome to accelerate the development, acquisi-
tion, and usage of autonomous capabilities and uncrewed systems.

• Collaboration across ser vices and agencies can help to enable faster and lower- cost devel-
opment, acquisition and use of uncrewed and autonomous capabilities.

•  These technologies need to be ‘mainstreamed’, rather than treated as niche capabilities.



26    Supporting the Royal Australian Navy’s Strategy for Robotics and Autonomous Systems

• Both safety risks and the potential for unanticipated behaviours need to be continu-
ally addressed.

•  There is a need for champions of  these systems.
• Uncrewed and autonomous capabilities need to be developed collectively and systemi-

cally (rather than having numerous systems designed in isolation from one another) to 
increase effectiveness, accelerate timelines and reduce costs.

• Both autonomy and uncrewed systems involve degrees rather than absolutes: auton-
omy varies along a spectrum, and uncrewed systems are often partnered with crewed 
ones and/or can be optionally crewed.

• The roles and specifications of autonomous and uncrewed systems  will depend on the 
missions and contexts for which they are needed.

• Uncrewed vehicles  will play increasingly impor tant roles in naval mine warfare, con-
tributing both to mine countermea sures and to minelaying to  counter aggression.

• Mines are a low- cost means of countering both crewed or uncrewed vehicles. If an 
adversary knows or fears that a minefield may have been laid, mines can also act as a 
deterrent.

Historical Lessons

For centuries, militaries have been calculating how to exploit new technologies,  whether 
military or commercially initiated, to get an edge over adversaries. Success, however, depends 
on more than the technology itself. Indeed, while the functionality of the technology and 
its direct uses are critical, it is arguably its broader impacts that make a technology truly 
revolutionary or disruptive.1 A review across some historical examples highlights that  there 
are lessons we can learn from the past about the attributes that may  either benefit or impede 
the adoption and/or integration of disruptive or revolutionary technologies into military 
organisations.

Critically Analysing and Learning from Past Experiences

Military innovation ‘must rest on a willingness to study the past dispassionately, to test 
assumptions about the pre sent ruthlessly and honestly, and to create an atmosphere within 
the organisation that accepts and adapts to change’.2 Certainly, in the lead-up to World 
War II, differences in how vari ous nations’ innovation efforts fared  were, in large part, 
informed by their willingness to critically appraise their past  battle experiences. The German 
Army ‘carefully reviewed its experience in the First World War and instituted a number of 
changes’ whereas the British and the French did not conduct serious debate on the lessons 
of World War I and did not achieve substantive military innovation. While the United 
Kingdom and France had innovative ideas— the British pioneering the use of tanks in 
World War I and planning in the 1920s to develop that into mass use in  future warfare, 
and the French planning to do the same— those strategic visions did not come to fruition, 
due largely to a series of organisational impediments. The Germans, conversely, developed 
‘blitzkrieg, lightning warfare, combining fast- moving tank columns and aircraft designed 
to support the army’s advance, into a novel way of waging war’, thereby winning decisive 

1 Singer, 2012.
2 Williamson Murray, preface to Terry C. Pierce, Warfighting and Disruptive Technologies: Disguising Innovation, New 
York: Frank Cass, 2004, p. viii.
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 battles at the beginning of the war, even as the British and French arguably had more and 
superior tanks.3

A Productive Set of Enabling Technologies

New technologies require a specific suite of enabling technologies: that is, tools and systems 
for their construction. For example, the carrier warfare of the 1920s and 1930s required 
 earlier technologies like aviation and radio communications; Blitzkrieg required tanks, radio 
communications and dive bombing; the atomic bomb required nuclear fission; and inter-
continental ballistic missiles (ICBMs) required nuclear weapons, multistage rockets and iner-
tial guidance.4 Rather than a singular technology breakthrough necessarily being disrup-
tive on its own (although  there may be rare cases where this does happen), the disruptive 
effect is more often realised when delivered together with enabling technologies. Moreover, 
the successful adoption of the disruptive systems is more likely if the enabling technologies 
on which it relies are recently developed or emerging rather than mature, as they  will be 
more conducive to innovation.

Unmet Military Challenges and Effective Identification of  Those Challenges

While ‘military challenges’ should have a broad definition, at a fundamental level they are 
tasks that an organisation cannot accomplish or is unable to perform as as suredly and effec-
tively as it would like  under a wide range of circumstances.  These challenges are vital in 
generating change and new ideas and for incentivising the transformation of ideas into 
realisation. If  these challenges are absent, Hundley argues that ‘technologies are unlikely 
to be combined into devices and devices into systems, and new operational concepts, doc-
trine, and force structures are unlikely to be developed’.5

This also means, however, that they must be formally and effectively identified in 
military and po liti cal terms.6 The military’s recognition of an unmet challenge  will rarely 
be the lone driver for technological innovation. As Gray observes, it is when ‘some lawful 
authority’, informed by sociocultural circumstances, decides that a specific challenge, threat 
or opportunity is not being met, and requires an innovative solution, that it  will get the 
support and traction required for successful adoption/integration. Gray suggests that, for 
such a technology to be successful, ‘both narrowly as a military- technical (inter alia) enter-
prise, and strategically as an agent for enhanced effectiveness, it has to translate into po liti-
cally defined goals’.7

Dombrowski and Gholz meanwhile note that the military must be able to ‘assem ble a 
co ali tion of supporters to convince the po liti cal leaders, who control the bud get, to buy the 

3 Ian Roxborough, ‘Orga nizational Innovation: Lessons from Military Organ izations’, So cio log i cal Forum, Vol. 15, 
No. 2, June 2000, p. 368.
4 Richard  O. Hundley, Past Revolutions,  Future Transformations: What Can the History of Revolutions in Military 
Affairs Tell Us About Transforming the US Military?, prepared for the Defense Advanced Research Proj ects Agency, 
National Defense Research Institute, Santa Monica, Calif.: RAND, 1999, pp. 60–61.
5 ‘Inferior military establishments, or state’s recently subject to loss in conflict, are likely to have heightened receptiv-
ity to areas requiring improvement and may be more open to the introduction of alternative technologies and substan-
tive transformation. For recent victors and military organisations that are well- resourced or rarely threatened, the risk 
of complacency is higher and  there may be a greater need to drive the innovation pro cess.’ Hundley, 1999, p. 60.
6 Ofer Fridman, ‘Revolutions in Military Affairs That Did Not Occur: A Framework for Analy sis’, Comparative 
Strategy, Vol. 35, No. 5, 2016, p. 402.
7 Colin S. Gray, Strategy for Chaos: Revolutions in Military Affairs and the Evidence of History, New York: Frank Cass, 
2004, p. 240.
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transformational technology’.8 For example, in the lead-up to World War II, the Royal Air 
Force (RAF) changed from a defensive doctrine— that of dissuading aggression through 
the threat of long war by maintaining a large and protected industrial base and defend-
ing the sea lanes to Britain’s colonies—to an offensive doctrine centring on first strike. As 
Posen observes, in 1934 civilian officials alongside military leaders responded to ‘increases 
in advisory capabilities and evidence of malign intent’ in order to bring RAF doctrine and 
associated technologies in line with broader po liti cal goals and strategy.9

Focus on Definite or Specific Devices or Systems and on Concepts  
for Their Operational Employment

A lack of focus on a definite item or set of items to be developed means the innovative drive 
is not channelled to its greatest, or most timely, effect. The U.S. Navy’s experiences around 
carrier warfare, and perhaps more aptly the idea of air- sea integration, are a good histori-
cal example. From the early 1900s, the U.S. Navy started experimenting with numerous 
combinations of air vehicles, basing concepts and mission applications. But it was not  until 
many years  later that aviation development reached the point at which the idea of land-
ing air vehicles on ships seemed practicable, and the technology was coupled with the new 
basing concepts. The U.S. Navy began concentrating on wheeled planes, based on flat- deck 
ships that could keep up with the  battle fleet wherever it went, to be used primarily to attack 
naval targets and secondarily for air defence of the fleet. In the 1930s the essential ben-
efits of carrier warfare  were developed, and in 1942 they  were proven on the battlefield.10 
Similar examples might include the coupling of long- range ballistic missiles, fusion war-
heads and inertial guidance with the concept of bombardment of strategic, fixed targets, 
which resulted in ICBMs; the combination of rapid fire antipersonnel guns with direct- 
force weapons against massed infantry formations, resulting in the machine gun; and the 
amalgamation of tanks, two- way radios and dive bombers with manoeuvre warfare to 
create Blitzkrieg.11

Challenge to a Core Competency

A core competency is ‘a fundamental ability that provides the foundations for a set of mili-
tary capabilities’, so when that competency is challenged or made obsolete, the  enemy must 
respond in an equally novel way or suffer defeat.12 For example, in the early 1800s, Napo-
leon combined the levée en masse (the mobilisation of mass armies), the grande batterie (the 
physical massing of artillery), the ‘attack column’ and several other tactical and operational 
innovations into an overall system of war to overcome the Prus sian Army then dominant in 
Eu ro pean warfare.13 One critical military innovation of the early modern period was infan-
try volley fire, first used in combat at the  Battle of Nieuwpoort in 1600 by the army of the 
Dutch Republic commanded by Count Maurice of Nassau.14 Infantry volley fire entailed 
‘one rank of infantry firing in unison and then reloading while other ranks fired in turn’. 

8 Barry R. Posen, The Sources of Military Doctrine, Ithaca, N.Y.: Cornell University Press, 1984, p. 40.
9 Posen, 1984, p. 166.
10 Hundley, 1999, pp. 61–62.
11 Hundley, 1999, p. 62.
12 A challenge to a core competency may also be internal, however: that is, within a military organisation.
13 Hundley, 1999, pp. 9, 63.
14 Geoffrey Parker, ‘The Limits to Revolutions in Military Affairs: Maurice of Nassau, the  Battle of Nieuwpoort 
(1600), and the Legacy’, Journal of Military History, Vol. 71, April 2007, p. 333.
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This innovation helped defeat much larger  enemy forces,  whether they  were on  horse back 
or on foot,15 and in the pro cess changed soldier’s firearms into a mass effect weapon. And 
in a well- known example, during World War I ‘the German navy developed and exploited 
the U- boat . . .  as a  counter to the dominant (surface) naval power of the British navy’.16

How Conflict May Be Transformed in the  Future, and Implications for Organisations

Technologies are merely enablers. To harness new technologies, organisational structures 
must be in place that  will allow for their effective adoption and advancement. As such, 
successful uptake and exploitation of disruptive technologies are heavi ly influenced by the 
intellectual atmosphere of the military socie ties involved and by the way they conceptualise 
and prepare for war.17 A strong indicator for substantive peacetime innovation is not just 
‘a willingness to examine past military experience with something approaching the degree 
of objectivity, candour about shortcomings (or, even, outright failures), [but also] open-
ness to radical ideas’18 and comfort with developing critical visions of the  future. Historian 
James Corum argues that the success and origins of Blitzkrieg lie not just in critical review 
of the past but in an intellectual openness and rigour within the German Army at the time. 
Corum suggests that it was blatantly elitist and uncompromising in its creation of a caste of 
officers that  were highly trained and intellectually skilled while also able to devolve author-
ity and initiative to the lower ranks. Producing a culture of self- critique, the Germany Army 
of the 1920s was, what we now term, a ‘learning organisation’.19

Disruptive technologies are only considered disruptive  because of the pro cesses they 
change. For military organisations, which have internal equilibrating characteristics and, 
as Posen argues, tend to ‘place a premium on predictability, stability, and certainty’,20 we 
cannot expect a disruptive technology to be integrated smoothly. The military organisa-
tion must therefore be willing to maintain ongoing debate around ‘how  future wars might 
differ from the last due to changes in military technology and weaponry, national purposes, 
and the international security environment’.21  There must be sufficient intellectual space 
for the ‘new’ and the unknown. Indeed, for military innovation to flourish, the organisa-
tion must consider how to foster a culture that tolerates, even encourages, debate within 
its structure.22 Military leadership must recognise that the best solution is likely to be derived 
through the debate pro cess, that of explicit and substantive reasoning, refining, and the 
generation of new ideas.

15 Parker, 2007, p. 332.
16 Hundley, 1999, pp. 63–64.
17 Kimberly Zisk primarily addresses intellectual developments and therefore considers military innovation to be ‘a 
major change in how military planners conceptualize and prepare for  future war’. See Kimberly M. Zisk, Engaging the 
 Enemy: Organ ization Theory and Soviet Military Innovation 1955–1991, Prince ton, N.J.: Prince ton University Press, 
1993.
18 Hundley, 1999, p. 60.
19 James Corum, The Luftwaffe: Creating the Operational Air War, 1918–1940, Lawrence: University Press of Kansas, 
1997.
20 Posen, 1984, p. 46.
21 Williamson Murray and Barry Watts, ‘Military Innovation in Peacetime’, in Williamson Murray and Allan R. 
Millett, eds., Military Innovation in the Interwar Period, Cambridge: Cambridge University Press, 1996, p. 58.
22 Williamson Murray and Allan R. Millett, eds., Military Innovation in the Interwar Period, Cambridge: Cambridge 
University Press, 1996, p. 325.
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Advocacy from Leadership for Novel Approaches

As a corollary to the previous lesson, strong leadership, advocacy and an ability to navigate 
organisational culture are vital in shepherding new technologies to success in the military 
context.23 Without it, military bureaucracy, which by its very nature is antithetical to change, 
 will quickly stifle innovation. For example, in the early twentieth  century, Admiral Moffett 
of the U.S. Navy used diplomatic and po liti cal savvy to foster significant reform of mari-
time ser vices. He had a revolutionary vision of carrier aviation’s offensive capability but to 
ensure this vision was palatable to the battleship admirals, he presented aircraft carriers as 
supplementary to the heavy- gun  battle line.24 In testimony to the House of Representa-
tives Committee on Naval Affairs in 1923, Moffett ‘emphasized the usefulness of naval 
aviation in support of traditional ele ments of sea power’, only noting the worth of carriers 
in raiding operations as a secondary consideration. It was only as ‘tactical naval air doc-
trine became more refined— combined with significant advances in aircraft capabilities— 
attention turned to the offensive potential of carriers’.25

Similarly, in the 1950s U.S. Navy admiral Hyman Rickover created ‘the most signifi-
cant naval engineering program of all time’, even as it drew significant opposition from 
within the U.S. Navy and among other authorities.26  Under somewhat hostile conditions, 
he developed nuclear submarines that  were superlative in function and dependability. In 
part, his success was in his ‘technological discipline’. Rickover believed that ‘the organ-
ization must adapt to the technology, and not the technology to the organ ization’.27

However, Stephen Peter Rosen argues that  because militaries are ‘complex po liti cal 
communities’ peacetime military innovation is a function of  those community dynamics. 
He suggests that, as a result, the advocacy of se nior leadership may not always be enough 
and that new  career paths and promotion opportunities specific to the new activity/
technology must be developed. Once  there are higher ranks operating in  these areas, the 
innovation can be realised.28

A Climate for Experimentation

 There can be  little certainty around contingencies that might prompt conflict, or how an 
 enemy  will employ traditional and disruptive technologies. The most prudent approach to 
innovation, then, has been to manage uncertainty by ensuring flexibility across contingen-
cies and championing several types of innovation concurrently.29 This means developing 
mechanisms for discovery, testing and experimentation to distinguish good ideas from the 
impractical, but also creating a strong evidence base. Repeatability within an experimental 
framework should provide adequate evidence to confidently proceed to the next stage. Even 
as some technologies are theoretically  viable, they must be tested through experimentation. 

23 Murray and Millett, 1996, p. 325.
24 William F. Trimble, Admiral William A. Moffett: Architect of Naval Aviation, Washington, D.C.: Smithsonian Insti-
tution Press, 1994.
25 William Moffett, congressional testimony, 30 January 1928, quoted in Philip D. Mayer, ‘Incubate Innovation: 
Aviation Lessons from the Interwar Period’, Naval History and Heritage Command, 2019.
26 Francis Duncan, Rickover and the Nuclear Navy: The Discipline of Technology, Annapolis, Md.: Naval Institute Press, 
1990, p. viii.
27 Duncan, 1990, p. 293.
28 Stephen Peter Rosen, Winning the Next War: Innovation and the Modern Military, Ithaca, N.Y.: Cornell University 
Press, 1991, p. 20.
29 Terry Pierce, Warfighting and Disruptive Technologies: Disguising Innovation, New York: Frank Cass, 2004, p. xii.
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For example, in the 1950s the revolutionary idea of a nuclear- powered aircraft with almost 
unlimited range and endurance was gaining traction. The prob lem was that even though 
‘the necessary nuclear reactor and energy conversion technologies existed, the contemplated 
device (a nuclear- powered aircraft engine) proved much too heavy to be practical’. Like-
wise, in the 1970s and 1980s, the electromagnetic (EM) gun was seen as a means by which 
to accelerate small projectiles to velocities of several kilometres per second, making it into a 
superior antitank, antiaircraft and antimissile weapon. When tested, the EM gun delivered 
as proponents expected but was also ‘cumbersome, with internal barrel components that 
wore out rapidly and had to be replaced often (sometimes  after  every shot)’. Thus, it was 
not  viable as an effective military system.30

Certainly,  there are historical examples of what can happen if insufficient experi-
mentation is undertaken. In the lead-up to World War I, the British had engaged in inno-
vative thought around tank doctrine, but historian J. P. Harris argues that the prob lems 
that British military authorities encountered in making the technology productive  were, in 
part, due to the adoption of untested ideas.31 A more recent example is the U.S. Navy’s lit-
toral combat ships (LCSs), which have been roundly condemned as a failure. The program 
was deemed ‘unnecessarily complicated from the beginning’ and illustrates the prob lems 
caused by conducting innovation on the fly and integrating innovation into new procure-
ment proj ects in an ad hoc manner without sufficient R&D. The Proj ect on Government 
Oversight determined that ‘its design requirements  were poorly conceived; the manpower 
planning was wildly unrealistic; Navy leadership and program man ag ers repeatedly circum-
vented acquisition rules, increasing concurrency and cost risk; production was approved 
despite poor and rushed analy sis; and production milestones  were approved despite glaring 
program failures’.32

Experimentation Driving Doctrinal, Structural and Acquisition Change

Revolutionary technologies can fail at any point in the pro cess. As we have seen, it may be 
that the necessary technology exists but proves impractical, or that it is not pos si ble to turn 
new devices into  viable systems.  These technologies can also fail if  there is no operational 
concept to employ what is an other wise  viable system, or if the force structure necessary to 
exploit the operational concept does not exist. Indeed, the most likely reason for failure is 
that ‘the operational concept is unacceptable to the prevailing military culture’ or it ‘requires 
too large a change in existing military organisations’.33

This may be prevented by the ‘separation of the revolutionary innovative activities from 
the mainstream activity of the military organisation— i.e., in separate, nonbureaucratic organ-
isations’.34 Admiral Rickover’s nuclear submarine program of the 1950s profited significantly 
from its relative autonomy from the U.S. Department of Defense. Rickover believed that 
new technologies required ‘exhaustive testing of materials and components’ and ‘thorough 

30 Hundley, 1999, pp. 26–27.
31 J. P. Harris, Men, Ideas and Tanks: British Military Thought and Armoured Forces, 1903–1939, Manchester: Man-
chester University Press, 1995.
32 Many Smithberger and Pierre Sprey, ‘Overhaul of Littoral Combat Ship Program Likely to Increase Risks and 
Costs’, Proj ect on Government Oversight, 13 December 2016.
33 Hundley, 1999, pp. xv– xvi. On the significance of force structure and strategy in the military innovation, see also 
Matthew A. Evangelista, Innovation and the Arms Race: How the United States and the Soviet Union Develop New Mili-
tary Technologies, Prince ton, N.J.: Prince ton University Press, 1988. He defines military innovation as ‘a major restruc-
turing of military organ izations, significant changes in strategy, or both’, p. 12.
34 Hundley, 1999, p. 55.
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and deep consideration of the match between the product and its use, and intense analy sis 
of the pre sent and anticipated  future conditions of operation’,35 and it was, in large part, his 
ability to sidestep the Department of Defense that allowed him to pursue  these pro cesses 
relatively unimpeded by onerous restrictions or organisational/structural stasis.

Formations and the ‘Fortifications’ That Support Them

In an environment where  there is proliferation of revolutionary technologies,  there must also 
be consideration of the physical environment (fortifications) required by  those technologies, 
and the formations needed to support them. For example, the mass adoption of firearms as 
a tool of warfare drove the development and demand for trace italienne— angled bastions or 
fortifications that  were artillery- resistant—in the fifteenth  century. The fortifications had 
outcroppings that eliminated blind spots and facilitated fire positions protected from direct 
fire. Providing such an efficient defence, they became advantageous in conflict. As Geoffrey 
Parker observes, the trace italienne led to ‘the predominance of protracted sieges in Western 
warfare’. He also contends (although this is of some dispute among historians) that it led to 
‘substantial increases in the size and dramatic changes in the composition of the armies’.36

Summary of Historical Lesson on Exploiting New Technology

Incorporation of new technology by military organisations has proven challenging over time. 
 Those that possess new technology have not always found the best way to exploit it on the 
battlefield. That being said, a number of  factors have been observed in cases where tech-
nology has been successfully incorporated. Many examples of successful implementation of 
new technology have required military organisation to develop new concepts of operations. 
Organisations that encourage experimentation and innovation tend to be more successful in 
this pro cess of building new concepts and integrating new technologies. Support of new con-
cepts from top- level leadership, both military and po liti cal, is also observed across a number 
of examples where militaries have been successful in incorporating new technologies.

Subject  Matter Expert Perspectives

Australian Perspectives

Australia’s unique geostrategic position means that  there are nuances in where and how RAS- AI 
can be successfully incorporated into the current and planned Navy. As such, we sought 
to interview a number of se nior (star- ranked) Navy and other staff in order to situate our 
considerations within the Australian maritime context. In all, a total of 15 interviews  were 
held (see Appendix B for more detail).  These discussions used a semi structured interview 
protocol, based around nine questions. In summary, we observed the following:

• On why and where Navy should invest in RAS- AI,  there was broad agreement that 
Navy should invest in RAS- AI particularly where  humans are at risk, physically, or at 
risk of not keeping up with decisionmaking speeds demanded.

• Plan Pelorus37 seeks for Navy to be fully crewed at sea by 2022. Challenging this prem-
ise, we discussed the idea that by 2042 the Navy workforce would require more ‘ashore’ 

35 Duncan, 1990, p. 293.
36 Geoffrey Parker, The Military Revolution: Military Innovation and the Rise of the West, 1500–1800, Cambridge: 
Cambridge University Press, 1988, p. 156.
37 Royal Australian Navy, 2018, p. 2.
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skills as crewing requirements transition out of the battlespace. This produced a diverse 
range of views, from the premise that  human presence in theatre is necessary for suc-
cess in high- end warfare through to the need to completely remove  humans from the 
most dangerous warfighting environments.

• Battleworthy is described as providing sea, air and cyberworthy platforms to the Chief 
of Joint Operations. However, the introduction of RAS- AI introduces trustworthiness 
into the equation. Through our interviews, we heard a diverse range of views. Some 
SMEs suggested it  will come naturally to the next generations of soldiers and sailors 
who have grown up with autonomy and AI.  Others recommended being involved in 
developing, testing and retesting to ensure RAS behave as expected or required. Pro-
tecting this trust once it is developed is equally impor tant and may become the new 
target of adversaries.

• Our interviews explored issues surrounding integration with the joint force and the 
ability to operate effectively with allies and like- minded partners.  There was general 
agreement that Australian military forces  will be integrated by having the means to 
easily integrate systems or just by having the same systems. It was suggested that niche 
capability, through  either the way in which vari ous systems are connected or through 
the algorithm developed for  those systems, would be necessary.

• The SME discussion on how the ethical and  legal issues with RAS can be resolved 
came to a general consensus: any constraints  will be managed by agreements, regula-
tory frameworks, rules of engagement and the belief that Australia  will always do the 
right  thing.  There was disagreement around the delivery of lethal effects directly from 
RAS platforms. This was seen by some as inevitable, especially if potential adversaries 
have similar capabilities or do not have the same  legal and ethical frameworks.

• In terms of maintaining a long- term presence for sailors away from home ports,  there 
was some consternation regarding crewed ship being supplanted by RAS- AI assets, 
especially in humanitarian or diplomatic roles. The discussions highlighted the need 
to be very clear regarding appropriate roles, tasks or missions for RAS- AI without 
 humans. The SME panellists also raised the issue of technology challenges arising from 
operating at sea for extended periods of time.

• Currently Australia’s maritime focus is on engaging across the Indo- Pacific while meet-
ing all domestic requirements and working closely with friends and partners in the 
near region. Navy is still determining what missions it wants to do with RAS- AI,  either 
in a support role or undertaken in de pen dently. The SMEs noted that RAS- AI could 
take up tasks that exceed Navy’s current capabilities or capacities.

•  There was strong support for a dif fer ent, more dynamic approach to acquisition, given 
the rate of technology development in RAS- AI. This would run concurrently with 
traditional acquisition approaches. Interestingly, workforce is a sensitive issue in terms 
of developing the capability to integrate and use such systems, and it appears that while 
the prob lems are understood, the solutions require further work.

• Fi nally, we asked SMEs about their major concern in regard to maritime RAS- AI. While 
 there was a range of answers, they generally fitted into three categories: ethical 
considerations, cybersecurity and the ability to keep pace with this fast- changing 
environment.

UK Perspectives

The United Kingdom has already embarked on maritime RAS- AI through the develop-
ment of a strategy and campaign plan. To understand the UK context and (potentially) 
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learn lessons, we undertook four interviews with se nior UK defence and industry officials. 
While their views should not be considered representative of the entire UK RAS- AI cir-
cumstance, they provide insights that might be useful in developing Australia’s RAS- AI 
strategic roadmap.

The UK SMEs we interviewed noted that both the evolution of RAS- AI and the need 
to integrate  those systems into existing capabilities are inevitable. This is especially the case 
given the phenomenal pace of change and the fact that many of the relevant technologies 
are being developed outside of defence. Certainly, the United States, China and Rus sia all 
see an opportunity to create an advantage through RAS- AI.

It appears that the United Kingdom has determined not to simply seek to replace crewed 
platforms with uncrewed ones. Rather, its vision is one of greater lethality and capability 
through smaller, cheaper aerial systems. Such UASs offer cheaper, lighter, more efficient and 
continuous systems designed to address challenges that task groups face maintaining scale. 
 There are indications that the strategy  going forward is to have a mixed fleet of UAVs and 
crewed assets. Beyond being simply technically desirable, it is also ethically desirable since 
this ensures that moral and ethical ‘tripwires’ exist where  humans are needed in the loop.

Decision superiority represents another opportunity. As the speed of decisionmaking is 
impor tant to  future success, RAS- AI can enable Navy to operate faster and better. Further, the 
operational environment continues to become more challenging. A number of missions that 
Navy currently would seek to undertake, such as intelligence gathering and mine countermea-
sures, are becoming too risky. In such instances, RAS- AI offer the opportunity to take more 
operational risk  because of the reduced risk to  humans. That is the case with suppression of 
 enemy air defences, where the use of RAS- AI provides an ave nue to achieve standoff. To support 
this C2 requirement, SMEs saw the development of a single autonomy network as being critical. 
They noted that a digital backbone for all autonomous systems is necessary and that the United 
Kingdom is leading NATO on this through the MAPLE network.

The SME consensus was that human- machine teaming offers a significant benefit/
opportunity, using the respective strength especially around use of force. Flexibility and 
adaptability are gained by using a  human at the centre of the platform. And communicat-
ing intent represents an aspect that uncrewed platforms cannot  really do.

In terms of R&D focus, it is worth noting that the Royal Navy is treating payload 
carriers as essentially ‘dumb’, so they should be able to plug and play into the sensors and 
effectors, and should be dif fer ent sizes depending on the job that they are  doing in the 
Royal Navy, with the plan to have one autonomy network for the force. However, they 
are developing three distinct technology accelerator programs (Programme Nelson, Mal-
Works, NavyX) to maximise the innovation potential.

Augmented real ity is the most impor tant technological development the Royal Navy 
is watching. It is less interested about RAS themselves  because it knows the developments 
that are happening  there (e.g., improving batteries for endurance or making platforms 
smarter, able to carry lethal payloads, and able to do more tasks individually). The Royal 
Navy is much more concerned about bringing together multiple drones that currently are 
not able to talk to each other. With the exception of Anduril, few companies  today are able 
to cohere the overall Royal Navy swarm challenge. This lack of a competitive contractor 
field is a risk that could lock the United Kingdom into an Anduril proprietary system.

Our SME sessions also revealed that the United Kingdom is a believer in experi-
mentation and rapid feedback loops. Indeed, since systems are sufficiently mature to 
field, it is only by fielding them that they can be improved operationally. The United 
Kingdom is using a rapid exercises regime to learn by  doing entrepreneurial method-
ologies, best seen through Autonomous Advanced Force, which has gone through four 
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iterations and seen systems improvement with  every iteration. Interestingly, the SMEs 
suggested that increasing the level of experimentation (particularly if adversaries have an 
awareness) can create more dilemmas for them in terms of developing their strategy and 
response options.

The rising cost of platforms and  people represent a challenge to ensuring coverage and 
creating the necessary mass. RAS- AI has the potential to offer resource efficiencies. Poten-
tially  these platforms can be much cheaper (a promise that is yet to be delivered), protecting 
Royal Navy personnel who are the vulnerable and expensive components (and increasingly 
difficult to recruit). Further, given the broader use of RAS- AI in the commercial world, 
 there is the opportunity to access a wider supply chain, providing greater choice and agility. 
Certainly, the capacity for uncrewed assets to be COTS allows the opportunity to pursue 
a dynamic capability development cycle, designed to adapt to evolving threats. However, 
integrating such systems with existing crewed platforms is not straightforward (e.g., safety- 
of- flight requirements).

U.S. Perspectives

The United States has actively pursued maritime RAS- AI for over two de cades, as evidenced 
by its regular development of roadmaps and strategies. In order to gain a better understand-
ing, we undertook three virtual stakeholder workshops with RAND U.S. Navy experts. 
 These workshops focused on three themes:

• integration and interoperability
• capability development and acquisition
• C2 and RAS- AI missions.

A number of issues  were identified (see Appendix C for more detail):

• Culture  will play a large role in the adoption of uncrewed systems, as military organ-
isations are traditionally resistant to change. RAS- AI needs a champion advocating 
for the program’s importance, as well as being aware of where and why re sis tance 
within the U.S. Navy may occur.

• Complementary systems (optionally crewed platforms) might provide the most utility 
in many situations. As such, it is worth considering backward compatibility and how 
best to develop human- machine collaboration.

• Change takes time and so it is not advisable to aim for uncrewed systems to wholly 
replace the capabilities of crewed counter parts at the outset. An initial focus on aug-
mentation and on how uncrewed systems can complement crewed platforms is a worth-
while short- term goal.

• Trust is a commodity that needs to be developed, particularly for AI. It needs to be 
recognised that having a  human in the decision loop during parts of conflict might 
not be an option in the  future.

• Navy should think about creating niche capabilities as part of an alliance. One focus 
might be to know when to be a leader, and when to be a follower, particularly in R&D, 
since  there are areas where allies are already heavi ly investing in.

• The nature of RAS- AI requires one to take an all- domain approach. As such, it is impor-
tant to understand C2 from a joint and co ali tion perspective and to figure out what 
level of C2 integration  will be needed among allies.

• When considering RAS- AI, it is critical to be led by the warfighting requirements. 
The ‘control triangle’— autonomy, assured bandwidth, and mission/environmental 
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complexity— should be considered in selecting  whether to invest in uncrewed vehicles 
for par tic u lar missions.

• Training AI to solve a prob lem requires characterising it well.

Analy sis of Potential Maritime Applications

The Chief of Navy, Admiral Mike Noonan, recently pointed out that ‘we have to plan for 
how we  will look in 2035— and  we’ve got a very clear understanding of what the fleet is  going 
to look like. We’ve prob ably got a less certain view of what  we’ll be  doing.’38 This suggests that 
the  limited number of Australia’s world- class platforms could be augmented by the emerging 
RAS- AI capabilities,  either as additional capabilities operating from existing platforms or as 
in de pen dent platforms.  These might be constructed  here, at least for some of the less complex 
vessels initially, or acquired and fitted out in Australia. And they might consist of smaller, 
tactical systems that can deploy from or work with existing platforms.  Either way, RAS- AI 
offer the opportunity for scalability from the point of view that a larger area can be covered 
with the augmentation of RAS- AI to any deployed asset. Given the context outlined above, 
Navy’s approach to incorporating RAS- AI should consider the following:

• Do such unique capabilities address in a better way the existing requirements that 
Navy has?

• Do RAS- AI capabilities fill immediate capability gaps that Navy has?
• Does RAS- AI change the way Navy wants to operate  either willingly or against desire?
• What capabilities do RAS- AI offer against soon- to-be delivered capabilities?  Whether 

this is expressed as a gap or not may not  matter.
• Can we think of RAS- AI totally in de pen dent of other systems and platforms or not?

Missions, Tasks and Functions

 These emerging technologies provide an ave nue in which RAS- AI might be applied. How-
ever, the critical consideration on where RAS- AI is to contribute to Australia’s maritime 
capabilities is the determination of which missions it is best suited to contribute to. Many 
of the se nior Navy officers we interviewed reiterated this point, noting that the needs of 
Navy needed to drive investment in RAS- AI capabilities. As such, it is impor tant to frame 
RAS- AI capabilities in terms of Navy operations, missions and under lying tasks they would 
undertake. Clearly the 26 Maritime tasks identified within Navy’s Australian Maritime 
Operations39 provide a comprehensive basis. However,  these would require a range of capa-
bilities, potentially including RAS- AI. For instance, a recent RAND study suggested a set 
of 13 enduring missions as a basis upon which the U.S. Navy could explore investment 
options for disruptive technologies, which would be useful for Navy to consider in evalua-
tion RAS- AI options at the mission level:40

• conducting antisubmarine warfare against submarines and undersea vehicles;
• conducting surface warfare against numerous vessels with standoff capabilities;

38 Kym Bergmann, ‘Australia’s Naval Build Up Explained’, Asia- Pacific Defence Reporter, 9 October 2019.
39 Royal Australian Navy, 2017, p. 4.
40 Scott Savitz, Krista Romita Grocholski, Irv Blickstein, T. J. Gilmore, Joseph C. Chang, Martha V. Merrill, and Avi 
Bregman, Prioritizing Investment in Disruptive Naval Technologies, Santa Monica, Calif.: RAND Corporation, 2019, 
Not available to the general public.
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• conducting integrated air and missile defense against larger numbers of more capa-
ble aircraft, uncrewed aerial vehicles, and missiles;

• countering growing numbers of more advanced mines and torpedoes;
• conducting damage control against more advanced threats;
• conducting amphibious operations despite distributed, effective threats;
• countering increasingly numerous and capable adversary uncrewed systems;
• precisely targeting mobile and/or elusive adversaries in complex environments at 

varied ranges while minimising collateral damage;
• suppressing and destroying  enemy air defences and launch platforms;
• sustaining mobility and reliability of complex systems across distributed forces;
• maintaining Blue command, control, communications, computers, intelligence, 

surveillance and reconnaissance (C4ISR) capabilities in complex electronic war-
fare and cyberenvironments;

• countering ubiquitous Red intelligence, surveillance, and reconnaissance; and
• surviving and fighting despite increasing adversary lethality.

This approach has been employed to consider RAS- AI in support of the U.S. Navy, 
albeit from a RAS domain perspective (UAV,41 USV42 and UUV43). Rather than focus on 
specific technologies, the analy sis considered the suitability for RAS- AI for given missions 
and suggested a time frame or technology maturity assessment within which it is antici-
pated that fielded systems would be available. By way of example,  Table 4.1, adapted from 
Scott Savitz et al.,44 captures some of the tasks for which USVs are considered to be highly 
suitable. It also demonstrates potential maturation paths for the integration of RAS- AI tech-
nologies (e.g., the transition from permissive to hostile environments for ISR).

Kill Chains

Of course, consideration needs to be given to Navy’s ability to effectively integrate RAS- AI 
assets with (and, in many cases, deploy from) existing naval platforms. Having determined 
which functions are most suitable, the next step is to investigate how the RAS- AI systems 
operate within the ‘kill chain’.45 As RAS- AI capabilities mature and become more capable 
of complex in de pen dent action, Navy  will need to experiment with new and innovative 
approaches rather than risk limiting thinking to ‘current kill chains and concepts of opera-
tion, [whereby] autonomy is generally employed to replicate items in the kill chain exactly 
as they are carried out by manned systems’.46 As Malcolm Davis notes,47

41 Brien Alkire, James G. Kallimani, Peter A. Wilson, and Louis R. Moore, Applications for Navy Unmanned Aircraft 
Systems, Santa Monica, Calif.: RAND Corporation, MG-957- NAVY, 2010.
42 Scott Savitz, Irv Blickstein, Peter Buryk, Robert W. Button, Paul DeLuca, James Dryden, Jason Mastbaum, Jan 
Osburg, Phillip Padilla, Amy Potter, Car ter C. Price, Lloyd Thrall, Susan K. Woodward, Roland J. Yardley, and John 
Yurchak, U.S. Navy Employment Options for Unmanned Surface Vehicles, Santa Monica, Calif.: RAND Corporation, 
RR-384- NAVY, 2013.
43 Robert W. Button, John Kamp, Thomas B. Curtin, and James Dryden, A Survey of Missions for Unmanned Undersea 
Vehicles, Santa Monica, Calif.: RAND Corporation, MG-808- NAVY, 2009.
44 Savitz et al., 2013, pp. 20–22, 32–33.
45 Bradley Martin, Danielle C. Tarraf, Thomas C. Whitmore, Jacob DeWeese, Cedric Kenney, Jon Schmid, and Paul 
DeLuca, Advancing Autonomous Systems: An Analy sis of Current and  Future Technology for Unmanned Maritime Vehicles, 
Santa Monica, Calif.: RAND Corporation, RR-2751- NAVY, 2019.
46 Martin et al., 2019, p. 207.
47 Davis, 2019.
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Once we cast aside orthodox mindsets and ask more forward- looking questions, inno-
vative thinking can be more easily take hold. How might our fleet of Attack- class subs 
work with a platform similar to the Orca XLUUV or Sea Hunter USV in  future war? 
Could we use such unmanned systems to control key maritime straits to prevent a 
major- power adversary from projecting naval forces into our maritime approaches, or 
to act as forward sensors for our shooters, resident on our naval surface combatants?

For a  middle power like Australia, RAS- AI capabilities offer an opportunity if they 
are designed and delivered to enhance the right mission sets. Indeed, Scott Savitz provides 
sage advice to shape such thinking, noting that48

advances in unmanned systems could also assist smaller nations in countering threats 
from larger nations. They can perform tasks in the air, land and underwater that are 
too expensive or dangerous for manned platforms to complete. Being low cost, they 
are expendable, so large numbers of them can be loaded with explosives and take out 

48 Scott Savitz, ‘Small States Can Use Naval Mines and Unmanned Vehicles to Deter Maritime Aggression’, RAND 
Blog, 16 July 2018.

 Table 4.1
Missions and Functions Against Technology Maturity—USV Example

Mission

Technology Maturity

In or near market Emergent Incipient

C4ISR •  Per sis tent ISR in  
permissive 
environment

•  Environmental 
collection in permissive 
environments

•  Pro cessing, exploitation 
and dissemination

•  ISR in hostile 
environments

•  Environmental 
collection in hostile 
environments

Military Deception/ 
Information Operations/ 
Electronic Warfare

•  Disposition and 
intentions deception

•  Signals deception

•  Decoy/countermea sures

•  Military information 
support operations

Surface Warfare •  Armed escort •   Counter fast 
attack craft (fully 
autonomous)

Mine Warfare •  Mechanical 
minesweeping and 
mine harvesting

•  Influence 
minesweeping

•  Mine countermeasures 
intelligence preparation 
of the battlespace

•  Reacquisition 
mine hunting and 
neutralisation

•  Autonomous in- stride 
mine hunting and 
neutralisation

•  Mine laying

Antisubmarine  
Warfare (ASW)

•  Unarmed ASW area 
sanitisation

Logistics •  Uncrewed vehicle 
support

•  Autonomous  
shore- to- shore 
connector

Functions •  Search and rescue— 
 conscious victims

•  Test platform

•  Training support

•  Search and rescue—   
complex
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key  enemy assets. The large quantity allows them to be dispersed making it more dif-
ficult for the  enemy to target.

This type of thinking suggests that Australia could elect to focus on developing a niche 
that complements (rather than simply replicates) the capabilities of its allies. Such a con-
sideration could be used as a design princi ple for developing and integrating RAS into the 
Navy fleet and ultimately Joint Task Force.

Key Lessons and Conclusions

Having reviewed approximately 200 documents, engaged the subject  matter expertise of 
30 individuals in Australia, the United States and the United Kingdom through interviews 
and workshops, and analysed the information at hand, we are able to distil some key themes 
and issues that we categorise in terms of the RAS- AI implications for the  future warfight-
ing context, the associated operations implications, emerging challenges, and realising the 
benefits. Clearly, we found a variety of perspectives, many of which  were divergent. We con-
tend that this evidence base provides an informed basis to develop a strategic roadmap.

 Future Warfighting Context

The  future maritime threat environment  will likely involve widespread proliferation of RAS- AI, 
increased numbers of threat platforms and a need to deliver effects that  counter  those threats. 
As the subject of much media attention, the commercialisation of RAS- AI capabilities is 
prevalent and  will continue to expand into most facets of  human existence, especially as 
technologies such as 5G and the internet of  things (IoT) mature. This proliferation is help-
ing to drive development of militarised RAS- AI capabilities. It is evident that potential 
 future adversaries are making significant investments in  these areas across all domains and 
are considering the full range of the crewed/uncrewed continuum. Further, the development 
of  counter RAS- AI approaches should be a consideration when developing  future capabili-
ties and concepts of operations as they proliferate across all aspects of warfighting. Given the 
emergence of hybrid/grey zone warfare, it is impor tant to address adversarial use of RAS- AI 
beyond the traditional approaches to warfighting. For instance, lessons can be learned from 
the UK approach to RAS- AI and how they apply to Britain’s ‘Five Pillars Framework’, 
which incorporates  counter proliferation, deterrence,  counter force, active defence, and pas-
sive defence.

AI  will be pervasive and  there  will be numerous RAS in the 2040 maritime envi-
ronment. The continued growth and sophistication of AI  will converge with other matur-
ing technologies (e.g., IoT, 5G, ML) in such a way that AI  will be pervasive in all aspects of 
life. Further, Navy  will encounter an operational environment where large numbers of dif-
fer ent autonomous systems operate in concert with automated and human- controlled sys-
tems, both military and commercial. Together,  these  will span multiple operational domains 
and rapidly becoming integral to naval warfare. In addition, potential adversaries are 
advancing their capabilities in RAS and AI and appear to be capable of combining them for 
damaging effects. Emerging attributes, such as swarming behaviours, can provide capabili-
ties that  will advance  these systems from their current mode of individual systems operat-
ing in de pen dently. This demonstrates that over time RAS- AI  will transition from merely 
augmenting existing capabilities by undertaking par tic u lar tasks (e.g., the dull, difficult, 
dangerous or dirty) to replacing some of them in performing maritime missions. As 
new functionality emerges, RAS- AI are likely to create disruptive effects necessitating the 
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development of new missions. As such,  these technologies should be  adopted as ‘main-
stream’ and, where necessary, fast- tracked into ser vice rather than treated as niche capabili-
ties that only augment existing systems.

Australia is investing in maritime RAS- AI capabilities to ensure it can continue 
to undertake its critical missions. Most major militaries are increasing investments in 
RAS- AI in the maritime domain. Defence has recognised that for Australia to gain an 
advantage or even maintain parity, a significant investment is needed. Maritime RAS- AI 
capability acquisition  will grow significantly in the next de cade, with significant platforms 
and enabling systems being purchased and integrated into the fleet. This  will include all 
domains across a range of sizes and mission types. The rapidly evolving threat environ-
ment combined with technological development  will see a greater focus on an evergreening 
approach to acquisition.

Operational Implications

Using RAS- AI, new missions may contribute to greater operational effectiveness, create 
disruptive capabilities and reduce risks. This is not simply about RAS- AI assets under-
taking missions on their own; it also includes missions in partnership with crewed systems. 
Subsurface,  these might be stationary, covert ‘sleeper’ capabilities that only come online 
in response to a predetermined signal to release smaller, role- specific RAS- AI systems that 
can be actively reprogrammed at release. On the surface, low- visibility USVs that deliver 
weapons effects could be situated away from the fleet to expand the footprint of the fleet 
and increase the ave nues of attack. In the air, UAV swarms could be tasked with both over-
whelming and confusing the defensive systems of an adversary.

RAS offer endurance, per sis tence, range and safety needed for Australia’s large 
and complex maritime operational environment. Australia’s geo graph i cal circumstance 
and the emergence of increasingly complex threats could require military presence over 
large expanses of maritime environments. Australia’s relatively small naval fleet  will be chal-
lenged to deliver the coverage necessary, especially if confronted with concurrent situations. 
Systems that can perform tasks in de pen dently, per sis tently and at distance, particularly in 
the realm of C4ISR, offer a path  towards managing this extended area of operations and 
achieving mass. Indeed, undertaking  those ‘dull’ operations that challenge  human concen-
tration is an area where RAS- AI offer a significant enhancement.

RAS- AI that are not organic to  future major platforms could provide many benefits— 
the expectation of many is that  future major vessels  will need to carry and deploy the RAS 
capabilities that they are dependent on (i.e., as a mothership). Current operational require-
ments already are challenging weight margins and stability aspects of  future platforms, and 
they are being further challenged by the prospective introduction of RAS- AI capabilities. 
A solution may be to task third-party vessels to deploy RAS- AI. This  will move some crew-
ing requirements from the vessels (e.g., UAV operators). Further, new types of autonomous 
supply vessels could be created that collect energy from the environment (e.g., solar to charge 
batteries) and provide it to other craft. This mirrors the practice that supply vessels follow 
 today to refuel vessels at sea, which reduces the need for major platforms to carry discrete 
fuel supplies to power their own systems.

Flexible crewing options  will be necessary for optimising operational effective-
ness while minimising risk. While it is anticipated that large, highly capable crewed plat-
forms  will continue to form the mainstay of the  future fleet, the increasingly complex 
threat environment suggests that alternative systems  will be increasingly used. RAS- AI  will 
enhance survivability and mission effectiveness by replacing  humans on tasks that are dull, 
difficult and/or dangerous. Moving large, capable crewed vessels further out of harm’s way 
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by bringing uncrewed systems closer to targets ensures effects can be enduring in high- threat 
environments. Lowering crewing levels on vessels in threatening environments provides 
margins to enhance the platform per for mance. Uncrewed platforms may increase warfight-
ing capabilities or capacity to undertake ‘dangerous’ tasks, while also reducing risk to person-
nel. However, this might not always be practical or desirable, particularly if the presence 
of a crew deters an escalation of actions by an adversary. As such,  there  will be a need 
to balance crewed, minimally crewed, optionally crewed and uncrewed systems in order to 
achieve optimal effectiveness while minimising risk. A key consideration is that the com-
plexity of RAS- AI  will mature over time and involve degrees of sophistication that  will allow 
for levels of autonomy to be chosen rather than driven by technology options. That is to say 
autonomy  will vary along a spectrum, depending both on the autonomy of the decision-
making agent (i.e., its in de pen dence from  human control) as well as the complexity of that 
agent’s task (narrowly defined and relatively  simple, or broad). Fi nally, while the removal 
of  humans from the larger platforms affords opportunities for increased power, sensor or 
weapon payloads,  these should not be pursued to the point where the complexity within 
the RAS begins to degrade its utility.

Human- machine teaming is projected to be mature, operational and ubiquitous 
by 2030. The recent NATO Science and Technology Trends 2020–2040 report 49 suggests, 
based on an analy sis of emerging technology trends, that by 2030 human- machine team-
ing  will be sufficiently mature to play a key role in military operations. While this may 
seem an aggressive timeline, the implications of this for maritime RAS- AI are significant. 
Certainly, given Navy’s focus of 2040, it cannot be ignored particularly given that the team-
ing of  humans with autonomous systems offers ave nues to build on the strength of each 
of  these agents. Some have suggested the need for a coactive design approach to teaming 
that facilitates a ‘combine and succeed’ ethos rather than a ‘divide and conquer’ one, as 
this offers the potential to create a more robust and effective system.50 Such an approach 
lends itself to the teaming of  humans with autonomous systems that builds on the strength 
of each of  these agents. In the short term at least,  humans’ ability to better manage the 
complexity and constraints of maritime missions  will be complemented by autonomous sys-
tems’ capacity to rapidly synthesise and analyse large amounts of data and operate with pre-
cision in complex, time- constrained environments.51 As they mature further, autonomous 
systems’ capacity to learn from experience, be unaffected by  human biases and undertake 
tasks  humans cannot  will extend the pos si ble mission set as new and better capabilities 
emerge.

However, one cannot entirely remove human- induced biases from consideration, given 
that initial algorithm development  will incorporate  those of the designer/programmer.  Those 
biases may be poorly understood given the ‘black box’ nature of the code to ultimate end 
users and, in some cases, to the code’s own developers. As such, all  these relationships  will 
need to be carefully managed to ensure appropriate oversight. Both safety risks and the 
potential for unanticipated behaviours need to be continually addressed. While RAS- AI 
capability may be reprogrammed to meet new needs, have a shorter life- of- type, or may 
be disposable, how this affects human- machine teaming arrangements and inherent ‘trust’ 
within such relationships must be considered.

49 Reding and Eaton, 2020, p. 67.
50 Matthew Johnson, Jeffrey M. Bradshaw, Robert R. Hoffman, Paul J. Feltovich, and David D. Woods, ‘Seven Cardi-
nal Virtues of Human- Machine Teamwork: Examples from the DARPA Robotic Challenge’, IEEE Intelligent Systems, 
Vol. 29, No. 6, November– December 2014, p. 77.
51 Reding and Eaton, 2020, pp. 61–22.
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Emerging Challenges

Culture  will play a large role in how Navy  will adopt and utilise RAS- AI. Analyses of a 
range of previous RAS- AI roadmaps and of historical studies clearly show that a key  factor 
for success hinges on the RAS- AI having a ‘champion’.  There must be a definitive se nior 
leader advocating for the program’s importance. Without a champion, funding  will not be 
forthcoming and sustained, and support  will likely be  little more than lip ser vice. As noted 
in the preceding discussion about successfully introducing  these systems into ser vice and 
obtaining effective operational outcomes, changes to acquisition, maintenance, training 
and concepts of operation are needed. The mandate for such change must be clearly and 
effectively communicated by someone who holds a position of power, is respected across 
Navy, and is given authority to drive such change. Some initial reactions to RAS- AI main-
tain that machines  will replace sailors or, at the very least, disrupt long- planned  career paths. 
 There appears to be less re sis tance to the introduction of RAS- AI when the systems are 
presented in subordinate mission roles rather than ones that may exert combat power. Our 
interviews suggested more discomfort with integrating RAS into the force, especially with 
re spect to lethal autonomous weapon systems. But among Navy personnel who have been 
exposed to automation or AI in their personal lives— through applications such as Siri that 
use many pieces of information from multiple sources— there is more ac cep tance of the 
 future role of AI.

 There  will be a need to redesign the approach to raising, training and sustain-
ing the  future Navy workforce.  People working with RAS- AI  will require new skills and 
competencies. Identifying, developing and sustaining the  future workforce  will require not 
only bringing new personnel to Navy in highly competitive disciplines, but also accessing 
a range of skills outside of Navy. Retention or re- enlistment may be improved by recognis-
ing a broader range of  career pathways that encompass time both served in Navy and work 
experience in the commercial or academic areas, both  here and overseas. Major vessels are 
currently designed to be in ser vice for de cades. Training designed to be commensurate with 
this time frame  will not suit individual RAS- AI systems where the capability life cycle is 
much faster. Realistic training simulations (including virtual, augmented and mixed real-
ity) that draw upon and build a library of a wide range of scenarios and responses in order 
to build the aforementioned trustworthiness are needed. Such training  will also ensure that 
 people  will be able to better respond in short timeline situations. It is also impor tant to 
ensure that operational learning is maximised when  people are using Navy capabilities in 
an operational environment. Data need to be captured as trained personnel operate the 
 actual capability; this  will allow the impact of the training to be mea sured and tailoring of 
specific training to address any shortcomings.

As C3 becomes more agile and distributed, current decision paradigms may be 
challenged. As the lethality, range and speed of weaponry grows, the capacity to decide and 
act quickly  will be essential.  Human decisionmakers may not have the capacity to assimilate 
data quickly and accurately in the time available. Choosing how to impose  human over-
sight of such an OODA (Observe, Orient, Decide, Act) loop without constraining behav-
iour to the point of failure  will create significant challenges to traditional approaches to C2 
and mission command. This necessitates more agile, dynamic and distributed C2 arrange-
ments where authority to execute certain tasks and missions is increasingly delegated to 
AI- capable entities. The proper level of  human responsibility, authority and control needs 
to be designed into the system, and regulatory,  legal and ethical aspects need to be consid-
ered from the outset. In our discussions, it was emphasised repeatedly that the capacity to 
ensure  these systems operate in accordance with rules of engagement must be considered 
during design and ensured during operations. Implicit to traditional C2 structures is com-
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munication; however with the introduction of RAS- AI systems communication needs to 
be more deliberately considered, especially around ‘set and forget’ autonomous systems. 
A robust communication architecture is required to support this with the capacity, security 
and ability to manage redundancy as assets leave networks (through damage or tasking) to 
assure C3 structures. Effective cybersecurity, cyberdefence and electronic countermea sures 
(ECM) are critical.

Machine learning  will require significant computational power along with access 
to reliable and significant communications bandwidth. For RAS- AI systems to maxi-
mise their potential, they  will need to rely upon the ML approaches to continually train 
and retrain the AI systems in the light of new information. This may require significant 
computational capacity and suitable power systems. It may not always be practical to place 
this computational capacity on a deployed RAS- AI platform. In  those cases, systems  will 
need to pass information to a central computing hub (which may need to synthesise infor-
mation from multiple sources) to then test, adjust and retransmit the algorithms accord-
ingly. While this may be infeasible during operations, when communications channels  will be 
prioritised to allow the RAS to communicate information to the fleet (e.g., if it is required 
to perform a surveillance function), this must be a consideration for other times during the 
deployment.

Trustworthiness is critical to success. The issue of trust came up continually through-
out our data collection. We observe that RAS- AI trustworthiness must consider many dif-
fer ent aspects from hardened networks to machine tasking mechanisms through to joint 
(or co ali tion) operations. Trust must be considered throughout the design, development, 
deployment and disposal cycle, and care must be taken to ensure effective integration into 
existing capabilities, where required. Indeed, autonomous systems can only be fully trusted 
in situations where they have been trained and tested. If it is necessary to operate outside 
 those constraints (as may be the case in warfighting), then mitigation strategies for unan-
ticipated behaviours  will be necessary. As such, the seaworthiness of  future capabilities  will 
necessarily include trustworthiness of RAS- AI ele ments. The integration and application of 
 these  will be  shaped by both technical standards and the operators’ trust in  those systems. 
 Because autonomous systems  will be able to learn and adapt while they operate, continu-
ous review and recalibration of their per for mance may be necessary. Care must be taken 
such that operators do not become overly dependent, complacent or uncritical in employing 
the systems. The propensity to defer decisionmaking to machines or attach  human values 
to inanimate systems must be rigorously monitored.  There  will be trust/confidence issues 
for remotely controlled systems, which  will be amplified for systems with more autonomy 
and which is something that adversaries might seek to exploit. Systems employing ML  will 
evolve their behaviours, and it is expected that the reasons for undertaking some behaviours 
 will not be understood by  humans. This  will challenge the popu lar belief that advanced 
AI or machines behave like  humans and follow human- like actions that can be rational-
ised. This may not be the case, with the result being that warfighters might have to trust 
that machines  will deliver the right effect, regardless of their behaviour. Thus, exposing AI 
thinking or machine behaviour to warfighters and providing them opportunities to repeat-
edly test and trial  will be impor tant in building trustworthiness.

Integration and interoperability considerations must inform Navy’s choices. Oper-
ating uncrewed systems in coordination with other ser vices and allies (and crewed systems 
from both)  will require investments in integration, as the potential number of assets and 
type in operation within a battlespace  will be increased by an order of magnitude. The 
most straightforward way to integrate and interoperate such that all assets can be managed 
effectively may be to acquire systems that  others are also acquiring—to minimise technical 
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 integration issues. This idea, if  adopted, may shape R&D investments. An enterprise per-
spective is necessary so that RAS- AI systems are developed collectively and systemically, 
not designed in isolation along a singular project- centric approach, which can often degrade 
integration and interoperability.

Strategy Implementation

Successful implementation requires a focus on emerging capability needs and a strate-
gic roadmap that identifies credible capability responses and a  viable realisation path. 
The RAS- AI strategy and implementation plan has a key role in realising Navy’s planned 
expenditures on RAS- AI over the next two de cades. To achieve this, the strategy needs a 
pragmatic approach that recognises the needs of Australia while also noting the capacity con-
straints that come with being a  middle power. To do this, the strategy should be built around 
articulating the challenges that Navy needs to solve, particularly  those where the capacity to 
achieve Navy’s priority missions is perceived to be  under threat. Australia’s military context 
(particularly the niche capabilities it would provide as a co ali tion partner in high- end war-
fighting), its substantial maritime environment, its expeditionary force posture nature, and 
its intent to undertake joint operations in a littoral environment should be used to identify 
where and how RAS- AI capabilities offer an opportunity. The roadmap (composed of the 
strategy and implementation plan) should lay out Navy’s approach to resolving  these chal-
lenges (including its priorities and decision points) and identifying how they can be integrated 
within the broad Navy and joint capability suite. The implications for the vari ous funda-
mental inputs to capability (FIC) ele ments need to be considered at the enterprise level. For 
instance, issues associated with workforce and training need to be identified. Through this, 
the roadmap can give direction to academia and industry in identifying potential solutions 
and making investments.

While technology offers insights into the possibilities, emerging threats and capa-
bility gaps should drive R&D investments. At this stage of the technology development 
of RAS- AI, particularly for military capability, it is better to start with consideration of 
the warfighting effects and determine what RAS- AI capability could deliver all or some of 
them. How such capability interacts and integrates with other capability (RAS- AI or other-
wise) should also be considered. This approach  will circumvent attempts to fit RAS- AI into 
force structures, which may undermine their real utility or see them become orphan capa-
bilities. Identifying what Navy wants to do and then investigating how RAS- AI can con-
tribute  will provide good foundations for a technology investment roadmap. The early 
development of a concept of operations is an impor tant component that appears to repre-
sent a gap in current thinking. Developing and exposing the technology investment road-
map to industry and academia would be a clear demonstration of Navy’s intent to invest in 
RAS- AI technology and of its priorities as to where to specifically focus R&D or business 
development investments.

Planning where to invest in R&D should take into account where allies are invest-
ing so Australia can focus on key strengths and needs. Navy could capitalise on R&D 
its allies are already heavi ly investing in. It is pos si ble that Navy  will be able to procure  those 
capabilities from them  later, potentially for a much lower price than if Navy invested in the 
R&D itself, so long as issues around export controls can be managed. In turn, Navy could 
focus its R&D efforts on unique or niche Australian requirements. Outside of options of 
procuring like- capability, the absence of standards (such as  those that exist among NATO 
members) between Australia and its allies could hinder integration. This issue of integration 
is compounded when we consider that uncrewed systems in multiple domains may interact 
with each other and crewed systems across domains.  There may also be generational gaps 
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in technology between crewed and uncrewed systems. All the while, system and mission 
per for mance must not be compromised through the introduction of RAS- AI. A solution 
may be a common control system that would allow a  human operator to command mul-
tiple autonomous systems of dif fer ent kinds, as well as state- of- the- art AI- enabled spectrum 
management to ensure that increasing amounts of sensor data could be shared securely and 
C2 of both crewed and uncrewed platforms could be preserved.

The composition of the  future fleet and the role RAS- AI  will play can be de- risked 
through operations analy sis that ensures the  future force is achievable and afford-
able, and that it  will realise the anticipated benefits. Notwithstanding the fact that 
 there is already some level of RAS- AI capabilities pre sent and accessible in Navy and more 
are planned, RAS- AI is an emergent area. International experiences have demonstrated 
that it is sometimes difficult to appreciate RAS- AI’s full potential. Indeed, the tempta-
tion to consider it as a way to augment a current platform that supports some tasks or that 
replaces a crewed platform misses the opportunity to consider other ways of employing 
RAS- AI. Further, given Australia’s circumstances, not all  viable options for RAS- AI  will 
be supported.  There are clear benefits in using multiple analyses of alternatives to support 
risk- minimisation decisions around which RAS- AI investments offer the greatest benefit 
for a given cost. Such investments would consider domain (air, surface, subsurface), size and 
functions, and would be driven by the capability needs. They also would take into account 
ways to  counter adversaries’ RAS capabilities, which  will have force structure implications 
across all Navy capabilities.

Experimentation offers an opportunity to better understand when and how RAS- 
AI might be applied. The rapid development of RAS- AI technologies means that tradi-
tional thinking and approaches to capability development may not be sufficient to inform 
 future force structure decisions. Experimentation is one way that operators can explore pos-
sibilities in more realistic environments, which can include laboratories, desktop exercises 
or ‘sandpits’, in which operators can explore possibilities in more realistic environments. 
Industry partners can be critical participants in such experiments by bringing  either exper-
tise or advanced technologies. In return, industry can get exposure to Navy’s thinking on 
 future capability requirements and the challenges their products might face in  future mari-
time threat environments. In experimentation, coordination is impor tant to ensure the right 
prob lems are investigated and useful outputs delivered. Collectively, such experimentation 
delivers evidence on which to base investments, provides an environment to build expe-
rience and trustworthiness, and develops opportunities to drive organisational improve-
ment and change. Experiments also ensure rapid feedback loops to improve RAS per for-
mance. Moreover, Australia’s allies are making significant investments in experimentation 
with RAS embedded into operational settings. At the same time, experimentation can be 
a springboard for introducing new capabilities into ser vice. Indeed, international partner-
ships on R&D, experimentation and test and evaluation could all bring benefits beyond 
 simple cost savings, as has been previously demonstrated.

Acquisition and sustainment pro cesses need to adapt to be more agile. Rap-
idly changing technologies cannot be readily accessed through traditional acquisition pro-
cesses. Evergreening approaches allow the concurrent test and use of RAS- AI in conjunction 
with technological development or emerging requirements.52 Using  these approaches, a 
greater range of responses and tolerances for failure can be explored more immediately. 

52 Our working definition is that ‘evergreening is a systems-of-systems acquisition methodology that focuses not on 
the platform per se but on tailoring the systems in the platform to deliver flexible mission packages. Its intent is to be 
sufficiently dynamic to ensure timeliness in response to emerging technologies.’ We note that the term has come from 
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However,  there are organisational challenges to overcome in implementing such dynamic 
approaches. Australian industry partners  will be critical for success in such endeavours, and 
other FIC ele ments such as training must be similarly designed to keep pace. Encouraging 
a design philosophy based around open systems architectures and modularity more gener-
ally might also address potential issues with obsolescence and costly through- life support 
to, and upgrade of, software- based capability. Continuous real- time monitoring of platforms 
with an array of sensors managed by AI  will enable maintenance as needed, replacing the 
current predetermined, mean- time-based approaches. Current industrial applications of 
this approach to maintenance have produced large cost savings. Technology upgrades and 
choices around disposability also  will offer opportunities to invest in replacement rather 
than maintenance. Facilities, estate and ports that  will  house and launch RAS assets may 
need to be redesigned. Collaboration across ser vices and agencies can help to enable faster 
and lower- cost development, acquisition, use, sustainment and support. The totality of this 
should be considered as part of the Naval Shipbuilding Plan.53

the ICT domain, and that Navy has identified it as an appropriate approach for RAS- AI given the rapid advances in 
the field and the implications of this on maintaining capability.
53 DoD, Naval Shipbuilding Plan, Canberra, ACT: Commonwealth of Australia, 2017.
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CHAPTER FIVE

Building a Strategic Roadmap for Maritime RAS- AI

Based on synthesising and analysing the information collected through Chapter Four’s lit
er a ture review, environmental scan, stakeholder interviews and international workshops, in 
this chapter we develop a detailed outline of a strategic roadmap, including what policy
makers might incorporate into a strategy and associated campaign plan. This chapter includes 
a broad discussion of the types of missions in which RAS AI technologies offer opportuni
ties. It also offers a number of observations that serve to provide insights into some of the 
key emergent threads.1

Strategy Framework

To support the development of the RAS AI strategic roadmap, we analysed a range of infor
mation captured through the lit er a ture review, environmental scan, interviews and work
shops. We have distilled our observations into the following sections:

• Context: We have identified a number of  factors that  will shape the environment within 
which Navy  will need to operate out to 2040.

• RAS- AI requirements: Against the context facing Navy, we have identified some key 
RAS AI requirements that Navy should seek to incorporate in their system to deal 
with the context it is facing, cognisant of its current and  future planned capability 
programs.

• RAS- AI objectives: For the  drivers to be fully realised  there are some immediate objec
tives Navy must pursue.

Our analy sis suggests that, presented with certain contextual  factors and technology 
trends, policymakers need to undertake several roadmap lines of effort in order to deliver 
the RAS AI requirements.  These contexts, technology trends and lines of effort are illus
trated by the top and central ele ments in Figure 5.1. While certain requirements are more 
readily associated with some lines of effort, all lines need to be applied to identify the full 
array of requirements.

We identified a number of objectives that Navy should immediately pursue.  These are 
shown on the left hand side of Figure 5.1. In our discussion below, we turn to  these objec
tives first as we believe they form the basis of an initial strategic plan for RAS AI.

1 This does not imply  there are singular lines of thinking— the heterogenous nature of the information clearly pre
cludes this— however we are able to consolidate this into a range of observations and, in some cases, findings.
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RAS- AI Objectives

To continue adding and integrating RAS AI into its legacy and planned fleet, Navy  will 
have to make strategic investment choices. Building on the lessons we identified in Chap
ter Four, we have identified seven objectives that Navy could pursue in this area:

• Maintain undersea advantage: Navy still has opportunities to extend its existing strate
gic advantages below the waterline. However, crewing capability underwater remains 
very challenging, due to the unforgiving environment and to the isolating aspects of 
undersea operations. Therefore, beyond its current and planned undersea capabilities, 
Navy should work to augment RAS into its existing capabilities. Potential applications 
for RAS AI include managing the increasing congestion within the  water column to 
minimise the risks of collision and to improve situational awareness. RAS AI could 
also be used to conduct tasks such as hull searches and  battle damage assessment.

• Grow mass on the surface: While Australia is enlarging its surface fleet through 
programs such as the Hunter class frigate and the Arafura class OPVs, the finite 
number of large crewed systems limits Navy’s ability to provide presence and capabili
ties throughout the area over which Australia has maritime jurisdiction and interests. 
RAS AI systems hold the promise of being able to do missions in disruptive new ways, 
which could result in better capabilities or improved cost effectiveness. Increasingly 
sophisticated and distributed USV and UAV systems could be applied in conjunction 
with other capabilities such that every thing on the surface may ultimately be detect
able. RAS AI can also deliver a capability edge in dealing with rapidly evolving  future 
threats from weapons that are faster, longer range, more accurate and harder to detect.

• Posture to gain a strategic advantage through data: Data have become the cur
rency of success on the battlefield. It is expected that AI  will furnish decisionmakers 
with improved speed and accuracy to achieve and maintain a competitive edge in the 
 future. However, commanders and operators need high quality data to develop and 
train AI for its mission. Navy planning needs to consider how this training data is 
accessed from a growing variety of sources in a time frame that allows rapid learning. 
Adversaries  will perpetually seek to undermine, corrupt, deceive and disrupt such 
decision making systems, making a cybersecurity regime a necessity so that all sys
tems can evolve against threats.

• Coordinate through a common control system: As discussed  earlier, the advent of 
RAS AI offers opportunities to increase situational awareness by fielding a range of 
sensors and deploying fit for purpose communication networks in the maritime envi
ronment. RAS may also be equipped to defeat or disrupt adversary efforts through 
the use of electronic warfare or kinetic effects. However, the coordination required 
for such operations  will challenge the current technical interfaces that allow commu
nication and information systems to interoperate and to manage the commensurate 
bandwidth. The challenges may be especially apparent when RAS operate in conjunc
tion with crewed systems. A common control system across the force that offers char
acteristics such as plug and play, low latency, high bandwidth, protection against jam
ming, encryption,  etc., may provide the required solution.

• Normalise human- machine teaming to create effects: As more RAS capabilities 
are integrated into the maritime force, they  will need to work seamlessly with exist
ing crewed and additional RAS systems in order to achieve the maximum effect on 
the battlefield. This  will usher in fundamental changes to Navy culture, its workforce 
and its training approaches that  will allow trusted relationships between  humans and 
machines to be built.  These  will need to be normalised as soon as pos si ble and involve 
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significant training of ‘machines’ to perform in a predictable and acceptable manner. 
Poignantly, they  will only learn through exploring how  humans respond in a much 
broader range of prescribed situations, which can be captured through virtual train
ing and simulation, and effective mea sure ment of per for mance in operations, all of 
which  will be enabled by AI.

• Adapt acquisition pro cesses to optimise investment in RAS- AI: The rate of tech
nology development associated with RAS AI demands that Navy adapt to the tech
nology, other wise all promise it offers  will be missed. It is disruptive in nature, inas
much as all ‘ things’ it touches are disrupted.  These  things range from operational 
effects through to the required capability acquisition pro cesses. Given the evolution 
of the threat environment, existing approaches to acquisition and operations  will not 
suffice. This does not mean that only superficial testing is required or that cursory 
consideration should be given to its fitness for current or anticipated operational use. 
On the contrary, evergreening approaches concede that only so much of the poten
tial application can be determined with confidence and backed by evidence in step 
with the rate of technology development. Rigour should be applied in matching an 
RAS AI asset and its application, progressively building up the analy sis over time to 
ensure iterative investments deliver continual increasing value. Experimentation supports 
this approach: placing technologies in the hands of operators and making deliberate 
choices on the ‘right’ model for each type of system can allow operational knowledge 
to be better incorporated into design and acquisition systems.

• Mobilise academia and industry as part of the total maritime capability: Much 
of RAS AI’s under lying technology is being developed by academia and industry. Sig
nificantly, that R&D is not specifically aimed at the defence community. If Navy is 
to position itself at the cutting edge and cope with the rapid turnover of technologies, 
it  will need to have academic and industry audiences prioritise its requirements. To 
demonstrate its commitment to work more closely with institutions that are develop
ing technology, Navy can share its capability gaps and emerging operational require
ments. This  will help target  future investments in R&D and may lead to Navy enter
ing into contracts with industry and academic staff to support initial and ongoing 
development of technologies. Additionally, such initiatives  will provide Navy with 
more immediate access to skill sets it requires in its force.

Context

A number of  factors  will shape the environment within which Navy  will need to operate 
out to 2040.  These include the following:

• Rapid technology development: This extends to technologies beyond  those related 
to delivering RAS AI. However, from the RAS AI perspective, areas of importance 
include ML, natu ral language pro cessing, energy harvesting and storage, propulsion 
and aerodynamics, augmented real ity, cybersecurity, enterprise content management 
and communications.2

• Time and space compression: Significant increases in the speed and range of weap
onry along with exponential increases in accessible data have significantly compressed 
the win dows of time in which  humans are required to make decisions. Often, such 
shortened decision times fall outside the ability of  humans to make effective decisions.

2 Chapter Three discusses advances in technology related to RAS AI.
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• Increasing area of operational focus:  Because autonomous vessels can potentially 
traverse Australia’s vast maritime operational areas quickly and readily, Navy  will be 
required to support concurrent operations across a much larger expanse of  water. It is 
noteworthy that  these oceanic environments are quite dif fer ent, potentially affecting 
the long term per for mance of vessels needing to work across them.

• Increasing threat and lethality: With the advent of weapons with new propul
sion and precision systems as well as RAS AI capabilities, threats to Navy assets  will 
increase significantly. And  these threats may be exacerbated where adversaries’ ethical 
approaches to using RAS AI differ from Australia’s philosophies. The desire to reduce 
the risk to sailors may require dif fer ent approaches to using crewed vessels in areas of 
operation.3

• Competition for skills: Skills Navy  will need (such as engineering and programming) 
are already some of the most highly coveted in the commercial sector. If Navy is to 
build, sustain and retain the workforce it needs, it must develop or win  these skills 
over from other industry sectors or identify new ways to co opt them on an as needed 
basis.

• Growing costs: The costs to obtain traditional military capabilities continue to 
increase at rates that outpace inflation. While  these rising costs are in large mea
sure due to the increasing complexity of high end military assets, ultimately  today’s 
systems are becoming less affordable, resulting in smaller force structures, reduced 
force posture and greater redundancy. More affordable technology that can augment 
or replace some of the functionality of such systems offers an alternative approach to 
enhancing the overall capability and resilience of Navy, and RAS AI could be part of 
the solution.

RAS- AI Requirements

Given the objectives and context, the following 11  factors could drive Navy’s strategy for 
RAS AI:

• Pervasive AI: The continued growth and sophistication of AI  will converge with other 
maturing technologies (e.g., IoT, 5G, ML) in such a way that AI  will be pervasive in 
all aspects of life. Navy  will be operating in an environment where its workforce, sys
tems and equipment, the other ADF ser vices and its allies, and supply chains are all 
critically dependent on AI.

• Numerous RAS: Navy  will encounter operational environments where large num
bers of dif fer ent autonomous systems operate in concert with automated and human 
controlled systems. As noted previously, such human machine teams offer capabilities 
that are greater than the sum of their parts. Navy  will need to make strategic decisions— 
driven by capability needs— about the balance between location (air, surface, subsur
face), size, and functions. Countering an adversary’s RAS capabilities  will be a force 
determinant across all Navy capabilities.

• Agile and distributed C3: As the lethality, range and speed of weaponry grows, the 
capacity to decide and act quickly  will be challenged.  Human decisionmakers  will be 
compromised by their incapacity to assimilate data quickly and accurately in the time 
given. This necessitates more agile, dynamic and distributed C2 arrangements where 
authority to execute vari ous tasks and missions is increasingly delegated to machines. 

3 Refer to Chapter Two for a discussion of time and space compression, area of operational focus and increasing 
threats.
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The capacity to ensure that  these systems operate in accordance with the rules of 
engagement needs to be determined before their application and requires a robust com
munication architecture.

• Human- machine teaming: The teaming of  humans with intelligent machines offers 
ave nues to build on the strength of each.  Humans excel at reasoning, dealing with 
ambiguity, making instinctive ethical and moral decisions and thinking creatively. 
Autonomous systems can rapidly synthesise and analyse large amounts of data and 
may be able to operate with precision in complex, time constrained environments. They 
are more expendable, can learn from experience, are unaffected by  human biases and 
offer solutions that  humans have never conceived. New and better capabilities may 
emerge when  humans collaborate with intelligent systems that are much greater than 
the sum of their parts.

• New missions: RAS AI can augment and improve the capacity for Navy to under
take designated tasks within doctrinal missions. They also offer the oppor tunity to 
undertake new missions that may contribute wholly or partially to  battlespace effects. 
RAS AI’s ability to contribute against  future threats should also be evaluated.

• Trustworthy and resilient systems: The seaworthiness of  future capabilities  will nec
essarily include trustworthiness of RAS AI ele ments. The integration and application 
of  these  will be  shaped by both technical standards and the operators’ trust in  those 
systems.  Because autonomous systems  will be able to learn and adapt while they oper
ate, it may be necessary to continuously review and recalibrate their per for mance. 
Care must be taken such that operators become neither overly dependent on the sys
tems nor complacent or uncritical while using them, particularly as existing technical, 
regulatory and ethical standards may not have been designed for and/or applicable to 
use when RAS AI is employed in a defence environment. The propensity to abnegate 
decisionmaking to machines or attach  human values to inanimate systems must be 
rigorously monitored.

• Value for money: RAS represent high utility against cost. History shows that many 
uncrewed options have costs that are similar to their equivalent crewed assets but deliver 
much greater outputs, such as operational times on station or ranges. While the removal 
of  humans from platforms affords opportunities for increased power, sensor or weapon 
payloads,  these should not be pursued to the point where the complexity within the 
RAS begins to degrade its utility.

• Evergreening: Rapidly changing technologies are not readily accessed through tradi
tional acquisition pro cesses. They are generally  adopted when the bound aries of applica
tion are still being defined in an environment of the rapid technological development. 
As such, evergreening approaches allow RAS AI to be tested and used concurrently 
while taking advantage of adjacent technological developments or emerging require
ments. This approach can explore a greater range of responses and tolerances for fail
ure more immediately. But it requires that training as well as other FIC ele ments be 
similarly designed to keep pace.

• Economic sustainment: Continuous monitoring of platforms with an array of sen
sors managed by AI  will enable maintenance as needed, replacing the current predeter
mined, mean timebased approaches. Current industrial applications of this approach 
to maintenance have produced large cost savings. Technology upgrades and choices 
around disposability  will offer opportunities to invest in replacing certain assets rather 
than maintaining them.

• Trusted integration: System and mission per for mance must not be compromised 
through the introduction of RAS AI. Trust must be considered throughout the design, 
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development, deployment and disposal cycle, and care must be taken to ensure that 
the assets are effectively integrated into existing capabilities, where required.

• Crewing options: In developing  future platforms, Navy can choose  whether  those 
platforms are fully crewed, minimally crewed, optionally crewed or uncrewed. RAS 
AI  will enhance survivability and mission effectiveness by replacing  humans on tasks 
that are dull, difficult and/or dangerous. Moving large, capable crewed vessels further 
out of harm’s way by bringing uncrewed systems closer to targets ensures that effects 
can be enduring in high threat environments. And assigning fewer crew to vessels in 
threatening environments provides margins to enhance  those vessels’ per for mance. It 
is likely that RAS AI  will relocate personnel rather than reduce overall operator needs 
for missions. The opportunity for personnel to remain onshore broadens the work
force pool available to Navy.

Implementation Lines of Effort

Navy’s RAS AI strategy provides the aim point for Navy in 2040. To reach that objective, 
Navy requires an implementation plan that establishes the pathway, decision points and 
per for mance standards. Given the holistic nature of RAS AI, we recommend that the fol
lowing interdependent lines of efforts be pursued:

• Technology: Identifying emerging RAS AI technologies, their maturity pathways 
over time, and their convergence into fieldable capabilities  will be crucial for Navy. By 
understanding the interdependencies between enabling technologies and investment/
disinvestment decision points, Navy  will be able to help inform Defence innovation 
programs, such as the Innovation Hub,4 Next Generation Technology Fund,5 and STaR 
Shots program.6 Industry and academia  will continue to play impor tant roles in this 
effort.

• Force design: As a  middle power, Australia does not have the resources to pursue all 
possibilities RAS AI may offer. A review of Australia’s strategic needs and associated 
capability gaps should drive investments in RAS AI sovereign capabilities. The broad 
requirements should be identified, tested and endorsed based upon the design of the 
 future force.

• Workforce:  People working with RAS AI  will require dif fer ent skills and compe
tencies than may exist in Navy currently. Identifying, developing and sustaining the 
 future workforce  will not only require bringing new personnel to Navy in highly com
petitive disciplines, but also accessing a range of skills outside of Navy.

• Operational capability: Introducing a new capability into ser vice has implications 
for all facets of the operations, from concepts of operations and rules of engagement 
to integration with legacy systems in crowded and challenging environments. Ethical, 
 legal, procedural and governance considerations need constant attention.

• Capability life cycle: RAS AI  will see contributions from all aspects of FIC. The 
capability life cycle  will underpin this, supporting acquisition, sustainment and dis
posal. Opportunities for Australian industry are critical for success.

• Experimentation: The rapid development of RAS AI technologies means that tradi
tional thinking may not be sufficient for good decisionmaking.  There are many forms 

4 Defence Innovation Hub, homepage, undated.
5 Next Generation Technologies Fund, homepage, undated.
6 Defence Science and Technology Group, ‘Strategy: Science, Technology, and Research (STaR) Shots’, webpage, 
undated.
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of experimentation including  those in laboratories, desktop exercises or ‘sandpits’, in 
which operators can explore possibilities in more realistic environments. Coordination 
is impor tant to ensure that the right prob lems are investigated and usable outputs are 
delivered.

Transitioning Technology into Feasible Systems

One major challenge in developing RAS AI is transitioning foundational research into func
tional systems. This is often where many highly promising ideas fall by the wayside. The 
Gartner ‘Hype Cycle’ succinctly describes how such ideas fall into the ‘trough of disillu
sionment’  after a ‘peak of inflated expectations’.7 While we cannot claim to have the solu
tion to overcoming this challenge, we do identify five overlapping  factors that allow Navy 
to monitor pro gress and make informed decisions about what RAS AI systems they may 
wish to consider in the  future: maturation, test and evaluation, integration, teaming, and 
experimentation.

Maturation

While the form of RAS AI in the near  future is broadly knowable, at least in terms of the 
general par ameters of platform per for mance, what is less clear is the timing of when specific 
applications  will mature or  whether the strategic roadmap’s pathway offers an evolution or 
revolution in the systems that emerge. A common way to assess technology maturity, used 
often in capability development and in Defence’s internal approach to major proj ect evalu
ations, is technology readiness levels. For the purposes of this work, it is useful to note that 
the U.S. Navy has long employed this approach as part of its risk management strategy in 
its USV 8 and UUV 9 Master Plans.

However, simply focusing on the maturity of a par tic u lar technology area does not 
sufficiently assess when and how par tic u lar RAS solutions  will emerge, given that any 
such system typically represents the convergence of many technologies, each at dif fer
ent levels of maturity or capacity. A lack of development in single technology area may 
inhibit development of an other wise  viable system, which is a very real prob lem in the 
RAS context. This suggests that focusing on emerging technologies alone may not be 
sufficient.

We recommend an approach whereby missions are analysed to determine both where 
the characteristics of RAS have the greatest potential impact (suitability) and how mature 
the enabling technologies are as a  whole (technology readiness). The RAS AI strategic road
map could seek to replicate this methodology in the Australian context to help distinguish 
where autonomous systems might best fit. An initial assessment might help narrow the focus 
for the strategy and assist in developing force mix options.  After that, a more detailed analy
sis could assess  these options against planning scenarios within an analy sis of alternatives 
approach.

7 Gartner, ‘Gartner Hype Cycle’, webpage, 2020.
8 U.S. Navy, The Navy Unmanned Surface Vehicle (USV) Master Plan, Washington, D.C.: Department of Defense, 
2007, Ch. 4.
9 U.S. Navy, The Navy Unmanned Undersea Vehicle (UUV) Master Plan, Washington, D.C.: Department of Defense, 
2004, Ch. 4.1.
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Test and Evaluation

Developing functioning RAS AI capabilities is not a sufficient condition to incorporate them 
into the broader capability environment. As with all new systems,  there needs to be a pro cess 
of validation and verification (V&V) and test and evaluation (T&E) to ensure their certifi
cation. V&V is not new to Defence, which has a prescribed requirement to check  whether 
the specifications are met (verification) and the intended purpose achievable (verification).

However, by its very nature RAS AI may require dif fer ent and novel T&E approaches, 
inasmuch as the ‘current DoD testing and evaluation system is not equipped to certify the 
reliability of autonomous systems effectively . . .  [and] current DoD testing and evaluation 
procedures are not designed to deal with . . .  emergent behaviours’.10 Waltzman et al. sug
gest framing V&V in terms of the following specific failure points:

• avoiding side effects (validation)
• avoiding reward hacking (validation)
• scalable supervision (verification)
• safe exploration (verification)
• robustness to distributional shift (verification).11

This immaturity of the T&E system must be formally addressed in order to allow the 
timely integration of RAS AI capabilities. This challenge  will become more pronounced if 
the acquisition cycle is adapted to be more dynamic to meet a rapidly changing technologi
cal environment, as novel systems  will be appearing whose capability benefits may rapidly 
diminish.

Integration

It is the integration of vari ous technologies that  will likely provide a significant capability 
edge. This  will be especially evident for RAS, since integration  will be closely linked to 
the type of ‘agile control’ that optimises performance— whether that be full  human con
trol, human in the loop, human on the loop or human starts the loop.12 It  will become 
increasingly impor tant as RAS systems are deployed on a scale (size) and in quantities that 
are considerably larger than  today’s fleet. Fi nally, from a systems integration perspective, 
it  will be seen in how RAS platforms, payloads and communications components interact 
with each other on a uncrewed autonomous system and how they integrate with other RAS 
or crewed platforms. Interestingly, Martin et al. recently observed that ‘some of the more 
promising uses of autonomy might be in using  simple systems with  limited autonomy for 
most functions— but adding the capacity for the systems to coordinate with each other’.

Teaming

While integration focuses on the technical aspects, another key consideration is human 
machine teaming, which has the potential to bring a revolutionary change in how war
fare is undertaken.13 Human machine teaming might require a significant change of 

10 Waltzman et al., 2020, p. 26.
11 Waltzman et al., 2020, p. 25.
12 ADF, ADF Concept for Command and Control of the  Future Force Version 1.0, Canberra, ACT: Commonwealth of 
Australia, 2019, pp. 31–32.
13 For instance, the ‘separation of Control from Command allows the ADF to set dif fer ent policies for  future tech
nologies such as Artificial Intelligence (AI) in  either command or control. This concept conceives of an environment 
where  humans command non human control nodes.’ ADF, 2019, p. 31.
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thinking, not just from the military, but also from  those developing the technology to 
overcome the tendency to focus ‘attention on technology . . .  even in cases where this 
goal may prove less reliable or more expensive than alternatives that leverage the poten
tial strengths of human robot teamwork’.14 Of course, this is dependent on a number 
of challenges being resolved, primary among which are trust, communications and risk 
tolerance.

Operationalisation

Clearly  there are many opportunities afforded by RAS across all aspects of life. Defence 
applications are but one component. As such, the transition from research to operational 
maritime capabilities is not straightforward even for the United States, where without ‘sub
stantial military investment . . .  commercial systems are unlikely to meet the [U.S.] Navy’s 
needs’.15 This suggests that for a  middle power like Australia efforts need to be made to ensure 
that investments are aligned with the Commonwealth’s par tic u lar strategic and operational 
needs. Exploring such sovereign capability niches is a necessary step to ensure that  viable 
options can be identified and tested so that they integrate with existing and planned sys
tems and are interoperable within joint and co ali tion task forces.

Navy needs to consider such exploratory investigations. As Bradshaw et  al. noted, 
‘Functions  can’t be automated effectively in isolation from an understanding of the task, 
the goals, and the context.’16 Take, for instance, ASW, a key role for the Hunter class frig
ates. In an age where RAS AI may lead to a significant increase in the number of systems 
an adversary deploys,  there is an argument that the existing fleet should be augmented with 
‘unmanned aerial vehicles, unmanned surface vehicles, and unmanned underwater vehi
cles fitted with equivalent sensors, which are more expendable and are becoming cheaper 
to develop, produce, modify, and deploy at scale’.17 As Robert Brizzolara, a U.S. Office of 
Naval Research program officer, states, ‘The U.S. military has talked about the strategic 
importance of replacing “king” and “queen” pieces on the maritime chessboard with lots of 
“pawns”.’18 This is a challenging concept, and not without risk. For instance, this assumes 
the convergence and integration of a number of diverse technologies. Noting this, Martin 
et al. suggest that19

the U.S. Navy revisit assumptions about technological pro gress in autonomy, align the 
development of autonomy with the development of other capabilities that may be lim
iting  factors, develop new concepts of operation to take advantage of autonomy’s key 
characteristics, and re evaluate force requirements in light of the state of autonomous 
technology.

The other  factor that Australia should seek to avoid is focusing effort on developing 
an idealised solution. Technology is developing so rapidly that this becomes increasingly 
expensive and risky, more so for Navy given it operates in a more complex operational envi

14 Johnson et al., 2014, p. 75.
15 Martin et al., 2019, p. 2.
16 Jeffrey M. Bradshaw, Robert R. Hoffman, Matthew Johnson, and David D. Woods, ‘The Seven Deadly Myths of 
“Autonomous Systems” ’, IEEE Intelligent Systems, Vol. 28, No. 3, May– June 2013, p. 56.
17 Brixey Williams, 2020, p. 81.
18 Quoted in Brixey Williams, 2020, p. 81.
19 Martin et al., 2019, p. 52.
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ronment than other sectors of the economy. Matthew Johnson et al. observe the following 
sage lesson:20

Achieving the last fraction of autonomous capability in a robust and resilient manner 
is always a challenge,  because it requires dealing with  every variation in context and 
circumstance. From a practical perspective, it’s a losing proposition  because it wastes 
precious development time while si mul ta neously increasing system fragility.

Experimentation offers one practical approach to managing this in a cost effective fash
ion. This includes the commonly used approaches the Defence employs of using desktop 
exercises to explore new concepts. While this can be useful, particularly for systems whose 
attributes are understood, it is less helpful for emerging applications.

Summary

To support the establishment and delivery of a strategic roadmap for maritime RAS AI that 
is fit for purpose to Navy needs, we have suggested two key components. First is a strategic 
framework that positions Navy for success by identifying and contextualising the objec
tives and associated effects that RAS AI can contribute to, and then describing some lines 
of effort against which  these can be realised. Second are five overlapping  factors that sup
port the focused development and integration of RAS AI into operational capabilities.

20 Johnson et al., 2014, p. 76.
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CHAPTER SIX

Summary

RAS- AI technologies and systems pre sent a number of potential opportunities that are par-
ticularly suited to Australia’s circumstance. They offer the endurance, per sis tence, range 
and safety needed to meet Australia’s large and complex areas of operation. They do not 
need to be organic to  future major platforms. They provide vessels with greater flexibility, 
security and flexible crewing options. And they offer Defence leaders alternative ways to 
undertake missions and tasks. The result: force mixes that can be optimised for operational 
effectiveness while minimising the risks to crewed naval platforms.

To successfully leverage  these new technologies and systems, Navy needs to plan its 
RAS- AI implementation in a manner that recognises the evolving environment that Aus-
tralia  will contend with over the next two de cades. Emerging threats and capability gaps 
should be  drivers for Navy’s R&D investments in this area.

As such, Navy’s typical approach to capability development— which focuses on emerg-
ing capability needs— remains relevant. But any Navy roadmap that  will support RAS- AI 
implementation and delivery should identify credible capability responses and a  viable real-
isation path. The ML that  will underpin any advanced RAS- AI systems, for example,  will 
require significant computational power along with access to reliable and significant com-
munications bandwidth.

RAS- AI’s impact on Navy’s culture and its  people cannot be underestimated. Evidence 
suggests that this  will play a key role in how (and how well) Navy  will adopt and utilise 
RAS- AI. For instance, effective RAS- AI capabilities  will need to make decisions at a speed 
not pos si ble by  humans. Further, the numbers of AI entities within a  future battlespace 
are likely to be  orders of magnitude larger than  today’s. This  will engender an operational 
environment where C3 becomes more agile and distributed, thus challenging the current 
decision paradigms, as responsibility  will increasingly be given to RAS- AI systems. Just as 
is the case for seaworthiness and cyberworthiness, trustworthiness is critical for the success 
of operations using  these new autonomous systems and AI technologies. And  there  will be a 
need to redesign the approach to raising, training and sustaining the  future Navy workforce.

Rapid technological changes  will require more agile ways to identify, acquire, use and 
dispose of RAS- AI capabilities. This means that emerging acquisitions approaches  will need 
to be incorporated within the traditional acquisition and sustainment pro cess to allow the 
flexibility necessary to deliver capability. Integration and interoperability considerations 
must inform  these choices; other wise, the joint system within which they operate risks 
becoming disjointed.

International practices suggest that experimentation is an impor tant enabler for over-
coming some of  these issues. At all stages of capability development, acquisition and opera-
tions, experiments offer an opportunity to better understand when and how RAS- AI might 
be applied. Indeed, strategic choices that need to be made with re spect to the composition 
of the  future fleet and the role that RAS- AI  will play can be de- risked through analy sis 
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and experimentation. Undertaking  these mea sures  will help Australia ensure not only that 
its proposed  future force is achievable and affordable, but also that it  will realise its other 
anticipated benefits.

RAND Australia’s conclusions and recommendations provide the foundation upon 
which Navy can design its RAS- AI strategic roadmap. The roadmap derives from the stra-
tegic framework depicted in Figure 5.1 of this report, which focuses on RAS- AI objectives, 
requirements and lines of effort that support implementation.
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APPENDIX A

Lit er a ture Review Summary

In the lit er a ture review for this research, we identified over 200 documents that might be of 
interest.  These ranged from technical reviews and summaries to capture the state of play in 
the field to formal policy documents, commentaries and other reports. The objective was 
to capture perspectives on if, where and how RAS- AI might be employed in the Australian 
maritime environment.  These have been used to help inform RAND’s considerations. In 
addition, the full list was provided to the RAS- AI Directorate. Of that list, we have char-
acterised approximately 100 documents— presented in  Tables A.1– A.7— that can inform 
Navy’s thinking about RAS- AI.

While  these documents are highly heterogeneous, a number of broad themes emerge 
from them:

• Uncrewed and/or autonomous systems spanning multiple domains are rapidly becom-
ing integral to naval warfare.

• Potential adversaries are also advancing RAS- AI, so maintaining a competitive edge 
requires agile, rapid development and acquisition of  these technologies.

• Uncrewed platforms can increase warfighting capabilities or capacity while also reduc-
ing risk to personnel. In some cases, they may make it pos si ble to conduct missions 
that would other wise be precluded due to personnel risk.

• Swarming behaviours (in which numerous uncrewed systems operate collaboratively) 
can provide further capabilities, relative to individual systems operating in de pen-
dently.

• Organisational challenges need to be overcome to accelerate the development, acquisi-
tion and usage of autonomous capabilities and uncrewed systems.

 – Collaboration across ser vices and agencies can help to enable faster and  lower-  
cost development, acquisition and use of uncrewed and autonomous capabilities.

 –  These technologies need to be ‘mainstreamed’ rather than treated as niche capabili-
ties.

 – Both safety risks and the potential for unanticipated behaviours need to be con-
tinually addressed.

 –  There is a need for champions of  these systems.
• Uncrewed and autonomous capabilities need to be developed collectively and systemi-

cally (rather than having numerous systems designed in isolation from one another) to 
increase effectiveness, accelerate timelines and reduce costs.

• Both autonomy and uncrewed systems involve degrees rather than absolutes: auton-
omy varies along a spectrum, and uncrewed systems are often partnered with crewed 
ones and/or can be optionally crewed.

• The roles and specifications of autonomous and uncrewed systems  will depend on the 
missions and contexts for which they are needed.
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 Table A.1
Australia

Source Name Full Reference

A Robotics Roadmap for Australia 2018 Australian Centre for Robotic Vision, A Robotics Roadmap for 
Australia 2018, Canberra, ACT: Commonwealth of Australia, 
2018.

Space Infrastructure Fund (SIF): Robotics, 
Automation and Artificial Intelligence 
Command and Control Centre— 
Consultation Paper

Australian Space Agency, ‘Space Infrastructure Fund (SIF): 
Robotics, Automation and Artificial Intelligence Command 
and Control Centre— Consultation Paper’, Canberra, ACT: 
Commonwealth of Australia, 3 September 2019.

Proj ect Tyche: Strategic Research Initiative 
in Trust Autonomous Systems— Biennial 
Report 2015/16 and 2016/17

Department of Defence, Science and Technology, Proj ect 
Tyche: Strategic Research Initiative in Trust Autonomous 
Systems— Biennial Report 2015/16 and 2016/17, Canberra, ACT: 
Commonwealth of Australia, 2017.

The Effective and Ethical Development of 
Artificial Intelligence: An Opportunity to 
Improve Our Wellbeing

Toby Walsh, Neill Levy, Genevieve Bell, Anthony Elliott, James 
Maclaurin, Iven Mareels, and Fiona Woods, The Effective and 
Ethical Development of Artificial Intelligence: An Opportunity 
to Improve Our Wellbeing, Melbourne, Australia: Australian 
Council of Learned Academies, July 2019.

Concept for Robotic and Autonomous 
Systems

Australian Defence Force, Concept for Robotics and 
Autonomous Systems, Canberra, ACT: Commonwealth of 
Australia, 2020.

Maritime Autonomy Max Blenkin, ‘Maritime Autonomy’, ADBR, 29 October 2019.

Air Power and the Maritime Tactical UAS Air Power Development Centre, Pathfinder Collection—
Volume 8, Canberra, ACT, pp. 73–76, 2017.

Unmanned Systems Are the  Future, and 
Australia’s Navy Needs to Get on Board

Malcolm Davis, ‘Unmanned Systems Are the  Future, and 
Australia’s Navy Needs to Get on Board’, The Strategist,  
15 October 2019.

‘Loyal Wingman’ Should Stimulate 
Development of a Sea- Based UCAV

Duncan MacRae and Chris Walter, ‘“Loyal Wingman” Should 
Stimulate Development of a Sea- Based UCAV’, The Strategist, 
9 May 2019.

The Looming Threat of Sea Mines Greg Mapson, ‘The Looming Threat of Sea Mines’, The 
Strategist, 15 April 2020.

Submarines and Manned/Unmanned 
Teaming

Norman Friedman, ‘Submarines and Manned/Unmanned 
Teaming’, Australian Defence Magazine, 2 November 2018.

Defence Challenges 2035: Securing 
Australia’s Lifelines

Rory Medcalf and James Brown, Defence Challenges 2035: 
Securing Australia’s Lifelines, Sydney: Lowy Institute, 2014.

Unmanned and Autonomous Vehicles in 
the Maritime Environment Circa 2035: 
Opportunities and Challenges for the Royal 
Australian Navy

Simon Cullen, Unmanned and Autonomous Vehicles in 
the Maritime Environment Circa 2035: Opportunities and 
Challenges for the Royal Australian Navy, Kingston, ACT: 
Institute for Regional Security, Kokoda Paper No. 22, 
November 2018.

Strategic Submarines and Strategic 
Stability: Looking  Towards the 2030s

Norman Friedman, Strategic Submarines and Strategic 
Stability: Looking  Towards the 2030s, Indo- Pacific Strategy 
Series: Undersea Deterrence Proj ect, Canberra, ACT:  
National Security College, Australian National University, 
September 2019.

Prospects for Game- Changers in Detection 
Technology

Sebastian Brixey- Williams, ‘Prospects for Game- Changers  
in Detection Technology’, in Rory Medcalf, Katherine 
Mansted, Stephan Frühling, and James Goldrick, eds., The 
 Future of Undersea Deterrent: A Global Survey, Indo- Pacific 
Strategy Series: Undersea Deterrence Proj ect, Canberra, ACT: 
National Security College, Australian National University, 
2020, pp. 80–83.

Unmanned Tranformation [sic] Lee Willett, ‘Unmanned Tranformation [sic]’, Asian Military 
Review, 8 April 2020.
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 Table A.2
United States

Source Name Full Reference

U.S. Navy and U.S. Marine Corps

Secretary of the Navy Year 3 Strategic 
Vision, Goals, and Implementation 
Guidance: Fiscal Years 2020–2023

Secretary of the Navy, Secretary of the Navy Year 3 
Strategic Vision, Goals, and Implementation Guidance: Fiscal 
Years 2020–2023, Washington, D.C.: U.S. Department of the 
Navy, undated.

The National Fleet Plan Department of the Navy and United States Coast Guard,  
The National Fleet Plan, Washington, D.C.: U.S. Department  
of the Navy, August 2015.

Unmanned Surface Vehicle  Family of 
Systems (USV FoS)– IDIQ- MAC

Naval Sea Systems Command, ‘Unmanned Surface Vehicle 
 Family of Systems (USV FoS)– IDIQ- MAC’, combined synopsis/
solicitation (updated), 4 June 2019. As of 2 November 2020: 
https://sam.gov/opp/67a233af78c52df676cffa96eb8cb924/view

Other U.S. Military

The Role of Autonomy in DoD Systems Defense Science Board, The Role of Autonomy in DoD 
Systems, Washington, D.C.: U.S. Department of Defense, 
Office of the  Under Secretary of Defense for Acquisition, 
Technology, and Logistics, July 2012.

Summer Study on Autonomy Defense Science Board, Summer Study on Autonomy, 
Washington, D.C.: U.S. Department of Defense, Office of the 
 Under Secretary of Defense for Acquisition, Technology, and 
Logistics, June 2016.

Next- Generation Unmanned Undersea 
Systems

Defense Science Board, Next- Generation Unmanned Undersea 
Systems, Washington, D.C.: U.S. Department of Defense, 
Office of the  Under Secretary of Defense for Acquisition, 
Technology, and Logistics, October 2016.

Autonomous and Unmanned Systems in 
the Department of the Navy

Naval Research Advisory Committee, Autonomous and 
Unmanned Systems in the Department of the Navy, Arlington, 
Va., Department of the Navy, September 2017.

Mainstreaming Unmanned Undersea 
Vehicles into  Future U.S. Naval Operations: 
Abbreviated Version of a Restricted Report

National Academies of Sciences, Engineering, and Medicine, 
Mainstreaming Unmanned Undersea Vehicles into  Future U.S. 
Naval Operations: Abbreviated Version of a Restricted Report, 
Washington, D.C.: National Academies Press, 2016.

How Autonomy Can Transform Naval 
Operations

Naval Research Advisory Committee, ‘How Autonomy Can 
Transform Naval Operations’, briefing to Hon. Sean Stackley 
(ASN- RDA), 17 October 2012.

Large Unmanned Surface Vessel No 
Manning Required Ship (NOMARS)

Global Security, ‘Large Unmanned Surface Vessel No Manning  
Required Ship (NOMARS)’, webpage, undated. As of 2 November  
2020: https://www.globalsecurity.org/military/systems/ship/
lusv.htm

Mosaic Warfare: Exploiting Artificial 
Intelligence and Autonomous Systems to 
Implement Decision- Centric Operations

Bryan Clark, Dan Patt, and Harrison Schramm, Mosaic 
Warfare: Exploiting Artificial Intelligence and Autonomous 
Systems to Implement Decision- Centric Operations, 
Washington, D.C.: Center for Strategic and Bud getary 
Assessments, 2020.

Navy’s Plans for Unmanned ‘Ghost Fleet’ 
Remain Shrouded in Secrecy

Gina Harkins, ‘Navy’s Plans for Unmanned ‘“Ghost Fleet” 
Remain Shrouded in Secrecy’, Military.com, 2 April 2019.

Medium Unmanned Surface Vehicle 
(MUSV)

Global Security, Medium Unmanned Surface Vehicle (MUSV), 
webpage, undated. As of 2 November 2020: https://www.
globalsecurity.org/military/systems/ship/musv.htm

https://sam.gov/opp/67a233af78c52df676cffa96eb8cb924/view
https://www.globalsecurity.org/military/systems/ship/lusv.htm
https://www.globalsecurity.org/military/systems/ship/musv.htm
https://www.globalsecurity.org/military/systems/ship/lusv.htm
https://www.globalsecurity.org/military/systems/ship/musv.htm
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 Table A.3
RAND Corporation

Source Name Full Reference

Advancing Autonomous Systems: An  
Analy sis of Current and  Future Technology 
for Unmanned Maritime Vehicles

Bradley Martin, Danielle C. Tarraf, Thomas C. Whitmore, 
Jacob DeWeese, Cedric Kenney, Jon Schmid, and Paul DeLuca, 
Advancing Autonomous Systems: An Analy sis of Current  
and  Future Technology for Unmanned Maritime Vehicles, 
Santa Monica, Calif.: RAND Corporation, RR-2751- NAVY,  
2019.

U.S. Navy Employment Options for 
Unmanned Surface Vehicles (USVs)

Scott Savitz, Irv Blickstein, Peter Buryk, Robert W. Button,  
Paul DeLuca, James Dryden, Jason Mastbaum, Jan Osburg, 
Phillip Padilla, Amy Potter, Car ter C. Price, Lloyd Thrall, 
Susan K. Woodward, Roland J. Yardley, and John M. Yurchak, 
U.S. Navy Employment Options for Unmanned Surface 
Vehicles (USVs), Santa Monica, Calif.: RAND Corporation,  
RR-384- NAVY, 2013.

Small States Can Use Naval Mines and 
Unmanned Vehicles to Deter Maritime 
Aggression

Scott Savitz, ‘Small States Can Use Naval Mines and  
Unmanned Vehicles to Deter Maritime Aggression’,  
RAND Blog, 16 July 2018.

Mea sur ing Automated Vehicle Safety: 
Forging a Framework

Laura Fraade- Blanar, Marjory S. Blumenthal, James M. 
Anderson, and Nidhi Kalra, Mea sur ing Automated Vehicle 
Safety: Forging a Framework, Santa Monica, Calif.:  
RAND Corporation, RR-2662, 2018.

Mea sur ing Cybersecurity and Cyber 
Resiliency

Don Snyder, Lauren A. Mayer, Guy Weichenberg, Danielle C. 
Tarraf, Bernard Fox, Myron Hura, Suzanne Genc,  
and Jonathan William Welburn, Mea sur ing Cybersecurity  
and Cyber Resiliency, Santa Monica, Calif.: RAND Corporation, 
RR-2703- AF, 2020.

Naval Surface Fire Support: An Assessment 
of Requirements

Bradley Martin, Brittany Clayton, Jonathan Welch,  
Sebastian Joon Bae, Yerin Kim, Inez Khan, and Nathaniel 
Edenfield, Naval Surface Fire Support: An Assessment of 
Requirements, Santa Monica, Calif.: RAND Corporation,  
RR-4351- NAVY, 2020.

Meeting U.S. Coast Guard Airpower Needs: 
Assessing the Options

Jeremy M. Eckhause, David T. Orletsky, Aaron C. Davenport, 
Mel Eisman, Raza Khan, Jonathan Theel, Marc Thibault, 
Dulani Woods, and Michelle D. Ziegler, Meeting U.S. Coast 
Guard Airpower Needs: Assessing the Options, Santa Monica, 
Calif.: RAND Corporation, RR-3179- DHS, 2020.

Military Applications of Artificial 
Intelligence: Ethical Concerns in an 
Uncertain World

Forrest E. Morgan, Benjamin Boudreaux, Andrew J. Lohn, 
Mark Ashby, Christian Curriden, Kelly Klima, and Derek 
Grossman, Military Applications of Artificial Intelligence: 
Ethical Concerns in an Uncertain World, Santa Monica, Calif.: 
RAND Corporation, RR-3139-1- AF, 2020.

A Survey of Missions for Unmanned 
Undersea Vehicles

Robert W. Button, John Kamp, Thomas B. Curtin, and  
James Dryden, A Survey of Missions for Unmanned  
Undersea Vehicles, Santa Monica, Calif.: RAND Corporation, 
MG-808- NAVY, 2009.

Applications for Navy Unmanned Aircraft 
Systems

Brien Alkire, James G. Kallimani, Peter A. Wilson, and  
Louis R. Moore, Applications for Navy Unmanned Aircraft 
Systems, Santa Monica, Calif.: RAND Corporation,  
MG-957- NAVY, 2010.

Unmanned Aircraft Systems for Logistics 
Applications

John E. Peters, Somi Seong, Aimee Bower, Harun Dogo, 
Aaron L. Martin, and Christopher G. Pernin, Unmanned 
Aircraft Systems for Logistics Applications, Santa Monica, 
Calif.: RAND Corporation, MG-978- A, 2011.

Autonomous Unmanned Aerial Vehicles for 
Blood Delivery: A UAV Fleet Design Tool 
and Case Study

Christopher K. Gilmore, Michael Chaykowsky, and Brent 
Thomas, Autonomous Unmanned Aerial Vehicles for  
Blood Delivery: A UAV Fleet Design Tool and Case Study,  
Santa Monica, Calif.: RAND Corporation, RR-3047- OSD,  
2019.
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 Table A.3 —Continued

Source Name Full Reference

Emerging Trends in China’s Development 
of Unmanned Systems

Michael S. Chase, Kristen Gunness, Lyle J. Morris, Samuel K. 
Berkowitz, and Benjamin Purser, Emerging Trends in China’s 
Development of Unmanned Systems, Santa Monica, Calif.: 
RAND Corporation, RR-990- OSD, 2015.

Balancing Rapid Acquisition of 
Unmanned Aerial Vehicles with Support 
Considerations

John G. Drew, Russell D. Shaver, Kristin F. Lynch, Mahyar A. 
Amouzegar, and Don Snyder, Balancing Rapid Acquisition  
of Unmanned Aerial Vehicles with Support Considerations, 
Santa Monica, Calif.: RAND Corporation, RB-176- AF, 2005.

Unmanned Aerial Vehicle End- to- End 
Support Considerations

John G. Drew, Russell D. Shaver, Kristin F. Lynch, Mahyar A. 
Amouzegar, and Don Snyder, Unmanned Aerial Vehicle  
End- to- End Support Considerations, Santa Monica, Calif.: 
RAND Corporation, MG-350- AF, 2005.

Designing Unmanned Systems with Greater 
Autonomy: Using a Federated, Partially 
Open Systems Architecture Approach

Daniel Gonzales and Sarah Harting, Designing Unmanned 
Systems with Greater Autonomy: Using a Federated, Partially 
Open Systems Architecture Approach, Santa Monica, Calif.: 
RAND Corporation, RR-626- OSD, 2014.

Assessment of Nonlethal Unmanned Aerial 
Vehicles for Integration with Combat 
Aviation Missions

Monti D. Callero, Assessment of Nonlethal Unmanned Aerial 
Vehicles for Integration with Combat Aviation Missions,  
Santa Monica, Calif.: RAND Corporation, DB-120- A, 1995.

Automating Army Convoys: Technical and 
Tactical Risks and Opportunities

Shawn McKay, Matthew E. Boyer, Nahom M. Beyene, Michael 
Lerario, Matthew W. Lewis, Karlyn D. Stanley, Randall Steeb, 
Bradley Wilson, and Katheryn Giglio, Automating Army 
Convoys: Technical and Tactical Risks and Opportunities,  
Santa Monica, Calif.: RAND Corporation, RR-2406- A, 2020.

The  Future of Warfare in 2030: Proj ect 
Overview and Conclusions

Raphael S. Cohen, Nathan Chandler, Shira Efron, Bryan 
Frederick, Eugeniu Han, Kurt Klein, Forrest E. Morgan, 
Ashley L. Rhoades, Howard J. Shatz, and Yuliya Shokh, The 
 Future of Warfare in 2030: Proj ect Overview and Conclusions, 
Santa Monica, Calif.: RAND Corporation, RR-2849/1- AF, 2020.

Military Trends and the  Future of Warfare: 
The Changing Global Environment and Its 
Implications for the U.S. Air Force

Forrest E. Morgan and Raphael S. Cohen, Military Trends and 
the  Future of Warfare: The Changing Global Environment and 
Its Implications for the U.S. Air Force, Santa Monica, Calif.: 
RAND Corporation, RR-2849/3- AF, 2020.

Deterrence in the Age of Thinking 
Machines

Yuna Huh Wong, John Yurchak, Robert W. Button, Aaron 
Frank, Burgess Laird, Osonde A. Osoba, Randall Steeb, 
Benjamin N. Harris, and Sebastian Joon Bae, Deterrence  
in the Age of Thinking Machines, Santa Monica, Calif.:  
RAND Corporation, RR-2797- RC, 2020.

Prioritizing Investment in Disruptive Naval 
Technologies

Scott Savitz, Krista Romita Grocholski, Irv Blickstein, T. J. 
Gilmore, Joseph C. Chang, Martha V. Merrill, and Avi 
Bregman, Prioritizing Investment in Disruptive Naval 
Technologies, Santa Monica, Calif.: RAND Corporation, 2019, 
Not available to the general public.
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 Table A.4
Other Nongovernmental

Source Name Full Reference

American Naval Policy, Strategy, Plans, and 
Operations in the Second De cade of the 
Twenty- First  Century

Peter M. Swartz, American Naval Policy, Strategy, Plans, and 
Operations in the Second De cade of the Twenty- First  Century, 
Arlington, Va.: CNA, January 2017.

The Navy Offers a Glimpse Inside the 
Compound Where Its New Drone Warship 
Is Being Built

Amanda Macias, ‘The Navy Offers a Glimpse Inside the 
Compound Where Its New Drone Warship Is Being Built’, 
CNBC, 11 March 2020.

DARPA’s Latest Mad Science Experiment: 
A Ship Designed to Operate Completely 
Without  Humans

David B. Larter, ‘DARPA’s Latest Mad Science Experiment: 
A Ship Designed to Operate Completely Without  Humans’, 
DefenseNews, 21 January 2020.

 Here’s the DARPA Proj ect It Says Could Pull 
the Navy a De cade Forward in Unmanned 
Technology

David Larter, ‘ Here’s the DARPA Proj ect It Says Could Pull the 
Navy a De cade Forward in Unmanned Technology’, C4ISRNET, 
6 May 2020.

DARPA Awards Nine New Contracts to 
Foster Drone Swarm Technology

Nathan Strout, ‘DARPA Awards Nine New Contracts to Foster 
Drone Swarm Technology’, C4ISRNET, 20 April 2020.

The ‘Dumbest Concept Ever’ Just Might 
Win Wars

Jim Lacey, ‘The “Dumbest Concept Ever” Just Might Win  
Wars’, War on the Rocks, 29 July 2019.

U.S. Navy Should Turn to Unmanned 
Systems to Track and Destroy Submarines

Bryan Clark, ‘U.S. Navy Should Turn to Unmanned Systems to 
Track and Destroy Submarines’, DefenseNews, 13 April 2020.

Taking Back the Seas: Transforming the U.S. 
Surface Fleet for Decision- Centric Warfare

Bryan Clark and Timothy A. Walton, Taking Back the Seas: 
Transforming the U.S. Surface Fleet for Decision- Centric 
Warfare, Washington, D.C.: Center for Strategic and Bud-
getary Assessments, 2019.

Applications of Unmanned Aerial Systems 
(UAS): A Delphi Study Projecting  Future 
UAS Missions and Relevant Challenges

Alberto Sigala and Brent Langhals, ‘Applications of 
Unmanned Aerial Systems (UAS): A Delphi Study Projecting 
 Future UAS Missions and Relevant Challenges’, Drones, Vol. 4, 
No. 8, 2020, pp. 1–15.

Robust Machine Learning Algorithms and 
Systems for Detection and Mitigation 
of Adversarial Attacks and Anomalies: 
Proceedings of a Workshop

National Academies of Sciences, Engineering, and Medicine, 
Robust Machine Learning Algorithms and Systems for 
Detection and Mitigation of Adversarial Attacks and 
Anomalies: Proceedings of a Workshop, Washington, D.C.: 
National Academies Press, 2019.

 Table A.5
United Kingdom

Source Name Full Reference

Maritime Autonomous Systems Chris Shepherd, ‘Maritime Autonomous Systems’, briefing,  
UK Defence Solutions Centre, Aberdeen, Scotland,  
19 September 2019.

Exponential Change and the Royal Navy Jules Lowe, ‘Exponential Change and the Royal Navy’, 
presented at the Maritime Capability Conference, London, 
United Kingdom: DSEI, 9 September 2019.

National Shipbuilding Strategy: The  Future 
of Naval Shipbuilding in the UK

Ministry of Defence, National Shipbuilding Strategy: The 
 Future of Naval Shipbuilding in the UK, London, United 
Kingdom, 2017.

 Future Force Concept Ministry of Defence,  Future Force Concept, Joint Concept Note 
1/17, Swindon, United Kingdom: Development, Concepts, and 
Doctrine Centre, July 2017.

Human- Machine Teaming Ministry of Defence, Human- Machine Teaming, Joint 
Concept Note 1/18, Swindon, United Kingdom: Development, 
Concepts, and Doctrine Centre, May 2018.
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 Table A.5 —Continued

Source Name Full Reference

 Future ‘Black Swan’ Class Sloop- of- War: A 
Group System

Ministry of Defence,  Future ‘Black Swan’ Class Sloop- of- War:  
A Group System, Joint Concept Note 1/12, archived 
publication, Swindon, United Kingdom: Development, 
Concepts, and Doctrine Centre, May 2012.

Defence Technology Framework Defence Science and Technology, Defence Technology 
Framework, London: Ministry of Defence, September 2019.

Securing Interoperable and Integrated 
Command and Control of Unmanned 
Systems— Building on the Successes of 
Unmanned Warrior

Philip Smith and William Biggs, ‘Securing Interoperable 
and Integrated Command and Control of Unmanned 
Systems— Building on the Successes of Unmanned Warrior’, 
14th International Naval Engineering Conference & Exhibition, 
Conference Proceedings of INEC, 2–4 October 2018.

Securing Interoperable and Integrated 
Command and Control of Unmanned 
Systems— Validating the UK MAPLE 
Architecture

Philip Smith and William Biggs, ‘Securing Interoperable and 
Integrated Command and Control of Unmanned Systems— 
Validating the UK MAPLE Architecture’, Engine As A Weapon 
International Symposium, Conference Proceedings of EAAW, 
2–3 July 2019.

Mainstreaming Autonomy: ‘Unmanned 
Warrior’ in Review

Richard Scott, ‘Mainstreaming Autonomy: “Unmanned 
Warrior” in Review’, Jane’s Navy International, Vol. 121,  
No. 10, December 2016, pp. 28–32.

Autonomous Ambition: NavyX Plots a 
Course to Machine- Speed Warfare

Richard Scott, ‘Autonomous Ambition: NavyX Plots a Course 
to Machine- Speed Warfare,’ Janes, 25 July 2019.

Into the Minefield: MMCM Swims Ahead 
for Autonomous Mine Countermea sures

Richard Scott, ‘Into the Minefield: MMCM Swims Ahead for 
Autonomous Mine Countermea sures’, Janes, 22 November 
2019.

Extending surface autonomy horizons: 
MAST testbeds put technology to the test

https://customer.janes.com/Janes/Display/FG_2431828-IDR

Unmanned Systems and the Re- Emergence 
of Naval Expeditionary Capabilities

George Galdorisi, ‘Unmanned Systems and the Re-Emergence 
of Naval Expeditionary Capabilities’, RUSI Defence Systems, 
Vol. 19, 1 December 2017.

 Table A.6
Israel

Source Name Full Reference

IDF Acquires Spike Firefly Loitering 
Munition

Robin Hughes, ‘IDF Acquires Spike Firefly Loitering Munition’, 
Janes, 4 May 2020.

Israel’s First 3D- Printed UAV Takes to the 
Skies

Yaakov Lappin, ‘Israel’s First 3D- Printed UAV Takes to the 
Skies’, Janes, 15 June 2020.

Elbit Develops UAV Maritime Rescue 
Capability

Gareth Jennings, ‘Elbit Develops UAV Maritime Rescue 
Capability’, Janes, 7 May 2020.

IAV 2020: Rafael Integrates Firefly Loitering 
Munition with Vehicles

Mark Cazalet, ‘IAV 2020: Rafael Integrates Firefly Loitering 
Munition with Vehicles’, Janes, 24 January 2020.

Israel Navy Readies for Third- Generation 
USV

Barbara Opall- Rome, ‘Israel Navy Readies for Third- 
Generation USV’, DefenseNews, 27 July 2016.

Israeli Unmanned Boats Deliver Firepower 
on the High Seas

Arie Egozi, ‘Israeli Unmanned Boats Deliver Firepower on the 
High Seas’, defenceWeb, 20 June 2018.

Manning and Maintainability of a 
Submarine Unmanned Undersea Vehicle 
(UUV) Program: A Systems Engineering 
Case Study

Troy D. Vandenberg, Manning and Maintainability of a 
Submarine Unmanned Undersea Vehicle (UUV) Program:  
A Systems Engineering Case Study, thesis, Monterey, Calif.: 
Naval Postgraduate School, September 2010.

https://customer.janes.com/Janes/Display/FG_2431828-IDR
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 Table A.7
Other

Source Name Full Reference

OCEAN2020 OCEAN2020, ‘Open Cooperation for Eu ro pean mAritime awareNess: 
2018—2021’, proj ect brochure, OC20-011, Brussels, Belgium: Eu ro pean 
Defence Agency, 21 November 2019.

OCEAN 2020:  Future of Eu rope’s 
Maritime ISR Capabilities

‘OCEAN 2020:  Future of Eu rope’s Maritime ISR Capabilities’, Defence  
IQ Digital, 7 May 2018.

The Seven Deadly Myths of 
‘Autonomous Systems’

Jeffrey M. Bradshaw, Robert R. Hoffman, David D. Woods, and Matthew 
Johnson, ‘The Seven Deadly Myths of “Autonomous Systems”’, IEEE 
Intelligent Systems, Vol. 28, No. 3, May– June 2013, pp. 54–61.

Seven Cardinal Virtues of Human- 
Machine Teamwork: Examples 
from the DARPA Robotic 
Challenge

Matthew Johnson, Jeffrey M. Bradshaw, Robert R. Hoffman, Paul J. 
Feltovich, and David D. Woods, ‘Seven Cardinal Virtues of Human- 
Machine Teamwork: Examples from the DARPA Robotic Challenge’, IEEE 
Intelligent Systems, Vol. 29, No. 36, November– December 2014, pp. 74–80.

Maritime: Making Waves European Defence Agency, ‘Maritime: Making Waves’, in Remote 
Defence: Unmanned and Autonomous Systems Take Hold in Military 
Toolboxes, European Defense Matters, No. 16, 2018, pp. 10–12. 

Artificial Intelligence in Support 
of Defence

AI Task Force, Artificial Intelligence in Support of Defence, Paris: 
Ministry of Armed Forces (France), September 2019.

Man-Machine Teaming Dassault Aviation, Thales DMS France, and Thales AVS France, ‘Man 
Machine Teaming’, pre sen ta tion [in French], 25 April 2018.

Stand- Off and Deliver: French/
UK MMCM Programme Charts 
an Unmanned Course into the 
Minefield

https://customer.janes.com/Janes/Display/jni77147-jni-2015 

Unmanned Autonomous 
(Aerial) Vehicles for Maritime 
Applications

Maritime Knowledge Centre, NLDA, TNO, and TU Delft, Unmanned 
Autonomous (Aerial) Vehicles for Maritime Applications, MIIP 007-2018, 
Netherlands Maritime Land and Ministry of Economic Affairs,  
14 February 2019.

Emerging Technology Trends for 
Defence and Security

Herald Erik Andås, Emerging Technology Trends for Defence and 
Security, Kjeller, Norway: Norwegian Defence Research Establishment, 
FFI- RAPPORT 20/01050, 7 April 2020.

The  Future Maritime Operating 
Power Environment and the Role 
of Naval Power

Ben Lombardi, The  Future Maritime Operating Power Environment and 
the Role of Naval Power, Halifax, Nova Scotia: Defence Research and 
Development Canada, DRDC- RDDC-2016- R085, May 2016.

The Military Applicability of 
Robotic and Autonomous Systems

Bianca Torossian, Frank Bekkers, Tim Sweijs, Michel Roelen, Alen 
Hristov, and Salma Atalla, The Military Applicability of Robotic and 
Autonomous Systems, The Hague Centre for Strategic Studies, undated.

A New Normal: Norway Readies 
for Returning Challenges

Lee Willett, ‘A New Normal: Norway Readies for Returning  
Challenges’, Janes, 18 April 2017.

Per sis tent Autonomy: CMRE 
Demonstrates Sustained 
Operations in AUV Underwater 
Docking  Trials

Lee Willett, ‘Per sis tent Autonomy: CMRE Demonstrates Sustained 
Operations in AUV Underwater Docking  Trials’, Janes, 15 January 2018.

Science & Technology Trends 
2020–2040: Exploring the S&T 
Edge

NATO Science & Technology Organ ization, Science & Technology Trends 
2020–2040: Exploring the S&T Edge, Brussels, Belgium, March 2020.

Polish Experience in Developing 
and Employing Unmanned 
Surface Vehicles at Sea

Zygmunt Kitowski, ‘Polish Experience in Developing and Employing 
Unmanned Surface Vehicles at Sea’, Scientific Journal of Polish Naval  
Acad emy, Vol. 3, No. 201, 2017, pp. 55–75.

Unmanned Underwater Systems: 
A Force Multiplier Tool from 
Operational Perspective

Daniel- Cornel Tanasescu, ‘Unmanned Underwater Systems: A Force 
Multiplier Tool from Operational Perspective’, Romanian Acad emy of 
Scientists, Vol. 1, No. 1, undated, pp. 121–135.

 Future Trends in Marine Robotics Fumin Zhang, Giacomo Marani, Ryan N. Smith, and Hyun Taek Choi, 
‘ Future Trends in Marine Robotics, [TC Spotlight]’, IEEE Robotics & 
Automation Magazine, Vol. 22, No. 1, March 2015, pp. 14–122.

https://customer.janes.com/Janes/Display/jni77147-jni-2015
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• Uncrewed vehicles  will play increasingly impor tant roles in naval mine warfare, con-
tributing both to mine countermea sures and to minelaying to  counter aggression.

• Mines are a low- cost means of countering both crewed and uncrewed vehicles. If 
an adversary knows or fears that a minefield may have been laid, mines can also act 
as a deterrent.





71

APPENDIX B

Stakeholder Interview Summaries

A number of discussions or interviews  were to be held with key roadmap stakeholders to 
enable the understanding of what aspects of a potential roadmap would be most useful. 
 These discussions  were held using a semi structured interview protocol. Staff from the RAS- AI 
Directorate took advantage of  these discussions to ask some specific questions regarding 
what the identified stakeholders may require within the forthcoming RAS- AI strategy.

Stakeholders

To identify key  people to interview a stakeholder engagement plan was developed. It was 
determined that between ten and 12 key stakeholders  were required at the Band 1/1*– Band 
2/2* across Defence, with expectations that Navy personnel would comprise most of this 
number.

More specific se lection criteria  were used to ensure that the right  people  were identi-
fied, and  these included the following:

• position in organisation 
• stakeholders’ individual areas of concern/sensitivity
• level of support for the RAS- AI program 
• specific areas of the program that stakeholder might be interested in and why 
• level of stakeholder influence on the program and why
• key influencers
• balance between current and  future Navy, and capability development.

From an initial list derived from a number of organisational charts across Defence, a 
list of more than 30 dif fer ent  people was developed.  After consultation with the RAS- AI 
Directorate, 15  people  were prioritised who met the above criteria and  were from the fol-
lowing areas:

• Navy Headquarters
• Navy Capability Division
• Navy Information Warfare
• Navy Program Support and Infrastructure
• Surface Combatants and Aviation
• Submarines
• Littoral
• Naval Engineering
• Navy Training
• Navy Workforce Strategy and  Futures
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• Force Exploration— Vice Chief of the Defence Force Group
• Defence Science and Technology Group.

Interview Format

It was determined that in order to be consistent with the lit er a ture review, two main ques-
tions would be the focus of the discussions:

1. Understand the evolving context for RAS- AI in the maritime domain

 Here we wanted the discussion to focus on how stakeholders thought the strategic con-
text for Navy would evolve from now out to 2040, including how the threat is likely to 
change in this period. Against this backdrop, we then wanted to glean from stakeholders 
what the  future strategic objectives, opportunities and challenges for Navy may be and how 
they may develop in light of an evolving threat environment, particularly identifying where 
the application of RAS- AI would be best focused.

2. Understanding the steps required for Navy to realise the benefits of RAS- AI

From stakeholders we wanted to gain insight into what they considered the risks, oppor-
tunities and strategic choices inherent in the integration of RAS- AI in the maritime domain 
as well as what the key enablers and barriers for capability development, adoption and sus-
tainment  were.

With  these two main questions in mind, a series of questions posited against the cur-
rent Headmark 2022 statements as articulated in Plan Pelorus  were formulated.  These are 
presented in the  Table B.1 together with the issues that we thought may emerge in the dis-
cussion against each point.

The final interview pro forma contained the listed questions in the ‘Summary of 
Responses’ section. As can be seen, also included  were an opening and closing question.

Summary of Responses

Against each question posed, key points are listed.  These points have been used with the 
information gathered through the lit er a ture review to identify key initiatives or issues that 
Navy must undertake or address within the next few years if it is to optimise the introduc-
tion and use of RAS- AI.

Overall,  these discussions may be considered a base- lining activity to gather informa-
tion with re spect to what se nior leadership within Navy (primarily) thinks RAS- AI could 
be used for and further what the implications might be and how they might be managed.

It became evident that while the introduction of RAS- AI was deemed inevitable, if 
not necessity, a concentrated and concerted effort is still required to specifically determine 
the roles and tasks for this technology within naval capability.

Question 1: Why do you think Navy should invest in RAS?
 There seemed to be no doubt that Navy should invest in RAS- AI, particularly where 

 humans are at risk physically or at risk of not keeping up with decisionmaking speeds 
demanded. The responses are summarised below:
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 Table B.1
Emergent Issues

Headmark 
Theme

Plan Pelorus: 
Headmark 2022 

Statements
Headmark 2042 Questions, Post 

Implementation of RAS- AI Issues Covered Other

Battleworthy

We  will provide 
sea, air and 
cyberworthy 
platforms 
to the Chief 
of Joint 
Operations.

How  will an order of magnitude 
more maritime assets (>600) be 
commanded and controlled?  
How are  these deployed?

How  will trustworthy RAS 
platforms be provided?

 Will a separation of RAS  by service 
persist in which separate  
(not dif fer ent) assets are used by 
each ser vice?

For expediency of the decision 
cycle, how will C2 of RAS be 
directed by (rather than provided 
to) the Chief of Joint Operations?

C2—new concepts; 
how much control 
is still required? 
Wanted? How 
unique is the 
maritime domain?

What does 
trustworthy mean 
for them?

Ready to 
give up Navy 
capability?

Integrated

We are 
integrated with 
the joint force 
and operate 
effectively with 
our allies and 
like- minded 
partners.

What  will be integrated? How? 
What  will this mean if a common 
control system enables all assets  
to connect to each other?

What niche RAS capabilities should 
Navy offer to the co ali tion (as 
opposed to more of the same/
mimicking them)?

Constraints— 
technical limitations

C2 ideas

Australian industry/
sovereign capability

Appetite for 
risk

Lethal

We  will be able 
to deny, deter 
and defeat our 
adversaries 
in the face of 
evolving threats 
and challenges.

What role do you think RAS has in 
each of deny, deter and defeat? 

How  will the ethical and  legal 
issues with RAS be resolved?

What  will the  enemy capabilities 
be? Especially if they do not 
have the same  legal and ethical 
constraints?

How might we  counter their  
RAS capabilities?

Constraints ( legal 
and ethical): Deny,  
Deter—OK; Defeat— 
are  there limitations?

Threats—who, 
what, level of 
understanding?

May draw 
out extra 
roles beyond 
enhance, 
augment, 
replace

Per sis tent

We  will be able 
to maintain 
a long- term 
presence away 
from our home 
ports.

 Will this still mean sailors on ships?

Overtly per grey zone activities?

Covertly? Is this a key role that RAS 
such as USVs and UUVs can fill?

Missions— replace; 
any new missions? 
What does presence 
mean—grey zone 
activities

Appetite for 
change?

Near region

Engaged across 
the Indo- 
Pacific; we meet 
all domestic 
requirements 
and work 
closely with 
our friends and 
partners in the 
near region.

 Will domestic requirements remain 
human- centric?

The scale that may be pos si ble with 
RAS—will the area of operations 
expand beyond the Indo- Pacific?

Where is the next most likely area 
to which the Navy would seek to 
extend its presence?

What are the new missions?

Australian context
Threat
Niche to ADF/Navy
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 Table B.1 —Continued

Headmark 
Theme

Plan Pelorus: 
Headmark 2022 

Statements
Headmark 2042 Questions, Post 

Implementation of RAS- AI Issues Covered Other

Sustained

Our resources 
are optimised 
to enable 
conduct of all 
our activities 
and our  future 
commitments.

What are the management 
considerations with an order of 
magnitude more (>600+) assets?

 Will sustainment become easier 
with assets that have shorter life 
of type (LOT);  will resourcing 
be easier with much shorter 
introduction into ser vice timelines? 
Or through repurposing/
reprogramming of assets fit for 
purpose?

What is the impact on job profiles? 
The rate of learning/retraining?

Acquisition 
processes—appetite 
to challenge, 
change

Chances of success 
in procurement 
against major 
capital acquisition 
currently occurring 
and forecast (i.e., 
guided missile 
frigates (FFGs),  
subs, etc.)

Transformation 
opportunities in 
sustainment (refer 
STaR Shots program/
battle-ready 
platforms—using 
digital twins)

How 
prepared 
are they 
for this 
approach to 
capability?

Navy X— like 
initiative

• Broad application— allows to increase mass while decreasing risk to  people and plat-
forms.

• Adversaries are already pursuing their application; same foreign actors are against us.
• They are a  counter to existing Australian, allied and potential adversary capabilities, 

in par tic u lar high- speed weaponry.
• Below the line (i.e., waterline) is where  there are still opportunities, but crewed capa-

bility in this environment is very challenging; above/on the surface,  there is increasing 
complexity in capability that attracts increasing costs, but with diminishing capabil-
ity advantages.

• Wherever  there is dangerous work (i.e., high risk for  humans), we should look for a 
RAS- AI solution (e.g., hull searches,  battle damage repair, generally robots  doing under-
water work).

• Every one is  doing it; we are de cades  behind and need to catch up, but we should avoid 
shopping lists and start with strategy, which informs capability requirement, which in 
turn  will identify any capability gaps. Against  these gaps, if  there is evidence or opera-
tions analy sis that indicates that RAS- AI is the best solution, then we should pursue, 
but not before.

• RAS- AI should be treated as a means not an end. It delivers operational effects, but 
 these may not be achieved before we can deliver a network of distributed systems.

• It  will be a complex introduction into uncrewed capability over the next 5- , 10-  and 
20- year time frame.

• Use it to provide realistic training so  people are prepared before they go to sea. This 
 will help Navy manage the increasing workforce against the decreasing number of plat-
forms. Further training at sea  will then be more effective and efficient— noting we 
 can’t do every thing in a simulator.

• RAS- AI represent a technology jump where decision cycles need to be quicker, there-
fore we need to rely on machine- to- machine to do the data transfer within a distrib-
uted network: ML + big data = autonomous decisionmaking.
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•  Humans are more expensive than machines in some roles and  there is high market 
competition for  those with the right skills.

• We should not put  people in harm’s way; we  don’t have enough  people anyway. Where 
the work is dirty— heavy lifting and heavy thinking—or dull— boring and routine—
we should look to substitute the  human.

• Australia is a small country and needs to leverage as much as it can—in terms of capa-
bility.

•  There is a commercial- world push with re spect to AI— Navy must be involved in this 
to ensure it can be applied in a way that improves the security situation. Technology 
development may be out of Navy’s control, but the application is not.

• RAS- AI provides opportunity to judicially apply the high- end exquisite crewed 
 capability—of  these we only have a few and Navy cannot afford to lose them.

• RAS- AI offer freedom of manoeuvre, especially in anti- access and area denial 
 environments.

• Current Navy capability is focused on  people, which places limits on the systems used, 
and even the understanding of the systems.

• RAS- AI deliver speed in response; this offers up alternative strategies that are already 
being trailed in wargaming.

• RAS- AI  will allow agile C2 across strategic to tactical capability ADF- wide.
• RAS- AI  will deliver battle- ready platforms with maintenance done on the fly at sea, 

affording longer operational times and also saving lots of money.

Question 2: Against the Headmark 2022 Statement regarding workforce in 2042, 
to what extent could we realise ‘fully staffed ashore and uncrewed at sea’? What are 
 those skills needed ashore? In 2042, could the Navy sustain a workforce that requires 
more ‘ashore’ skills while maintaining  those ‘at sea’ skills? 

As illustrated in the following bullet points, this question elicited a range of answers 
from complete agreement through to disagreement of achievability of ‘uncrewed at sea’, 
with some advocating that a range  will be achieved depending upon the task at hand.  There 
was further disagreement about  whether  humans should only fight high- end warfare or be 
completely removed in this most dangerous scenario, and about  whether some roles that 
 will always remain ‘ human’. With re spect to skill base, total workforce models  were consid-
ered impor tant, and  there was agreement that access to skills was required, not ‘owner ship’ 
of the skills. The responses are summarised below:

• This  will be a challenge for Navy, especially given the ‘eyes- on- before- you- fire’ Aus-
tralian approach to rules of engagement.

• Trust in the AI and/or algorithms being uncorrupted  will need to be ‘huge’.
• This is a policy issue, a choice.
•  There is more opportunity for RAS- AI to augment rather than replace.
• In order to realise uncrewed at sea, we require increased autonomy, more RAS assets, 

plus control in the cyber, information and physical domains. Such multiscale, multi-
domain efforts require increased ability to comprehend all this information; we need 
to mature and grow  these skills as well.

•  There  will definitely be an increase in uncrewed systems, and  these  will be watched 
over by other uncrewed systems.

• Currently within mining operations  there is a large number of uncrewed and autono-
mous systems— here  there is a high percentage of female operators and they have shown 
to take greater care of equipment and cognitively more capable.
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• Currently ‘ashore’ duties are associated with sustainment; in the  future being ashore 
 will be associated with being a key decisionmaker. In the  future  there  will be propor-
tions of  humans, depending upon what they do.

• We need to generate sovereign industry such that resilience is in- built.
• We need to transition the workforce to this model— humans  will not be effective in- 

the- loop or even on- the- loop, therefore planning must be much more deliberate.
• This uncrewed concept is not feasible— not even by 2060;  will still be fully crewed 

by 2042.
• Regarding the workforce, we need to understand how we can get the warfare issues off 

the principal warfare officers so they can be the decisionmakers— this  will be assisted by 
AI in which we have trust and confidence.

• We need to adopt a total workforce model that includes reservists, defence industry 
and ability to retain access to specialist skills.

• Currently uncrewed capability is in its first phase; it requires more than ten  people to 
deploy a UAV off a ship. By 2042 a more hybrid model  will be in play, with crewed 
subs and ships with uncrewed ships carry ing weapon systems so that distributed capa-
bility effects can be brought to bear.

• We  will need robotics- qualified  people, who  will be in high demand.
• Navy  will always need boats, but  whether we need boats to conduct high- end warfare 

with  people on board is questionable.
• In undersea warfare  humans cannot be replaced— there is too much data to pro cess.
• While computers  will be used for data management, they  will still need  humans to 

fix them.
•  There  will certainly be more RAS by 2042; they are needed now (e.g., blue  bottle) to 

establish patterns of life in the maritime environment, what is the norm, so we can 
spot deviations.

• In AI how much is the system learning? Sensors can build up a library of responses— 
given the number of variables and queues, I hope by 2042 the system has got to a stage 
where an uncrewed Navy can be deployed.

• Who is  doing what with the data? Someone must do something but what does that 
mean? AI  will help  here to interpret patterns of recognition.

• The battlefield  will have no  people; the inevitable removal may be driven more by ethics 
than desire.

• Crewed vessels are needed in the role of  human diplomacy; uncrewed systems  will always 
be considered a threat.

•  Things  will always break— humans  will always be needed somewhere in the supply 
chain to fix.

• In 2042 we would consider that ships and subs  will do missions, UAVs/USVs/UUVs 
 will do tasks. Tasks  will be done better, and we  will do tasks that have never been 
done before.

• It is questionable  whether the extant capability development pro cess (in Defence) is 
agile enough to realise this  future.

• All options of crewed, uncrewed and optionally crewed  will be pursued; need to move 
the mindset  towards more ‘off- platform’.

• At high- end we need unique algorithms and data management such that we can dem-
onstrate provenance especially with lethal effects.

• We require the ‘data analytic’ skills with someone who still knows Navy.
• Unconventional thinking is needed (e.g., Seabed Command).
• Navy is a good brand but requires a total workforce approach to secure all it needs.
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•  Humans  will be needed significantly less at sea and significantly less ashore— don’t 
need  humans for ‘run- of- mill’; but command  will still require  humans. Humanitar-
ian assistance and disaster relief/diplomacy activities require interaction, therefore a 
person in the loop.

• We still need  people who understand the business of defence; that it is a military 
endeavour.

• We  don’t require skills in coding, more in user interface.

Question 3: Battleworthy is providing sea, air and cyberworthy platforms to the 
Chief of Joint Operations, but how  will an order of magnitude more maritime assets 
(>600) be deployed? How are  these commanded and controlled? How  will trustwor-
thy RAS platforms be provided?  Will a separation of RAS by ser vice persist in which 
separate (not dif fer ent) assets are used by each ser vice? For expediency of the decision 
cycle, how  will C2 of RAS be directed by (rather than provided to) the Chief of Joint 
Operations?

Trust or trustworthiness is impor tant, but, as the following points illustrate,  there are 
a variety of options or approaches for how this may be instilled. Some felt it would come 
naturally to the next generation as they have grown up with autonomy and AI. Trust may 
be a generational issue (i.e., concern of the older generation, not  future generations).  Others 
recommend being involved in the development— testing and testing and testing again to 
ensure RAS behave as expected or as required. Protection of this trust once developed is 
equally impor tant, and this may become the new target of adversaries. The responses are 
summarised below:

• Transparency around the architecture is needed—we need to build a narrative around 
the RAS.

• Leadership understanding of what AI can and cannot do is needed first.
•  People trust initially— this is a  human characteristic; and machines  will do what they 

are programmed to do.
• As information increases, AI  will change its position; therefore we need clean, unbi-

ased data so the most appropriate decisions are made.
• Fully autonomous systems  will be like  humans inasmuch as they  will use, train, 

experience— this  will invoke certain levels of trust. It is akin to a learning by  doing 
model = ‘change’ culture.

• Need to be able to distinguish between losing trust in the single incident, not the system 
as a  whole; compare the trolley prob lem.

• ML means we  don’t know how decisions are made, but we  don’t know how the  humans 
make decisions  either!

• Trustworthiness may be demonstrated by the T&E regime and the provenance of the 
algorithm.

• With more ML, we need lots of data. We need to collect this, we need to manage it— 
currently this is a mess!

• Adopting a defensive AI position means that ethical choices have been embedded into 
the software and AI.

•  Simple  things often bring us undone and stop us trusting or automatically relying on 
machines to work properly.

• Is trust a generational issue? Can trust be grown or is it inherent? New officers do not 
‘look out the win dow’, they trust the screens in front of them.

• Currently  there is a fear of the unknown but perhaps seeing is believing?
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• C2 is determined at the moment of design, not at the moment of decision.
• We have to accept a risk tolerance around RAS.
• Trustworthiness is achieved through focused sustained engineering.
• Trust depends on what you do with it.
• How do we assure the capability of a system? And data assurance?
• Previously we  were taught all the design ele ments and so understood how the system 

worked and therefore trusted it. The new generation  will trust more readily without 
understanding the ‘engineering’.

• Approach it from the point of view of ‘what could go wrong?’
• C2— how has the information presented to the decisionmakers? How can AI enable 

operational- level decisionmaking?
• Build the RAS- AI and the confidence around it; COTS is not readily available and 

not necessarily culturally aware/attuned to our culture, therefore we need sovereign 
capability.

• We need to continually test in more complex environments, and  every time it fails.
• Competitors  will break  every rule in how to deliver an effect. If we  don’t know how to deal 

with that, we are in the wrong game—we need to inflict harm and prevent harm to us.
• The maritime environment is unique; our ability to persist in this environment is 

currently based on  people. With RAS- AI we must aim for robustness, resilience and 
repeatability in our C2 that is unique (not the RAS asset).

• In the history of warfare  humans have controlled the physical layer; now, between the 
 human and physical  there is a mediating information layer that becomes an additional 
target. We can deter, confuse and frustrate the information layer without destroying it.

• We need to control the human- information- physical chain; mission command remains 
critically impor tant and separated more from control— the binding between the two 
is trust.

• Navy must trial RAS- AI systems and build trust through use.
•  Human  factors experts have conducted job analy sis and determined that  human oper-

ator function is not easy to replicate.  Humans bring much more than machines can 
access, and therefore our focus should be on what we want to happen, not how it is 
done— this is currently the focus.

• Trust is the key ele ment, and adversary behaviour may aim to undermine this.
• Decision cycles  will change; Boyd’s OODA loop  will be invalid.
• For any engagement at sea  there  will be multiple ways of responding, and it may not 

necessarily be Navy who responds. High- performance computing  will be available 
to the Navy commander asap with simulations already  running to determine what 
forces can be brought to bear all within seconds. The Joint Task Force/Chief of Joint 
Operations determine the course of action— not just the system defending itself (no 
more dogfighting).

Question 4. When we say we are integrated with the joint force and operate effec-
tively with our allies and like- minded partners in 2042, what  will be integrated? 
How? What  will this mean if a common control system enables all assets to connect 
to each other? What niche RAS capabilities should Navy offer to the co ali tion (as 
opposed to more of the same/mimicking them)?

 There is some link  here to the preceding question with re spect to integration being 
linked C2, but  there was general agreement  here that the joint force  will be integrated by 
having the means to easily integrate our systems or just by having the same systems. Niche 
capability for Australia may come from how we connect systems together, regardless of 
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what they are; alternatively, in the algorithms we develop. Much agreement that the sce-
nario where a UK request for assistance may be issued, the United States may determine the 
response. A missile being fired from an Australia platform without Australia being involved 
in the decisionmaking pro cess is feasible, but Australia  will maintain a ‘kill switch’. The 
responses are summarised below:

• This is difficult; C2 may be the only way to be interoperable.
• When we buy an asset, it comes with its own systems that do not ‘go’ with any other; 

even ships weapon systems are dif fer ent from platform to platform. We even have dif-
fer ent suppliers; interoperability may only be achieved by having the same.

• Based on a scale basis, Australia may not have anything unique to offer in terms of 
capability.

• Australia may be able to contribute unique capability in the small, many, low- cost, 
highly lethal range of RAS but need to generate small- to- medium enterprises to sup-
port  these.

• They  won’t be integrated— more a loose coupling with in de pen dent systems ‘dipping’ 
into or onto other systems.

• We need hardened communications— then we can handover RAS assets— they  don’t 
care where their command comes from but it’s trusted.

• Plug- and- fight requires certain protocols and standards; we may need to consider degree 
of connectedness.

• Australia has the potential to offer unique capability in the areas of novel algorithms, 
sensor fusion or hardened comms— these are not (just) RAS- AI ele ments.

• We need to establish the rules of engagement; if  these are not aligned a co ali tion  will 
not be effective.

• ‘Not every thing can be a science experiment’— systems that are mature and that can 
operate and connect together is what is needed for a unique capability.

• International agreements in maritime defence or common control standards  will cover 
this.

• Australia operates as a joint task force, and this is a unique capability compared with 
 others.

• We need to be aware of the dif fer ent assurance frameworks on our systems compared 
with the United States or United Kingdom/NATO and ensure our systems operate 
within  these frameworks.

• Australia’s niche (i.e., Navy) is that it takes more risk in developing capability, there-
fore we may achieve some of the first operational capability in RAS- AI.

• Rules of engagement  won’t work,  won’t integrate systems that far; we  will be working 
within sensor grids, knowledge grids, weapons grids.

• Integration with RAS- AI is no dif fer ent to old- fashioned war.
• We may be able to deliver some niche capability in a common control system, but the 

government may not be as interested in sovereign capability as the ADF is.
• By 2042 we  will have seamless integration which relies on a framework we  don’t 

currently have, but we  will have a C2 system that identifies friend or foe, emerging 
threats,  etc.

• To be a joint system (co ali tion) we can have no uniqueness, we are just the same. We 
cannot afford to have dif fer ent systems.

• Ironically, we instil standards so we are assured of being able to perform functions; in 
the  future we may relax a range of standards to get to the skills we need. What  will 
be the roll-on effect of this?
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• We  will be highly interoperable and interchangeable.
• We  will be interchangeable with the United States and United Kingdom.
• Interoperability  will be the ability of dif fer ent systems to interact; this depends on sys-

tems, training, experience, rules of engagement, standardization agreements. We must 
be cognisant of how much it costs to change stuff versus the  actual benefit (e.g., left- 
hand drive, power plugs).

Question 5. What role do you think RAS has or  will have in each of deny, deter and 
defeat in the face of threats and challenges? How  will the ethical and  legal issues with 
RAS be resolved? What  will the  enemy capabilities be? Especially if they do not have 
the same  legal and ethical constraints? How might we  counter their RAS capabilities?

 There seemed to be general consensus that ethical and  legal constraints  will be man-
aged by agreements, regulatory frameworks and rules of engagement— even the belief that 
we  will always  do the right  thing. But where this is most contentious is with the application 
of lethal RAS- AI. The responses are summarised below:

• Ethical and  legal issues may be managed by considering risk thresholds; this  will inform 
how machines are used.

• Such issues are considered against international standards, such as the Law of the Sea; 
they are a consideration, not a determinant.

• We should expect RAS- AI to respond in a reasonable way; this only becomes a prob-
lem when  there may be a lethal effect. We need to design with transparency (e.g., Mer-
cedes designs its driverless algorithms in favour of the occupants).

• In the fog of war,  humans cannot even understand what is  going on, why would we 
expect machines to?

• We need to be mindful or our actions; we need a safe space to test RAS- AI. It is unlikely 
they  will be completely ungoverned.

• Must always be reflective of Australian society; we must maintain the moral high ground 
as long as we believe we are  doing good.

• We  will be empowered by operations to act within the rules of war; we should be con-
sidering controls not ethics and ensure we can change  these quickly and at same rate 
as the technology develops,

• Systems  will be deployed, sit somewhere and then be switched on and be energetic 
when required. Through such capability we can engage in a ‘cat and mouse’ game 
where  people think you might have systems in places.

• Weaponisation (i.e., ability to do harm) is the most legal/ethical issue.
• Ethical and  legal issues  will be addressed as confidence and trust grows with the use 

of RAS- AI other wise we  will be following a kill- chain rules of engagement.
• When we do  counter RAS we need to share how, rapidly across all assets.
• Regulatory systems are not currently applied to Navy RAS; we may need dif fer ent 

regulatory systems.
• We need to lead in ethical and  legal aspects; make clear our view of what is or is not OK.
• We must not set systems up without providing for a change in laws—we need to ensure 

we can break our own rules when they are not right.
• We need to be mindful that  there are weaknesses within the law and rules that can be 

exploited or indeed are being targeted by adversaries  because of our lack of per sis tence 
in their application.

• While it seems inevitable that we  will move  towards an agreed  legal framework, the 
ADF has been quiet on this issue; we need open dialogue noting that with crewed 
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systems of a thousand targets, only half could be considered collateral, the other half 
are unlawful targets.

• We need protected autonomy—if a machine works out it’s made a  mistake, it turns 
itself off.

• This is a fundamental question of who is responsible.  Humans  will ask whose fault, 
but this  will change.

• The role of AI is to assist  humans, and we need to set the doctrine now.
• Through the application of cyberintelligence can we infiltrate/find a vector to turn 

an adversary on itself.

Question 6. In terms of maintaining a long- term presence away from our home 
ports— will this still mean sailors on ships?

As the following points indicate,  there was some consternation regarding the supplant-
ing of crewed ships by RAS- AI especially in humanitarian or diplomatic roles. What the 
discussions highlighted  under this question was the need to be very clear regarding appro-
priate roles, tasks or missions for RAS- AI without  humans. Note should also be taken of 
the technology challenges of operating at sea (surface or undersea) for long periods of time. 
The responses are summarised below:

• Certain Navy roles require human- human interactions; RAS- AI  will perhaps be best 
applied for surveillance.

•  There are still enormous technological challenges with being able to do this— how do we:
 – move data back and forth
 – communicate— satellite communications; physics much harder underwater
 – ensure security— unattended sensing has security aspects of the technology itself if 
the asset is captured or the asset is corrupted

 – ensure the system is aware of its own physical health
 – ensure maintenance related to generators of tidal energy/solar energy/low- power 

sensors— what if it has spent two years at the bottom of the ocean and barnacles 
have grown on it?

• We  will still need to have ships at sea in 2042 to show force, perform humanitarian 
assistance and disaster relief,  etc.

• Currently computers can detect changes but do not know how to attach meaning to 
that change; when they can do this, it  will be a breakthrough.

• With increased space and decreased resources, we  will need RAS- AI to perform some 
tasks: dull tasks are a waste of  people; by 2042 RAS  will do  these tasks better. But 
note that ‘dull’ can become ‘dangerous’ very quickly.

• Warfare  will remain a human- centric activity, but depending upon the task RAS- AI 
 will have a role.

• The application of ‘ships’ in grey zone activity  will not be replaced by RAS- AI.
• We cannot board a refugee vessel with RAS- AI.
• It is futile matching RAS- AI against RAS- AI; uncrewed ships must have the ability 

to kill  people and destroy cultural assets in keeping with war, and to affect the psyche 
of the  enemy.

Question 7. Currently the focus is on engaging across the Indo- Pacific and meet-
ing all domestic requirements and work closely with our friends and partners in 
the near region.  Will such domestic requirements remain human- centric? The scale 
that may be pos si ble with RAS- AI— will the area of operations expand beyond the 
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 Indo- Pacific? Where is the next most likely area to which the Navy would seek to 
extend its presence? What are the new missions?

In the interests of time, with some interviewees this question was often skipped as 
the issues listed  here  were covered by the preceding question. Also, at this stage, noting the 
insights against the preceding question, Navy is still to determine what it wants to do with 
RAS- AI. But the general discussions on force planning centred around it ‘all depend[ing] 
on what you want to do’; some expectations/aspirations (?) are still steadfast on crewed 
platforms still having to board other ships.  There  were few ideas of new missions or even 
mission areas— but some conceded that RAS may pick up tasks that Navy  can’t do due to 
limitations in its capability or if a prevalence of low- level tasks occurs, tapping out Navy. 
The responses are summarised below:

•  There  will be an expansion of existing missions, but it is unclear if the effects  will 
change.

• Interrupting communications and decision loops may be a new or novel application 
of RAS- AI.

• Australia does not have force- on- force modelling and simulation capability to be able 
to test and trial this space.

• The opportunities with RAS lie in the fact they do not have to be with the platform; 
if we can deploy with confidence, we can achieve significant scalability.

• RAS- AI  will be a force multiplier to crewed platforms.
• Every thing Navy does is expeditionary on the global stage— even moving east to west 

each summer. Therefore, an increased number of low- end issues across a broader 
maritime area  will very quickly tap out our current capability. We need to use RAS- 
AI to scale and tailor to  these issues; we need a distributed network across a range 
of areas.

• Scale is the issue; Navy is small compared with the amount of  water that is of interest. 
RAS- AI could be used to increase awareness of what is  going on and may be closer to 
respond more quickly in some cases than crewed vessels.

• Maritime environment does have an impact on the RAS technology:
 – west: very deep  water— RAS can go deep without being followed; can scan ocean 
floor 4 km below the surface

 – south: climate issues as  water if very cold, which impacts the sensing; sonar impacts 
wildlife.

• Can RAS- AI contribute to humanitarian relief or evacuations by providing medical 
supplies and general transport from ship to shore?

Question 8. While the statement that resources are optimising to enable conduct of 
all activities and  future commitments should remain true even in 2042, what are 
the management considerations with an order of magnitude more (>600+) assets? 
 Will sustainment become easier with assets that have shorter life of type (LOT).  Will 
resourcing be easier with much shorter introduction into ser vice timelines? Or through 
repurposing/reprogramming of assets fit for purpose? What might be the impact on 
job profiles? The rate of learning/retraining— optimising  human resources?

As the comments below reflect, a dif fer ent approach to acquisition was advocated for; 
this is consistent with the rate of technology development. We only know so much of the 
 future, so match the acquisition cycles to this tempo. Workforce is a sensitive issue, and it 
appears that while the prob lems are well known, their solutions are not. The responses are 
summarised below:
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• We need to adopt a ‘devops’ approach to capability in this space— currently it takes us 
six months to change code in a weapon system or decision system. We are completely 
constrained by the ICT architecture; when the Tesla plugs in to charge, its software is 
upgraded.

• An evergreening approach to acquisition is needed.
• RAS are smaller and therefore should have a decreased LOT requirements and logistic 

footprints.
• We need to invest in a range of  things; replace like with like. What functionally gives 

you something similar or more efficiency? We need to take risks and question  things 
we take for granted.

• The crown jewels in this space are the algorithms and communications.
• Proven platforms are the most cost- effective way for Navy to invest in RAS.
• Commonality may be achieved through RAS payloads.
• We should only upgrade RAS long enough for the commercial world to provide better 

platforms.
• Estate is a very big issue for Navy; RAS change the paradigm from where we stage.
• Lifespan of subsystems rather than  whole system should be the focus (i.e., sensor, plat-

form, node).
• Need to invest in small less expensive RAS: the princi ple should be more and cheaper 

(not less and expensive).
• Disaggregate hardware and software capability enhancements so we can achieve rapid 

updates and upgrades.
• We still need to build a business case for the smaller consumables to ensure we are not 

wasting money.
• Reprogramming depends on the platforms we have; integration of sensors/payloads is 

just as hard  today— communications are difficult.
• We need to be able to introduce capability into ser vice rapidly. We need an order of 

magnitude more of RAS capability (in the thousands)— quantity has a quality all of 
its own.

• We need to engage the defence industry in sustainment and long- term collaboration.
• Shifts in the workforce need to be understood; skill sets required are not consistent 

with a long  career in one role.
• We must engage  people in the process— humans cannot cope with more than five 

chunks of stuff at one time— these are the roles for AI.
• We require robotics specialists, but overall retention of skilled  people  will be an issue 

for Navy.
• We need an intellectually curious workforce and continuous learning.
• Realistic training simulations  will build a library of all pos si ble scenarios and responses 

to run  people through so that response is automatic and no thinking is necessary— 
subliminally we ‘implant’ the response in warfighter’s brain. Note that training on 
20- year- old capability implies that training is that old as well . . .

• We need to adapt/upgrade/recast training as quickly as pos si ble and be much more 
flexible in the delivery of training.

• We need data analysts and oceanographers.

Question 9. What do you think  will keep you awake at night regarding the use of 
RAS in warfighting?

This final question sought to capture the single issue of greatest concern to the inter-
viewee. Responses  were diverse, potentially reflecting their roles. However, the issues can 
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be categorised into three broad areas, namely workforce challenges, ethical considerations 
and the lack of a responsive capability development pro cess. The responses are summarised 
below:

• We are being outpaced now; we have prob lems we cannot solve and we need to.
• The ocean is increasing in complexity and congestion, and particularly in the  water 

column. All this is increasing the likelihood of collision or an accident or an unat-
tributable act.

• We need an AI workforce in Navy with expertise in oceanography, maths and ethics.
• The unethical use of RAS- AI is a concern but we must understand this space better; 

currently we have arbitrary restrictions that are decreasing our ability to exploit the 
technology.

• The workforce is the biggest issue for Navy over the next five years.
• Am I seeing what I am seeing? Has it been exploited? Is this actually happening?  People 

still need to benchmark against real ity.
• We need to consider all FIC equally, move away from the current platform- centric view.
• How do we protect ourselves from the ethical issues?
• Being hacked: expensive capability can no longer be exploited— what  will it do?
• Reputational damage is a Navy system washes up on a beach or in a crowd.
• We are underprepared in training and equipment: we fall to our level of training.
• Capability decisionmaking pro cesses are not done quick enough and we fail to pro-

vide a timely response.
• Systems must align to our cultural norms.
•  There is a lack of understanding of how RAS- AI works.
• How do we maintain control of what we have created?— getting  people to act respon-

sibly is hard enough.
• We need to ensure security of sovereign capability.
• Ensuring countermea sures for large- scale stuff (e.g., swarming).
• Trust: reliance then becomes a point of weakness.
• Supply chains need to be protected.
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APPENDIX C

U.S. Workshops

The United States has been and continues to be a leader in the development of RAS- AI 
into military systems. Its regular development of roadmaps and strategies for all domains 
over the past 20 years provides a useful baseline against which to consider how the Aus-
tralian Maritime RAS- AI experience can be informed by lessons on how to approach this 
challenge and what to avoid. In order to gather a better understanding, the RAND team 
undertook three virtual stakeholder workshops with RAND U.S. Navy experts. A total of 
ten RAND U.S. researchers participated.

Workshop 1: Integration and Interoperability

This workshop sought to explore three topics:

• integration and interoperability issues, particularly associated with determining  viable 
niche capabilities for any  future Navy RAS capabilities within the joint and co ali tion 
environment, might include the following:
 – lessons on how to incorporate with existing and planned platforms
 – working across ser vices
 – unique niches for Australia given its strategic and geo graph i cal circumstance
 – constraints and inhibitors for working within an allied taskforce

• design princi ples for the development of a RAS capability that are aimed at identifying 
a  viable development pathway for growing from Navy’s current (modest) RAS capability

•  factors that might constrain the institutionalisation of  these.

Based on  these discussions, we identified the following themes:

• Culture  will play a large role in the adoption of uncrewed systems. Pay attention 
to the culture of the branch and understand the re sis tance to change. Anything that 
disrupts a  career path  will create an issue (‘white scarf syndrome’). It  will be seen as 
constraining  career opportunities. Optionally crewed systems have received far less 
pushback for this reason. Be sure to not let archaic methods limit the scope of pos-
sibilities for applying new technology (e.g., a submariner might argue that a torpedo 
must be launched from a submarine, but other options exist). Think through issues of 
program management—it is impor tant to ensure that programs do not get cut solely 
 because they evoke re sis tance from established communities.

• Where Navy  faces its most stressing, enduring gaps and challenges,  there may be 
an opportunity to employ RAS- AI and other technologies to address  these. They 
may not be a panacea, but they may help to  counter challenges that are not amenable 
to existing methods.
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• Uncrewed systems are particularly good for dull, dirty or dangerous situations. 
They are very good at intelligently watching, waiting and surveilling. They could help 
enhance current ISR capabilities, particularly in environments where it would be too 
dangerous to send a crewed platform, or where greater endurance is needed than a 
crewed platform could provide (e.g., due to pi lot fatigue).

• Complementary systems (crewed/uncrewed teams) might provide the most util-
ity in many situations. It is not pos si ble to use uncrewed systems as the primary driver 
in all missions. However, using them to deliver weapons or fuel to the warfront allows 
for more design space for the crewed system to have more capabilities, be faster or run 
longer. In addition,  there is no need for the crewed system to move position to reload. 
Find a balance between what crewed systems have trou ble with and what uncrewed 
systems can do. Use uncrewed systems to fill the gaps and enhance capabilities where 
pos si ble. It is even better if it can fill a gap in an ally’s capabilities.

• Think about backward compatibility and crewed- uncrewed collaboration. The 
transition to uncrewed systems  will be gradual, and it  will be impor tant to enable 
uncrewed and crewed systems at vari ous levels of development to work together.  There 
is a need for generational interoperability.  There needs to be interoperability at the tac-
tical level and beyond.

• Navy should think about creating niche capabilities as part of an alliance. Part of 
Navy’s use of RAS- AI can be in ways that leverage its po liti cal and geographic position 
to develop niche capabilities that contribute to an overall alliance’s strengths. This can 
help to enhance the value of Navy as a mission partner. Wargames can inform this.

• Figure out what level of C2 integration  will be needed among allies. Operating 
uncrewed systems in coordination with allies (and crewed systems from both)  will 
require investments in integration and may make the case for acquiring systems that 
allies are also acquiring. The absence of standards among Australia and its allies makes 
this harder than in the case of NATO, where  there are agreed- upon standards.

• Take an all- domain approach. Uncrewed systems in multiple domains can interact 
with each other and crewed systems in  those domains.

• Do not aim for uncrewed systems to wholly replace the capabilities of crewed 
counter parts at the outset. An uncrewed system should not be packed to the brim 
with expensive systems. Avoid thinking ‘If I  can’t have every thing, I  don’t want to 
pursue it anymore’— it’s a good way to kill a new technology. Initially, serving in a 
supporting or ‘wingman’ role is valuable.

• Cost is critical. Numerous inexpensive uncrewed vehicles may be a better buy than 
fewer exquisite ones. Increasing assets’ capacity to launch munitions by having lots of 
uncrewed launchers can be a cost- imposing strategy, giving advantages to the attacker. 
Beware the ‘tyranny of expensive force structure’, in which assets are too expensive to 
be put at risk.

• RAS- AI can enable distributed operations along the lines of the U.S. Navy’s ‘dis-
tributed maritime operations’ and the USMC’s ‘expeditionary advanced base 
operations’.  These may be models that Navy can leverage.

• Consider the ‘control triangle’— autonomy, assured bandwidth and mission/
environmental complexity— when selecting uncrewed vehicles for par tic u lar 
missions.1

1 Savitz et al., 2013.
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Workshop 2: Capability Development and Acquisition

This workshop sought to explore three topics:

• Australia’s maritime environment and the challenge of securing it, given the small 
size of the current fleet, with regard to emerging threats and the implications of com-
pressed time/space/decision cycles.

• workforce and cultural issues associated with changing roles for sailors as the number 
of at- sea billets reduces, such as
 – military vs civilian; government vs industry; onboard vs onshore
 – sovereign capability vs sovereign industrial capability; global vs local supply chains

• po liti cal and structural constraints for the development of a Navy RAS capability, such 
as the major frigate and submarine build programs currently underway, the desire for 
building sovereign capability, and the relatively modest size of the Australian defence 
bud get; discussion included the following:
 – institutional support given ‘sunk costs’ in SEA 1000 and SEA 5000
 – design, acquisition and sustainment; national infrastructure and institutional knowl-

edge
 – opportunities for  future batches of SEA 1000/5000, plus follow-on builds to off-
shore patrol vessels.

Based on  these discussions, we identified the following themes:

• Start by looking at the warfighting requirements. You  don’t want to develop any 
of the capabilities in a silo. Make sure  there is a direct need for the technology. The 
requirements  will also help with integration. Clarify what Navy intends to do, and 
then think through how RAS- AI can contribute. Then Navy can develop roadmaps 
of how to get  there.

• Know when to be a leader, and when to be a follower. Do not focus R&D capabili-
ties your allies are already heavi ly investing in. Australia  will be able to buy  those capa-
bilities from them  later on, presumably for a much lower cost than if they invested in 
the R&D and then developed the systems themselves. For example, the United States 
is investing heavi ly in robotic mine hunting, so it  will be simpler to buy a built system 
once it is completed. Do not reinvent the wheel. Instead look at the United States, Japan, 
South  Korea, and the United Kingdom. Leverage their technologies to get a  running start. 
Think about the overall industrial ecosystem, including foreign and domestic producers.

• Make sure RAS- AI has a ‘champion’.  There needs to be a definitive leader at the 
top advocating for the program’s importance. Without a champion, it  will not get the 
funding and support it needs to succeed and thrive. It needs to have a strong mandate 
and warfighting to ensure that it can implement changes to acquisition, maintenance, 
training and concepts of operation.

• Manage risk. No single division should be taking on the full cost of the development 
for robotics, AI and autonomous systems. Once completed, the new technology  will 
benefit multiple branches. Make sure the risk and investment are spread among them.

• Focus on augmentation and how uncrewed systems can assist crewed platforms. 
Think about what tasks you can easily unload onto an uncrewed system. This  frees up 
higher- end crewed platforms to be more effective, more efficient or better protected.

• Military organisations are resistant to change. Anything new can be perceived as 
a threat to existing  careers and programs of rec ord, so shields  will automatically go up 
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and  people  will become defensive.  There is more re sis tance to having RAS- AI exert 
combat power than subordinate roles. Demonstrate that new programs can comple-
ment existing ones (e.g., an uncrewed vehicle can help a crewed one with situational 
awareness).

• AI is hard to trust.  There  will be trust/confidence issues for remotely controlled sys-
tems, and  these  will be amplified for more autonomous systems.  Those systems using 
AI and ML  will be evolving and their behaviours  will not be clearly understood by 
 humans, and so  will require a lot of demonstrations and experience to get trust from 
warfighters. It was suggested that it may be useful to look at historical examples of 
other technology introductions.2

Workshop 3: C2 and RAS- AI Missions

This workshop sought to explore three topics:

• emerging models of C2 and how  these might be affected by increasing numbers of 
RAS capabilities; discussion included distributed and agile C2 (or C3),  viable decision 
cycles (including in co ali tion environment), and limitations and risks

• desirable and feasible RAS attributes and functions and how  these might relate to 
Navy’s missions; discussion included replacing  humans vs expanding capability, how to 
build trustworthiness like cyberworthiness and seaworthiness, and human- machine 
teaming— what can it look like?

• challenges in achieving  these and implications for building a roadmap, and the les-
sons to be learned from the U.S. RAS- AI strategies and roadmaps.

Based on  these discussions, we identified the following themes:

• Current uncrewed systems do not replace crewed systems; they complement them. 
The full capabilities of a  human, including judgement regarding ambiguous or con-
flicting information, are missing.  Humans are much better at dealing with ambiguity 
than machines are. Machines are better at calculations, but war involves dealing with 
complexity and unexpected situations in which machines  will strug gle.

• Systems that autonomously fire weapons can readily waste them. A smart  enemy 
 will create a situation that triggers the device to fire at false targets, thus expending pos-
sibly all ammunition from the system without being adversely affected. This would 
make the  whole system useless. Context  matters a lot in  these situations: the machines 
need to be able to fire, evaluate the situation and then fire again.  There is a case for 
multiple modes in which a machine is able to have a  human in the loop (perhaps with 
several pos si ble degrees of involvement) but is also not required to have one.  There 
also may be dif fer ent modes for preconflict contexts:  humans may need to be in the 
loop to manage escalation risks and ensure adherence to rules of engagement that may 
not be machine translatable. During conflict, weapons- firing systems may be able to 
be more autonomous.

2 See, for example, John  F. Schank, Scott Savitz, Ken Munson, Brian Perkinson, James McGee, and Jerry  M. 
Sollinger, Designing Adaptable Ships: Modularity and Flexibility in  Future Ship Designs, Santa Monica, Calif.: RAND 
Corporation, RR-696- NAVY, 2016, Ch. 4.
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• On the other hand, recognise that having a  human in the loop during parts of 
conflict might not be an option in the  future. Having a  human in the loop slows 
every thing down. If our adversaries are not using  humans in the loop and we are, 
we  will be  behind during time- sensitive periods within the conflict. Speed requires 
automation.

• AI can play a valuable role in awareness, integrating data from sensor networks 
distributed over wide areas. It can provide insights that  humans might other wise 
miss or would take too much time to recognise. This has commercial applications, 
so companies are developing  these capabilities in ways that may be militarily useful.

• AI can also play a valuable role in electronic warfare (EW), trying to outfox an 
adversary’s algorithms controlling EW emitters at high speeds. This is a  great 
algorithm- versus- algorithm arena in which  humans would perpetually be falling 
 behind. Some systems that host AI for EW may be expendable.

• Training AI to solve a prob lem requires characterising it well. Training AI on the 
wrong data sets can lead to AI rapidly (and seemingly definitively) coming up with 
the wrong answers. If the prob lem is not clearly described, AI can be not only useless, 
but dangerous.

• The way technologies are developed by the private sector differs greatly from 
the way the U.S. Department of Defense develops them. In Silicon Valley, a spiral 
development with many iterations is used to develop algorithms. An algorithm is tested 
and then tested with operators. The algorithm is updated based on the data obtained 
during the operators’ experience, thus further improving the algorithm. The Depart-
ment of Defense has traditionally had a more linear approach, in which a system and 
its algorithms are put through a series of tests and then fielded. In addition,  there are 
some military technologies that are not adaptable to commercial use, so industry is 
not incentivised to improve  those technologies. Defense’s linear approach stymies the 
development of  these technologies. Australia may be able to take a more fluid approach. 
‘The  people  doing AI  really well are not at [Defense].’ Australia can seek to be less 
hamstrung.

• Be wary of the apparent attractions of XLUUVs as ‘cheaper submarines’. They 
are typically slow, use a lot of power and do not cover much area. XLUUVs are pri-
marily helpful if lingering for long periods is required. In no way are they a replace-
ment for crewed submarines. XLUUVs have many of the disadvantages of submarines 
but have much more  limited speeds and payload capacities. Smaller, lower- powered 
distributed UUVs and USVs can aid in detection and tracking of adversary movements 
and may be a lot more useful than an XLUUV.

• Modularity can facilitate AI integration. AI, like physical systems, can be integrated 
into systems that have deliberately been designed with an open architecture to accom-
modate specific AI modules. This requires an organisation to be open to this less rigid 
style of software acquisition.
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T
he Royal Australian Navy has embarked on an ambitious plan to modernise 

its maritime capabilities to support Australia’s defence strategy. The 2020 

Defence Strategic Update calls for Australia to be ready to shape the strategic 

environment, deter actions against its interests and respond with military force 

when required.

Maritime capabilities feature heavily in the update, including those related to robotics, 

autonomous systems and artificial intelligence (RAS-AI). The Navy recently established the 

RAS-AI Directorate, giving it the responsibility of developing a maritime RAS-AI strategic 

roadmap to provide a path for developing and employing RAS-AI out to 2040.

In this report, the authors provide an evidence base to inform the Navy’s thinking as it develops 

its RAS-AI Strategy 2040. Analysing a range of information captured through a literature 

review, environmental scan, interviews and workshops, the authors make observations that 

should shape the evolution of the strategy. A framework for the strategy, consisting of the 

future operational context, potential RAS-AI effects and a high-level technology roadmap, is 

developed and populated, and objectives for RAS-AI and implementation lines of effort are 

identified and discussed.

For the Navy’s RAS-AI strategy to succeed, its implementation needs to be planned in a 

manner that recognises the evolving environment that the service will contend with over the 

next two decades.
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