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Abstract

This dissertation is the first publicly available methods-based approach to examining the
previously classified Vulnerabilities Equities Process (VEP) — a federal level policy to adjudicate
decisions on whether to retain or disclose newly discovered software vulnerabilities. Since its
public acknowledgment in 2014, the benefits and shortcomings of the VEP have been sharply
debated in the public arena by media, digital advocacy groups, and academia. The lack of
publicly available data on the VEP, however, means that the majority of current public discourse
is largely rooted in uninformed opinion. Two key aspects of this debate have focused on the
design of the VEP charter itself, and the representation of equities considered during the
vulnerability adjudication process. This dissertation analyzes the current VEP through a mixed
methods approach and finds that — in both design and practice — it is deficient in its consideration
of public-oriented equities and ethics that are important to software vulnerability-oriented public
policy, directly impeding the current VEP’s ability to promote social good through its
adjudication process. I make eleven policy recommendations that address these deficiencies to
support the VEP Director and Equities Review Board in making vulnerability adjudications that
more robustly consider the equities of underrepresented stakeholders. This dissertation makes
several original contributions to knowledge, including the development of a new virtue-based
ethics framework for software vulnerability-oriented public policy. The development of this new
framework not only fills a gap in the current literature, but also lays the foundation for further
investigations into cyber policy and ethics — an under-researched yet critical nexus of modern life
in a highly technology-dependent world.
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Executive Summary

This dissertation establishes recommendations for improving the Vulnerabilities Equities
Process’ (VEP) consideration of broad public interest and longer-term social good. The VEP is a
federal-level policy designed to support the US Government in balancing the equities associated
with the retention (and potential exploitation) and disclosure (and subsequent patching) of newly
discovered software vulnerabilities. Although declassified in 2017, the VEP remains relatively
unknown to the general public despite the fact that it has far-reaching ramifications for virtually
every American citizen — and arguably, the international community as well. While the design of
the VEP has been sharply debated by media, digital advocacy groups, and subject matter experts
alike, there is very little publicly available data on the VEP. Most of the information that is
available comes primarily from the VEP charter itself, along with a small number of public
statements made by government officials; the majority of “information” currently available to the
general public is largely rooted in opinion. Aside from limiting transparency, this absence of
information inhibits policy researchers from drawing meaningful conclusions related to the
current state or impact of the VEP. As a means of beginning to bridge this gap, this dissertation
generates new information on the VEP by leveraging a mixed methods approach to examining
the charter.

In Chapter 1, I trace the evolution of the VEP charter throughout the time it was classified, as
well as the associated public discourse after the VEP’s public reveal. In Chapter 2, I conduct
interviews with VEP subject matter experts and key stakeholders centered around my findings
from Chapter 1, and then perform an exploratory thematic analysis on the interview results. This
thematic analysis highlights twelve emergent themes, including that the VEP — both in design
and practice — is perceived to place greater emphasis on government-oriented equities than those
of consumer and industry stakeholders. In Chapter 3, I design and apply a virtue-based ethics
framework to the VEP, which yields similar results. Based on the findings and gaps highlighted
across each method, I developed eleven policy recommendations (in bold below).

Infuse enforceability and accountability into the VEP through an Executive Order or
National Security Memo. As it stands, the VEP charter is not technically enforceable; since
there is no associated Executive Order or National Security Memo in place, compliance with the
process cannot be compelled, and responsible parties cannot be held accountable for their
actions. My research revealed that there is broad support across all stakeholder groups for the
installation of a mechanism that would facilitate compliance with the VEP charter.

Begin producing the classified and unclassified annual reports as soon as possible, and
clarify what should be included in said reports: Although the VEP charter commits to
publishing both classified and unclassified versions of an annual report, my interviews confirmed
that the unclassified reports are not being produced, while the classified reports are potentially
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being delivered to members of Congress. Publishing said reports and better defining what they
should include would increase transparency and public trust in the process.

Improve consumer and industry representation during ERB discussions by expanding
Annex B and considering the implementation of an “additional representation
mechanism”: This study uncovered evidence supporting the claimed that the VEP charter — both
in design and execution — currently does not adequately represent the equities of consumers and
industry, even though government-oriented equities appear robustly represented. In order for the
VEP to achieve its primary focus of “prioritiz[ing] the public's interest in cybersecurity,”! the
representation of consumer and industry equities must be adequately considered during
vulnerability adjudication discussions.

Expand “Part 4” of Annex B to address internationally oriented equities: While the VEP
is a domestic-facing policy, the resulting vulnerability adjudications have potential implications
for the broader international community — whose associated equities which are supposed to be
represented on the ERB by the State Department, as well as through the VEP charter’s Annex B.
My interview results, however, support the claim that (1) a robust perspective on how
vulnerability adjudications impact the US’ international partnerships is currently not present in
the ERB, and (2) there is no consideration given to how vulnerability adjudications may
potentially impact civilian members of the international community.

Provide definitions or parameters within the charter that outline what constitutes a
“demonstrable, overriding interest” for vulnerability retention: The current VEP charter
states that it will only retain a vulnerability if there is “a demonstrable, overriding interest in the
use of the vulnerability for lawful intelligence, law enforcement, or national security purposes,”
but does not provide parameters for what constitutes a “demonstrable, overriding interest.” If a
minimum standard or threshold for what constitutes an overriding interest is not established, then
there is no way to enforce or ensure that the threshold of “overriding interest” is in fact being
appropriately fulfilled and met with consistency.

Provide insight into how non-ERB members are notified to claim equity in a
vulnerability under review: In addition to all ten permanent ERB members, any additional US
Government entities that can demonstrate equity in a vulnerability submitted through the VEP
for review is allowed to join the adjudication discussions. The current VEP charter, however,
does not discuss how or through what channels non-ERB members are notified of a vulnerability
under review — presenting a potentially significant gap in the representation of equities for
entities that may not have received appropriate notification in the first place.

Provide more defined handling and follow-on processes to support expeditious
vulnerability remediation: The “Handling & Follow-On Actions” section of the current VEP

! White House, 2017b, p. 1.
2 White House, 2017b, p. 1.
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charter is vague, lacking sufficient structure to be able to hold ERB members accountable. To
improve accountability, (1) a more defined timeline for vulnerability disclosures following a
dissemination decision should be established, (2) disclosure guidelines should be outlined within
the charter to ensure consistency, and (3) and a more defined process, expectations, and timeline
for the vendor follow-up should be installed.

Add a new “Annex D” that includes the virtue-based ethics framework developed in
this dissertation to guide ERB ethics considerations: The results from applying my virtue-
based ethics framework — which I developed — to the ERB suggests that the VEP is currently
unable to adhere to ethics considerations that are important to software vulnerability-oriented
public policy, which directly impedes its ability to promote longer-term social good through its
vulnerability adjudications. Including my virtue-based ethics framework under a new “Annex D”
would support ERB self-assessments, as well as provide the VEP Director with more
contextualized findings regarding the ERB’s adherence to ethics considerations and solutions to
guide charter updates that promote social good.

An additional policy outside of the VEP should be put in place that focuses on the
purchasing of vulnerabilities and exploits: The US Government is known to purchase software
vulnerabilities from third-party vendors. These purchases are often accompanied by a Non-
Disclosure Agreement, which public stakeholder groups (e.g., media, digital advocacy groups)
believe prevents purchased vulnerabilities from being reviewed through the VEP; my interview
results supported this concern, while also noting that are legitimate national security reasons
linked to the continued purchasing and use of such vulnerabilities. Given the VEP’s charter,
however, the VEP and ERB meetings are not the appropriate venues for making decisions on this
topic. As such, a stand-alone policy clarifying the US Government’s stance on the appropriate
parameters around the purchasing and use of third-party vulnerabilities should be released.

The VEP should remain focused on software vulnerabilities: My interview results
highlighted that even though the cyber domain will continue to evolve and present the US
Government with new challenges, it is important that the VEP remain focused on software
vulnerabilities and not be required to expand their scope of review to other types of technology
or technology application.

The US Government should actively engage other countries in designing &
implementing their own VEP policies: As the cyber domain (as a domain of warfare) has
continued to mature, my research highlighted that there are only four countries with publicly
acknowledged VEP-like policies in place. Given the evolving threat landscape and global
distribution of power, it is in the US Government’s strategic interest to use its unique position
and experience in the cyber domain to educate and work with our partners and other countries to
develop their own VEP-like policies as a way to influence cyber norms in a direction that is
beneficial to the US.
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Without a wholesome, systematic, and effective concept of social good, our public policy — no
matter how vigorously implemented — will hardly succeed in accomplishing its task.

— Rajesh C. Shukla



Introduction

On the morning of June 6, 2013, the American public — along with the rest of the world —
woke up to news that the US National Security Agency (NSA) had allegedly been
indiscriminately collecting metadata from the telephone records of millions of Verizon
customers, a large US telecommunications provider — an action allegedly being carried out
legally under a classified court order.®> This information was given to a journalist at The
Guardian by a man named Edward Snowden who had previously worked as an intelligence
contractor; this exchange marked the beginning of what would become known as the Snowden
leak. Over the following years, roughly 7,000 pages* of alleged classified documents that
Snowden is believed to have stolen from the NSA were published by journalists, outlining
information regarding tools and methods, foreign officials and systems that had been targeted,
encryption that had been broken, and the identities of companies and foreign governments that
were allegedly cooperating with the NSA.> Altogether, the documents shed light into some of the
NSA’s largest signals intelligence programs that at times penetrate industry and the global
community,’ including the PRISM Program’ (which allegedly provided the NSA, via the Federal
Bureau of Investigation [FBI], with access to user data from nine large American technology and
social media companies without users’ knowledge), and Boundless Informant® (a data analysis
and visualization tool which allegedly provided the NSA with situational awareness into the
volume of signals intelligence being generated from each country). The Snowden leak had a
profound and lasting impact on how the American public viewed government surveillance and
privacy in the digital age. A large majority of the public began to distrust the government’s
access to and use of private citizens’ data® — a distrust that also extended to the US judicial
system and members of industry who the public viewed as complicit in the NSA’s alleged
intelligence gathering efforts.!®

Almost one year later, on April 7, 2014, news of a serious software vulnerability in the
popular OpenSSL cryptographic software library spread around the globe.!! Dubbed

3 Greenwald, 2013.

4 Snowden is believed to have stolen roughly 1.5 million documents in total (Kelley, 2014.).
> Lawfare, n.d.

6 Gallagher, 2018.

7 Farivar, 2013.

8 Greenwald & MacAskill, 2013.

K Hesseldahl, 2015.

10 Geiger, 2018.

1 Lee, 2015.



“Heartbleed,” this vulnerability allowed attackers to eavesdrop on internet communications and
steal data directly from compromised service providers and users.!?> With the Snowden leak and
alleged NSA surveillance revelation still fresh in the public’s memory, various media sources
began reporting that the NSA had known about the Heartbleed vulnerability for several years and
failed to disclose it for patching in order to exploit it for other intelligence gathering programs.'*
14, 15,16 Tn response, the NSA, White House, and the Director of National Intelligence (DNI) all
denied these accusations, stating that no entity within the Federal Government had been aware of
the Heartbleed vulnerability prior to its public disclosure.!”- '%:1° In the eyes of the media,
however, this denial of knowledge around such a catastrophic vulnerability — if true —
highlighted potential widespread institutional weaknesses in how the Federal Government was
approaching and implementing their policies to securing cyberspace — and this negative press
continued to fuel the already-present public distrust.?% 2!

Within days of Heartbleed’s public disclosure, DNI’s Public Affairs Office released an
official statement that the “NSA was not aware of [Heartbleed]... until it was made public in a
private sector cybersecurity report.” Although this further fueled the media skepticism, it was
two sentences at the end of this statement that would spark discussion on a new topic in the
United States:

“[The] White House has reviewed its policies in this area and reinvigorated
an interagency process for deciding when to share vulnerabilities. This
process is called the Vulnerabilities Equities Process.”***

What is the Vulnerabilities Equities Process (VEP), why haven’t we heard about it before,
and what impact does it have on the public? It was questions like these that spread through the
media, digital advocacy groups, and research institutes alike in the weeks, months, and even
years following the DNI’s revelation of the VEP — a federal level process that, up until that point,

12 Synopsis, 2020.

13 Riley, 2014.

14 Zetter, 2014.

15 Sasso, 2014.

16 Hosenball & Dunham, 2014.

17 Wittes, 2014.

18 Daniel, 2014.

19 Office of the Director of National Intelligence, 2014.
20 Whittaker, 2014.

21 Sanchez, 2014.

22 Office of the Director of National Intelligence, 2014.
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had been classified and unknown to the public. It is against this backdrop of the Snowden leak,
the Heartbleed discovery, and the revelation of the VEP that this dissertation begins.

Objectives & Policy Questions

This dissertation is the first publicly available methods-based approach to examining the
Vulnerabilities Equities Process (VEP) — a federal-level policy designed to support the US
Government in balancing the equities associated with the retention (and potential exploitation)
and disclosure (and subsequent patching) of newly discovered software vulnerabilities. Although
still relatively unknown to the general public, the VEP policy has far-reaching ramifications for
all American citizens — and arguably for the international community as well. Through this
study, I aim to better understand how the VEP considers broad public interest and longer-term
social good throughout the adjudication process, and what — if any — gaps exist.

Important related policy questions include: How are “cyber vulnerabilities” defined within
the VEP’s framework, and are there emerging circumstances which would require us to adjust
this definition? Which stakeholder interests are considered within this framework, and how are
they represented or expressed? Who is responsible/informed/accountable/consulted in this
decision-making process, and who has the ultimate decision authority? In practice, is the current
VEP process bias or insufficiently robust given the criteria outlined in its charter? Is longer-term
social good considered as a decision variable in the VEP’s framework, and if not, should it be?
Are any alternative frameworks currently employed by other countries, and if so, do they
incorporate any variables that the US VEP does not account for?

Structure of This Dissertation

I begin this study by taking an in-depth look at the current VEP charter in Chapter 1. This
includes tracing its evolution through the Federal Government during the time it was classified,
as well as performing a comprehensive study of the public discourse around the VEP as it
evolved. I then complete a review of proposed legislation related to the VEP to see how many
bills were introduced to Congress for consideration, what their key objectives were, and how
many (if any) made it to codification. To add perspective to my research on the US VEP, I then
review how other countries (as of December 2021) are formally addressing the topic of equities-
based vulnerability review at the national level.

In Chapter 2, I proceed with a qualitative approach to better understand the current state of
the VEP by interviewing VEP subject matter experts (SMEs) on two key areas of interest
identified in Chapter 1; this includes questions related to the mechanics of the VEP charter, as
well as questions related to how equities are considered during the Equities Review Board (ERB)
adjudication process. Once completed, I performed an exploratory thematic analysis on the
interview results, which produced a robust set of findings centered around twelve emergent
themes.



In Chapter 3, I assess the VEP using another method: the application of an ethics-based
framework to the ERB (the VEP’s decision-making entity). I begin by performing a brief review
of how ethics have been applied to cyber-related public policy and discuss the importance of
ethics in an increasingly digital society. Through this review and discussion, I identify the
notable absence of an ethics-based framework specifically designed for application to software
vulnerability-centric public policy. In order to continue with my assessment, I develop a virtue-
based ethics framework and apply it to the ERB.

In Chapter 4, I outline eleven policy recommendations based on the findings and gaps
highlighted across each method from the previous three chapters. These recommendations are
divided into three over-arching categories: (1) recommendations for the VEP charter, (2)
recommendations to improve the performance of the VEP, and (3) strategic recommendations
related to the VEP.



Chapter 1: The Vulnerabilities Equities Process: Its Evolution,
Public Critiques, & How Other Countries Are Approaching the
Topic

The Evolution of the VEP

The first iteration of what would become the publicly released Vulnerabilities Equities Policy
and Process for the United States Government was derived from the “National Security
Presidential Directive (NSPD)-54 / Homeland Security Presidential Directive (HSPD)-23.”

“National Security Presidential Directive 54” & “The Comprehensive National
Cybersecurity Initiative”

On January 8, 2008, the George W. Bush Administration issued National Security
Presidential Directive (NSPD)-54%4 in an effort to establish a comprehensive, national-level
approach to securing cyberspace. A more holistic approach which better organized and aligned
US Government response mechanisms was needed to combat the growing sophistication around
cybersecurity threats. The goal was to not only protect National Security Systems, Federal
systems, and private-sector critical infrastructure from current cyber threats, but to also
anticipate future cyber threats and technologies that could compromise these networks. The need
for this improved coordination — both for proactive and responsive efforts — resurfaced publicly
in 2005 when a number of agencies across both the United States and United Kingdom
Governments were compromised in a series of cyber operations largely attributed to Chinese
Government-sponsored actors; this string of intrusions became collectively known as “Titan
Rain” and was believed to have begun as early as 2003, although not publicly acknowledged
until 2005.% In order to begin moving the relevant agencies and components in the necessary
direction to effectively execute national-level cybersecurity coordination, an authoritative
document providing a unified direction forward was needed. The signing of NSPD-54 provided
this authoritative mandate, striving to provide a defined path forward?® in three key ways:

1. By establishing the US Government’s stance on the actions necessary to secure
cyberspace by establishing associated policies, strategies, and guidelines.

24 White House, 2008.
25 Council on Foreign Relations, n.d.

26 Since this study is focused on the VEP, research into the degree to which NSPD-54 accomplished its mandate has
not been conducted.



2. By improving the coordination of the Federal Government’s technical and organizational
capabilities by (1) defining roles and responsibilities of the agencies involved, (2)
outlining policy coordination and implementation actions, and (3) establishing a common
(albeit minimal) lexicon of cybersecurity terms.

3. By establishing the view of cyber threats as having lifecycles — a series of strategic steps
(or events) taken by a malicious actor that can be deterred, prevented, detected,
characterized, attributed, monitored, and interdicted by the Federal Government.

Together, the “Comprehensive National Cybersecurity Initiative” (CNCI) carried out this
whole-of-government approach. Detailed in NSPD-54, the Director of National Intelligence
(DNI), Homeland Security, the Attorney General, and the Director of OMB (in coordination with
the Secretaries of State, Treasury, Defense, Commerce, and Energy “as appropriate”) monitored,
coordinated, and recommended actions for the CNCI1.>” NSPD-54 states that in order for CNCI to
be considered successful, these entities had ten main objectives they must achieve:

1. A report on CNCI implementation activities (including DNI recommendations) must be
produced every three months and delivered to the President. The report must be delivered
through the Assistant to the President for National Security Affairs, and the Assistant to
the President for Homeland Security and Counterterrorism.

2. Ensure there are sufficient domestic resources in place to “neutralize, mitigate, and
disrupt illegal computer activity”.?%2°

3. Increase the US Government’s understanding of current and future foreign cyber
advancements (including technological advancements) through the use of predictive,
behavioral, information, and trend analyses.*’

4. Increase our cybersecurity and information assurance efforts to (1) protect National
Security Systems from unauthorized access, and (2) facilitate greater cross-government
information sharing.’!

5. Determine which data and applications on unclassified Federal networks are most at risk
to being altered, stolen, or destroyed — and recommend their migration to a more secure
network.>?

27 White House, 2008.
28 White House, 2008, p.13.
29 The responsibility of the Secretary of Homeland Security and the Attorney General.

30 The responsibility of the Secretary of Defense, the Attorney General, the Secretary of Homeland Security, the
DNI, and other Federal agencies when deemed necessary by the before mentioned entities.

31 The responsibility of the Secretary of Defense and the DNI.

32 The responsibility of the Director of OMB, with assistance from the heads of all executive agencies and
departments. Must be completed within 180 days of the directive’s release.



6. In the defense of US networks, develop a joint plan for the use and synchronization of
offensive measures.*3 This plan must be submitted to the Assistant to the President for
National Security Affairs, and the Assistant to the President for Homeland Security and
Counterterrorism.

7. Develop a plan to better coordinate and implement the law enforcement capabilities
available to support the investigation of cyber incidents occurring on US networks.?*

The remaining three objectives — and many other parts of NSPD-54 — are still classified.

On March 4, 2008 — roughly a month after NSPD-54 was issued — several government
officials testified before the Senate Homeland Security and Governmental Affairs Committee in
a closed hearing on the role of the Department of Homeland Security (DHS) in the CNCI, linked
to a cybersecurity budget increase request from DHS.?> While the committee overall supported
DHS’ increased role in protecting Federal computer networks, the near-triple budget increase
request did receive scrutiny. As part of this scrutiny, Senators Joe Lieberman and Susan Collins
sent a public letter to Michael Chertoff (the Secretary of DHS at the time) on May 1, 2008,
which requested answers to several follow-up questions, citing that an “increased openness and
information sharing with Congress, the private sector, and the American public [would] aid in
the eventual success of the initiative.” 3¢ Although this open letter was one of the first glimpses
the public received into the CNCI and NSPD-54, it did not receive much press until 2009 with
the transition into the Obama Administration.

As one of his first actions in office, President Obama directed a Cyberspace Policy Review of
the Federal Government’s plans, programs, and activities within cyberspace (meaning the
communications and information infrastructure); the National Security Council (NSC) and the
Homeland Security Council (HSC) carried out this review and assessed how well these efforts
were being integrated, resourced, and coordinated.’” As part of the final Cyberspace Policy
Review report, the review team found that the CNCI originally put in place by the George W.
Bush Administration had been an appropriate first step and should become a key element from
which a broader, updated national cyber policy should evolve. *® President Obama ultimately
accepted this recommendation and released the full Cyberspace Policy Review in May 2009. In-

33 The responsibility of the Secretaries of State, Defense, and Homeland Security, the DNI, and the Attorney
General. Must be completed within 120 days of the directive’s release.

34 The responsibility of the Attorney General and the Secretary of Homeland Security, in coordination with the
Secretary of Defense and the DNI. Must be completed within 120 days of the directive’s release.

35 U.S. Senate Committee on Homeland Security & Governmental Affairs, 2008.
36 U.S. Senate Committee on Homeland Security & Governmental Affairs, 2008.

37 The NSC and HSC had 60 days from the date of the directive to complete this review and provide the President
with a final report.

38 White House, 2009.



depth information specifically related to the CNCI, however, would not be available until March
2010, when the Obama administration released a summary explanation of the CNCI to boost
transparency and public understanding of the Federal effort.

The combination of these events — beginning with the open letter submitted by Senators Joe
Lieberman and Susan Collins, and culminating with President Obama’s release of the
Cyberspace Policy Review which acknowledged the CNIC— ultimately triggered a Freedom of
Information Act (FOIA) request by the Electronic Privacy Information Center (EPIC) — a self-
described non-profit research and advocacy center focused on emerging privacy and civil
liberties issues in the digital age.*® EPIC formally submitted their FOIA request to the National
Security Agency (NSA) on June 25, 2009*! seeking the text, executing protocols, and related
privacy policies of NSPD-54. This request, however, would not be granted until June 5, 2014 —
nearly five years later, following lengthy legal proceedings between EPIC and the NSA.

Within that timeframe, however, a new document emerged: the Commercial and Government
Information Technology and Industrial Control Product or System Vulnerabilities Equities
Policy and Process, issued February 16, 2010.4?

“Commercial and Government Information Technology and Industrial Control Product or
System Vulnerabilities Equities Policy and Process”

Issued on February 16, 2010 — and classified at the time — the “Commercial and Government
Information Technology and Industrial Control Product or System Vulnerabilities Equities
Policy and Process” marked the first official iteration of the VEP. It was conceptualized and
developed during a working group led by the Obama administration’s Director of National
Intelligence following the Cyber Policy Review of 2009.4* The structure and contents of this
original VEP appear to have been very similar to that of the current VEP, although less detailed.
It is difficult, however, to tell exactly how different the two iterations are from one another,
primarily because approximately fifty percent of the “Commercial and Government Information
Technology and Industrial Control Product or System Vulnerabilities Equities Policy and
Process” remains redacted.

This original VEP would remain unknown to the general public until 2014 when the Office
of the Director of National Intelligence’s Public Affairs Office released an official statement in
response to the public backlash resulting from the emergence and public dissemination of the

39 White House, 2010.

40 Electronic Privacy Information Center, n.d.a.
41 Electronic Privacy Information Center, n.d.b.
42 White House, 2017b.

43 Ambastha, 2019.



Heartbleed* vulnerability. In the statement delivered by the Public Affairs Office, it was
divulged that “an interagency process for deciding when to share vulnerabilities [exists, and] is
called the Vulnerabilities Equities Process.”*® This revelation sparked an immediate reaction
from media and digital advocacy groups alike, and ultimately resulted in at least two FOIA
requests — one by the EPIC (mentioned in the previous section) and another by the Electronic
Frontier Foundation (EFF) — a self-described non-profit research center focused on civil liberty
issues in the digital age.*®*7 After a series of separate and lengthy back-and-forth legal
proceeding between EPIC and the NSA / ODNI, and EFF and the NSA / ODNI, a heavily
redacted version of the “Commercial and Government Information Technology and Industrial
Control Product or System Vulnerabilities Equities Policy and Process” was released in January
2016. Attention on this document would be short-lived, however, as the updated VEP charter
would be released a year later.

Emergence of the Current VEP Charter

Between the time the “Commercial and Government Information Technology and Industrial
Control Product or System Vulnerabilities Equities Policy and Process” (the original iteration of
the VEP) had been established and the public reporting of the Heartbleed vulnerability, the
original VEP had fallen dormant. 4 Heartbleed (and to some degree, the remaining fallout from
Snowden), however, reinvigorated this effort, ultimately resulting in the updating of the VEP’s
charter and its public release in 2017 under the Trump Administration.*

This updated VEP charter addressed many of the criticisms>® voiced about the original
charter and was largely applauded by the media for its increased transparency regarding how the
US Government approaches a subset of cyber domain events. Despite these improves, though,
certain criticisms remained.

Criticisms of the “Early” VEP

The early VEP — including the documents and initiatives that led up to the VEP, such as
NSPD-54 — were generally viewed as first steps in the right direction by members of the Federal

44 Please refer to the “Introduction” section of this report for more information on the Heartbleed vulnerability.

43 Office of the Director of National Intelligence, 2014.

46 Electronic Frontier Foundation, n.d.

47 Electronic Frontier Foundation v. National Security Agency, Office of the Director of National Intelligence, 2016.

48 Quote from interviewee: “The VEP had been on a long list of things that we wanted to restart, but it was until
about 2013, 2014 after Snowden and Heartbleed that we were actually able to stand it back up and rewrite the
charter.”

49 Office of the Director of National Intelligence, 2014.

30 Refer to the “Criticisms Of The Original VEP” and “Criticisms Of The Current VEP” sections of Chapter 1 for an
in-depth discussion on this topic.
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Government who were aware of them (given that they were all classified at the time of their
establishment); they marked the designation of cybersecurity as a national priority, and
established policies, strategies, and guidelines for a critical area that lacked Federal-level
coordination. With that said, though, once the documents were declassified and entered into the
public’s view, criticisms began to surface.

Perhaps the most widely expressed criticism was the perceived “lack of transparency’!> 32 33

34,55 on behalf of the government towards the public regarding the contents of these formative
documents — meaning that the public (as voiced through media outlets and digital advocacy
groups) believed that the Federal Government was not sharing information around the existence
of these policies and process with them when they should be; some of this may be attributable to
bad timing, as a wave of public distrust regarding the Federal Government’s digital activities
(particularly as they relate to the US population) was still present from the Snowden leak in
2013.5¢ One key driver behind this lack of transparency, though, was the fact that these
documents were all classified at the time of their development, and unclassified versions — or
even unclassified summaries — were generally not available, making it difficult for anyone who
was not directly involved to understand what the true policy stances were, what the processes
looked like, or what the policies did — or did not — cover. Again, this limited public knowledge
and uncertainty around whether such policies even existed (let alone what they contained) was
compounded by the underlying concern that without adequate transparency (e.g., knowledge of
the guidelines, decision-makers, etc.), the public could not hold the Federal Government
accountable for their actions and decisions around the retention or disclosure of vulnerabilities.>”
58, 59, 60

Many reporters and members of digital advocacy groups criticized the “early” VEP for not
codified into law, often viewing it as a loophole to avoiding the process altogether. Without a
legal requirement for the existence of (or compliance with) the VEP through an Executive Order
or statute, many within the media and digital advocacy groups questioned how — or if —
compliance was enforced, and whether or not the equities involved were being adequately

1 Peterson, 2013.

52 AccessNow, 2016.

33 Schneier, 2016.

>4 Gillmor & Honeywell, 2017.

33 Electronic Frontier Foundation v. National Security Agency, Office of the Director of National Intelligence, 2016.
56 Klein et al., 2016.

37 Pell & Finocchiaro, 2017.

38 Center for Internet and Society, 2016.

59 Wilson et al., 2016.

60 Klein et al., 2016.
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balanced with each decision. Without an enforcing mechanism, there were fears that the
decisions around the retention or disclosure of vulnerabilities would be left to “the officials in the
negotiating rooms”®! to determine if the charter would be implemented at all — leading many
within the media and digital advocacy groups to worry that it would ultimately fade away
completely.62 63 64. 65,66 Thege two stakeholder groups also viewed Non-Disclosure Agreements
(NDA) in particular as a means of avoiding the VEP process altogether after then-FBI Director
Comey referred to the VEP during a press conference as "an informal process set up inside the
government" which excluded NDAs-related vulnerabilities from review.57 68

The fact that the guidelines used to make vulnerability retention or disclosure decisions were
still not publicly available was another criticism that echoed in the media — bringing the issue of
accountability back up. Many within the media and digital advocacy groups felt that if the public
did not have access to the guidelines themselves, they could not hold the government
accountable and ensure they were not being put in an unnecessary amount of risk. Similar
sentiments were brought up by members of Congress who were concerned that the
Administration’s unwillingness to declassify details of the VEP (and CNCI) did not allow for
adequate congressional oversight.®” These same members of Congress emphasized the necessity
for the US Government to collaborate with other critical components, the private sector, and
outside experts in order to successfully protect American citizens and Federal Government
networks.”?

Since the vulnerability retention or disclosure guidelines were not available, critics turned to
the tone of the VEP as a potential proxy. Some within the media and digital advocacy groups
believed that the classified guidelines would reflect the VEP’s lack of a clear “pro-disclosure”
policy, and that worried people — especially in the context of vulnerability stockpiling.”! Industry
stakeholders, cybersecurity professionals, and the media broadly viewed vulnerability
stockpiling as a bad government practice, and were worried that the VEP’s guidelines did not

61 Newman, 2017b.

62 Pell & Finocchiaro, 2017.

63 Center for Internet and Society, 2016.

64 Wilson et al., 2016.

65 Senate Committee on Armed Services, 2016.
66 Schwartz & Knake, 2016.

67 Comey was asked by a reporter why the FBI had not submitted an Apple vulnerability ultimately that was used to
access one of the San Bernardino shooter’s iPhones to the VEP.

68 Federal Bureau of Investigation, 2016.

69 U.S. Senate Committee on Homeland Security & Governmental Affairs, 2008.
70U.S. Senate Committee on Homeland Security & Governmental Affairs, 2008.
! Gates, 2017.
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address the issue.’”? These stakeholders feared that the longer vulnerabilities sat on a shelf instead
of being disclosed to the public or vendors for patching, the more likely it became that the public
could be exploited by adversaries who may have also discovered the same vulnerabilities.”? 74 7

There were a select few from within the intelligence community, however, that did not agree
with this stance and believed that the VEP should actually default to a policy of vulnerability
retention over fears that disclosure may signal US capabilities to adversaries.”® I could not locate
any public commentary from this particular stakeholder group regarding their stance on
vulnerability stockpiling.

A final common critique focused on who the decisionmakers were in the VEP, and how
many of those decisionmakers were from the intelligence community. Some within the media
and digital advocacy groups were skeptical that decisionmakers from the intelligence community
with dual roles of both supporting cybersecurity as well as exploiting vulnerabilities discovered
to further their intelligence mission would have competing interests or agendas when it came to a
disclosure or retention decisions, which could potentially skew decisions in a way that was not in
the best interest of the public.”” Some within the media believed that the role of the Executive
Secretariat should not be filled by the NSA simply given the amount of negative media they had
sustained over alleged mishandlings of cyber vulnerabilities in the past.”® For a small number of
critics from within the intelligence community, however, the VEP injected an unnecessary
amount of uncertainty into the workflow of intelligence officers managing vulnerability
exploitation and intelligence gathering activities for the Federal Government.”® The claim here is
that by removing the intelligence professionals from the decision-making loop and replacing
them with an “inexpert intergovernmental oversight” body (referring to the ERB), intelligence
officers lose the ability to make potentially time sensitive tactical decisions and instead have to
wait until the ERB reviews their vulnerability to see if they will be able to exploit the new access
point (the vulnerability), which ultimately impacts their workflow.%°

From these critiques emerged a consistent set of recommendations for how the Federal
Government could not only improve the process, but do so in such a way that increased public
trust and confidence in the process:

72 Smith, 2017a.

73 Center for Internet and Society, 2016.
4 Gates, 2017.

& Braga, 2017.

76 Aitel & Tait, 2016.

77 Braga, 2017.

78 Schwartz & Knake, 2016.

79 Aitel & Tait, 2016.

80 Aitel & Tait, 2016.

13



1. Enshrine the VEP into law: In order to strengthen transparency, oversight, and
accountability of the process, the VEP should be written into law either via an Executive
Order or by Congress, and should require the review of VEP membership, process,
criteria, and guidelines. It should also require government-wide compliance !> 8283, 84

2. Clearly outline and publicly release the VEP process and guidelines: This should
include making the high-level process and decision-making criteria for vulnerability
disclosure or retention public, and should default towards disclosure (with retention being
a rare exception).?> 86

3. Clearly outline and publicly disclose which agencies are involved in the VEP: This
includes entities involved in the process, but should also specifically call out which
entities have a vote in the “disclosure versus retention” decision. *’

4. Transfer the Executive Secretary function from NSA to another agency: In an effort
to distance the VEP from the negative media around the NSA and any potential conflict
of interest, the Executive Secretariat role should be transferred to another agency — such
as the Department of Homeland Security 8

5. Require a periodic review of any vulnerabilities retained through the VEP: The VEP
should establish clear guidelines on the re-assessment of retained vulnerabilities to
evaluate their suitability for disclosure to mitigate the number of vulnerabilities being
unnecessarily stockpiled for long periods of time.5% %0

6. Prohibit agencies from entering into NDAs: NDAs allow agencies that purchase
vulnerabilities to circumvent the VEP. Prohibiting NDAs would eliminate a large
loophole that potentially places the public and vendors in an unnecessary amount of
risk.”! 92

7. Require annual reporting: This report should provide a status update on the VEP
program to Congress and the public, and should consist of both a high-level publicly
available section and a classified annex for relevant congressional committees.”* %4

81 Senate Committee on Armed Services, 2016.
82 Schwartz & Knake, 2016.
83 Klein et al., 2016.

84 Wilson et al., 2016.

85 Schwartz & Knake, 2016.
86 Baras et al., 2011.

87 Klein et al., 2016.

88 Schwartz & Knake, 2016.
89 Schwartz & Knake, 2016.
90 Klein et al., 2016.

1 Wilson et al., 2016.

92 Schwartz & Knake, 2016.
93 Klein et al., 2016.

94 Schwartz & Knake, 2016.
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It was not long after these criticisms around the original VEP charter began to emerge,
however, that the current VEP charter was released in 2017. The following sections outline the
structure of the current VEP charter along with associated the public discourse at the time.

The Structure of the Current VEP

Purpose & Objective

Through the course of carrying out missions, research, or other work, different components
of the US Government uncover previously unknown software vulnerabilities (also known as
“zero-days”) that could potentially be exploited by threat actors for nefarious reasons;
alternatively, these vulnerabilities could also be leveraged by the US Government for
intelligence gathering or operational purposes that support US national security interests. But as
our world has become more interconnected and dependent on the cyber domain, coordination of
the exploitation or patching of these zero-days through a standardized and pre-designated process
became necessary. The establishment of the VEP supports coordinate cyber activities through the
informed evaluation of competing considerations and equities associated with the dissemination
or retention of newly discovered software vulnerabilities.”>

As stated in the updated charter, the VEP’s primary objective during these risk versus benefit
discussions is to “prioritize the public's interest in cybersecurity and to protect core Internet
infrastructure, information systems, critical infrastructure systems, and the U.S. economy.” °® In
theory, the VEP should demonstrate this prioritization by tending towards the disclosure of
vulnerabilities to vendors for security patching (as mentioned in the charter), unless there is a
“demonstrable, overriding interest in the use of the vulnerability for lawful intelligence, law

enforcement, or national security purposes.”’

Participants & Stakeholders

Entities participating within the VEP fall into one of four categories: a permanent member of
the Equities Review Board (ERB), a temporary participant with the ERB, the VEP Director, or
the VEP Executive Secretariat.

Per the VEP charter, the following entities are considered permanent members of the ERB:

¢ Office of Management and Budget (OMB)

e Office of the Director of National Intelligence (to include Intelligence Community-
Security Coordination Center (IC-SCC))

e Department of the Treasury

95 White House, 2017.
96 White House, 2017.
97 White House, 2017.
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e Department of State

e Department of Justice (to include the Federal Bureau of Investigation and the National
Cyber Investigative Joint Task Force (NCIJTF))

e Department of Homeland Security (to include the National Cybersecurity
Communications and Integration Center (NCCIC) and the United States Secret Service
(USSS))

e Department of Energy

e Department of Defense (DoD) (including the National Security Agency (NSA) (including
Information Assurance and Signals Intelligence elements)), United States Cyber
Command, and DoD Cyber Crime Center (DC3))

e Department of Commerce

e Central Intelligence Agency (CIA)

Any other US Government agency that can demonstrate responsibility for — or equity in — a
vulnerability under review by the ERB is permitted to become a temporary participant with the
ERB - although the VEP charter does not indicate how non-permanent ERB members (e.g., an
agency that is not already an ERB member) are notified in order to have the chance to
demonstrate equity in a given vulnerability and participate in the discussion process. If granted
permission to participate, such an agency would also be required to select one individual
authorized to represent the views of the respective agency head at the relevant ERB meeting.

Each of the abovementioned entities — including any temporary ERB members — must select
one individual authorized to represent the views of their respective agency head at each monthly
ERB meeting, where members of the ERB deliberate — and make determinations — on
vulnerabilities that have met the threshold for review (this threshold criteria will be reviewed in
the following “Review Process” section). Furthermore, each agency is required to select one
individual to act as their agency’s point of contact (POC). This POC has three main
responsibilities:

1. Receive vulnerability submissions from their respective agency for submission to the
ERB.

2. Identify a minimum of one subject matter expert (SME) from their respective agency to
support equities determinations and related ERB discussions as needed.

3. Serve as the VEP Director’s primary contact for their respective agency.

The position of VEP Director is held by the same individual serving as the Special Assistant
to the President and Cybersecurity Coordinator®® — or an equivalent successor if necessary. The
main responsibility of the VEP Director is to ensure that all VEP policies are being efficiently
and effectively implemented.

98 As 0f 2021, this position may now be held by the recently established National Cyber Director.
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The final role of VEP Executive Secretariat defaults to the NSA. This role, however, can be
delegated to another agency by the VEP Director, as long as the head of said agency agrees to

take on this role. Regardless of which agency fills the function of the VEP Executive Secretariat,

they will — at all times — remain under the authority, direction, and control of the Secretary of

Defense. The main objectives of the VEP Executive Secretariat are:

To facilitate the flow of information, discussions, determinations, and documentation
throughout the VEP;

To maintain formal records of these events, information, and determinations so that
efficacy reviews of the overall process can be performed at a later date; and

To perform these functions in a way that is neutral and independent.

On top of achieving these main objectives, the VEP Executive Secretariat is responsible for

carrying out four key duties:

1.

Collect and retain the contact information for each agency’s VEP POC, SME, and ERB
members.

Maintain records of all vulnerabilities that have been submitted to (or identified by) the
VEP Executive Secretariat; these records should capture (at a minimum) the agency who
submitted the vulnerability, the dissemination determination and its accompanying date,
and whether reassessment of the vulnerability is necessary.

Development and submission of the VEPs annual report.

Document the contested preliminary determination process of the VEP, and retain for
future reference.

The Review Process

The VEP is triggered once a vulnerability identified by a US Government agency meets the

threshold for equities review by the ERB. In order to meet this threshold, a vulnerability®® must
be both:

newly discovered: defined by the VEP as a zero-day vulnerability or new zero-day
vulnerability information not previously known by the US Government prior to its
submission;!?° and

not publicly known: meaning that the vendor has not yet been made aware of the
vulnerability, and/or that information about the vulnerability cannot yet be found in the
public domain.!!

9 The VEP defines a vulnerability as “A weakness in an information system or its components (e.g., system
security procedures, hardware design, internal controls) that could be exploited or impact confidentiality, integrity,
or availability of information.” (White House, 2017, p. 12.)

190 White House, 2017, p. 11.
101 White House, 2017, p. 12.

17



Once an agency determines that a given vulnerability does meet this review threshold, the
vulnerability is submitted to the VEP Executive Secretariat. This submission includes
information describing the vulnerability, identifies any products or systems that are vulnerable as
a result of the vulnerability, and provides a preliminary recommendation on how information on
this vulnerability should be further disseminated.

After receipt of a vulnerability submission, the VEP Executive Secretariat has one business
day to notify all VEP POCs from permanent ERB member agencies of the vulnerability; again,
the VEP charter does not indicate how non-permanent ERB members who may have an equity
claim are notified so they can request participation in relevant meetings. Each respective agency
then has five business days to come forward and claim equity in the submitted vulnerability. Any
agencies that do claim equity must also formally state whether they concur with the preliminary
recommendation on dissemination made by the original submitting agency. If — during this step
in the process — one or more agencies claiming equity do not agree with the preliminary
recommendation made by the original submitting agency, a meeting will be held between (1) the
SMEs from the submitting agency, (2) the representative and SMEs from the non-concurring
agencies, and (3) the VEP Executive Secretariat. These entities then have seven business days to
discuss and come to a consensus on how the vulnerability should be handled. If a consensus
cannot be reached, each party must submit options to the ERB for further review and discussion.

The VEP process is designed to help VEP participants and the ERB reach a consensus on the
final determination of vulnerabilities under review. If — after the previous steps — the ERB itself
cannot reach a consensus, a preliminary determination is made by the ERB via a vote. At this
point, if none of the VEP participants contest the preliminary determination, it is adopted as the
“final determination” and any follow-on actions begin. However, if an agency who previously
demonstrated equity in the vulnerability under review does not agree with the preliminary
determination made by the ERB, they have the opportunity to formally challenge (or “contest,”
which is the formal term used in the charter) the decision before any actions are carried out.

In some instances, a preliminary determination made by the ERB may result in a policy
concern on the part of the Executive Office of the President — although the parameters around
what may qualify as a “policy concern” is not outlined or discussed in the charter. In this event,
the VEP Director will take those concerns back to the ERB for further discussion.

Challenges & Disputes within the VEP

An agency wishing to contest a preliminary determination made by the ERB has five
business days to formally notify the VEP Executive Secretariat of their intent to contest, and
include the reasons for their challenge. The VEP Executive Secretariat, in turn, must notify the
VEP Director that a challenge to the preliminary determination has been made.

When a VEP participant — including any agency who has demonstrated equity in a
vulnerability under review — formally submits these statements, the challenge is resolved through
the processes put in place by the National Security Presidential Memorandum (NSPM)-4 of April
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4,2017. Under NSPM-4,102. 103 thege discussions take place at either a NSC'%* meeting, a HSC!°

196 meeting, or a Deputies Committee!?” (DC) meeting —

meeting, a Principals Committee
whichever is most appropriate as determined by the President’s National Security Advisor and

the NSC staff; the Chief of Staff to the President (or a delegate) is part of the NSC staff and is

192 This section condenses the actual system put in place by NSPM-4 for national security policy development and
decision making. For an in-depth understanding of the process, please refer to the National Security Presidential
Memorandum—4 document in the References (National Security Presidential Memorandum—4, 2017).

103 1t is worth noting that each administration may issue their own Presidential Memorandum outlining national
security decision-making processes; for example, NSPM-4 was released by the Trump Administration, while
National Security Memo 2 (NSM-2) was released by the Biden Administration. While the names of these documents
may change and a handful of involved agencies may be updated, these overall processes generally remain the same.

104 The NSC - per the National Security Act of 1947, as amended — is responsible for advising the President of the
United States on items related to the integration of domestic, foreign, and military policies relating to national
security. (White House, 2017a.)

105 The HSC — which was established through Executive Order 13228 of October 8, 2001, and codified in the
Homeland Security Act of 2002 — is responsible for advising the President of the United States on items related to
homeland security. (White House, 2017a.)

106 The Principals Committee is a Cabinet-level senior interagency forum where policy issues affecting the national
security interests of the United States are discussed. The Principals Committee is convened and chaired by the
National Security Advisor (unless these responsibilities are delegated by the National Security Advisor to the
Homeland Security Advisor). The National Security Advisor is also responsible for preparing the agenda for each
meeting, in consultation with other committee members as appropriate. Members of the Principals Committee
include: the Secretary of State, the Secretary of the Treasury, the Secretary of Defense, the Attorney General, the
Secretary of Energy, the Secretary of Homeland Security, the Chief of Staff to the President, the Director of
National Intelligence, the Chairman of the Joint Chiefs of Staff, the Director of the Central Intelligence Agency, the
National Security Advisor, the Homeland Security Advisor, the Representative of the United States to the United
Nations, the Counsel to the President, the Deputy Counsel to the President for National Security Affairs, the
Director of the Office of Management and Budget, the Assistant to the President, the Deputy National Security
Adpvisor, the Deputy National Security Advisor for Strategy, the Deputy Assistant to the President, the National
Security Advisor to the Vice President, and the Executive Secretary (otherwise known as the “Chief of Staft”).
When appropriate given the agenda, the Assistant to the President for Intragovernmental and Technology Initiatives,
the Secretary of Commerce, the United States Trade Representative, and the Assistant to the President for Economic
Policy may also attend. (White House, 2017a.)

107 The Deputies Committee is a senior sub-Cabinet interagency forum where policy issues that impact the national
security interests of the United States are discussed and — where appropriate — are decided on. The Deputies
Committee is convened and chaired by the Deputy National Security Advisor (unless these responsibilities are
delegated by the Deputy National Security Advisor to the Deputy Homeland Security Advisor). The agenda for
these meetings is prepared by the Deputy National Security Advisor in consultation with other committee members
as appropriate. Members of the Deputies Committee include: the Deputy Secretary of State, the Deputy Secretary of
the Treasury, the Deputy Secretary of Defense, the Deputy Attorney General, the Deputy Secretary of Energy, the
Deputy Secretary of Homeland Security, the Deputy Director of the Office of Management and Budget, the Deputy
Director of National Intelligence, the Vice Chairman of the Joint Chiefs of Staff, the Deputy Director of the Central
Intelligence Agency, the Deputy National Security Advisor, the Deputy National Security Advisor for Strategy, the
Deputy Homeland Security Advisor, the Deputy Assistant to the President and National Security Advisor to the Vice
President, the Administrator of the United States Agency for International Development, the Chief of Staff, and the
Deputy Counsel to the President for National Security Affairs. Other senior officials may be invited by the Deputy
National Security Advisor as appropriate. (White House, 2017a.)
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present to accurately represent the views of the President.!%: 19 The DC is responsible for
reviewing and monitoring any work done through these interagency national security channels,
and ensures that any issues — including those arising from the VEP or ERB — are properly
analyzed and prepared for decision-making. Once a decision has been made, the Chief of Staff to
the President is responsible for ensuring that any necessary papers are prepared, and that the final
decisions are promptly communicated to the VEP Director and VEP Executive Secretariat.

Any other disputes that arise during the VEP follow the same process outlined above.

Equity Considerations

In order to construct a comprehensive understanding of the potential risks a vulnerability
under review may pose to current and near-future US national security and national interests,
four core categories of equities are considered before a determination is made: (1) Defensive
equities, (2) Intelligence, Law Enforcement, and Operational equities, (3) Commercial equities,
and (4) International Partnership equities. The VEP charter’s outlining of these categories
suggests that these four stakeholder groups compose the core of what the US Government
believes to be representative of the “public interest” or “public good.”

Defensive Equities

As the VEP charter is written, defensive equities appear to receive the most comprehensive
review when compared to the other three categories. Under this part of the equities review, the
potential risk posed by a vulnerability is assessed across four separate dimensions: threat,
vulnerability, impact, and mitigation.

The “threat” dimension is meant to help VEP participants gain an understanding for how
likely the threat created by the vulnerability under review is to materialize. This includes
understanding the range of products or equipment compromised by the vulnerability (specifying
the versions, if necessary), and how widely used they are (including what systems and industries
they are linked to). This dimension also tries to determine how likely a threat actor is to exploit
the vulnerability if they are in fact aware of it. 110

The “vulnerability” dimension is meant to help VEP participants gain an understanding for
how likely it is that a threat actor would actually be able to exploit the vulnerability under

108 White House, 2017a.

109 The NSC staff serves both the NSC and the HSC. It consists of regional, issue-focused, and functional
directorates, and is headed by the Chief of Staff (in accordance with 50 U.S.C. 3021). (White House, 2017a.)

110 The mere existence of a vulnerability does not guarantee that it will be exploited by a threat actor. There are
many reasons why a threat actor might choose not to exploit a certain vulnerability, such as (1) the investment
required to reach a point of access where the vulnerability can be exploited (e.g., reconnaissance, use of other zero-
days, etc.) may be too high, (2) the potential payoff may not be worth the exploitation of a new zero-day (noting that
once a zero-day is exploited, the likelihood of knowledge of its existence goes up, increasing the likelihood that it
will be patch and therefore unusable in the future), and (3) there may be other known vulnerabilities that the target is
not protected against that are easier to exploit. (Heckman, 2016)

20



review. This includes information around the level of access a threat actor would need within a
system in order to exploit the vulnerability, what other vulnerabilities or information a threat

actor would need in order to cause harm,!!!

and how likely it is that a threat actor would in fact
be able to acquire the abovementioned knowledge in order to exploit the vulnerability under
review.

The “impact” dimension is meant to help VEP participants gain an understanding for the
level of disruption that could potentially result from the vulnerability being exploited. This
includes identifying how reliant users are on the compromised product or system, how severe the
vulnerability is, what type of consequences could result if the vulnerability was exploited (e.g.,
the failure of a key system upon which critical infrastructure is reliant to distribute resources or
perform services), and the benefit a threat actor could gain from exploiting the vulnerability.
Under this section, reviewers also consider that if a patch for the vulnerability is developed and
disseminated publicly, is it likely that enough US Government entities, commercial entities, and
consumers will actually install the patch in order to offset the harm posed to security; and what
the likelihood is that a threat actor would be able to reverse engineer the patch in order to
uncover the vulnerability and then use it against unpatched systems.

The “mitigation” dimension is meant to help VEP participants understand what actions or
mechanisms are currently in place (or could be put in place) to eliminate or reduce the risks and
potential impacts posed by the vulnerability under review. These include (but are not limited to)
mechanisms, best practices, security practices, configurations, software patches, or system
updates. If a software patch or system update is being considered, reviewers must determine:

1. If the vulnerability is disclosed, how likely is it that a vendor, research institution, or
other entity will develop a patch or update? And how long would it take?

2. How likely is it that the patch or update will be effective (including how effective)?

3. What percentage of vulnerable systems will have the patch or update applied within a
year once it is made available? What percentage will apply the patch or update sooner,
and what percentage will never have the patch or update applied?

This dimension also addresses the question of whether or not US Government entities — or other
members of the defense community — would be able to detect if the vulnerability under review
was exploited by a threat actor — either in retrospect or in potential future exploitation events.

Intelligence, Law Enforcement, and Operational Equities

The equity considerations around intelligence, law enforcement, and operations are designed
to support VEP participants in understanding the impacts that a vulnerability under review could
potentially have on related entities and activities. Under this part of the equities review, the

"1 15 some cases, no other vulnerabilities or information are needed in order for a threat actor to cause harm by
exploiting the vulnerability under review.
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potential risk is assessed across two separate dimensions: operational value, and operational
impact.

The “operational value” dimension is meant to help VEP participants gain an understanding
for the ways in which the vulnerability under review may actually be leveraged as an asset —
potentially in support of intelligence collection, cyber operations, or law enforcement evidence
collection; this includes considering both the potential current and future value of exploiting the
vulnerability. If it is determined that there is operational value gained from leveraging the
vulnerability, the review team must consider if there are any ways to demonstrate this value, and
the level of operational effectiveness that can be achieved via the use of the vulnerability.

The “operational impact” dimension is meant to help VEP participants gain an understanding
of the overall impact that the exploitation of the vulnerability would have on operations. This
includes (but is not limited to) considering;:

1. Would exploitation of this vulnerability negatively impact threat actors and/or their
operations?

2. Would exploitation of this vulnerability negatively impact any of the US Government’s
National Intelligence Priorities Framework priorities or military targets?

3. Are there any scenarios where exploiting the vulnerability would result in additional
protection for US warfighters or civilians?

Additionally, this dimension must also consider whether there are any other means — outside of
exploiting the vulnerability — that would result in the same operational benefits, and if disclosure
of the vulnerability would reveal any intelligence sources or intelligence gather methods used by
the US Government.

Commercial Equities

This part of the equities review is designed to help VEP participants understand the potential
impacts that the exploitation of the vulnerability under review could have on the commercial
sector. The review committee must also take into consideration how disclosure of this
vulnerability — and, thus, acknowledgement of the US Government’s knowledge of it — might
affect the relationship between the US Government and industry. This section for consideration
of commercial sector equities is noticeably smaller when compared to the depth of consideration
given to the Defensive and Intelligence/Law Enforcement equities above.

International Partnership Equities

The final equities review focuses on the US Government’s relationship with international
partners and allies. Similar to the review focused on the commercial sector, this part of the
review must address how the relationship between the US Government and its international
partners would be impacted if it was revealed that the US Government had knowledge of the
vulnerability.
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Vulnerability Determinations: Disclose or Restrict?

Per the VEP charter, the determination process used to decide whether to disclose or restrict a
vulnerability should be completed quickly (although “quickly” is not defined), in full
consultation with all VEP participants (including those agencies who have demonstrated equity
in the vulnerability), and in a way that considers the overall best interests of the US
Government’s mission and interests around cybersecurity, intelligence, counterintelligence, law
enforcement, military operations, and critical infrastructure protection (as outlined in the Equity
Considerations section above).

In addition to these discussions and equities reviews, determinations around disclosure or
restriction should also be based on “repeatable techniques and methodologies that enable benefits
and risks to be objectively evaluated by VEP participants.”!!? These tests should be conducted in a
way that supports the VEP participants’ objective assessment of the potential risks and benefits
of both disclosure and restriction of the vulnerability. For comprehensiveness, these tests should
assess factors such as prevalence of the vulnerability, the US Government’s reliance on the
compromised systems (as well as its reliance on the vulnerability’s potential offensive uses), and
the severity of damage that could be caused by deciding to disclose or restrict knowledge of the
vulnerability.

The final determination made on a vulnerability by the ERB will fall into one of two
categories: disclose or restrict. Accompanying each final determination will be a set of agreed-
upon guidelines that outline how the vulnerability will be handled, as well as any necessary
follow-on actions.

A “disclose” determination means that the ERB has determined that disclosure of the
vulnerability is in the overall best interest of the US Government’s cybersecurity, intelligence,
counterintelligence, law enforcement, military operations, and critical infrastructure protection
missions. When a “disclose” determination is made, information about the vulnerability is
disseminated to the vendor as soon as possible!!® by the entity that originally submitted the
vulnerability to the VEP for review (now referred to as the “releasing entity”); the VEP charter
assumes that the entity who first discovered the vulnerability is the most knowledgeable about
it.!!* The releasing entity can also decide to delegate these dissemination responsibilities to
another entity. Regardless of which entity disseminates the information, the dissemination
guidelines that accompanied the final determination must be followed. Once the information has
been disseminated, the releasing entity must submit a copy of all the information shared to the
VEP Executive Secretariat for record keeping. Afterwards, the releasing entity must also follow-
up with the ERB to determine if the vendor has taken appropriate and timely actions to patch (or

12 White House, 2017b, p. 7.

13 Dissemination of the vulnerability’s information (per the final determination guidelines) must occur no later than
seven business days after the final “disclose” determination is made. (White House, 2017.)

114 White House, 2017b.
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otherwise mitigate) the vulnerability in a way that meets the requirements laid out in the agreed-
upon guidelines document. If the vendor chooses not to patch the vulnerability — or does so in a
way that does not meet the requirements — the releasing entity must notify the VEP Executive
Secretariat immediately, clearing the way for the US Government to pursue “other mitigation
steps.”!!> The charter does not provide examples or include a discussion as to what types of
activities might constitute these “other mitigation steps.”

Each vulnerability that receives a “restrict” determination will be reassessed annually for
disclosure eligibility until:

1. The vulnerability receives a “dissemination” vote from the ERB and is disclosed to the
appropriate vendor for patch development;

2. The vulnerability becomes publicly known through other means (e.g., discovered by a
research institute, etc.); or,

3. The vulnerability is mitigated by other means.

Regardless of the final determination, the submitting agency is also responsible for engaging
with other VEP participants to address various mitigation options, which — at times — may
include engaging stakeholders outside of the US Government.

If a US Government entity discovers malicious activity that exploits a vulnerability that is
under a “restrict” determination, the discovering entity must immediately notify the VEP
Executive Secretariat. No later than one business day after the notification, the ERB must meet
to reach a consensus on whether to (1) disclose the vulnerability so it can be mitigated by the
vendor, or (2) take alternative mitigating actions.

It is worth noting that the decision to disclose or restrict vulnerability information —
regardless of the situation — can be impacted by any restrictions in place between the US
Government and other foreign or private sector partners. This would extend to any joint efforts
or operations the US Government is engaged in with allies or coalition partners; if these partners
have a vulnerability that they are actively exploiting (or planning to exploit), it is possible that
the US Government may need to abide by any disclosure or retention restrictions put in place by
these counterparts — even if it goes against an ERB adjudication decision.

Other types of restrictions that may impact a disclosure or retention decisions include Non-
Disclosure Agreements (most commonly associated with vulnerabilities or exploits that a US
Government entity purchases from a third party), Memoranda of Understanding, or other
potential agreements limiting the US Government’s actions when determining to disclose or
restrict information about a vulnerability.

15 White House, 2017b, p. 8.
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Exceptions and Other Considerations

There are a select number of tightly defined categories of vulnerabilities that are exempt from
the VEP process. The largest category are those vulnerabilities that are linked to restrictions due
to partner agreements and sensitive operations. The exact details of these categories are outlined
in the VEP charter’s classified “Annex C.” The number of vulnerabilities that receive a VEP
process exemption must be aggregated and reported to the ERB at each meeting.

Other vulnerabilities exempt from a VEP review include:

1. Vulnerabilities identified through security research or private sector incident
response: Per international standards and best practices, these vulnerabilities should be
disclosed as soon as possible.

2. Vulnerabilities resulting from misconfiguration: This includes misconfiguration or
poor configuration done in order to facilitate ease of use (e.g., disabling certain security
features to “improve” functionality or limit performance issues); this is not necessarily
considered a security flaw, but rather an operator error.

3. Vulnerabilities resulting from unintended device use: This includes the use of
engineering, configuration tools, techniques, or scripts that increase or decrease a
device’s functionality for other than what the device was intended for.

4. Vulnerabilities resulting from an unsecured device: Devices or systems that lack any
security protocols or feature will not be reviewed via the VEP; these are not
“vulnerabilities” in the sense of what the VEP was designed to review, but rather are
design flaws.

It should also be noted that the VEP explicitly mentions that it “is not intended to prevent the
US Government from taking immediate actions to protect its network(s) or warn entities actively
threatened by a malicious cyber event, including ongoing unauthorized access to information
systems.”!!¢ This suggests that the VEP charter has a level of flexibility built into its design to
allow for both the restriction of a vulnerability coupled with other US Government actions in
order to protect their networks.

Vulnerabilities Discovered in NSA-Certified Systems

If a vulnerability is located in a piece of government-off-the-shelf (GOTS) equipment or
system that has been certified by the NSA, the NSA is responsible for reporting the vulnerability
to the VEP Executive Secretariat. Similarly, if a vulnerability is located in a piece of hardware or
software that performs a cryptographic function for the US Government, the NSA is responsible
for formally submitting it to the VEP Executive Secretariat. This reference to GOTS equipment
and NSA-certified systems appears to be specifically called out to clearly designate which entity

116 White House, 2017, p. 3.
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is responsible for reporting vulnerabilities to the ERB, given that GOTS and NSA-certified
systems are used by multiple US Government entities.

Vulnerabilities Discovered by Non-US Government Entities

In some cases, vulnerabilities may be brought forward to a US Government entity by a
private business, a research entity, or a foreign government. In these instances, the VEP charter
directs the involved US Government entity to encourage the discoverer to either disclose the
vulnerability (given international standards and best practices), and/or take additional mitigating
actions to reduce the risk posed by the vulnerability.

Criticisms of the “Current” VEP

The current VEP charter was positively received by the public (as voiced by the media and
digital advocacy groups alike), but still received criticism.!!”- 118 119 It appeared that many of the
previous version’s criticisms were heard and attempted to be addressed in this new iteration. The
media in general applauded this updated charter for the sharp increase in transparency. This
included a fully documented vulnerability review process, detailed lists of the agencies involved,
detailed lists of the equity considerations used to make vulnerability disclosure/retention
decisions, and a commitment to publish annual reports with metrics (both a classified and
unclassified version).!20- 121,122,123, 124 With this increased transparency of the entire process,
many within the media and digital advocacy groups believed that major players in the VEP could
now be held more accountable for their actions, and the interests of all stakeholders would now
be more fairly represented.!?> 126 The publication of annual reports would also enable a more
open and productive discussion about how to assess and improve upon the VEP going
forward.'?’

This new iteration of the VEP charter also received positive media for explicitly
acknowledging that the exploitation of vulnerabilities poses a potential threat to civilians, their

17 Crocker, 2017.

118 Heller, 2017.

119 gtisa Granick, 2017.
120 vijayan, 2017.

121 Newman, 2017b.
122 Knake, 2017.

123 Tech Accord, 2018.
124 Ambastha, 2019.
125 Haracic, 2017.

126 Crocker, 2017.

127 Charlet et al., 2017.
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individual privacy, and the economy — not simply through the blanket term of “national
security.”!?® Along these lines, the current VEP also indirectly addressed previous concerns
around stockpiling vulnerabilities by committing to re-evaluate every vulnerability that is
retained until it is finally disclosed.!?’

Despite these positive steps forward, however, the current VEP did encounter some negative
criticism — the most prominent being that it had still not been codified into law, resurfacing
questions around enforceability and compliance.!3% 131132 Concerns of potential loopholes
around the VEP also remained. Not only was the use of NDAs not addressed by the current
charter, but the current VEP also deemed vulnerabilities associated with “partner agreements”
and “sensitive operations” as exempt from review; critics remarked that virtually any work
tangentially related to law enforcement or defense might be intentionally mislabeled as a
“sensitive operation” in order to avoid VEP review.!33 134,135,136, 137

The current VEP also received criticism from media and digital advocacy representatives for
having the NSA continue as the VEP Executive Secretariat. There had been previous calls for
this role to be delegated to a more neutral party, several indicating that a good alternative would
be the Department of Homeland Security (DHS)!3%:13% 140 _ although it is worth noting that is it
unclear if DHS would in fact be a neutral party given that they also have potentially conflicting
cybersecurity, intelligence, and law enforcement components. Although this lack of re-
assignment was viewed as a “bad public relations move,”'*! the VEP did include a new clause
that allows the White House Cybersecurity Coordinator to “designate another agency to perform

99 142

this function with the permission of the head of that agency, as long as the function can still

128 vijayan, 2017.

129 Newman, 2017b.

130 Newman, 2017b.

131 Knake, 2017.

132 Zhang, 2019.

133 vijayan, 2017.

134 Knake, 2017.

135 Crocker, 2017.

136 Ambastha, 2019.

137 Zhang, 2019.

138 Healey, 2016.

139 Schwartz & Knake, 2016.
140 K nake, 2017.

141 Knake, 2017.

142 White House, 2017, p. 4.
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be executed in a neutral and independent way.!'#* Similar criticisms emerged regarding the VEP’s
commitment to annual reporting; although generally viewed as a step forward by media and
digital rights advocates, there was desire for a commitment to include more granular information
and meaningful descriptions, including the severity of the vulnerabilities retained, and the
amount and severity of vulnerabilities purchased.!#4 143

A fair amount of the current VEP charter’s criticism focused on the topic of “equities.” The
current VEP did improve from the initial version by including an extensive list of VEP members
and equity considerations used to make vulnerability disclosure/retention decisions. Although
many critics within the media and digital advocacy groups were relieved to see entities like the
State Department, Treasury, Department of Commerce, and Department of Energy had been
added to the VEP members list to represent other priorities and viewpoints, the concern lingered
that the majority of member entities came from the intelligence community — including the
Department of Defense, the Department of Homeland Security, and the Department of Justice. !4
In addition, several critics noted the lack of involvement of elected representatives, members of
the private sector, or an entity that focuses on civilian consumer security and protection — all of
which would be appropriately postured to represent the interests of citizens.'4” 148 The equities
considerations listed in the current VEP were also criticized as “requiring too many assumptions
that leave room for potential bias to enter the decision making process.”'#” Many within the
media and digital advocacy groups wondered how the VEP calculates or otherwise assesses the
economic and security impact of the vulnerabilities discovered or purchased, and whether it also
addresses the long-lasting impacts and cleanup efforts required when a vulnerability is left in the
public (i.e., “retained”) and exploited by an adversary.'>°

A final concern — which is related to the previous point on equities considerations — focused
on whether the VEP violated the privacy rights of users. Predominantly voiced by digital and
civil rights activists, there were concerns that because the actual process lacked, oversight, legal
accountability, and privacy guidelines (referring to guidelines that would protect the digital
privacy of users from unlawful intrusion) for the federal entities involved, they could be gaining
access to customers’ personal data (which would otherwise require a warrant to access).!”!

143 Newman, 2017b.
144 Ambastha, 2019.
145 Zhang, 2019.

146 Newman, 2017b.
147 Ambastha, 2019.
148 Zhang, 2019.

149 Zhang, 2019.

150 Tech Accord, 2018.
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It is worth noting here that I was unable to locate any of the unclassified annual reports that
the VEP charter commits to producing, nor was I able to locate any reference to the classified
versions that are supposed to be sent to Congress annually as well. Perhaps equally as interesting
is that the criticisms I discussed above do not acknowledge the absence of these annual reports.

Industry and the VEP

Industry has never been identified as a formal participant in any iteration of the VEP
(although their engagement by participating agencies is not explicitly prohibited). Many industry
stakeholders, however, have expressed the opinion that their lack of involvement in the VEP
unnecessarily exposes both the public and service providers to systemic, long-term risk. Two of
the most vocal members of industry on this topic have been Mozilla and Microsoft.

Mozilla

Founded in 2003, the Mozilla Foundation (and its subsidiaries) is a non-profit public benefit
software development organization dedicated to developing open-source and free end user
products — including browsers to support a more accessible internet — that evolved out of the
Mozilla software community established in 1998 by members of Netscape!? and is guided by a
set of principles (called “The Mozilla Manifesto) in their effort to make the internet “a better
place for everyone.”!>3

Mozilla initially began publicly commenting on the VEP in 2016 following several cyber
related events stemming from vulnerabilities, including cyber attacks on the Democratic National
Convention and state electoral systems. Mozilla declared that the Federal Government has the
responsibility to disclose vulnerabilities to the affected vendors as they become aware of them so
that patches can quickly be developed. While acknowledging that there are legitimate reasons for
delaying disclosure, Mozilla claimed that not doing so puts billions of users at risk (including
Mozilla’s government users), as well as the vendor’s infrastructure. And that as the amount of
time between discovery and disclosure increased, so too did the amount of risk incurred by users
and vendors, given that the likelihood that others (including adversaries) had also discovered the
vulnerability (and, therefore, may have already exploited it) increased as well. Mozilla believed
that these two interests — retention by the government versus disclosure for patching — must be
balanced, and that truly solving this problem would require industry and government to work
together. This, however, would require the government to put transparency and accountability

152 Mozilla, 2005.
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policies in place, such as codifying the VEP, implementing a standard set of criteria for decision
making, and independent oversight.'>% 153

The 2017 WannaCry ransomware attack pushed Mozilla to become more vocal about their
stance, arguing that the attack highlighted why government-industry partnerships regarding
vulnerability disclosures and security updates are so important. They highlighted that although
Microsoft had discovered related vulnerabilities back in March of 2017 and had provided
patches, not all users had applied the patches — which was a key reason why the WannaCry
attack was so prolific. Mozilla criticized the government, stating that if the vulnerabilities linked
to WannaCry had been disclosed to Microsoft sooner, the patches could have been released
earlier and in a coordinated manner to encourage users to apply the patches. If the government
insists on retaining vulnerabilities, they must begin accounting for the associated long-lasting
and rippling effects of not disclosing a given vulnerability in time.!*¢

The WannaCry attack also gave Mozilla another reason to re-engage in their VEP advocacy,
arguing that if the VEP had been codified, then the related vulnerabilities may have been
disclosed in time to help mitigate some of the fallout. In addition to reiterating the need for the
VEP’s codification, Mozilla highlighted that the process’ current domination by intelligent
community and law enforcement entities required an increase in transparency and oversight (lead
by an independent entity), and the inclusion of a civilian consumer security and protection
agency to ensure that advocates of civilian equities are not excluded.!>” They also asserted that
the VEP process should be housed within DHS, positing that they are more appropriately
postured to facilitate interagency deliberations, information sharing, and disclosure processes
than the NSA and the Special Assistant to the President and Cybersecurity Coordinator.

Mozilla became a staunch supporter of the Protecting Our Ability to Counter Hacking
(PATCH) Act which was introduced into the House of Representatives in May of 2017. The
PATCH Act addressed many of the transparency, reporting, consideration gaps, and codification
concerns that Mozilla had been writing about for the past year.!>® 1° When the current VEP was
released in November of 2017, Mozilla mostly praised the changes as a step in the right
direction, especially around the increase in transparency around the process as a whole. They
were, however, disappointed that their concerns around the VEP’s codification were still not
addressed.'®®
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Microsoft

Founded in 1975, Microsoft is a technology company widely known for computer software,
consumer electronics, and personal computers. As they have grown and permeated the
technology landscape, Microsoft stood up a government partnership office in order to support
efforts that make cyberspace safer for the public.'¢! In the early 2000s, Microsoft began several
internal initiatives in an effort to better-protect their users. Two of these initiatives included the
Microsoft Threat Intelligence Center and the Digital Crimes Unit which help identify and assess
vulnerabilities, including criminal activities leveraging vulnerabilities in their products and
services, and have adopted proactive testing and analytics practices to enable rapid IT
infrastructure updates.

In February of 2017, amid growing frustration with how governments were approaching the
retention of cyber vulnerabilities, Microsoft’s President Brad Smith argued that an international
Digital Geneva Convention was needed to commit governments to protect civilians from nation-
state cyber attacks in times of peace (echoing the sentiment of how the Fourth Geneva
Convention protects civilians in times of war). As part of his argument, Smith offered the
following six points as core tenets of the proposed Digital Geneva Convention'®?:

No targeting of tech companies, private sector, or critical infrastructure.

Assist private sector efforts to detect, contain, respond to, and recover from events.
Report vulnerabilities to vendors rather than to stockpile, sell, or exploit them.
Exercise restraint in developing cyber weapons and ensure that any developed are
limited, precise, and not reusable.

5. Commit to nonproliferation activities to cyberweapons.

6. Limit offensive operations to avoid a mass event.

b=

Smith argued that similar to how the Fourth Geneva Convention recognized the participation
of the Red Cross as an integral part of civilian protection during times of war, the technology
industry was now being put in a similar position — increasingly becoming the internet’s “first
responders.” Because of this growing responsibility, tech companies should assume a neutral
position and agree to take collective action to make the internet a safer place for all users.!®?

In the wake of WannaCry, Smith once again echoed his belief of tech companies’ increasing
role as first responders to cyber attacks, and — as a result — stated that Microsoft and other
companies in similar positions have a responsibility to respond. Smith went one step further and
called upon users to do their part to help mitigate the fallout of such attacks by applying security
updates as soon as they are released by a vendor. In Smith’s opinion, the WannaCry attack had
highlighted the degree to which cybersecurity was no longer simply a vendor's responsibility, but
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the responsibility of both the vendor and customers; the fact that many computers remained
vulnerable to the WannaCry vulnerabilities even two months after patches had been released
illustrated this fact.'®* When assessing the US Government’s level of responsibility in the
WannaCry outbreak, Smith discussed that this was not an isolated event, but rather a pattern of
activities with ill-assessed and unintended consequences that culminated in the 2017 outbreak.
Smith lays out his opinion in the following quote:

“This attack provides yet another example of why the stockpiling of
vulnerabilities by governments is such a problem... We have seen
vulnerabilities stored by the CIA show up on WikiLeaks, and now this
vulnerability stolen from the NSA has affected customers around the
world. Repeatedly, exploits in the hands of governments have leaked into
the public domain and caused widespread damage. An equivalent scenario

with conventional weapons would be the U.S. military having some of its
n165

Tomahawk missiles stolen.

Microsoft has been working to develop closer and more formalized relationships with
government and law enforcement entities to be able to more rapidly share the intelligence
gathered on vulnerabilities and cyber criminals through these internal efforts; similar efforts to
boost transparency around discovered software vulnerabilities and criminal activity with the
public have been ongoing.'® A recent example of how all these internal efforts work together
occurred in January 2020, when the NSA and Microsoft jointly revealed a critical vulnerability
in the Microsoft Windows operating system and urged organizations and the public to quickly
apply a security update (prepared in advance of the public release) that effectively patched the
vulnerability.'®7- 168 A similar example occurred as recently as March 2021, in which the NSA
again informed Microsoft of a set of critical vulnerabilities that could have been exploited to
remotely compromise their Exchange Server email software program. '*° This prompted the swift
release of a security update by Microsoft, along with a message to the public regarding the nature
of the vulnerability and the alleged Chinese state-sponsored actor responsible for exploiting the
vulnerability.!7°
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The Federal Government & Industry: Learning How to Play Together

Even though industry has not been given many formal tools by the Federal Government to
support in the securing of cyberspace and the protection of users, we have seen coordination
between the two increase (as some of the examples above highlighted). This coordination,
however, has continuously been overshadowed by the question of “when is it appropriate to
disclose a vulnerability?” — and the answer to that question largely depends on which side of the
spectrum your entity exists on.

A good example that illustrates how much of a “grey area” vulnerability disclosure can be
began in 2013 when media outlets reported that the United States’ Federal Bureau of
Investigations (FBI) was leveraging a vulnerability in Mozilla’s Firefox 17 browser to identify
and charge providers, promoters, and distributors of “illegal goods” — unbeknownst to
Mozilla.!”! 172 Almost immediately, Mozilla released a public response stating that they had been
made aware of a potential security vulnerability in their Firefox 17 browser and were
investigating to learn more — an indication that the FBI had not coordinated with Mozilla in
advance.!” As Moxzilla pressed the FBI for information regarding the vulnerability so it could be
patched, they were met with resistance from the government because the FBI was using this
vulnerability to target individuals sexually exploiting children on the dark web — and they wanted
to be able to continue to use it. Many within the public (as reported on by the media) viewed the
FBI’s explanation for not disclosing the vulnerability to Mozilla as a reasonable justification; and
while Mozilla never argued against that point, they did fear that since the vulnerability had now
gained global publicity, it needed to be patched or would inevitably also be exploited by
cybercriminals against innocent users of their browser.!’* Despite several pleas to the FBI
directly and several federal court orders (which were ultimately overturned), the FBI has not
disclosed the vulnerability to Mozilla (or any of the other similar vulnerabilities since 2013, such
as the leaked Exodus exploit in 2016!7°), leaving many within the cybersecurity community to
wonder whether the vulnerability is still being exploited.!”% !77-178 While the FBI ultimately
arrested approximately 900 individuals and rescued approximately 350 abused children
worldwide as a result of these Mozilla vulnerabilities (dubbed “Operation Pacifier”), it went to
great lengths in order to prevent the vulnerabilities’ disclosure — even dropping at least one
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indictment in order to keep it a secret — and received public criticism for allowing the site to
continue to operate as they identified perpetrators.!7® 180, 181, 182

What was so important about this FBI-Mozilla example is that it provided the joint
government-industry stakeholder community with one of the most difficult use cases possible —
both in terms of the sheer moral dilemma it presented, but also with respect to user privacy.'8? It
prompted digital and civil rights activists alike to question (1) whether a third party (such as
Mozilla, in this case) should be allowed to intervene and disclose a vulnerability in order to
protect users, and (2) whether evidence gathered through the use of such vulnerabilities should
be admissible in court (effectively circumventing the need for warrants).!34 18

A recent example, however, that highlights a high degree of coordination, more clear-cut
lines, and industry’s desire to rise to the occasion occurred in October 2020 with the coordinated
takedown of TrickBot botnet!%¢, a command and control network of compromised computers
used to spread malware. First reported in 2016, TrickBot started as a piece of malware focused
on online banking credentials theft, but quickly evolved in scope and ability, ultimately infecting
more than one million devices and becoming the world’s largest global network.!3”- 188 At the
time, there was growing fear that — in addition to the large amount of funds being stolen from
institutions and individuals alike — the giant botnet would be used to compromise the 2020
Presidential Elections by locking up state and local computer systems or altering election
counts.'® In a tightly coordinated effort between Microsoft and other members of the Financial
Services Information Sharing and Analysis Center, Microsoft obtained a court order from a
federal judge in the Eastern District of Virginia which gave Microsoft legal control of TrickBot,
allowing Microsoft to disable the IP addresses used by TrickBot’s command and control servers,
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effectively rendering those servers and their content inaccessible to the botnet's operators.!% 11
192 While there were still lessons to be learned from this effort and areas where additional
coordination could have occurred (as it turned out, the United States Cyber Command had begun
a separate but parallel effort in September 2020 to hack into TrickBot’s command and control
servers — unbeknownst to Microsoft), this example is largely viewed as a success story for how
industry can not only step up and make a positive contribution to the security of the cyber realm,
but can do so in a coordinated manner with legal authorities.

Proposed & Related Legislation

Since the public revelation of the VEP’s existence by the Director of National Intelligence in
2014, only a handful of legislative efforts related to the VEP have been introduced to Congress.

Protecting Our Ability to Counter Hacking (PATCH) Act

Introduced into the House of Representatives in May 2017 under the 115" Congress — and
then referred to the House Committee on Oversight and Government Reform — the PATCH
Act'? 194 would have codified the existence of a “Vulnerability Equities Review Board.” This
federal-level entity would be formally responsible for providing the public with “the policies
related to whether, when, how, to whom, and to what degree information about a vulnerability in
a technology, product, system, service, or application that is not publicly known should be shared
or released by the government to a non-federal entity;” these policies would also be submitted to
the President and Congress, and would include a description of any anticipated challenges that
would require legislative or administrative action to overcome.

Furthermore, the PATCH Act would require all federal agencies to submit any information
regarding a vulnerability to the Vulnerability Equities Review Board, who would then determine
if the vulnerability should undergo their formal dissemination/public release determination
process. If the Vulnerability Equities Review Board determines that a vulnerability does not need
to go through a formal review, the involved federal agencies would be permitted to publicly
release the vulnerability information.

The formal vulnerability review process completed by the Vulnerability Equities Review
Board would include the following considerations, at a minimum:
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e “Which technologies, products, systems, services, or applications are subject to the
vulnerability;

e the potential risks of leaving the vulnerability unpatched or unmitigated;

o the likelihood that a non-federal entity will discover the vulnerability; and,

e whether the vulnerability can be patched or otherwise mitigated.”

If it is determined that information about a vulnerability should be disclosed to the respective
vendor for patching, then the Vulnerability Equities Review Board would be obligated to notify
DHS.

The proposed PATCH Act ultimately died under the 115" Congress after being introduced
into the House of Representatives. Although the PATCH Act did not make it past the House
Committee on Oversight and Government Reform, its introduction into the House of
Representatives was significant because it marked the first time that Congress became “actively

involved in meaningful discussion about government disclosure of vulnerabilities.” 1

Cyber Vulnerability Disclosure Reporting Act

Originally introduced in July 2017, the Cyber Vulnerability Disclosure Reporting Act!”®

aimed to aggregate the policies and procedures developed for coordinating disclosures about
cyber vulnerabilities within DHS, and then provide the results to the Committee on Homeland
Security and Governmental Affairs in a public report. Under the proposed act, the Secretary of
Homeland Security would have 240 days to compile the policies and procedures used to disclose
cyber vulnerabilities in the previous year into the main body of a report (which must be
unclassified), and include an annex (that can be either unclassified or classified) that outlines
information on the degree to which information about the disclosed vulnerabilities were acted
upon by industry and/or other stakeholders. In addition, this report may also include a description
of how the Secretary is coordinating efforts with other Federal entities and critical infrastructure
owners and operators to prevent, detect, and mitigate cyber vulnerabilities.

After being re-introduced into the House of Representatives in January 2021, the proposed
Cyber Vulnerability Disclosure Reporting Act ultimately died under the 117" Congress.
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50 U.S. Code § 3316a — Reports on intelligence community participation in
vulnerabilities equities process of Federal Government

50 U.S. Code § 3316a'"7 outlines parameters for reports on intelligence community
participation in federal-level vulnerabilities equities processes in three key sections — Section A,
Section B, and Section C. Section A establishes definitions for:

e Vulnerabilities Equities Policy and Process documents: refers to the executive branch
document entitled “Vulnerabilities Equities Policy and Process,” dated November 15,
2017.

e Vulnerabilities Equities Process: refers to the interagency review of vulnerabilities,
pursuant to the Vulnerabilities Equities Policy and Process document or any successor
document.

e Vulnerability: defined as a weakness in an information system or its components (e.g.,
system security procedures, hardware design, and internal controls) that could be
exploited or could affect confidentiality, integrity, or availability of information.

Section B outlines key parameters for reports related to the VEP process and criteria. Under
this section, the Director of National Intelligence has a maximum of 90 days (from December 20,
2019) to provide the congressional intelligence committee with a report that:

1. Lists the title of the official(s) responsible for determining whether a vulnerability is
submitted to the VEP — for each member of the intelligence community;

2. The process that each designated official uses to make their determination; and,

3. The roles and responsibilities of each intelligence community member during a VEP
vulnerability review.

Section B also states that a description of any significant changes made to the processes or
criteria used to make a vulnerability review determination must be submitted to the
congressional intelligence committees within 30 days of the change, and that all reports must be
unclassified (but may include a classified annex).

Section C outlines annual reporting parameters, requiring that a minimum of one classified
report be submitted to the congressional intelligence committees by the Director of National
Intelligence regarding developments from the previous year, and should call out:

1. The number of vulnerabilities submitted for review under the VEP;

2. The number of vulnerabilities disclosed to vendors for patching (must also be included in
an unclassified annex);

3. The number of vulnerabilities disclosed to the public (must also be included in an
unclassified annex); and,
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4. The total number of vulnerabilities — by category — that were determined to be exempt
from review by the VEP.

Finally, the Director of National Intelligence does not have to submit an annual report if
another annual report which contains all the necessary information has already been submitted to
Congress.

It is worth noting that this particular development appears to have gone unnoticed by the
public, as I was unable to locate reference to it in any public VEP-related conversations.

How Are Other Countries Handling Vulnerability Disclosure?

At the time of this dissertation’s composition (December 2021), very few countries had a
publicly available national-level vulnerabilities equities process in place to determine whether a
newly discovered vulnerability should be disclosed to vendors for patching or retained by the
government for future use. Recently, however, an increasing number of entities are calling for
international creation and harmonization of national-level vulnerability disclosure policies
(sometimes referred to as “government disclosure decision process” [GPPD]) — even citing
international standards ISO/IEC 30111:2013 on vulnerability handling processes and
29147:2014 on vulnerability disclosure as beneficial starting points.!*® 1 Members of the
European Union (EU) have particularly been vocal about the topic and have advocated for the
EU to “outline specific principles for member states to follow in developing a European
vulnerability equities process with clear priority given to reporting vulnerabilities to vendors,”
suggesting that this role could be effectively performed by ENISA, the European Union’s
Agency for Network and Information Security.?%%-2%! The possibility of an EU-focused VEP has
been discussed recently at various forums, including the Global Forum on Cyber Expertise?’? and

the Carnegie Endowment for International Peace.?*?

In the interim, though, the Centre for
European Policy Studies (a think tank focused on EU affairs) has been vocal in encouraging
member states to adopt their own equity-based vulnerability review processes.?** While there are
still only a small number of countries with VEP-like policies in place, a larger number of

countries are beginning to design and implement Coordinated Vulnerability Disclosure programs
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which facilitate the communication of vulnerabilities from the private sector to government. The
following sections dive deeper into the current state of both of these categories.

Countries With VEP Policies

At the time of this dissertation’s composition (December 2021), Australia, Canada, and the
United Kingdom were the only countries outside of the United States that had publicly
acknowledged and available VEP policies. Note that all four countries are of the Anglosphere
and have long-spanning intelligence sharing relationships, perhaps making it more explainable as
to why the VEP policies of all four countries are strikingly similar and place their intelligence

agencies as leads for their VEP processes.?% 206

Australia

In March 2019, the Australian Government released its “Responsible Release Principles for
Cyber Security Vulnerabilities,” which outlines the process used by the Australian Signals
Directorate??” to determine whether vulnerabilities discovered should be disclosed to the vendor
for patching or retained for offensive means.?%

The process outlined in Australia’s “Responsible Release Principles for Cyber Security
Vulnerabilities” is very similar to that of the current VEP, and is overseen by the Australian
Signals Directorate: once a vulnerability is discovered, it goes through an assessment to see if
there is critical intelligence that would justify retaining the vulnerability:

1. Ifnot, then the vulnerability is disclosed for patching and is cited in an annual report to
the Inspector-General of Intelligence and Security, as well as in an annual report to the
Minister of Defence.

2. If so, the vulnerability is retained and will be reassessed every twelve months until it is
disclosed.

The vulnerability assessment process — led by an “Equity Steering Group” composed of
technical experts — also closely resembles that of the VEP, including an initial determination
phase and pre-determined processes with how to reconcile disagreements. One key distinction
from the US’ VEP, however, is that the “Responsible Release Principles for Cyber Security
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Vulnerabilities” is a pro-disclosure-oriented policy, stating that the “[ Australian Signals
Directorate’s] starting position is simple: when we find a weakness, we disclose it.”?%

Canada

The Canadian Government’s “Equities Management Framework” — published in March 2019
— is managed by the Communications Security Establishment (Canada's national cryptologic
agency). This framework is also very similar to that of the US’ VEP, and “provides a
standardized decision-making process in which [Communications Security Establishment]
experts consider all available information to responsibly manage equities associated with an
identified vulnerability in an information system or technology.”?!? This process is composed of
a Technical Panel (which assesses the vulnerabilities brought forward and provides an initial
recommendation) and an Equities Review Board (which reviews the Technical Panel’s
assessments and confers on a final decision) that both meet regularly, and also has a pre-
determined processes to reconcile disagreements. Similar to Australia’s process, Canada’s
“Equities Management Framework” also reassesses each retained vulnerability every twelve
months until they are disclosed. According to a Communications Security Establishment
spokesperson Ryan Foreman, the “Equities Management Framework” (or something very
similar) had been “a longstanding assessment process” used by the Canadian Government “to
review and assess software vulnerabilities” prior to its March 2019 publication.?!!- 212

Canada’s “Equities Management Framework™ has received similar criticisms to that of the
VEP, including skepticism around whether the Communications Security Establishment — an
intelligence agency — is the proper entity to lead such an effort given that their offensive and
defensive units with opposing goals could potentially influence the final disclosure or retention
decisions.?!?

United Kingdom

The United Kingdom published its federal level vulnerability equities process (referred to as
the “Equities Process”) in November 2018, which falls under the jurisdiction of the Government
Communications Headquarters (the United Kingdom’s signals intelligence and information
assurance organization — similar to the NSA, CSE, and ASD).2!% 215 This Equities Process is very
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similar to that of the US VEP.2!® When a vulnerability is submitted it goes for review by an
Equities Technical Panel (composed of subject matter experts from the United Kingdom’s
intelligence community, including the National Cyber Security Centre) which make an initial
determination on whether the vulnerability should be disclosed or retained. If a consensus for
disclosure or retention cannot be reached by the Equities Technical Panel, then it is escalated to
the Government Communications Headquarters Equity Board (composed of broader government
agency representatives) for a determination — and can be further escalated to the Equities
Oversight Committee (chaired by the CEO of the National Cyber Security Centre) if a
determination still cannot be reached. As with the US VEP, the United Kingdom’s Equities
Process lists the decision criteria used during determination deliberations, including equities and
exemptions — and goes one step further by stating that any retained vulnerabilities go through a
re-evaluation process at least every twelve-months until they are disclosed.

Countries on the Path to Developing Publicly Available VEP Policies

At the time of this dissertation’s composition (December 2021) Germany, Japan, and
Lithuania were actively developing VEP-like policies in the public sphere.

Germany

In June 2018, Germany confirmed that it had not yet installed a formal vulnerabilities review
process, but that one was being developed?!” — despite previous reports stating that one such
process was expected to be implemented in 2018.2'% A handful of scholars within this cyber
policy space believe that Germany’s final process will closely resemble that proposed in the
Transatlantic Cyber Forum’s report titled “Governmental Vulnerability Assessment and
Management: Weighing Temporary Retention versus Immediate Disclosure of 0-Day
Vulnerabilities.”?!? 22° The process workflow very thoroughly outlined in this 2018 report
appears to be quite similar to the current US VEP, complete with an Executive Secretariat, a
vulnerability assessment that includes technical subject matter experts, and an equities review.??!
Similar to the Australian and Canadian models, this proposed process also includes a
reassessment every twelve months of each retained vulnerability until they are disclosed.

There is one item in particular from the process proposed by the Transatlantic Cyber Forum’s
report that is worth highlighting: given that a majority of the stakeholders involved in this
process may be from the intelligence community and may be biased towards vulnerability
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retention, the assessment process only requires a 15% minority of those in favor of “disclosure”
to trigger a vulnerability disclosure. If this exact process is in fact adopted by Germany, this
would be the only policy of its kind that provides actual values associated with the process to the
public.

Japan

Although Japan has an extensive vulnerabilities disclosure process that incorporates both the
public and private sectors, it is unclear to what degree vulnerability “disclosure” versus
“retention” is weighed. The overall vulnerability disclosure process itself is called the
“Information Security Early Warning Partnership Guideline” and was originally established in
2004 (although it was last updated in 2017) by the Ministry of Economy, Trade, and Industry
when they issued the “Standards for Handling Software Vulnerability Information and Others.”
222,223 When a vulnerability is discovered (regardless of origin), it is submitted to the
Information-technology Promotion Agency (a policy implementation agency under the
jurisdiction of the Ministry of Economy, Trade, and Industry) for analysis, and is then forwarded
to the respective vendor for remediation, as well as to the Japan Computer Emergency Response
Team Coordination Center (an independent non-profit organization) for publication; all
associated security alerts and vulnerability notes are published on the Japan Computer
Emergency Response Team Coordination Center website.?>* 22> The publication of these
vulnerabilities does not occur until the vendor has the opportunity to provide a patch.
Unfortunately, though, there is no public information on how the Information-technology
Promotion Agency conducts their vulnerability assessment, what is included in that assessment,
what entities are involved in the process, and whether or not “disclosure versus retention” is
considered.

Lithuania

Lithuania’s Ministry of National Defence has drafted an amendment to their Law on Cyber
Security of the Republic of Lithuania that will provide the legal basis necessary to begin the
formal development of a national level vulnerabilities equities process.?2¢ As of September 2020,
the Ministry of National Defence was planning a forum to facilitate an initial dialogue between
potential stakeholders of the national level process (including law enforcement) regarding the
proposed legal regulations, possible challenges, and to clarify any vagueness.??’
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Coordinated Vulnerability Disclosure Programs

This research has highlighted that very few countries have a publicly available national-level
vulnerabilities equities process in place to determine whether a newly discovered vulnerability
should be disclosed to vendors for patching or retained by the government for future use. With
that said, though, a surprising number of countries do have a coordinated vulnerability disclosure
(CVD) program in place — or are actively working towards one — in order to encourage private
sector entities (including educational and research institutions) to promptly inform the
government of vulnerabilities discovered across government systems or other critical systems.
Some of these countries include Belgium (which has a CVD initiative through the Global Forum
on Cyber Expertise)??, Finland (which published a Vulnerability Coordination Policy, overseen
by the National Cyber Security Center Finland [NCSC-FI])??°, the Former Yugoslav Republic of
Macedonia (which has a general policy on information disclosure that is publicly available in the
local Macedonian language)®*°, France (which has ongoing development efforts with the
establishment of Art. 47 of the Law for a Digital Republic, led by Agence Nationale de la
Sécurité des Systémes d'Information [ANSSI])*!, Ttaly (which is working on harmonizing their
CVD initiative with current national laws, led by the Digital Transformation Team)?32,
Luxembourg (which has a Responsible Vulnerability Disclosure program, led by Computer
Incident Response Center Luxembourg [CIRCL])?*, Latvia (which has a Responsible Disclosure
Policy overseen by the government’s CERT, but is working towards developing a more robust
program)?*4, the Netherlands (which implemented a CVD program back in 2013, and which has
been very successful in incentivizing private organizations to actively participate in the
program)?**, Romania (which is working towards a CVD program as part of the Global Forum
on Cyber Expertise (GFCE) initiative, supported by the Ministry of Foreign Affairs)?3¢,
Singapore (which has a very robust CVD program in place for their private sector)?*”-2*8 and the
United States (which has a CVD process overseen by DHS’ Cybersecurity & Infrastructure

228 Center for Cyber Security, n.d.

229 Schaake et al., 2018.

230 Schaake et al., 2018.

231 Agence Nationale de la Sécurité des Systémes d'Information, n.d.

232 Digital Transformation Team, n.d.

233 Computer Incident Response Center, n.d.

234 Informacijas technologiju dro3ibus incidentu novéranas institdcijas, 2016.
235 National Cyber Security Centre, 2018a.

236 European Institute of Romania, 2018.

237 Government Technology Agency, n.d.

238 Cyber Security Agency of Singapore, 2016.
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Security Agency [CISA]).2*° The United States also recently launched their Vulnerability
Disclosure Policy (VDP) Platform?4’ managed by CISA which provides a centrally managed
website that agencies can leverage as the primary point of entry for intaking, triaging, and
routing vulnerabilities discovered within their own websites by researchers. It is also worth
noting here that US Cyber Command has used the platform VirusTotal (a publicly available
platform for analyzing files and URLs for malicious content) to notify the international
cybersecurity community of unclassified malware samples since 2018.24!- 242

This type of CVD or VDP program, however, is outside the scope of this research.

Chapter Conclusion

In this chapter I traced the evolution of the VEP, beginning with NSPD-54 and the CNCI in
2008, through its original iteration as the “Commercial and Government Information Technology
and Industrial Control Product or System Vulnerabilities Equities Policy and Process™ in 2010,
and ending with the release of the updated charter in 2017. As part of this effort, I also looked at
how the structures of these documents changed over time, along with a review of publicly
available criticisms; this provided more understanding into how the public’s view of these
documents also changed over time — approving of the increased transparency, but still desiring
codification to improve enforceability, the closing of perceived loopholes created by exempting
vulnerabilities associated with NDAs or partner agreements from review, the replacement of the
NSA as Executive Secretariat, and a more robust consideration of consumer and industry
equities. Industry stakeholders echoed this particular concern, claiming that their lack of
involvement in the VEP exposes both the public and service providers to unnecessarily risk.

I then performed a review for any proposed legislation related to the VEP to see how many
bills made it to Congress for consideration, what their key objectives were, and how many (if
any) made it to codification. My review uncovered three related efforts: the PATCH Act and the
Cyber Vulnerability Disclosure Reporting Act (both from 2017) which did not make it to
codification, and 50 U.S. Code § 3316a (“Reports on intelligence community participation in
vulnerabilities equities process of Federal Government”) of 2019 which did; 50 U.S. Code §
3316a is meant to codify the annual reporting requirement of the VEP (including the associated
process and criteria).

To add perspective to my research on the US VEP, I reviewed how other countries are
formally addressing the topic of equities-based vulnerability review at the national level. From
this review, I found that only three countries (aside from the United States) have a publicly

239 Cybersecurity & Infrastructure Security Agency, n.d.
240 Cybersecurity & Infrastructure Security Agency, 2021b.
241 CYBERCOM_Malware_Alert, n.d.

242 Cimpanu, 2018.
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available VEP-like policy in place, all of which are of the Anglosphere: Australia, Canada, and
the United Kingdom. Several other countries claim to be developing a VEP-like policy or have a
cyber vulnerability disclosure program in place (although this is outside the scope of this
research).

After analyzing my findings from this chapter, it is clear that there are two main areas where
new research would bring additional value to continuing the informed evolution of a now-public
VEP policy. The first area where additional research is needed is centered around the process
itself. The most glaring gap is the fact that the current VEP charter — although a step in the right
direction — is not enforceable; without an appropriate accountability mechanism in place, the
charter merely provides a policy stance without obligating compliance. This leads us to ask what
type of enforceability mechanism would be best to implement (e.g., a statute versus an Executive
Order)? In this section we are also left with questions regarding the use of NDAs and partner
agreements. Critics of the current VEP charter were very vocal about this being a potential
loophole (although one could argue that not having an enforceable VEP to begin with is perhaps
the largest loophole of all), but there is no public information on whether these means of
vulnerability acquisition are in fact leveraged as “loopholes,” nor do we know how often these
two exemptions actually apply during the regular course of operations. We should be able to
locate this type of information in the unclassified annual reports identified in the charter (and
most certainly within the classified versions), but again we are faced with a knowledge gap since
I was unable to locate any unclassified annual reports related to VEP adjudications. And finally,
another key public concern that belongs in this category is the desire to have a more neutral
entity replace the NSA as Executive Secretariat. While many within the media and digital
advocacy groups suggested DHS as an appropriate replacement, it is unclear whether DHS
would in fact be an unbiased replacement, nor do we have conclusive evidence that NSA is in
fact a biased Executive Secretariat to begin with, or if the disapproval was perhaps more of a
byproduct of the general mistrust that had already been brewing as a result of the Snowden and
Heartbleed incidents.

The second area where additional research is needed is focused around the conversation on
equities. One of the first equities-related concerns pointed out in the public critiques of the
current charter is that its decision-making body (the ERB) is primarily composed of intelligence
or law enforcement entities; this suggests that consumer and industry stakeholder representation
is almost entirely absent, or that the US Government believes that those equities are adequately
reflected through the equities of intelligence and law enforcement stakeholders. While the
meager equities considerations for industry — along with the notable absence of an equities
consideration section for consumers or general citizenry — on the surface appears to support this
claim of a gap in representation, again we have no publicly available information on whether or
not the actual ERB discussions that unfold adequately represent the equities of these
stakeholders. Along the same lines, it is unclear why international-oriented equities appear to be
given little consideration, particularly when acknowledging that no other countries outside of
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Five Eyes have a similar national level program (or at least one that is publicly available). In this
section we also face questions regarding why private sector involvement is glaringly absent from
the VEP charter, particularly due to the emphasis Congress has placed on the importance of
including industry in national level cyber security initiatives given industry’s majority control
over US cyber infrastructure.?** And finally, information around how the VEP charter may or
may not be expected to accommodate the government’s evolving use of technology and
vulnerabilities (e.g., the FBI’s use of the Mozilla vulnerability in Operation Pacifier) is an area of
knowledge that is lacking and would provide value for future conversations around the public’s
expectation of cyber related public policies.

243U S. Senate Committee on Homeland Security & Governmental Affairs, 2008.
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Chapter 2: Qualitative Research & Analysis of the VEP

As we saw in Chapter 1, the information currently available to the public is insufficient to
answer critical questions about the design of the Vulnerabilities Equities Process’ (VEP) charter.
To begin developing any new hypotheses or drawing meaningful conclusions, new data is
required. At the end of Chapter 1, I identified the two key areas*** where this data generation
should be focused. The first area is on new information related to the process itself, particularly
regarding the appropriate mechanism to increase enforceability of the VEP, the potential
existence and use of loopholes (e.g., Non-Disclosure Agreements [NDAs] and partner
agreements), confirming whether the classified and unclassified reports are being generated, and
whether there is a more suitable federal entity than the NSA to fulfill the role of Executive
Secretariat. The second area to focus the generation of new information on is related to the
equities considered during the ERB adjudication process, particularly regarding whether the
ERB’s current composition (i.e., primarily composed of intelligence or law enforcement entities)
imposes bias during the decision-making process, whether consumer and industry stakeholders
are adequately represented during these discussions, whether international-oriented equities
should be given more consideration, and if the VEP should be expected to accommodate the
government’s evolving use of technology and vulnerabilities.

Methods Selection

To ensure I used the most appropriate method to generate this new data, I performed a review
of research approaches spanning both the quantitative and qualitative spectrums. To begin, I
looked at the methodological assumptions, objectives, and sampling guidelines of both the
quantitative and qualitative approaches on a general level.

Quantitative research is generally defined as research that uses mathematically-based

methods (especially statistics) to analyze numerical data in order to explain a phenomena of
248,249

b

interest.2*> 246 247 It is rooted in objectivist epistemology — the idea that there exists a “true’

reality independent of individual perceptions — and seeks to explain the relationship between

244 Please refer to Chapter 1 to review the research that led to the identification of these two areas. A summary can
be found in the “Chapter Conclusion” section of Chapter 1.

245 Yilmaz, 2013.

246 Gay & Airasian, 2000.
247 Creswell, 1994.

248 yilmaz, 2013.

249 Firestone, 1987.
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phenomena (which it assumes exists in a static state) in terms of generalizable causal effects
through “the measurement and analysis of causal relationships between isolated variables within
a framework which is value-free, logical, reductionistic, and deterministic, based on a priori
theories.”?>° Due to the desire to identify the objective reality of a relationship through
mathematical means, quantitative approaches generally require a large representative sample and
variables which lend themselves to quantification, allowing for generalizability of the
findings.?>! Qualitative research, on the other hand, is generally defined as research that
leverages an “inductive, interpretive and naturalistic approach to the study of people, cases,
phenomena, social situations and processes in their natural settings in order to reveal in
descriptive terms the meanings that people attach to their experiences of the world.”?? 23 It is
rooted in constructivist epistemology — the idea that reality is dynamic (i.e., there are multiple
“realities™) and is the result of socially defined frameworks that are “value-laden, flexible,
descriptive, holistic, and context sensitive.”3% 233-256.257 [ contrast to quantitative research,
qualitative research almost exclusively leverages purposive sampling strategies to allow for the
intentional selection of information-rich cases.?>

Given these distinctions, employing a qualitative approach to my research will provide more
data-rich findings for my particular needs than if I employed a quantitative approach. I arrived at
this conclusion for three key reasons. First, the questions I will need to ask (given the key areas
of research outlined above in the “Introduction”) are subjective in nature and strive to develop a
more robust contextual understanding of the VEP through individual experiences and
perspectives, which already implies the acknowledgement of multiple realities across the
individuals responding and the context of their relationship with the VEP; the generalizable
objective of quantitative approaches limits the ability to capture this level of insight into
individual experiences.?>® Second, nearly every aspect of the VEP — including the final decisions
themselves — are contextual and dynamic, whereas a quantitative approach assumes a static state.
And third, the sampling pool available to me is incredibly small, which is a byproduct of the
restrictive nature of who has historically had access to and interactions the VEP; this means that |

250 Yilmaz, 2013.

231 Gelo et al., 2008.

252 Yilmaz, 2013.

253 Brewer & Miller, 2003.
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will need to do purposive sampling in order to (1) achieve a large enough sample size, and (2)
ensure that my sample is also inclusive of as many perspectives of possible.

Proceeding with a qualitative research approach, I decide to root my research in thematic
analysis for reasons outline below. Thematic analysis is a type of inductive analysis of
qualitative data that can be achieved through multiple analytical techniques, but whose aim is to
systematically generate theories rooted in the identification of patterns of meaning (or “themes”)

across a given set of qualitative data.?60: 261,262

Thematic analysis is an approach that is widely
used across different fields — often combined with quantitative methods as well for form a mixed
methods approach — but is particularly used within public policy as it relates to equity, social
work, education, and health (including both physical and mental health).?6% 264 The benefits of
leveraging a thematic analysis method is that — if performed rigorously — it can yield trustworthy
and insightful findings,?%® lends itself particularly well to examining the perspectives of different

266 and is very useful for uncovering unanticipated insights.?¢” Distinct from

participants,
methods found under a quantitative approach which rely on demonstrating reliability and validity
of their findings, the quality of a study employing thematic analysis is assessed in terms of the

study’s “trustworthiness,” 268

which is demonstrated by fulfilling the four criteria of
dependability (is the research process is logical, traceable, clearly documented), confirmability
(can the results be confirmed or corroborated by other participants), credibility (are the findings
believable), and transferability (are the results generalizable for a similar context).?®® Given the
level of documentation I maintained throughout my qualitative research, along with the high
level of corroboration across interviews on the themes that emerged, I believe I have successfully
demonstrated that my findings are trustworthy.

There are other means of qualitative data analysis, including content analysis, grounded
theory, interpretive phenomenological analysis, narrative analysis, and discourse analysis, but the

limitations of these other methods made them less ideal to leverage when compared to thematic

260 Terry et al., 2017.

261 Vaismoradi, 2016.

262 Guest et al., 2014.

263 Castleberry & Nolan, 2018.
264 Ward et al., 2017.

265 Braun & Clarke, 2006.

266 King, 2004.

267 Nowell et al., 2017.

268 L incoln & Guba, 1985.

269 7, ransferability, although a dimension of trustworthiness in qualitative studies, is generally viewed as being the
responsibility of the researcher doing the transferring or generalizing to their case or study; this researcher is
responsible for assessing the context of their study and making a value judgement on whether it is sensible to
transfer the results from the original study into their study.
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analysis. For example, content analysis?’® — which evaluates content (e.g., images, text) for
patterns — is known to not be particularly good at picking up nuances that were not accounted for
from the onset of a study; in the case of my research, nuances in my participants’ perspectives of
the VEP are very important in uncovering new insights. Grounded theory?’! — which takes an
overarching question and waits for patterns to emerge, which are then tested on new sample
groups — requires a researcher to step into a study with little structural boundaries in order to be
guided completely by data as it unfolds; while this in and of itself is not a limitation, grounded
theory also requires the researcher to “test” any new theory that may be emerging from the data
on new samples of participants; given the exceptionally small sample pool I will have available, I
do not believe that I will be able to achieve reliable or verifiable results though this method.
Interpretative phenomenological analysis®’? is not congruent with my overall objective — which,
when generalized, is to learn more about the VEP through differing perspectives — because it
focuses on an event or experience that happened to a participant. Similarly, narrative analysis®’?
(which analyzes individual story telling for their deeper meanings) and discourse analysis®’*
(which analyzes communications within their social context) are also not congruent with my
over overall objective because. Looking back at thematic analysis, the main limitation associated
with this method is its flexibility, which can lead to inconsistencies and a lack of coherence if an
epistemological position (e.g., objectivist versus constructivist epistemology) is not explicitly
identified from the beginning to underpin the study.?’>

A thematic analysis itself can be approached in either a confirmatory or exploratory manner.
A confirmatory approach is generally used in conjunction with a hypothesis-driven study where
a researcher is trying to conclude whether “x people think z about y.” 2’6 In these instances, a
researcher will already have predetermined themes, trends, or ideas in mind, and will simply
review the final data set for instances of those themes; since these themes are generated ahead of
time, a priori, no consideration to potential emergent themes is given. In order to control for bias
due to the predetermined hypothesis-driven approach, random sampling will be used. By
contrast, an exploratory approach is content-driven, meaning that no themes are determined
ahead of time, and will generally ask questions oriented as “What does x person think about
y?”?77 Because these studies have general areas of focus — as compared to a much more focused
hypothesis-driven confirmatory study — purposive sampling is much more common, allowing
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researchers to better target information-rich and relevant participants. After data collection, the
researcher will carefully review the entire data set multiple times for themes or trends, which will
then be used to provide an outline for the follow analysis. Given that I previously identified two
general areas of interest where new information is needed about the VEP (please refer back to
the “Introduction,” or to the “Development of Interview Protocol” section below where these
areas are elaborated on), but do not have enough information to begin performing meaningful
hypothesis development or testing, employing an exploratory thematic approach is most
appropriate.

Now that I have outlined the most appropriate research approach and method for my study —
a qualitative research approach employing exploratory thematic analysis — it is time to determine
what technique is most appropriate to generate the data. While thematic analysis is most often
applied to interview transcripts, it can also be applied to other data sources such as
questionnaires with open-ended questions and focus group transcripts. For the purpose of my
study, however, I do not believe either of the latter are appropriate. While a questionnaire can
promote consistency (both in terms of the questions being asked, as well as the scale or options
used for measurement), it also limits the amount of individual perspective and expression that
can be captured.?’® In a similar vein, focus groups may be good for deeper examinations of
complex issues facilitated by discourse within a group of participants, but they also run the risk
of having certain perspectives washed out by stronger personalities — potentially skewing the
data.?” By holding one-on-one interviews, however, I am able to create an environment focused
on the views of a specific individual where they are able to express their perspectives and
experiences without being influenced by another participant. Furthermore, by leveraging one-on-
one interviews, I am able to follow-up on responses to generate additional context around a given
statement, as well as have the opportunity to repeat certain insights back to the interviewee to
ensure [ am accurately capturing and reflecting their responses.

Methodology

This research study leverages a qualitative approach, using interviews as the method of new
data generation, and an exploratory thematic analysis as the method of analysis. As discussed in
Chapter 1, there is current a very limited amount of available data on the VEP (primarily the
VEP charters themselves and a small number of public statements made by government
officials). Conducting interviews with VEP subject matter experts and key stakeholders is the
most effective method for collecting new data on the VEP process and its implementation.

278 Saldana, 2015.

279 Bhattacherjee, n.d.
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The review of publicly available information related to the VEP (e.g., official government
documents, think tank reports, analyses, opinion pieces) performed in Chapter 1 informed the
development of the interview protocol.

Development of Interview Protocol

The need to generate new data around two key areas related to the VEP drove the design of
the interview protocol: (1) the process itself, and (2) the equities considered during ERB
adjudication. These areas were identified during my review of publicly available information in
Chapter 1. From that review, we saw that the public discourse surrounding the release of the
current VEP charter had resulted in several sets of recommendations and concerns regarding the
VEP’s process and equities considerations — virtually all of which are based on opinion due to
the absence of any official VEP data or comprehensive research studies focused specifically on
the VEP. In addition, I also identified a third area that was not explicitly mentioned in the public
discourse, but that my review from Chapter 1 supported: the government’s evolving use of
vulnerabilities, and the role of international equities. The first two areas related to “process” and
“equities considerations” are designed to provide perspective on the VEP’s current state, while
this third area is designed to be more futures-focused.

As such, the interview protocol is divided into three sections with the goal of generating new
information around these three key areas. The “process” focused section of the protocol targets
topics related to whether implementing an enforceability mechanism for the VEP is viewed
necessary by VEP subject matter experts (SMEs) (and what mechanism would be most
appropriate); whether the current VEP charter is viewed as having loopholes designed into the
process itself (either explicitly as with the categories of vulnerabilities that are exempt from
review, or implicitly as with the notable absence of an NDA focused discussion); if any VEP
SMESs can confirm whether the classified or unclassified annual reports are being produced; and
if the Executive Secretariat role should be filled by the NSA or another entity and why.

Similarly, the “equities consideration” focused section of the protocol targets topics related to
whether the ERB’s majority intelligence and law enforcement composition are viewed as
potentially biasing the adjudication results; and whether consumer and industry equities are
viewed as being adequately represented, including the likelihood for patch
development/deployment (and if not, how could they be better represented).

And the final section of the protocol is focused on “futures” oriented topics that target views
on whether international-oriented equities could or should be given more consideration in the
future due to the increasingly degree of global digital interconnectedness; and if or how the VEP
should be expected to accommodate the government’s evolving use of technology and
vulnerabilities in the future.

To provide context to the responses, a question regarding each SMEs relationship with the
VEP has been included, as well as an open-ended question at the end which gives the
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interviewees an opportunity to bring up any comments or perspectives on the VEP that they view
as important but that were not captured in the other protocol questions.

The interview protocol was developed to be used across all interviewees. Given the very
small number of individuals familiar with the VEP, the interview could not be beta tested. In lieu
of being beta tested, however, the interview protocol was reviewed with a dissertation advisor
and determined to take approximately 20 to 30 minutes. In addition, the final interview protocol,
all associated procedures (e.g., initial interview outreach, material safeguarding, etc.), and overall
study design were submitted to RAND’s Human Subjects Protection Committee for review and
approval prior to beginning engagement with any VEP SMEs.2%° See Appendix A to view the
interview protocol used.

Selection of Participants & Demographics

Given the very small sample pool available, I aimed to interview as many VEP SME:s as
possible, and with as much variety as possible (e.g., former government officials, large
commercial information technology providers, journalists, etc.). Potential interviewees were
initially identified during the literature review phase. Subsequent interviewees were identified
via snowball sampling from the initial set of interviewees. When coordinating interviews, each
potential interviewee was initially sent a recruitment message via email. These email addresses
were gathered from open sources; in a limited number of cases, email addresses were provided to
the research by other interviewees. In the cases where the I was unable to locate an email, other
means/platforms of contacting the SMEs were used (e.g., LinkedIn, Twitter).

In total, 43 SMEs were identified. Of these 43 SMEs, 32 were sent interview requests, while
the remaining 11 were unable to be contacted due to (1) a lack of publicly available contact
information, and (2) the inability to identify contact information through a participating SME. Of
the 32 SMEs who were sent interview requests, 29 responded — 10 of which indicated they did
not wish to participate in the study.?®! Ultimately, 19 VEP SMEs were interviewed across seven
industries: Academia / Research, Commercial Information Technology, Federal Government,
Intelligence Community, Journalism, Legal, and Military — many of which had interacted with
the VEP across the different stages of its evolution, including with the original iteration under the
George W. Bush Administration. A large majority of interviewees had experience across more

280 This study was approved and determined to be a “Category 2—Educational Tests, Survey Procedures, Interview
Procedures and Observation of Public Behavior” study by RAND’s Human Subjects Protection Committee, and was
deemed exempt from any further review. For verification, contact RAND's Human Subjects Protection Committee
and reference Study 2021-N0313.

281 1t°s worth noting that the majority of the SMEs who declined to participate mentioned that their reason for
declining (although a reason was not requested) was that they were actively working within either the intelligence
community or government and even though the VEP charter was now unclassified did not feel comfortable
commenting on their past experiences, opinions, or perspectives.
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than one industry (see Table 1), and had either directly interacted with the VEP in some capacity,
or had spent several years researching the VEP in-depth.

Table 1: Interviewee Industry Affiliation

Interviewee Academia/ Commercial Federal Intelligence Journalism Legal Military
Research Information Government Community
Technology

#1 X X

#2 X

#3 X

#4 X

#5 X X

#6 X

#7 X X

#8 X

#9 X X

#10 X X

#11 X X

#12 X X

#13 X X
#14 X X

#15 X

#16 X X

#17 X

#18 X X

#19 X X X
TOTAL 13 3 8 3 1 2 2

Conducting the Interviews

All interviews were conducted over the phone. Each interview was conducted on a one-on-
one basis — with only the interviewee and myself present. As previously mentioned, the
interviews consisted of a semi-structured format following a pre-developed interview protocol
(see Appendix A). This method allowed me to follow-up on specific perspectives expressed by
an interviewee, and also allowed me to repeat summarized versions back to confirm that my
understanding and notes accurately reflected their perspective.

The interviews were not recorded, but transcript-like notes were typed during each interview.
The interview notes were then input into a spreadsheet — each row representing a unique
interviewee, and each column representing a specific question from the interview protocol; any
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information that could be used to identify the interviewees was excluded from the spreadsheet.
Once all interviews had been conducted, the aggregated responses were examined several times
for insights in the form of emergent themes. After these themes were identified, the responses
were reviewed once again and were assigned themes where applicable (see the “Interview
Results” section for the list of themes identified). A tally of how many interviewees expressed
each theme was later calculated in order to provide percentages for the analysis and “Interview
Results” write up; an interviewee could only be counted once per theme (e.g., even if an
interviewee expressed a particular theme several times, they were only counted once for the
percentage calculation).

Interview Results & Limitations

The exploratory thematic analysis of the interview data resulted in the identification of
twelve key themes: (1) an ERB member’s agency affiliation does in fact influence their
“disclosure vs. retention” vote; (2) the unclassified annual VEP reports are not being published,
although classified reports to Congress appear to be happening; (3) additional formalization of
the VEP is desired to make its enforcement possible; (4) the NSA does seem to be the most
appropriate federal entity to hold the role of Executive Secretariat due to their technical abilities
and intelligence function; (5) the majority intelligence and law enforcement representation
currently present within the ERB appears to potentially be influence adjudication outcomes; (6)
the equities of consumer and industry stakeholders should be better represented during ERB
discussions, but there is no clear consensus on how to achieve that goal; (7) the ERB does take a
vendor’s potential response to a disclosure decision into account — mostly to assess how likely
the vendor is to develop a patch, how much lead time they will require to develop a patch, and
how likely it is that the patch’s application will negatively impact the vendor’s revenue
stream;?%? (8) there are many more steps that industry can be taking to better protect their
consumers from vulnerabilities; (9) even as the government’s use of technology and
vulnerabilities continue to evolve, the VEP should remain focused solely on the adjudicating of
zero-day software vulnerabilities; (10) more inclusion of an international perspective during the
adjudication process would be valuable, but not through the addition of new ERB member; (11)
the VEP could be used to support the development of a global set of equities to drive global
norms around vulnerability exploitation; and, (12) the VEP also serves as a guide for ERB
members on how to make ethical decisions around the retention or disclosure of software
vulnerabilities. Each of these themes and their associated analysis is outlined in the following
sections.

282 This is viewed as a proxy for “likelihood to develop the patch;” interviewees felt that if a patch is likely to
negatively impacts functionality, vendors are less likely to want to develop the patch because it may negatively
impact their revenue stream. Please refer to the “A Vendor’s Response To A Dissemination Decision Is Considered
By The ERB” section for a comprehensive discussion of this theme.
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The research findings have two general limitations: the sample size and diversity. The sample
size itself (n = 19) may appear small, but given the relatively small number of individuals who
are VEP SME:s (this research identified roughly 43 in total), the small sample size was expected.
As such, a larger sample size may have uncovered additional insights, but I do not believe those
insights would have significantly altered the findings reached. The emergence of new themes
dropped off sharply after the second interview, and theme saturation was achieved after the
thirteenth interviewee (meaning that no new themes emerged after the thirteenth participant was
interviewed), with the majority of themes being identified by the seventh interview (see Figure
1). The threshold for meeting saturation in qualitative research has been consistently debated and
researched over the past twenty years.?®3 Morgan et al. — widely regarded for their landmark
study on saturation in qualitative research — found that the majority of new themes emerged
within the first five to six interviews, and that little new information was gained as the sample
size approached twenty, with 92% of all new themes being identified by the tenth interview.284
Guest et al.,?® Francis et al.,”*® and Namey et al.?8” all reported similar findings, with the
majority of themes being identified within the first six interviews, and 92% of themes being
identified by the twelfth interview. Hagaman and Wutich?®® found that they regularly achieved
theme saturation within less than sixteen interviews. I believe that my findings of the majority of
themes being identified by the seventh interview is consistent with the literature, and that I was
able to reach a high level of saturation through my total interviews conducted.

Diversity in the industry types represented by the interviewees was another limitation
encountered in this section of my study. Academia / Research Institutions (n = 13) and Federal
Government (n = 8) were the most represented in the study, with Commercial Information
Technology (n = 3), Intelligence Community (n = 3), Legal (n = 2), Military (n = 2), and
Journalism (n = 1) the least represented.?®® Although several attempts were made to increase the
number of interviewees for these less-represented groups, I was unable to do so within the
timeline of this study. As such, the research findings may omit insights specific to these
populations.

283 Guest et al., 2020.

284 Morgan et al., 2002.

285 Guest et al., 2006.

286 Francis et al., 2010.

287 Namey et al., 2016.

288 Hagaman and Wautich, 2017.

289 1t is worth noting that Academia / Research Institutions and Government are the two populations most likely to
be involved in in-depth interactions with the VEP, so it is understandable that these two populations would have
more VEP SMEs and, therefore, more representation in the interviews.
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Figure 1. Number of New Themes That Emerged During Interviews (by Interviewee)

Number of New Themes
N

o -

Interviewee

Agency Affiliation Influences “Disclose vs. Retain” Decisions

The majority of interviewees (~90%) believed that a voting ERB member’s agency affiliation
did influence their desire to either retain or disclose a software vulnerability, and that this
influence was directly linked to the mission of the agency which the ERB member represented
(e.g., CIA, DoJ). Interviewees, however, did not necessarily viewed this as a negative trait, and
generally expressed understanding and support for ERB members advocating in the best interest
of their respective agency:

e “Looking at their agency missions and backgrounds, it would make sense
that they don’t vote to disclose every time.”

e “Of course. It makes sense that they would lean towards what the mission
of their respective agency is.”

A common theme among interviewees, though, was uncertainty around whether these agency
representatives were overly influenced to the point where they would knowingly disregard
information that would support disclosure to retain access to a software vulnerability.

Unclassified Annual VEP Reports Are Not Being Published

These interviews confirmed that unclassified annual reports outlining metrics of
vulnerabilities and decisions made through the VEP have not materialized, even though the most
recent VEP charter commits to doing so:

e “They are not out there.”

e “I have not been able to locate any unclassified reports.”

e “No, the unclassified reports do not exist, but they should, and that’s
something I think this administration should do.”
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It is believed, though, that classified versions are being produced and provided to Congress:
e “Congress has said that the House and Senate Intel Committees might be
getting reports, but are protective of the process.”
e “I hear that there are reports being sent to [Congress].”

Enforceability of the VEP Is Desired

Even though the newest publicly released VEP charter has drastically increased transparency,
a majority of interviewees (~85%) supported the addition of an enforceability mechanism into
the VEP, identifying this lack of enforceability as a loophole. This support is rooted in four key
reasons (listed in order of the frequency they were mentioned):

1. Enforceability is necessary to ensure the VEP’s longevity:

e “[Enforceability] is needed to make sure it doesn’t fall apart again. There
was a gap from 2008 to about 2012 or 2013 where it was dormant.”

o “[Enforceability] would help make sure it doesn’t fall dormant, and that’s
there’s regular thought towards oversight.”

2. Enforceability would further promote transparency:

e “[Enforceability] would allow us to know when changes to the process are
made. Since it’s just policy right now, we have no way of knowing if any
changes have been made.”

e “The VEP is intended to arbitrate the equities of a known or potential
vulnerability by the IC on behalf of the civilian population... whether or
not they are actually doing that, we don’t know.”

o  “When things are not enforced, they are just policy and can be changed.”

3. Enforcement sets the basis for accountability, which would allow for both internal and
external oversight:

e “Right now people can avoid the VEP entirely if they chose to, but if it
was codified then we now have an enforceable mechanism in place and
can begin to identify potential loopholes.”

e “Even though the charter has been made public, there still is no
requirement to go through it. An enforcement mechanism would help with
this.”

e “Since it has no legal standing, there’s no requirement to comply with the
charter. The fact that the unclassified annual material has not materialized
is good evidence that codification is necessary.”

e “With codification, Congress can pressure the Executive branch to
actually produce those reports. This is intelligence collection for the
President; the IC works for the President... and it’s the President’s call to
choose to put these speedbumps in place.”

4. Enforcement and accountability would promote public confidence in the process:

e “By enforcing [the VEP] you bring oversight and enforcement into the
picture, which helps the public believe the process really exists.”

Only ~25% of the interviewees, however, preferred codifying the VEP into statue. The majority
believed that enforcement through either an Executive Order or a National Security Memo would
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be ideal, providing a means of accountability while maintaining flexibility to be able to adapt to
threats as they evolve:
e “The cyber domain is rapidly changing, and when you have a rapidly
changing domain and need to make strategic decisions, [a statute] is a
mistake. We need something that can change to fit our needs.”
o  “We might not want a statute because that may be too rigid. An EO or
security memo is the best way to go.”
o “There are alternatives to codification, like the issuing of an EO or a
national security memo by the President.”

The interviewees who did not support the addition of an enforceability mechanism into the
VEP cited two key reasons (listed in order of the frequency they were mentioned):

1. The belief that it would impose unneeded stringency over the VEP that would make
the process more difficult to execute and adapt to emerging needs:

e “Codification is not desirable. These are classic executive branch policy
decisions. If there truly was an important vulnerability that came to light,
it would be elevated up the appropriate chain for review, regardless of
codification. [...] Even if you codify it, if it’s too cumbersome, people
won’t listen to it; people will find a workaround for cumbersome
processes.”

e “Too much statutory structuring of the exec branch is not useful; it reduces
flexibility, it reduces the President’s ability to manage the executive
branch with flexibility. Not everything benefits from further structure.”

o “The VEP currently works as-is, no need codifying it as that will just make
it more difficult to undue or change in the future if our needs change.
Flexibility is key when dealing in the cyber domain.”

2. The current VEP is not appropriately structured, and the addition of enforcement
mechanisms would only make it more difficult to amend:

e “Codifying the current VEP means you think we already have a good
solution, and I’m not convinced that the current VEP is what we want.
Codifying restricts your options and makes it more difficult in the future.”

NSA Should Continue to Hold the Executive Secretariat Role

The majority of interviewees (~80%) believed that the NSA is the appropriate entity to hold
the role of Executive Secretariat, citing that they had not only performed well in this position in
the past, but are arguably the most capable agency of holding the position given the combination
of their technical abilities and how informed they are due to their intelligence function — even
though the role is administrative in nature, and they do not play any formal role in the decision
making process:

e “NSA always ran the VEP process well internally.”

e “They are awesome and are a super objective. They upheld the standard,
didn’t let anyone slack (including other NSA ppl). They took notes and
shared all findings, there was a lot of transparency from their end. It is
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wholly an administrative function. NSA doesn’t have a vote... there never
was an issue from my experience.”

Very few interviewees viewed this technical ability and intelligence function as a conflict of
interest for the position; rather, it was seen as a benefit to help the government make more
informed decisions, and many noted that there are mechanisms internal to the NSA (e.g.,
distribution of tasks, internal function audits) to mitigate conflict of interest concerns. In fact, the
potential “conflict of interest” in the NSA holding the Executive Secretariat role was widely
characterized as an “optics issue” by the interviewees — suggesting there was no substance to

claims of conflict of interest — and that these claims were generally rooted in the potential

remaining public distrust in the NSA resulting from past events (e.g., Snowden,*”*

Heartbleed®").

e “Optics issue. It’s a matter of practicality; it needs to be held by someone
with enough bodies to actually do the work.”

e “I think it’s an optics issue, but that shouldn’t be the deciding factor. I
think it’s a reasonable case that the entity that does intel for the US is
holding this position... it concerns some people, but that doesn’t mean
they can’t do a good job at it.”

o  “We really do want the most educated or most informed decision-maker
as the Executive Secretariat.”

Interviewees that did see the NSA holding the role of Executive Secretariate as problematic,
noting that the administrative aspect of the role was not the issue; they were primarily concerned
by the NSA’s dual role of both supporting cybersecurity as well as exploiting vulnerabilities
discovered to further its intelligence mission, and believed that those conflicts could potentially
boil over into their role with the VEP:

e “The administrative item is not concerning. What is concerning is that one
of their responsibilities is to keep a list of vulnerabilities that have gone
through the process; it’s a place where — given the NSAs stakes in the
matter — they could easily leave a vulnerability off the list. Without some
kind of oversight or codification of the VEP, we have no way of
accounting for this.”

e  “It’s not the fact that the NSA holds this role that introduces the conflict;
it’s the fact that the NSA holds both offensive and defensive roles that
introduces the conflict. To be fair, there will always be natural, healthy
conflict between defensive equities and offensive equities, even when held
by different parties. The challenge (at least as your question quite
reasonably presumes) is that, as an entity with both roles, the NSA likely
comes to the table already having worked that out internally.”

290 Klein et al., 2016.

291 Please refer to the “Introduction” section of this report for more information on the Heartbleed vulnerability.
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When asked which federal level entity would be better suited to perform the role

of Executive Secretariat, three options were stated (listed in order of the frequency
they were mentioned):

1.

The Cybersecurity and Infrastructure Security Agency (CISA) within DHS — although
it is worth noting that DHS also holds both law enforcement and national security
functions, so whether they would truly be a more neutral party should be researched
further (~80% of interviewees who felt the NSA should not hold the Executive
Secretariat role stated that CISA would be better fit to hold the role):
e  “Yes, it’s a definite conflict of interest. They [NSA] are finding and using
these vulnerabilities for information gathering and analysis, so they have
a stake in preserving that level of access, so while they are supposed to act
as an admin, it can definitely make people doubt because of what their
overall mission. So it makes sense to move that function to someone else
like CISA or the new Office of the National Cyber Director.”
The Office of the National Cyber Director within the Executive Office of the
President, which was established in 2021 (~10% of interviewees who felt the NSA
should not hold the Executive Secretariat role supported this option):
e “With the establishment of a National Cyber Director, there is some
movement going on and we should consider moving the function there.
CISA is supposed to be sharing and interacting with industry partners
already anyways, so they would be another option I’d consider before
leaving it with the NSA.”
A firewalled portion of the NSA that is specifically in place to perform this function
(~10% of interviewees who felt the NSA should not hold the Executive Secretariat
role supported this option):
e “It would be beneficial to the process and its independence and credibility
for a fire walled portion of the NSA to handle it. The DHS/CISA or NSC
could be another option.”

It is worth noting that the majority of interviewees who believed the NSA should remain the

Executive Secretariat expressed opposition to another federal entity taking over the role, mainly

noting that information gathering entities like the NSA do have a great stake in the safeguarding

of these vulnerabilities, and that there is an unnecessary amount of potential risk associated with

another entity assuming the role of Executive Secretariat:

“There are significant security considerations, you’re touching on sources and
methods for intel gathering, so of course the NSA should be leading it. NSA has
to protect these things. If they had to hand everything over to CISA, that would be
concerning.”

“You don’t want to share your crown jewels and wait to see if others in the VEP
will take it away because some random person in this new entity is blabbing about
your vulnerabilities.”
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Majority IC Representation on the ERB May Be Influencing Decision Outcomes

Most of the interviewees (~82%) believed that a majority of the Equities Review Board
(ERB) members coming from intelligence community (IC) or law enforcement (LE) entities
either “does” or “potentially” poses an issue with respect to the decision-making process; of
those interviewees, ~44% believed this majority representation “does” pose an issue, and ~56%
believed this majority representation “potentially” poses an issue. As a reminder, the VEP is
designed to help VEP participants and the ERB reach a final determination of vulnerabilities

under review through a consensus; however, if a consensus cannot be reached, a preliminary

determination is via a vote.???

Interviewees that believed majority IC and LE representation on the ERB poses an issue cited
two key reasons (listed in order of the frequency they were mentioned):

1. The belief that an ERB with majority IC and LE representation does not allow for
adequate representation of other relevant equities — consumer and industry equities
being noted in particular (this was the most often referenced reason):

e “There is a deficit in consumer or public interest in that there may be risks
in not disclosing that are not known to the parties involved in the ERB
decision-making process. They might miss scenarios or other
compounding factors from those communities, which creates an equities
imbalance.”

e “There needs to be better representation of the private sector and of the
public generally. I don’t feel Commerce or Treasury are best positioned to
represent them, and it’s logical to think that might be impacting the
decisions being made.”

2. That an ERB with majority IC and LE representation introduces bias resulting from a
“stick together” mindset:

e “IC and law enforcement will almost always stick together and outweigh
the others.”

o “There is definitely a law enforcement mindset that can get in the way of
you seeing or considering other points of view.”

Interviewees that believed majority IC and LE representation on the ERB potentially poses
an issue cited three key reasons (listed in order of the frequency they were mentioned):

1. Ifequities have not been prioritized ahead of each ERB meeting (e.g., “we are going
to prioritize defensive equities over offensive equities or consumer equities over
intelligence gathering equities due to this reason”), then it makes it difficult to know
if the appropriate voices are being adequately represented in each meeting — may
have an influencing effect on the decision outcomes:

292 For an in-depth discussion of this portion of the VEP, please refer to section “The Review Process” and
“Challenges & Disputes within the VEP” of Chapter 2.
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e “The board should be set up in a way that accurately reflects what we as
the US believe to important; so if we believe that consumer and civilian
equities are important, then we should have adequate representation for
them on the ERB.”

e “It’s more likely that the real issue is that the priorities or hierarchy hasn’t
been clearly laid out, and because of that the priorities must be re-
negotiated each time without all the appropriate voices weighing in. If,
during the process, the policy clearly stated that defensive needs take
priority, then the burden is on the offensive community to justify non-
release. On the other hand, if the policy clearly stated that offensive needs
are prioritized, then the defensive community has the higher burden, and
that might benefit from additional civilian input. If there’s not defined
hierarchy of priorities ahead of time though, how do we know which
interests are represented and to what extent?”

2. If'the current ERB members through their majority IC and LE representation do not
adequately represent both DoD and non-DoD equities, then the resulting imbalance
may have an influencing effect on the decision outcomes:

e “A good question is ‘Do we have the right people representing non-DoD
equities?” Is Commerce adequately representing the equities of the
American public? If not, then we don’t have the right mix of people on
that board.”

3. The approach used to reach a dissemination or retention decision highly influences
whether or not majority IC and LE representation on the ERB poses an issue. If a
consensus approach is used, then the potential impact is limited — but if a majority
vote approach is used, then there is a much greater probability that the majority IC
and LE presence on the ERB is having an influencing effect on the decision
outcomes:

e  “When I sat on the ERB, our method was not to take a vote, but to get to
a consensus, and if you’re doing a consensus then you don’t need to worry
about weighing certain members’ decisions to make sure everything is
equitable. Voting in this context is very hard to do in a truly equitable

9

way.

Those interviewees that did not believe majority IC and LE representation on the ERB
adversely influenced decision outcomes cited that it is the duty of those agency representatives
sitting on the ERB to advocate for the interest of their agencies — not for the interests of others —
and because of that there is no inherent issue present:

e “I would hope that each board member would represent their agency and
what their agency needs. If the FBI is trying to use a technique to help their
most important cases, then I would expect their representative to
absolutely advocate to retain that vulnerability.”

e “The history of the VEP is realizing that a lot of the research on these
vulnerabilities and their discovery is being done by agencies whose
mission is to gather intel or exploit for operations.”
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They also noted, however, that even though the ERB representatives had no obligation to
advocate for interests outside of their own, that all ERB discussions were in fact healthy debates
that were inclusive of all equities (including consumer and industry equities).

e “When I was in these meetings, those debates were very healthy and
included consumer and industry equities that were represented by
Commerce and DHS.”

e “They don’t need to stick to their own entity’s views; they can advocate
for the broader good if they chose to.”

Consumer & Industry Equities Should Be Better Represented, but “How” Is Unclear

The majority of interviewees (~73%) believed that consumer and industry equities could and
should be better represented during ERB discussions:

e “There needs to be better representation of the private sector and of the
public generally. I don’t feel Commerce or Treasury are best positioned to
represent them.”

e “Industry and consumers are definitely not well-represented, and there are
lots of opportunities to include them.”

o “It would be good to have an industry or consumer rep just to make sure
we’re taking all equities into account.”

The remaining ~27% of interviewees believed that consumer and industry equities were
already adequately represented during ERB discussions and questioned what additional value
would be gained from dedicating more time and resources to these two stakeholders in particular:

e “When I was in these meetings, those debates were very healthy and
included consumer and industry equities that were represented by
Commerce and DHS.”

e “This is purely something for the executive branch, so why would we need
additional industry representation? I just don’t see us solving any problems
by having more private sector representation.”

e “ERB can reach out, but they don’t always want to do that.”

The interviews highlighted five potential formats for increasing consumer and industry
representation across the entire VEP — not solely during ERB meetings (listed in order of the
frequency they were mentioned):

1. Leverage the Existing ISACs for Consumer / Industry Representation: This
format is very similar to the previous format, but leverages the existing national
Information Sharing and Analysis Centers (ISACs) as points of consumer and
industry representation. Potential benefits to this approach include: ISACs are aligned
with specific private sector industries (including critical infrastructure) meaning that
specific ISACs can be tapped by the ERB when a relevant vulnerability is being
reviewed, and they already hold clearances and can be pulled into classified
conversations (effectively removing the “classification” barrier).
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e “An ISAC as a rep at the table is a good idea, especially since these
companies have a big stake in how these vulnerabilities are resolved. The
people involved usually have a clearance, so this would at least get us
around the classification issue.”

e “Utilizing the ISACs is a good option that I think should be studied a bit
more.”

e “Probably better off using one of the existing ISACs because then we
won’t have parallel things going on. That was one reason for the argument
of moving the VEP into DHS because they are already in contact with all
the ISACs and have many more ties to different industries.”

2. Establish a Standing Advisory Panel: This format entails establishing a standing
advisory panel composed of approximately eight to twelve public interest
stakeholders that would be able to receive and answer specific questions handed
down to them by the ERB (including broader trend-related questions). This approach
would enable the sanitization of classified information out of the questions
themselves, creating an artificial wall between the advisory panel and the classified
components being discussed within the ERB. Some interviewees, however, believed
that even if all classified information was removed from the questions submitted to
the advisory panel, the panel members would try to identify the vulnerability and
impacted systems in order to develop a patch — ultimately undermining the VEP’s
ability to retain certain vulnerabilities if deemed necessary.

e “Ifyou send a private sector advisory board questions, then they are going
to try to reverse engineer those questions in order to find out what new
vulnerability has been discovered and who’s systems are effected by it.”

3. Solicit Decision Feedback from Cybersecurity Stakeholders: This format entails
generating a list of cybersecurity stakeholders who are well-postured to represent
consumer and industry equities. This stakeholder group would receive sanitized
information regarding VEP retention vs. disclosure decisions on a rolling basis (e.g.,
each quarter, this group would receive decision feedback from the vulnerabilities
reviewed in the previous quarter, potentially to include general trends on the types of
bugs being reviewed as well as trends in adjudication decisions.).

e “A better way to go about including industry and consumer equities is to
have a group of technically qualified stakeholders to review adjudication
decision trends. This way they aren’t being exposed to any specific
information that they could reverse engineer, but are still able to provide
high-level feedback regarding potential scenarios that the ERB might not
be thinking through.”

4. Dedicated Consumer / Industry ERB Representative: This format requires having
a dedicated consumer and / or industry representative formally added to the ERB. The
representative position would be permanent, although the individual in the position
would rotate in / out over a predetermined period of time. There are several
challenges associated with this format, though, including: overcoming classification
issues, determining who fills the role of representative, determining who nominates
potential representatives, and how long each person serves as the representatives.
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Although an option, most interviewees struggled to see how this format would
successfully play out without essentially “giving away” the vulnerabilities being
reviewed by the ERB to industry.

e “I don’t know how you would ask a subset of industry reps about how a
vulnerability might impact things without giving away sensitive
information.”

o “I think it would be difficult for the private sector to be on the board,
because then the cat is kind of already out of the bag and they can go and
develop the patch anyways.”

e “It wouldn’t be great if they were brought into the meetings, especially if
it’s a vulnerability from their system.”

5. Industry Rep Talks Given to Members of the Intelligence Community: This

format is inverse to the previous four. Instead of having the ERB hand questions
down to a designated consumer / industry representative, this format would include
industry and consumer representatives (e.g., Cisco, Microsoft) giving talks to
members of the intelligence and law enforcement communities (in particular those
involved in the VEP) on cybersecurity topics (to include specific hardware / firmware
/ software components, scenarios, and ongoing vulnerability research) that they view
as particularly important to their sector and consumer stakeholders. This format
would give the intelligence and law enforcement communities insight into how
industry and consumers think about and experience cybersecurity related risks.

e “Maybe having a person from industry who goes into the IC to talk about

how they think about the problem would be a better approach; it eliminates
the risk of revealing any classified info, but still informs the IC.”

A Vendor’s Response to a Dissemination Decision Is Considered by the ERB

The interviewees who had participated in ERB deliberations acknowledged that a vendor’s

potential reaction to a dissemination decision was considered before a final adjudication was

made. Several reasons were given as to why:

1.

How Much Lead Time For Patch Development Is Needed?: There is always a
period of time between when the government notifies a vendor of a vulnerability and
when the patch is ready for distribution and application. Interviewees noted that some
companies move much faster than others, and that the speed with which a company
develops a patch is not always linked to resources (e.g., developing a patch for an
ERB-related vulnerability is not always a high priority for every company); there are
several other factors that can contribute to patch development time, including the
need for independent verification of a vulnerability by the vendor itself, the
complexity of the patch’s development, and the potential disruption to operations.
How long a company will take to develop a patch plays a factor in the ERB’s decision
on how long they must wait between vendor notification and public dissemination of
a vulnerability.
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2. Will A Patch Ever Be Developed?: Just because a vulnerability is identified and
disclosed to a vendor does not guarantee that a patch for that vulnerability will ever
be developed. In some instances, the vulnerability impacts a product that a vendor has
discontinued and no longer wishes to support, and as a result do not want to invest
resources into developing a patch for it. From the ERBs perspective, since the
government does not have the authority to compel vendors to develop patches, what
is the point of disclosing a vulnerability that most likely will not be patched anyways?

3. Will Patching The Vulnerability Impact A Vendor’s Revenue Stream?: If
patching the disclosed vulnerability will impact the functionality of a feature on a
vendor’s product, the likelihood of the vendor developing a patch for it decreases
sharply (“A vendor will never patch anything that’s making them money, full stop.”).

A small number of interviewees (~11%) believed that the ERB should not be considering a
vendor’s reaction before making an adjudication decision, citing that the VEP’s purpose is to
mitigate harm to US national interests on behalf of the civilian population — not vendors:

e “The VEP is not a vehicle to improve the security ecosystem on behalf of
vendors. It’s intended to arbitrate the equities of known or potential
vulnerabilities on behalf of the civilian population.”

e “Conditioning dissemination decisions on vendors’ response is a very
dangerous way to approach the VEP and undermines the overall objective of
the VEP.”

e “The VEP should take whether or not a vendor is going to apply the patch into
consideration because it’s not related to the core purpose of the VEP.”

Industry Can Do More to Better Protect Consumers

There was a general sense across all interviewees (in varying degrees) that private sector
companies could be doing more to better protect the consumers of their products and services.
These opinions ranged from the idea that vendors should be doing a better job of raising
awareness and incentivizing their consumers to have better security practices (to include the
increased implementation of automated updating), to the idea that vendors (especially large
companies) should be more willing to sacrifice some functionality or profit if it means that their
consumers are better protected:

e “Industry fosters insecurity. A great example is that they refuse to put basic
add-blockers in place, at everyone’s risk. They’ll invest in security as long as
it doesn’t impact their bottom line.”

The most commonly expressed opinion was that companies should be investing more into
ensuring that any code they are deploying is secure from the beginning:

e “There’s a disproportionate amount of emphasis placed on the Government to
disclose zero days. If industry has such a big stake in the outcomes and cares
so much, then why aren’t they investing more resources into ensuring their
code is more secure before deploying it and potentially putting their consumers
at risk?”
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Ultimately, private companies must choose to take actions that better protect their consumers,
because the government generally cannot compel a private company to take specific actions.

A handful of interviewees mentioned that they believed the increase in popularity of bug
bounty programs may, in some fashion, be feeding the Access-as-a-Service?**® market. If
companies chose to not pay “going prices” for zero-day vulnerabilities via a bug bounty program
— or chose to not offer a bug bounty program of any kind — these vulnerabilities are likely to then
turn up in Access-as-a-Service forums and sold to the highest bidder. While this particular topic
is outside the scope of this research, findings from the interviews suggest this is an area where
further research is needed.

The VEP Should Remain Focused on Software Vulnerabilities

All interviewees agreed that the VEP should remain focused solely on adjudicating the
retention vs. dissemination of zero-day software vulnerabilities, and should not be expanded to
include other aspects or topics (e.g., expanding the VEP to include discussions on specific
Tactics, Techniques, and Procedures [TTPs] used in conjunction with zero-days):

e “Keep the VEP very focused. It’s a very particular matter that is extremely
technical, so if you broaden it you would need to raise the level of the
discussion to be more general — and this is an area where we want to remain
as technical as possible.”

e “There are other forums already established here those questions can be better
addressed.”

o “Things like surveillance oversight or how emergent tech is being used by law
enforcement entities is definitely not being adequately addressed in this
country... [ don’t think we have the appropriate frameworks in place yet... but
I also don’t think that the VEP is the best place for that.”

More of an International Perspective in ERB Deliberations May Be Valuable, But Not
Through the Addition of an Internationally Focused ERB Member

A majority of interviewees (~64%) believed that more of an international perspective would
be beneficial to include in ERB deliberations — and not only to see how certain decisions might
impact our allies and partners, but also to consider how they may impact our adversaries as well.
This is largely due to the fact that our world has become more technologically integrated and
connected through an increasing amount of both public and private systems:

293 The “Access-as-a-Service” market (generally located on the Dark web, but not exclusively) is the provisioning
of access to a specific target network, system, or data in exchange for payment of some kind. These services have
generally been referred to in the context of hackers or cybercriminals providing access to others of the like, but that
trend has been changing. Given the proliferation of technology (and thus, vulnerabilities), an entire legitimate
marketplace has popped up around this service model, with companies legally operating and providing their services
in the open (such as NSO Group). This, of course, has been met with criticism around the need for regulation of the
Access-as-a-service market, and raised questions around the potential for government entities to be fueling this
market through their purchasing of vulnerabilities for intelligence gathering or operational purposes. (DeSombre et
al., 2021)
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e “As our world is becoming increasingly interconnected, attacks are having a
broader effect. Take the current supply chain attacks as an example; Solar
Winds had a huge impact across a wide number of countries, and we shouldn't
expect for this trend to change.”

e “Given the nature of vulns in cybersecurity and supply chain attacks, an
international perspective is critical as we continue to move forward.”

o  “I think that in weighing the VEP for the US, you’re almost always having to
include international equities. There’s no way to say ‘we’ll disclose this only
in the US and only patch US equipment’ — no, that’s not realistic.”

Most interviewees did not view the addition of an international representative to the ERB as
a plausible option, primarily because there are so many disparate sets of regulations, sensitivities,
priorities, and agendas associated with every country when it comes to the cyber domain that it
would make moving any vulnerability through the VEP very difficult:
e “Ithink it might actually create a more restrictive process if we had to navigate
all the surveillance regulations and sensitivities of multiple countries rather
than just our own.”
e “I don’t think there is much of a chance for international cooperation.
Countries view it as such a big security issue that there’s not much willingness
to bind oneself in that regard.”

The remaining ~36% of interviewees believed that there is already adequate representation of
international perspectives and impacts being provided by the State Department and Commerce,
and that there are other avenues outside the VEP that are also used for coordination and
alignment of cyber domain related activities:

e “State and Commerce already represent that. Given the fallout from Snowden,
these are already really well considered. They have alternate intel sources.”

e “Given that two of our closest allies also have public VEPs that very closely
resemble that of the US kind of proves that we are already very closely
coordinating cyber related equities, intel, and issues with members of the
international community that matter to us, so why make the process more
difficult by actually having someone sit at the table?”

e “We have very smart people working on this, they know the geopolitics, they
know what’s going on, they are aligning with our allies daily. Don’t make the
process more cumbersome.”

It is worth noting that there were a handful of interviewees who had directly participated in
ERB discussions and did not feel that the State Department was well positioned to represent
international equities:

e “Idon’t think State has it covered. State has been hopelessly out of range and
unprepared to address this topic in other venues with our coalition partners and
allies. They have appeared absent and uninterested in helping the international
community.”
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A Global Set of Equities Would Support the Development of Norms Around Vulnerability
Exploitation

While a “world VEP” does not seem plausible due to the large number of diverse equities
held by each country, the interviews highlighted the potential value a global set of equities could
bring — particularly in supporting the development of global norms around the exploitation of
vulnerabilities. Although not perfect, the US’ VEP could serve as a starting point for the
development of a general set of high-level equities that should be considered when a country is
faced with the option of retaining or disclosing a zero-day vulnerability; the goal would not be to
align operations or processes across countries, but outcomes:

e “It could be a good move for the US to say this is what we think the norms
should be around exploitation and dissemination, and it should be part of

international law. A unilateral declaration could really help move cyber norms
in the right direction — which would ultimately be in the US’ interest.”

By actively (rather than passively) engaging others on a multinational level, the US
establishes a public benchmark for our allies and partners, while also making ourselves an
available resource (perhaps through a structured collaboration or education program) to both
high- and low-capacity partners to support the development of their respective vulnerability
exploitation (and broader cyber) policies and processes:

e “Our VEP isn’t perfect, but it’s a good benchmark for all other countries,
particularly for our allies. We need to continue working with other nations who
want to further their own cyber policies.”

o  “A lot of our high- and low-capacity partners have questions and are making
decisions, and they’re asking us for guidance and answers. If we can align their
interests and outcomes with ours, we should be doing everything we can to
actively support them.”

e  “I think other countries should have a similar process and should report on the
general decisions that have been made. There is a divide between the military,
law enforcement, and civilian populations in other countries that is much
bigger than exists here, so parts of their governments often times do not know
what others are doing or may not know that a process exists to do what they
are talking about, and I think that’s one area where the US could really support
our partners. The US has a very strong and interconnected intel process.”

The VEP Charter Also Serves as an Ethics Guiding Document

Nearly a quarter of interviewees (~21%) believed that the VEP charter is not merely in place
for practical reasons, but also serves as a document to guide ethical decision-making around the
retention or disclosure of newly discovered software vulnerabilities:

e “Fundamentally, the VEP is really about moral issues, not practical issues. It’s
about, ‘Hey, we’ve got this new vulnerability, and how are we going to feel if
we use it and don’t disclose it and then some adversary uses it to take out a
hospital and children die? Or a cybercriminal uses it to drain bank accounts
and a million citizens lose their savings?’”
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e “[The VEP] is about ethics. It’s not about having some impact on the outcome
of cyber security. It’s not about the US Government disclosing vulnerabilities
to make a more secure internet and software ecosystem, and it’s usually
misunderstood as being that.”

e “Government is supposed to do more good than harm, and the goal is for the
Government to make decisions that do the least amount of harm. There are
always competing equities, and there will be times the Government needs to
exploit a vulnerability for national security or significant LE efforts, but the
VEP forces them to look at the other types of harm that they might cause. It
forces them to go through that thought process. Good public policy should be
rooted in good ethical theory. If we find a vulnerability in a widely used
pacemaker, are we going to take that risk? I would hope not.”

e “I don’t think there’s anything wrong with the VEP having a moral dimension
to it in order to limit damage to the US and civilian population — which is its
main intent.”

Chapter Conclusion

My interviews with 19 VEP SMEs produced a robust set of findings centered around twelve
emergent themes, several of which appear to independently confirm a number of the concerns
highlighted by the public in Chapter 1. Similar to the views expressed by media and digital
advocacy groups, the majority of VEP SMEs also believe that agency affiliation and majority IC
representation on the ERB influences adjudication outcomes, and that an enforcement
mechanism for the VEP is in fact needed; per the VEP SMEs, the fact that the annual VEP
reports have not materialized is evidence enough that the process will not be consistently adhered
to in its current state. Also in line with views expressed by the public in Chapter 1, several of the
themes that emerged suggest that the current VEP places greater emphasis on government-
oriented equities than public or social good-oriented equities; this includes the themes related to
agency affiliation and majority IC representation, but is perhaps most noticeable in the belief
expressed by VEP SMEs that the VEP really does need to do a better job in ensuring consumer
and industry equities are sufficiently considered. Of course, other themes also emerged, such as
industry’s role in the vulnerability of their customers, and how the VEP charter could be used as
a strategic tool to cultivate international norms around the exploitation of software
vulnerabilities.

Although these findings provide me with a number of different directions to continue
developing my research, this dissertation must remain appropriately scoped. As such, I will be
pursuing the reoccurring theme of the VEP’s deficient consideration of public or social good-
oriented equities. While the publicly available literature initially suggested this theme, and my
VEP SME interviews also indicated the existence of the same theme, I would like to assess the
VEP using another method — specifically the application of an ethics-based framework to the
VEP - to see if this theme of a deficiency in the consideration of public or social good-oriented
equities also emerges. Ethics-based frameworks have been used across a wide range of
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disciplines to better understand the link between macro-level structures (such as the VEP) and
public or social good. I will expand on the use of these frameworks and my methodology in
Chapter 3.
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Chapter 3: Ethics Considerations

As highlighted in the conclusions of both Chapter 1 and 2, there is a common theme of public
equities not being considered as robustly as they arguably should be by the Vulnerabilities
Equities Process (VEP). In Chapter 1 we saw this demonstrated as an incongruence within the
design of the charter itself; although the first paragraph of the charter clearly states that “the
primary focus of this policy is to prioritize the public's interest in cybersecurity,”?** that
prioritization or concern for the consideration of the public’s equities is not reflected in the
charter’s considerations. This sentiment is supported by the findings from Chapter 2, with
interviewees specifically pointing out that the VEP — both in design and practice — places greater
emphasis on government-oriented equities than those of consumer and industry stakeholders.?*>
When taken into consideration together, these findings suggest that while the VEP charter may
adequately consider the government-oriented equities of a zero-day software vulnerability
disclosure, there is a deficiency in the VEP’s consideration of public or social good oriented
equities. One method used to investigate how well public policies take various stakeholders’
equities into consideration is through its application to an ethics framework.

Ethics refer to broad moral principles, most often applied to questions regarding what
“correct” behavior is (such as “right” versus “wrong”) within a specific context (including in
both a “scenario” and “cultural” sense, which is discussed further on in this section).?”® There is
still no universally accepted framework for including ethics into conversations and decisions
centered within the cyber domain — of which the VEP would fall under. The two main reasons
for this are that (1) although we have seen progress in the past ten years, it remains — in general —
an under-researched area of knowledge, and (2) there are many subdomains within “cyber”
whose ethics considerations could be considered “context sensitive.” While this section’s
objective is not to bridge that gap completely, it does aim to highlight the importance of
including an ethics component to cyber-related public policy decisions, and suggests a new
virtue-based framework to apply to public policy decisions specifically centered on software
vulnerabilities. Finally, this chapter concludes with applying this new virtue-based framework to
the VEP.

294 White House, 2017b, p.1.

295 please refer to section “Consumer & Industry Equities Should Be Better Represented, But ‘How’ Is Unclear” of
Chapter 2 for a comprehensive discussion of this finding.

296 Ethics, 2022.
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Previous Applications of Ethics in Cyber-Related Public Policy

We begin this discussion on the premise that every voluntary and participatory social
construct — both informal (e.g., a group of friends) and formal (e.g., a democracy) — is founded
on a set of core ethics values shared by those involved; an unspoken social contract by which all
members agree to abide by in order to freely operate and exist within the boundaries of said
social construct. These core ethics values are highly influenced by broader cultural contexts?’
(both individual and societal, which, themselves, do not always intermingle nicely), and
therefore may not always be perceived as “right” by individuals from varying cultural
backgrounds. And while this cultural dimension is important, it is also a deeply complex topic
that genuinely requires a study primarily focused on those dimensions. As such, I will proceed
with the acknowledgment that culture does play a formative role in which sets of ethics are core
to specific groups, but will not expand further.

For macro-level entities such as governments, all public policies produced to govern and
regulate should be firmly rooted in and reflective of their respective set of ethics values; if not,
the potential imbalance between the populace’s believed and perceived set of values may lead to
unintended consequences.?’® Again, this only applies to governance structures which are
voluntary and participatory in nature, meaning that the populace must be allowed to participate
in actions that can transform the government’s structure into one that they see more reflective of
their values (as long as those actions do not violate the populace’s core set of values [e.g., the
deliberate and unlawful killing of one person by another]), and/or (2) the populace must be
allowed to physically and freely exit from that governance structure (“physically” meaning that
they can freely relocate to another geographic area outside of their current government’s
purview; this does not include individual succession from a country while also remaining within
the geographic boundaries of that country, such as with the Sovereign Citizen movement in the
United States). Since this research is focused on the cyber domain, I assert that the previous
statement — by extension — also holds true for the cyber domain: all public policies produced by a
government to govern and regulate aspects of the cyber (or “digital”) domain should be firmly
rooted in and reflective of their respective set of ethics values. This is not to say that ethics is the
only factor considered by policy makers — others such as efficient allocation of resources, justice,
and fairness are all priorities that must be balanced — but I do assert that all factors considered are
abstracted means of operationalizing the underlying core set of ethics values that governance
structures are built upon.

Although still fairly under-researched when compared to other subdomains of ethics, the
ethics frameworks being developed and applied to public policy specifically with respect to the

297 fbrahimoglu et al., 2014.

298 The potential form of these unintended consequences are highly dependent on the situation and context, and
therefore will not be analyzed in this study.
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cyber domain are increasing in number and variety.>* As a sample of the variety, these areas of
research now include “data and information (including generation, recording, curation,
processing, dissemination, sharing and use), algorithms (including Al, artificial agents, machine
learning and robots), corresponding practices and infrastructures (including responsible

innovation, programming, hacking, professional codes and standards),*

and the design of
digital technologies (including end-user privacy and monitoring).30!> 302, 303, 304,305,306 A key
reason behind this increase in research is the proliferation of technology across nearly all facets
of life, including industrial IoT, smart homes & cities, health care, finance, and law
enforcement.>*” These approaches generally attempt to “embed” ethics as close to the design
phase as possible, often allowing for feedback loops which act as “correcting” mechanisms to re-
align the actual output or outcome with the pre-established ethical intent. Other approaches take
a cost-benefit approach, attempting to account for all possible variables, assigning each a relative
weight, and allowing the ensuing mathematics to define what constitutes a “good” or “bad”
outcome — although this approach is far less common.**® Through my review of this literature, I
identified a notable gap: there does not appear to be any current ethics-based frameworks
designed specifically for application to software vulnerability-centric public policy.

This variety in approaches highlights three general challenges encountered when attempting
to apply ethics to the cyber domain:

1. Ttis a difficult task to take abstract ethics theories and apply them to concrete cyber
domain scenarios. This is often further complicated by potentially conflicting ethical
baselines of different actors and the context within which the scenario is taking place
(e.g., it is possible for an action to be ethical in one context, and unethical given
another context).

2. Inversely, it is equally as difficult to identify which ethics values or principles are
present — let alone, “most important” — when addressing a cyber domain scenario.
Again, this perspective is further complicated by all the intricate technical processes
at play, the actors involved, and the surrounding context.
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3. The general lack of agreement on any level (e.g., approach type, ethics theory,
appropriate values, etc.) across the various approaches presented throughout the
literature demonstrates the fact that there still is no normative understanding of
applied ethics to the cyber domain. The field is still very much in an exploratory
phase of development.

A common example used to illustrate these challenges is through the examination of ethics in
the context of a cyber conflict. In a traditional conflict between nation states, international law
has established criteria that must be met in order for that conflict — or war — to be deemed
ethically just. These include the open declaration of war by an appropriate governing authority, a
justifiable reason for declaring war, and the use of force as a last resort.?*” While perhaps more
clear-cut in the physical domains of war — sea, land, air, and space — the cyber domain blurs
these lines of justification. The difficulty in attributing cyber actions to any specific nation state
can make it challenging to answer the questions of “are we at war?”’ and “who are we at war
with?”; is a military site or civilian being impacted by the actions of a state actor or non-state
actor? — and are those actions intentional, or just an unintended consequence of potentially
unknown interdependencies in a network? To further complicate matters, still-debated norms?!'?
on what constitutes an acceptable response to a given cyber action obscures the answer to “is the
magnitude of my response in line with the magnitude of the cyber attack?” Studies such as the
Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations have attempted to
clarify, deconflict, and establish norms related to actions in the cyber domain, but even they are
challenged by the obscurity of cyber space — often relying on the term “jurisdiction™!! which has
no clear-cut application in the cyber domain; where does one country’s boundaries or territory
end and another’s begin cyber space?

Even when discussed in the context of a nation’s own assets or citizenry, this conversation of
justified and ethical cyber action does not become any clearer. A common example referred to in
this context is law enforcement’s use of “alternative means” to catch criminals. Whether it be

through the exploitation of a software vulnerability3'?

or the hiring of a third-party to extract the
desired information (colloquially known as “Access-as-a-Service!%), questions around the
potential violation of privacy and civil liberties are raised; how do we determine when it is
“right” to use these methods, what criteria is used to determine the individuals who these
techniques are used on, and who makes the final decision? What distinguishes these third-party

service providers from formal criminals, and how do law enforcement entities justify their
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313 For a more comprehensive read on this topic, I recommend Nicole Perlroth’s book “This Is How They Tell Me
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purchasing of these services when similar actions taken by a regular person could be deemed
“criminal”? While the American public would certainly welcome additional cyber protections
from the state and federal governments, most would not prefer it in the form of law enforcement
entities having unfettered access to their digital lives; the marginal increase in security would not
be worth the egregious loss of privacy. Where do we draw the line between justifiable “hunting”
of cybercriminals and the violation of civil liberties?

The Importance of Ethics in an Increasingly Digital Society

As previously noted, the application of ethics to the cyber domain — albeit increasing —
remains a relatively small body of knowledge. And this is not because researchers do not see
value in further developing this area, but because it can be challenging to apply ethics to the
context sensitive and fluid cyber domain. However difficult, though, it is becoming increasingly
urgent that research in this area be given more attention. The speed with which technology is
advancing, coupled with the ever-increasing rates of adoption due to the commercialization of
these technologies, has changed how humans live on a fundamental level. The relationships we
have with ourselves, our environment, and one another have forever changed; we are more
connected than ever before (on both macro and micro levels), have access to more information
than ever before, and are — in a very literal sense — reliant or dependent on these systems and data
at both the individual and group/social level.3'* In many ways, all these relationships are being
“mediated” by those enabling technologies in forms that are effectively outside of our (the
consumer’s) control — all of which raise valid ethical questions around who is responsible for
putting those mediating powers in place, and the impact that these digital technologies are having
on our well-being (again, at both the individual and group/social level).3!> 316

Ethics are important at the societal level because they shape the type of world we live in;
what is socially deemed moral, right, or necessary directly influences public opinion (i.e., what is
viewed as socially acceptable and preferred), which in turn — at least in democracies — informs
the legal parameters installed that shape all facets of life (e.g., personal, commercial, political).?!
As Floridi (et al., 2018) explains, this concept of ethics-informed societal structures translates
into the digital realm as three interconnected and interplaying components: digital ethics (the
moral evaluation of issues related to the digital realm), digital governance (the establishing and
implementation of policies, procedures, and standards to guide the proper development and use
of the digital realm), and digital regulation (the mechanisms available to enforce compliance
upon relevant agents in accordance with the system of rules put in place via the digital
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governance component).®'® Floridi asserts that while the foundational digital ethics assumed by a
social structure influences the shaping of the digital governance and digital regulation practices
that follow, the outcomes or results of those digital governance and digital regulation
components can also influence changes within the data ethics foundation. For example, even
though the value of digital privacy within a given society may be very high, members of this
social structure may be willing to change that value to give up an incremental amount of data
privacy if they see that doing so allows the digital governance and digital regulation components
to efficiently and effectively dismantle child exploitation rings.

It is worth noting that the digital governance and digital regulation components themselves
(and the resulting outputs) are neither moral nor immoral; it is only after their outputs are viewed
within the context of their respective digital ethics foundation that they take on these “morality”
qualities. Floridi (2018) asserts that this moral evaluation of governance and regulation practices
is necessary because while the regulation component might tell us what is legal and illegal, and
the governance component might tell us how to get to an end point through a given system,
neither is sufficient to help us determine what is best to develop a better society; that requires a
moral evaluation, and that moral evaluation must be rooted in some set of ethics (hence, the
necessity for digital ethics). This helps us better understand why an ethics framework is
important, in particular when it comes to new and pervasive technologies to ensure that their
development and application are in alignment with what is needed to develop a “better” society.
Taking this one step further, we can use these ethics frameworks to not only evaluate the
desirability of current states (prompting change if the outputs do not align with our ethics
foundation), but also to evaluate the desirability of potential future states and influence them
accordingly if feasible alternatives exist that better promote social well-being,3!%- 320 321

Again, by applying the before mentioned concepts in a digital context, we can better
understand its importance: if our ethics foundation is rooted in a societal desire for all digital
technologies (in both their design and application) to improve “digital well-being” (meaning that
they support humans in living a “good” life), then the digital governance and digital regulation
components should both guide and incentivize agents (e.g., tech developers, platform providers,
resellers, etc.) to evaluate the consequences associated with their technology in such as way
where beneficial consequences are promoted (e.g., promote institutional participation in
platforms that offer high-quality educational courses for no cost) and potentially harmful
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consequences are avoided (e.g., disable social media “doom scrolling” features for users under
the age of 18).322:323

Circling back to how this section began, we must begin designing ethics frameworks to
address the novel challenges that we as a society will repeatedly face as the digital realm
continues to advance. And it is precisely because of this alarming rate of technology innovation
that these frameworks must be flexible; if they are designed too rigidly, they will quickly become
obsolete. And it is because of this unbridled speed of commercial innovation that public policy
entities play a vital role in ensuring that a level of reflective equilibrium exists to protect the
well-being of the people (in alignment with the appropriate ethics principles) from potentially
detrimental technology advancements (which are generally driven by monetary goals).?2* 325 Just
because a capability “could” exist does not mean it necessarily “should” exist (tying back to the
idea of promoting beneficial consequences and avoiding harmful ones), and this begins drawing
us into the realm of public policy. Framing this in the context of the VEP, does the fact that the
Federal Government has the capacity to identify and exploit new software vulnerabilities mean
they should be allowed to do so without restriction? Should they be required to make a good-
faith effort to consider the potential impacts the exploitation of a software vulnerability might
have on entities outside of the government, such as consumers and industry stakeholders? These
ethics considerations and their interplay with governance and regulation help shape the society
we live in and the well-being of society as a whole.

Social Good

Since a key portion of this discussion involves the idea of social well-being — or “social
good” — it is worth taking a moment to clarify what I mean by the term. The term “social good”
is often used interchangeably across the ethics literature with other terms, particularly those of
“public good” and “common good” — even though there are nuanced yet important distinctions
between them.32% 327 Social good is understood to be “an action, service, or product that is of

benefit to the functioning or well-being of society, or that otherwise advances the interests of

29328

humankind,”**®* which occurs “at the intersection of ‘social good domains,” ‘unconventional

999329

systems of change,” and ‘innovative technologies and approaches, and this is the definition
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that this research study will use going forward. This definition, however, differs from (1) public
good in that public good is viewed as resulting from public funds or public policy, whereas
social good is generally viewed as resulting from the collaboration of partners that would not
normally collaborate (i.e., their collaboration is not dependent on the existence of public funds or
public policy);**% 33! and differs from (2) common good in that social good “is not tied to a

332 and is thought of on a more macro level

specific community’s goals, norms, or resources,
(e.g., national or global level). When looked at as a whole, we can see that the concept of social
good is much more expansive in its perspective on systems, means, and collaborators of change
and well-being.

The related topics of power structures and solidarity are important concepts to consider when
discussing social good. Historically, the power structures present within a society have
influenced the materialization of what “good” or “beneficial” actions for a society look like; in
these instances, those in a decision-making position may say ‘“society,” but are actually referring
to the subset of their society with power or financial wealth.?3? It is easy to see how this skewing
becomes problematic when trying to address true social good concerns, so being cognizant and
acknowledging of their existence is important.

The cultivation of solidarity, however, is one way to overcome these power differentials that
exist to promote activities or actions that push the society as a whole in the direction of social
good. Solidarity in the literature is defined as “a concern for the well-being of the other with the
universality of human rights and the protection of dignity”*** through the development of a
relationship that “is not one of equals in power [or] role,”* but in the establishment of equality
of persons. It calls for the privileged to act in the interest of the vulnerable — “those whose
dignity is threatened”*3¢ — and to hold themselves accountable in acting because they have the
means to do so (whereas the vulnerable and disadvantaged do not). Accountability plays a key
role in developing solidarity, because it is through accountability that social trust can be
cultivated within communities (and on a macro-level within societies). This importance of
accountability towards one another on a human level and its impact on the vulnerable is
eloquently captured by Clark (2014):

“If your pain cannot change me and my pain cannot change you, then the
relationship cannot be one of solidarity, even if basic needs are being met. [...] It
is not enough to recognize and fight injustice; vulnerability and participation
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grounded in the one human family must also be present. I must see your dignity
bound up with mine.”**’

It is through this concept of social good — particularly when viewed in relation to the
complementary concepts of power structures, solidarity, and accountability — that we begin to
understand the intimate connection between social good and public policy. Social good is an
intangible symbol of the relationships and outcomes that are valued by the citizenry of that
society; and through the democratic empowerment of those public entities representing the
citizenry, public policy acts as the facilitator in making those relationships and outcomes come to
fruition. As Shukla (2017) asserts, “without a wholesome, systematic, and effective concept of
social good, our public policy — no matter how vigorously implemented — will hardly succeed in
accomplishing its task.”338

Looking at the VEP through the lens of public policy, we can use the related concepts of
power structures, solidarity, and accountability to examine how well the VEP considers social
good. The VEP — even in its previously classified form — most definitely sits at the crossroads of
innovative technologies (referring to the advent of the cyber domain) and unconventional
systems of change (referring to how the cyber domain has fundamentally changed the way
humans experience life) — which were noted above as two key identifiers of entities that can
drive social good. The presence of a power structure is evident, with the VEP holding a unique
position. Established at the highest level of our federal system (the Executive Office of the
President), the decisions coming out of the VEP have the potential to impact a vast number of
people — both within the US, as well as externally. And given that the VEP is composed
primarily of intelligence and law enforcement related entities, it is not difficult to see how their
final decisions could potentially be skewed towards government-oriented equities if their scope
of equities considerations is not deliberately designed to broaden that scope. In the context of this
power structure, the Equities Review Board (ERB) (the decision-making entity of the VEP)
would be considered the “privileged” because they retain all the decision-making power, and the
citizenry would be considered the “vulnerable” because they effectively have no say in the
process or outcomes yet are impacted by the decisions. Given this power differential, the concept
of solidarity can be used to examine how well the privileged act in the interest of the vulnerable.
Since there is virtually no publicly available information about the VEP aside from the charter
itself, I cannot make a robust determination on this; however, it is evident (as highlighted in
Chapters 1 and 2) that the charter is deficient in its consideration of public oriented equities,
which would suggest that the ERB is not taking in all the information necessary to know if they
are truly acting in the best interest of the vulnerable. The absence of accountability in the VEP —
identified by the lack of an enforcement or oversight mechanism — undermines the Federal
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Government’s ability to cultivate public confidence in the process; this is arguably particularly
important for a policy such as the VEP because all the associated discussions, decisions, and
outcomes unfold outside of the public’s view, so there are no other mechanisms available to
promote public confidence. When considered together, the absence of accountability and
inability to demonstrate solidarity in the presence of such an unequal power structure (being that
the VEP is a federal level policy with far-reaching impacts) suggests that the current design of
the VEP charter does not robustly account for social good.

Given that the VEP is a federal level policy whose outcomes directly impact the public, |
suggest using an ethics-based virtue framework in the next section as a viable means for
addressing the VEP’s deficient consideration of social good.

A Virtue Framework for Software Vulnerability-Oriented Public Policy
Processes

b

As mentioned earlier in the “Previous Applications of Ethics in Cyber-Related Public Policy’
section of this chapter, a review of ethics-based frameworks currently developed for the cyber
domain revealed a notable absence of an ethics-based framework specifically designed for
application to software vulnerability-centric public policy. This is significant because Chapter 1
and 2 highlighted the VEP’s deficiency in considering public or social good-oriented equities, so
a need for such as framework exists. To address this absence, I have developed an ethics-based
framework designed for application to software vulnerability-centric public policy, and used this
method to determine how satisfactorily the VEP adheres to ethics considerations that are
important to software vulnerability-oriented public policy and the promotion of social good. It
should be noted that since I developed this ethics-based framework during the course of this
study and it has been peer-reviewed for the purpose of this dissertation, this is the first time this
new ethics-based framework has been applied.

Before I began development of my virtue-based ethics framework, I reviewed the ethics
literature for the various types of ethics frameworks most commonly applied to the cyber
domain. From this review, I found that the utilitarian and consequentialist frameworks were the
most commonly applied to the cyber domain. Utilitarianism seeks to maximize “happiness” for
the most people possible.?* One issue encountered with this framework, however, is how to
operationalize “happiness” — particularly in the context of software vulnerabilities. Is it simply
protected or unprotected, patched or unpatched? Are we willing to sacrifice some security so that
our personal devices such as cellphones can connect to all of our other devices seamlessly and
automatically? The answer to these questions most likely varies from person to person, and
perhaps even on the particular scenario. Based on these complexities — and given the fact that my
goal was to develop a light-weight framework that can be easily overlayed upon current policies
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and process — I determined it was not practical to move forward with a utilitarian-based
framework. Consequentialism, on the other hand, judges how ethical a decision is based on the
consequences it causes.>*® This framework, however, is often critiqued on the difficulty around

341, 342, 343 and

understanding the complete set of outcomes that a singular decision can cause,
when we place this in the context of software vulnerabilities it becomes even more complex; it is
virtually impossible to know prior to a decision exactly who else is aware of and has access to a
vulnerability, who has the skills and motive to exploit it, all of which is compounded by the
difficulty in establishing attribution afterwards. Again, because of these complexities, it was not
feasible for me to continue forward with a consequentialist-based framework. Aside from
utilitarianism and consequentialism, though, there are other ethics frameworks — albeit less often
applied to the cyber domain — and from these other frameworks I decided to proceed with “virtue

theory” (specific benefits of leveraging this framework will be discussed later in this chapter).

Virtue Theory

Virtue theory is an ethics approach rooted in the idea that “virtues” are global traits that
endure across situations and manifest themselves in a wide range of mental states and
behaviors.*** It has become established and acknowledged in the field of philosophy as a
legitimate alternative to other ethics-based theories, and has been leveraged across a wide range
of disciplines to better understand the link between social good and macro-level structures,
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including political science,”* policy analysis, organizational studies, public

administration,*>! management,**? and social work.333- 35435
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Virtue is defined as “the application of ethics or morals in a practiced, habitual manner,
beyond single expressions of moral or good behavior. [...] Virtuous action is contextual and
based on collective knowledge and understanding.”%¢ Virtues differ from habits in that habits are
mindless behaviors, whereas virtues are rooted in “reasons;” they are conscious decisions made
by a rational person (or entity) to act in a specific way rather than in another.*>” Take the virtue
of justice as an example. Making a decision or performing an action that happens to also be just
does not make you a just person; you must have the intent to perform just actions and then follow
through with that intent in order for “justice” to be one of your virtues. To determine whether an
individual is capable of making virtuous decisions, Aristotle established four pre-requisites that
must be met:3%8

1. Rational reasoning is required, meaning reasoning free from raw emotions or
passions;

2. The individual must have the capacity to understand daily life situations;

3. The individual must have the will to act in “good” ways, while also having the will to
avoid ways that are harmful (both to themselves as well as to others); and,

4. The individual must be a free moral agent, meaning one “who rationally deliberates
on the goods that he desires, the actions that he wants to perform, and the virtues that
he wants to practice.”>>’

From this definition we can better understand how an individual’s, entity’s, or society’s core
set of virtues guide their decision-making and behavioral patterns. Inversely, one can analyze the
decision-making and behavioral patterns of an individual, entity, or society to better understand
their underlying core set of virtues. In the case of the VEP, we could use the annual adjudication
reports — if they contained the appropriate type and amount of information needed — to identify
decision-making patterns to gain a better understanding for what core virtues might be present.
With the reports not being published, however, this straightforward approach is not possible.

Developing the Virtue Framework

Virtue theory provides the best ethics-based foundation to develop my own framework for
application to public-oriented software vulnerability processes for several reasons. First, virtue
theory is an established and accepted approach that has been used across a range of public-
oriented disciplines to better understand the link between social good and macro-level structures;
this includes their use for examining the relationship social good and power structures, which
provides me with a strong foundation build off. Second, the use of virtues allows the framework
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to operate at a less abstract level without being overly specific; this will maximize the flexibility
and applicability of the framework. Third, unlike with other ethics-based frameworks like
utilitarianism (perhaps the most commonly used ethics-based framework in public policy,
seeking to maximize “happiness”), virtue theory allows us to develop a framework that moves
beyond aspects that may be related to specific religious beliefs or practices, and focus rather on
components that reflect desired professional public stewardship. This is particularly important
for public policy application in the United States (or like countries) where the separation of
church and state exists. And finally, the use of a virtue-based framework allows us to identify
underlying virtues that remain relevant over time, rather than other agents or dimensions which
could evolve as time and context both evolve; by taking this approach, my virtue-based
framework can support decision-makers as they consider tradeoffs that may impact long-term
public value. This enables the resulting framework to be flexible and capable of adapting to new
technologies, agent-sets, and contexts as they arise. Given the speed of technology innovation,
this is particularly important; a rigid agent-based framework will have limited utility and quickly
become obsolete.

As suggested in the four points above, the purpose of this framework is not to overly burden
public policy processes or entities with ethics considerations (context is still very important to
the determination of what is moral, right, and necessary — especially when dealing with processes
that touch on national security), but to ensure that these public policies are in fact adequately
considering ethics and, by extension, social good. I propose the following virtue-based
framework as a lightweight framework that can be overlayed on top of existing processes to
further promote reflective equilibrium — supporting decision-makers in taking the entire context
of a scenario into account (including all relevant stakeholders), and actively identifying and
correcting any bias present when making a software vulnerabilities focused policy decision. This
allows for the most informed decisions possible, supporting decision-makers in their balancing
of potential consequences with the context and feasible options available. Through this support,
my virtue framework facilitates decision-makers in ensuring their processes and resulting
decisions are maximizing social good to the furthest extent possible.

The framework is composed of a “virtuous decision-making qualification” section (used to
qualify the public policy decision-making entity’s capacity to make virtue-based decisions), and
four stand-alone virtues (non-maleficence, beneficence, solidarity, and situational fairness) that
assess a different aspect of a public policy entity’s decision-making behaviors. Below I expand
on why I selected these four virtues and what each entails.

Virtuous Decision-Making Qualification

The first part of this virtue framework is used to qualify a public policy process or decision-
making entity’s (and all sub-entities that may compose said entity, such as a panel or board)
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capacity for making virtue-based decisions. This qualification is composed of three questions
(which have been adapted from Aristotle’s requirements for virtuous decision-making):3¢°

1. Is the process or entity “rational” in its reasoning? (meaning that its reasoning is free
from raw emotions or passions);

2. Does the process or entity have the capacity to understand daily life situations?
(meaning it must have the ability to understand how the resulting decision will impact
the daily lives of the public and other relevant stakeholders);

3. Does the process or entity have the will to act in ways that optimize social good?
(meaning that during the decision-making process, it must [in good faith] strive to
make decisions that promote socially beneficial consequences while minimizing
potentially harmful consequences).

99 ¢

A process or entity can either “satisfy,” “partially satisfy,” or “not satisfy” the three
qualifying questions above. The lowest “satisfying” rank assigned to any of the three questions is
used to determine the process or entity’s overall virtuous decision-making qualification. For
example, if an entity obtained two “satisfy” qualifications and one “partially satisfy”
qualification to the three questions above, the entity would be deemed partially capable of
making virtue-based decisions. Similarly, if an entity obtained two “satisfy” qualifications and
one “not satisfy” qualification to the three questions above, the entity would be deemed not
capable of making virtue-based decisions.

If a process or entity satisfies all three qualifying questions, the remainder of the framework
can be reliably applied, and the results used to guide improvements to increase the process’
social good output. If a process or entity does not fully satisfy all three qualifying questions
(meaning they have at least one “partially satisfy” or “not satisfy” qualification), then the
remainder of the framework can be applied only in research capacity to identify other areas for
improvement — although achieving a “satisfy” qualification on all three qualifying questions
should be prioritized; other efforts can be deemed moot until this occurs.

Identification of Virtues

Through my review of other cyber domain related virtue frameworks (see Table 2), I found
that a wide variety of virtue sets have been used; some of the most common tend to be
beneficence (the promotion of human well-being), contextual or situational fairness (the
consideration of all elements that surround a scenario to avoid bias), justice (the promotion of
fairness and equality), and accountability (the obligation to account for one’s actions). Given the
extensive set of virtues, I will not review each one to explain why I chose not include specific
virtues in my virtue framework. Instead — and in the sections below — I will explain why the four
virtues of non-maleficence, beneficence, solidarity, and situational fairness are most appropriate
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and applicable for use in my virtue framework designed for application to public-oriented
software vulnerability processes.

Table 2: Summary of Virtues Identified in Ethics-Based Frameworks for the Cyber Domain

Source Virtue Sets

The Menlo Report (2012) 1) Respect for Persons, 2) Beneficence, and 3) Justice

British Academy & Royal 1) Independence, 2) Deep Connection to Diverse Communities, 3) Cross-Discipline
Society (2017) Subject Matter Expertise, 4) Closeness to Decision-Making Processes, 5) Durability

& Transparency, and 6) Nationally-Focused but Globally-Relevant

Floridi et al. (2020) 1) Falsifiability & Incremental Deployment, 2) Safeguards Against Manipulation, 3)
Contextualized Intervention, 4) Contextualized Explanation & Transparency, 5)
Privacy Protection & Data Subject Consent, 6) Situational Fairness, and 7) Human-

friendliness

Loi & Christen (2020) 1) Privacy, 2) Data Protection, 3) Non-Discrimination, 4) Due Process & Free
Speech, and 5) Physical Integrity

Morgan & Gordijn (2020) 1) Privacy, 2) Protection of Data, 3) Trust, 4) Control, 5) Accountability, 6)

Confidentiality, 7) Responsibility of Business to Use Ethical Codes of Conduct, 8)
Data Integrity, 9) Consent, 10) Transparency, 11) Availability, 12) Accountability,
13) Autonomy, 14) Ownership, and 15) Usability

Van de Poel (2020) 1) Security, 2) Privacy, 3) Fairness, and 4) Accountability

Weber & Kleine (2020) 1) Efficiency & Quality of Service, 2) Privacy of Information & Confidentiality of
Communications, 3) Usability of Services, and 4) Safety

Formosa et al. (2021) 1) Beneficence, 2) Non-maleficence, 3) Autonomy, 4) Justice, and 5) Explicability

Before proceeding, please note that all the following virtues should be considered at the
national level for two key reasons. First, given how regulatory complexities and sensitivities
around software vulnerabilities vary between countries (even among allies and partners),
considering each virtue at a global level would be overly burdensome and an exercise in futility.
And second, even though we may not be able to feasibly consider these virtues at the global
level, we should consider them at the national level given our national-level interconnectedness
and dependencies in the digital domain.

Non-maleficence

The virtue of “non-maleficence” in the context of my virtue framework is the idea that the
decisions being made by a public policy process or decision-making entity should not be made
with the intention of causing harm to humans or to their social fabric. As the literature shows,
“harm” enacted through the digital domain can manifest in many forms, such as reputational,
psychological, or monetary harm resulting from a data breach,®! physical harm resulting from a

361 Formosa et al., 2021.
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vulnerability exploitation (such as with Stuxnet**> which caused physical damage to
machinery),?®® and systemic harm resulting from the degradation of public trust when a publicly
sponsored or hosted database or transaction is compromised.

It is worth noting that the topic of justifiable harm is consistently debated within the ethics
literature — primarily along the lines of what constitutes “harm,” and how do we measure the
“severity” of harm across different forms and contexts.’®* And while there is no universally
agreed upon answer, the general consensus seems to be yes, there are scenarios and contexts that
can justify varying types and degrees of harm*®® — even within public policy. There are far too
many “types” and “degrees” of harm discussed through the ethics literature as a whole than I can
review in this section, but a common example referred to in the field of cybersecurity is whether
the potential harm of “privacy violation” inflicted by surveillance is justified by law enforcement
in their pursuit to catch cybercriminals.3%6

While I personally agree with the ethics literature in its assessment that the philosophical
principle of justifiable harm exists within certain contexts, I am choosing to not carry that
principle over into my virtue framework. My reason for this is that the virtue framework I have
developed is designed to determine whether the behaviors or decisions of a specific entity tend to
align with the four virtues I have outlined — while also remaining lightweight enough that the
exercise of applying my virtue framework is not overly burdensome; if it is overly burdensome
will not be employed at all. To achieve this for the virtue of non-maleficence (which can be
particularly complex), I have chosen to abstract away from the infinite layers of potentially
justifiable harm and condense it down to the belief that any level of intended harm violates this
virtue.

Beneficence

The virtue of “beneficence” in the context of my virtue framework is the idea that the
decisions being made by a public policy process or decision-making entity should have the
ultimate objective of maximizing the benefit produced for humans and the broader social good.
Like with the virtue of non-maleficence, “benefits” realized through the digital domain can
manifest in many forms, such as improvements in public trust when cybersecurity best practices

362 Uncovered in 2010, Stuxnet was a multi-part computer virus (categorized as a “worm”) that was originally
spread through infected USB sticks. The virus is most often associated with Iran’s Natanz uranium enrichment
facility, but did spread and impact networks in other countries (generally causing computers to repeatedly crash and
reboot) and has since been modified to target other critical infrastructure. The Stuxnet virus was engineered by
stringing together several previously-unknown software vulnerabilities (“zero-days), ultimately causing physical
damage to the cyber-physical systems (primarily centrifuges). In the case of Natanz, Stuxnet ultimately reduced
Iran’s uranium enrichment capabilities by 30% during the time it went undetected (roughly 2008 — 2010).

363 Hildebrandt, 2013.
364 Formosa et al., 2021.
365 Harcourt, 1999.

366 Simone, 2009.

88



are implemented on public systems, and economic benefits resulting from the increased use of
digital financial transactions when consumers and vendors have confidence in the systems they
have available.*¢’

This virtue, however, is unique in that it requires the decision-making entity to be aware of
previously made decisions in order for them to effectively assess whether their next decision will
have beneficial or harmful consequences. In some instances, a series of decisions when viewed
independent of each other may each appear to produce benefits. However, the same set of
decisions when viewed at the aggregate level — in their chronologically decided order and within
the proper context of each other — can in fact inflict harm.*%® This is especially true when we
think about software vulnerabilities. When thought of independent of each other, there does not
seem to be too much cause for concern; however, when strung together to create exploits (e.g.,
Stuxnet*®”), we can see how much damage (physical, financial, reputation, psychological, etc.)
they can cause.

Solidarity

The virtue of “solidarity” in the context of my virtue framework is the idea that the decisions
being made by a public policy process or decision-making entity should be done so with concern
for — and in the interest of — the vulnerable.

The absence of solidarity in ethics-based frameworks for the cyber domain is a key gap that
currently exists in the literature. While several mention “trust” and “accountability” (and it can
be argued that trust and accountability are components of solidarity), neither truly captures the
essence of what solidarity embodies. This virtue of solidarity helps us transcend the power
hierarchies that exist between the citizenry and the policy-/decision-makers, providing a link
between the two based on the equality of persons rather than the role of power (for a refresher on

367 Awojana & Chou, 2019.
368 Floridi, 2013.

369 Uncovered in 2010, Stuxnet was a multi-part computer virus (categorized as a “worm”) that was originally
spread through infected USB sticks. The virus is most often associated with Iran’s Natanz uranium enrichment
facility, but did spread and impact networks in other countries (generally causing computers to repeatedly crash and
reboot) and has since been modified to target other critical infrastructure. The Stuxnet virus was engineered by
stringing together several previously-unknown software vulnerabilities (“zero-days), ultimately causing physical
damage to the cyber-physical systems (primarily centrifuges). The exploit was executed as follows: (1) Stuxnet
enters a system running on Win OS via a USB stick and uses stolen digital certificate to evade automated-detection
systems; (2) Stuxnet then spreads to additional systems running Win OS on the private network and searches for
machines made by Siemens — specifically S7-300 PLCs with variable-frequency drives; (3) Once on a system,
Stuxnet infects Siemens’ “Step 7” SCADA control software via a key communications library; (4) Malware is then
installed onto the DB890 memory block of the infected Siemens S7-300 PLC, which monitors the system; (5) When
the malware detects a centrifuge motor spinning between 807 Hz and 1,210 Hz, the malware periodically modifies
the motor’s frequency to 1,410 Hz, then to 2 Hz, and then to 1,064 Hz, causing the centrifuge to spin itself to
physical failure; (6) The malware then reports false feedback from the PLC to the control software by not disclosing
the frequency modifications made to the centrifuge motor, making identification of the issue virtually undetectable.
In the case of Natanz, Stuxnet ultimately reduced Iran’s nuclear enrichment capabilities by 30%.
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this topic, please revisit the “Social Good” section above). This is incredibly important for and
relevant to public policy because we often have a policy making entity (the “privileged”) making
decisions on behalf of the citizenry (the “vulnerable”); the citizenry is considered the vulnerable
in this context because they often do not have any direct influence over public policy related
decisions where a group or process is making determinations on their behalf — and this is
exponentially true for public policy decisions involving the cyber domain. As such, having a
virtue such as solidarity included within a framework helps bridge that gap — not only by
providing a humanity-rooted link between the citizenry and the decision-makers, but also by
cultivating public trust through the implied commitment to (1) act with concern for the
vulnerable, and (2) be held accountable for the decisions made.

Situational Fairness

The virtue of “situational fairness” in the context of my virtue framework is the idea that the
decisions being made by a public policy process or decision-making entity should take the entire
context of the decision into account and actively ensure that the final decision is not being
unfairly biased.

Situational fairness is defined as “the idea that decisions may be amalgamated from factors
that are not of obvious ethical importance, and yet collectively constitute unfairly biased
decision-making.”*’® The concept of situational fairness (also referred to as “contextualization”)
has only recently been included in cyber-related ethics frameworks — although almost
exclusively in the context of artificial intelligence or machine learning.3”!- 372 The inclusion of
situational fairness in public policy (both generally, as well as specifically for cyber-related
policy decisions) is necessary to ensure that no single or set of stakeholders or scenarios are
given an unfair level of attention (or lack thereof) which may result in a biased policy decision.
This works both in favor of the citizenry (by ensuring that they — both as a whole and as specific
vulnerable groups — are provided adequate representation) and the policy-/decision-makers (by
ensuring that their legitimate concerns related to broader social good are given adequate weight).

Discussion on These Virtues

Public policy development and decision-making is no easy feat. Attempting to balance
several variables, stakeholders, stakeholder-specific needs, potential threats, and contexts is very
difficult — and making decisions that have purely beneficial impacts is not always feasible; this is
especially true for public policy development and decision-making in the context of national
security. It is important that we acknowledge and remain sensitive to the reality of these
potentially uncomfortable scenarios and their associated options.

370 pedreshi et al., 2008.
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With that in mind, though, public policy developers and decision-makers are public servants
acting on behalf of the citizenry, and therefore should be trying to balance all the variables
before them in a way that maximizes the social benefits produced while minimizing the harms
inflicted. My virtue framework outlined above aims to support public policy developers and
decision-makers in considering their potential impact on social good when faced with software
vulnerability decisions. I specifically selected the four virtues of non-maleficence, beneficence,
solidarity, and situational fairness to support public policy developers and decision-makers in
balancing the potential consequences with the context and feasible options presented to them in a
rapidly evolving cyber domain.

Non-maleficence and beneficence aim to support public policy developers and decision-
makers in understanding whether a decision they are about to make will likely produce more
social benefits or social harm. Again, as stewards of the public, they should be striving to do
more good than harm, but in certain contexts (like national security scenarios) causing zero harm
is not always possible. It is for these instances in particular that my virtue framework aims to
support public stewards in understanding the potential good produced by a decision in relation to
the potential harm so they can make the most informed final determination from an ethics
perspective.

In a similar fashion, solidarity and situational fairness aim to support public policy
developers and decision-makers in understanding whether the decision they are about to make
demonstrates solidarity given the scenario they are faced with. Again, what is deemed moral,
right, or necessary is highly dependent on the context — and this is especially true for national
security scenarios — so ensuring that the context of each scenario is being accurately represented
in its entirety is very important. If a scenario is being unfairly, inaccurately, or otherwise
represented in a biased manner, that will not only directly impact the final determination made,
but potentially increases the likelihood of unintended consequences. Through the lens of
solidarity and situational fairness, we can ask the question: Given the context of this specific
scenario and the feasibility of all possible options, is the decision-maker (the “privileged”) still
acting with concern for and in the interest of the citizenry (the “vulnerable”) who do not have a
seat at the decision-making table? The answer to this question — when asked by an entity who
meets the virtue framework prerequisites — aims to guide the decision-maker in making the most
informed final determination from an ethics perspective.

Applying the Virtue Framework to the VEP

Now that I have operationalized each virtue and discussed how they fit within the
framework, I will apply my virtue framework to the VEP to determine how well it aligns with
each virtue, and will then use those findings to identify particular areas where additional steps
should be taken to increase the VEP’s robustness in its consideration of social good. As a
reminder, I explained earlier in the “A Virtue Framework for Software Vulnerability-Oriented
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Public Policy Processes™ section that the overall objective for developing this virtue framework
was to have an additional method to determine how satisfactorily the VEP adheres to ethics
considerations that are important to software vulnerability-oriented public policy and the
promotion of social good. As such, the determination reached in each of the four virtue sections
will be aggregated to identify a conclusion as to the VEP’s current ability to promote social good
through its vulnerability adjudications. The VEP in particular is a good candidate for application
of my virtue framework because (1) it is a federal-level public process that makes decisions
related to the retention or dissemination of software vulnerabilities, and (2) being that the VEP
operates purely at a classified level, all related information, deliberations, and final decisions are
done completely outside of the public’s view. This means that even though the decisions made
within the VEP can have potentially widespread public ramifications, there exists a relational gap
between the VEP and the public — and any time a gap of this nature exists, valid ethics questions
around decision-making and decision-makers are raised.

Virtuous Decision-Making Qualification

Before I begin assessing the VEP against the four standalone virtues of non-maleficence,
beneficence, solidarity, and situational fairness of my virtue-based framework, I must first
qualify the VEP’s decision-making component — the Equities Review Board (ERB) — for its
capacity to make virtue-based decisions. To do this, I assign a “satisfied,” “partially satisfied,” or
“not satisfied” determination to the following three questions:

1. Is the ERB “rational” in its reasoning? This prerequisite aims to determine whether the
ERB’s reasoning is free from raw emotions or passions. Given that the VEP charter
requires the ERB’s determinations to be rooted in the recommendations of subject matter
experts, | determine this prerequisite is satisfied.

2. Does the ERB have the capacity to understand daily life situations? This prerequisite
aims to determine whether the ERB has the ability to understand how their
determinations will impact the daily lives of the public and the other stakeholders they
represent. Given that the majority of ERB members are affiliated with either the
intelligence or law enforcement communities, I believe the ERB does have the ability to
understand how their determinations will impact the daily operations of those
stakeholders. There are other stakeholder groups though — such as consumers and
industry — that do not appear to be well represented within the ERB,?”? so it is
questionable whether the ERB currently has the capacity to truly understand the impact
their determinations will have on the daily lives of these stakeholder groups. For this
reason, [ determine the ERB only partially satisfies this prerequisite.

3. Does the ERB have the will to act in ways that optimize social good? This prerequisite
aims to determine whether the ERB (in good faith) strives to make decisions that promote
socially beneficial consequences while minimizing potentially harmful consequences.

373 Please refer to the “Qualitative Research & Analysis” section of this research study.
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This prerequisite is slightly more difficult to address. The VEP charter does state that its
primary focus “is to prioritize the public's interest in cybersecurity and to protect core
[information systems] and the U.S. economy through the disclosure of vulnerabilities
discovered by the USG, absent a demonstrable, overriding interest in the use of the
vulnerability for lawful intelligence, law enforcement, or national security purposes.
However, given that (1) the ERB is primarily composed of members affiliated with either
the intelligence or law enforcement communities, and (2) that we already established in
the previous prerequisite that the ERB does not appear to well-represent other stakeholder
groups that would need to be considered when addressing the topic of “social good” (e.g.,
consumers), it is questionable whether the ERB has all the information necessary to
optimize social good during their determination discussions. For this reason, I determine
the ERB only partially satisfies this prerequisite (the VEP charter reflects the desire to
optimize social good, but it is unclear if the ERB actually has the requisite information
available to do so).

2374

After reviewing, it is clear that the ERB only partially satisfies the virtuous decision-making
qualification. This tells us that the ERB does not appear to currently have access to the
information that would be needed to confidently apply my virtue framework to their decision-
making process. With this understanding, we can move forward in applying my virtue
framework to the VEP in a research capacity to better understand how this information gap
theoretically impacts the VEP’s ability to perform my ethics-based reflection.

Non-maleficence

In the context of my framework, the virtue of non-maleficence aims to determine whether the
ERB makes any software vulnerability retention or dissemination determinations with the intent
of causing harm to any citizens of the United States or their social fabric. Since unclassified
versions of the annual reports have not materialized (even though the latest VEP charter commits
to producing them), we are unable to make an independent determination on this topic that is
rooted in the ERB’s adjudication data. Our next best option is to turn back to the VEP charter
itself, noting again that it states that the VEP’s primary focus “is to prioritize the public's interest
in cybersecurity and to protect core [information systems] and the U.S. economy through the
disclosure of vulnerabilities discovered by the USG.”?”> Although this is not the most desirable
data point to base a virtue determination on, I do believe it is sufficient to determine that the
ERB satisfies the virtue of non-maleficence. Some type of timeseries data that provided a
quantifiable trend of past ERB adjudications would have been preferred because (as mentioned
in the “Virtue Theory” section) “virtues” are intentional patterns of behavior — and one line from
a charter does not fulfill that criterion.

374 White House, 2017, p. 1.
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Again, these virtues only look at the ERB’s intent towards the United States, so it is possible
that decisions are being made to inflict harm on our adversaries or others external to the United
States, but that falls outside the scope of this virtue framework.>7¢

Beneficence

In the context of my framework, the virtue of beneficence aims to determine whether the
ERB makes their software vulnerability retention or dissemination determinations in such a way
that tries to maximize the benefit produced for citizens of the United States and their broader
social good. Again, since unclassified versions of the annual reports have not materialized, we
are unable to make an independent determination on this topic that is rooted in the ERB’s
adjudication data. We do know, however, that the ERB is primarily composed of intelligence and
law enforcement community members and does not appear to well-represent other stakeholder
groups — such as consumers or members of industry — which presents a gap in the ERB’s ability
to fully reflect on the broader impacts of their decisions on the citizenry. While the idea that the
ERB is enhancing the safety of American citizens by furthering national security objectives
through their vulnerability adjudications is a relevant component to beneficence, it cannot be the
only component; we should be cautious to unquestioningly assume that all decisions falling
under the umbrella of “national security” are also done so in the air of beneficence (this gets
back to the idea discussed earlier in this chapter that virtues must be done consciously and
intentionally — not coincidentally). I would argue that in order for the ERB to be consciously and
intentionally trying to maximize the benefit produced for citizens of the United States and their
broader social good through software vulnerability retention or disclosure, they must have access
to information on these key stakeholder groups — and it is not clear that they currently do; one
cannot intentionally maximize benefits if an entire group of stakeholders are absent from one’s
equation. Because of this, I have determined that the ERB only partially satisfies the virtue of
beneficence in the context of my framework.

It is worth noting that in order for the ERB to maximize benefits for citizens of the United
States and their broader social good through software vulnerability adjudications, the ERB must
be considering each new adjudication within the context of all their previous adjudication
decisions — particularly their past decisions to retain select software vulnerabilities for
exploitation. This is important because even though they may believe that each retention decision
will ultimately have a beneficial impact, the unchecked aggregation of software vulnerabilities
can unintentionally allow for circumstances leading to the development of exploitations that
seriously impact private citizens — circumstances which would not have occurred if the software
vulnerabilities had been disseminated for patching instead.

376 Please revisit the “Identification of Virtues” section for an explanation as to why my virtue framework has been
scoped to only address the national-level.
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Solidarity

In the context of my framework, the virtue of solidarity aims to determine whether the ERB’s
software vulnerability retention or dissemination decisions are being made with concern for —
and in the interest of — the citizens of the United States. This virtue seeks to go beyond simple
trust or accountability by asking the question “Does the ERB protect its most vulnerable
(meaning its citizens who do not have a seat at the table), even if it requires them to patch one of
their most valuable software vulnerabilities?”” Again, since unclassified versions of the annual
reports have not materialized, we are unable to make an independent determination on this topic
that is rooted in the ERB’s adjudication data. And — again — the only other data point available to
us is the VEP charter stating that its primary focus “is to prioritize the public's interest in
cybersecurity and to protect core [information systems] and the U.S. economy through the
disclosure of vulnerabilities discovered by the USG, absent a demonstrable, overriding interest in
the use of the vulnerability for lawful intelligence, law enforcement, or national security
purposes.”’” Unfortunately, the virtue of solidarity requires more than an empty commitment; it
requires the privileged entity (in this case, the ERB) to demonstrate that commitment through
accountability to the vulnerable (in this case, the citizens of the United States). Because we have
no other data available to us that would demonstrate the ERB’s commitment to making
adjudications in the interest of the citizens (and the potential disinterest of their own through the
patching of valuable vulnerabilities), I determine that the ERB does not satisfy the virtue of
solidarity in the context of my framework.

Situational Fairness

In the context of my framework, the virtue of situational fairness aims to determine whether
the ERB is taking the entire context of a scenario into account, and actively identifying and
correcting any bias present when making a software vulnerability retention or dissemination
decision. This virtue is aimed at ensuring that a truly accurate contextual picture of all sides is
presented to the ERB so that they can make the most informed adjudication possible by
balancing the potential consequences with the context and feasible options available to them.
This virtue is particularly relevant to the VEP because it ensures that a// contextual stakeholder
sensitivities are considered and weighted; this includes any contextual sensitivities related to the
United States public, as well as the contextual sensitivities related to the intelligence and
operational components within the United States that would exploit these software
vulnerabilities.

Again, since unclassified versions of the annual reports have not materialized, we are unable
to make an independent determination on this topic that is rooted in the ERB’s adjudication data;
of course, this would be dependent on the reports actually containing substantive data (such as

377 White House, 2017, p. 1.
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information regarding which stakeholder were considered, who represented their equities, etc.) —
but still, I cannot make a determination based on non-existent data. Through Annex B (“Equity
Considerations”) of the VEP charter, however, we can begin to develop an understanding for
how much effort is currently put into contextualization. Annex B is divided into “Part 1 —
Defensive Equity Considerations,” “Part 2 — Intelligence, Law Enforcement, and Operational
Equity Considerations,” “Part 3 — Commercial Equity Considerations,” and “Part 4 —
International Partnership Equity Considerations.” Part 1 & 2 (which both consider government-
oriented equities) are quite extensive and composed of multiple subparts, whereas Parts 3 & 4 are
only composed of one bullet each:

e Part 3 — Commercial Equity Considerations: “If USG knowledge of this
vulnerability were to be revealed, what risks could that pose for USG relationships
with industry?”378

e Part 4 — International Partnership Equity Considerations: “If USG knowledge of
this vulnerability were to be revealed, what risks could that pose for USG
international relations?”?”?

This would lead us to believe that government-oriented equities are given considerably more
weight and consideration than commercial or international partnership sensitivities. The absence
of any citizenry-oriented considerations within Annex B (aside from whether enough consumers
will apply a patch to offset harm) is also glaringly evident. Based on the information above — and
given that the ERB utilizes Annex B to guide equity considerations and contextualization
(although they are not limited to it) — I have determined that the ERB does not currently satisfy
the virtue of situational in the context of my framework.

Chapter Conclusion

After applying my virtue framework to the ERB (the VEP’s decision-making entity), |
determined that the ERB only satisfies one of the four virtues: non-maleficence. This means that
while I am confident that the ERB is not intentionally trying to inflict harm on US citizens (non-
maleficence), 1 cannot confidently say (1) that they are able to maximize benefits for the
citizenry or broader social good (beneficence), (2) that their adjudication decisions are being
made with concern for — and in the interest of — US citizens (solidarity), or (3) that they
accurately contextualize the scenarios used to make adjudication decisions (situational fairness).
Since the ERB was unable to satisfy all four virtues, this suggests that the VEP is currently
unable to adhere to ethics considerations that are important to software vulnerability-oriented

378 White House, 2017, p. 14.
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public policy, which directly impedes its ability to promote longer-term social good through its
vulnerability adjudications.

A key reason for this conclusion was that I repeatedly encountered the hurdle of insufficient
data — which supports my initial findings from the “virtuous decision-making qualification.” The
ERB itself in at least two of the four virtues — situational fairness and beneficence — appears to
not currently have access to the information needed to be able to fully reflect on the ethics
considerations of those virtues. In the case of situational fairness, the ERB seemingly omits
entire stakeholder groups from consideration, and focuses rather on the impacts the software
vulnerability adjudications will have on different components of the government. Similarly, in
the case of beneficence, the ERB again almost exclusively focuses on the perspectives of
different components of the government, while seemingly omitting nearly all representation of
public-oriented stakeholders. If the ERB were able to (1) provide the unclassified annual reports
that the VEP charter commits to, or (2) provide the public with substantive and meaningful data
in some other format (such as brief summaries on trends from prior years) that would help
establish trends in the ERB’s decision-making, it would not only provide the public with
additional data sources to perform their own independent application of my ethics-based
framework, but would also help the ERB demonstrate the virtue of solidarity and improve public
trust in the VEP as a whole.
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Chapter 4: Policy Recommendations & Final Discussion

A theme that has consistently emerged across the previous three chapters — as well as across
methods — has been that while the VEP charter may robustly consider the government-oriented
equities of zero-day software vulnerability disclosures, there is a deficiency in the VEP’s
consideration of public or social good-oriented equities.

In Chapter 1, we saw this demonstrated as an incongruence within the design of the charter
itself; although the first paragraph of the charter clearly states that “the primary focus of this
policy is to prioritize the public's interest in cybersecurity,”*# that prioritization or concern for
the consideration of the public’s equities is not reflected in the charter’s considerations. This was
perhaps most noticeable in the “Equity Considerations” (Annex B) portion of the VEP which
robustly outlines government-oriented equities, but only lists meager considerations of industry
equities while completely omitting any citizenry-oriented considerations. Those actively
involved in the public discourse around the VEP were concerned by the absence of parameters
for what constituted a “demonstrable, overriding interest™8! to retain a vulnerability because
without it the public has no way of qualifying what does and does not constitute a valid
overriding interest in the eyes of the Equities Review Board (ERB). Perhaps a more practical
concern, however, is that the VEP is not enforceable to begin with since it is not codified or has
an associated Executive Order or National Security Memo installing some sort of enforcing
mechanism, meaning that — regardless — the public entities involved cannot technically be held
accountable by any type of internal or external oversight board.

In Chapter 2, this same theme emerged, with interviewees specifically pointing out that the
VEP — both in design and practice — placed greater emphasis on government-oriented equities
than those of consumer and industry stakeholders (two key segments that make up a considerable
portion of the social fabric).?®? At the same time, interviewees made it clear that government-
oriented equities — at least those related to intelligence or law enforcement functions — were very
well-represented, but that there remained key areas where the VEP could be used in a more
strategic manner, such as through leveraging it as a mechanism to drive international norms
around software vulnerability exploitation. Interviewees also pointed out, however, that
government stakeholders were not the only ones deficient in their consideration of public-
oriented equities. Furthermore, interviewees saw both government and industry stakeholders as
contributing to the Access-as-a-Service market through either the purchasing of vulnerabilities
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for exploitation, or through not paying “going price” for the vulnerabilities in order to be able to
patch them — both of which were viewed as avenues that put the general public in a potentially
compromised security position.

In Chapter 3, my design and application of a virtue-based ethics framework to the VEP
yielded results suggesting that the VEP is currently unable to adhere to ethics considerations that
are important to software vulnerability-oriented public policy (which I identified as the virtues of
non-maleficence, beneficence, situational fairness, and solidarity);* this deficiency directly
impedes the ERB’s ability to promote longer-term social good through vulnerability
adjudications — again, findings that align with the same emergent theme from Chapters 1 and 2.
Through this application of my virtues-based ethics framework, though, I identified areas where
the ERB or the VEP Director can implement updates to the current VEP charter to improve their
adherence to important ethics considerations, such as implementing an enforceability mechanism
to induce accountability, as well as expanding Annex B to better represent consumer and
industry equities.

Based on the findings and gaps highlighted across each method, along with the wide array of
views captured, I have developed eleven policy recommendations (discussed below) which fall
within three over-arching categories: (1) policy recommendations for the VEP charter, (2)
recommendations to improve the performance of the VEP, and (3) a strategic recommendation
related to the VEP. While these policy recommendations focus on actions that the Federal
Government can take, it should be noted that commercial information technology providers do
bear a burden to improve the overall security of their products and services to better protect their
consumers; the types of policies or programs that the Federal Government could implement to
incentivize this commercial sector action is an area where additional research is needed.

Policy Recommendations for the VEP Charter

The following eight recommendations apply directly to the VEP charter and aim at
improving the charter’s ability to consider — as well as become more aligned with — public or
social good-oriented equities.

1. Infuse Enforceability & Accountability into the VEP Through an Executive Order or
National Security Memo

The fact that the VEP charter, as it currently stands, is not technically enforceable is the
largest loophole uncovered through this research; since the VEP is not codified, nor does it have
an associated Executive Order or National Security Memo, compliance with each aspect of the
process is not enforced. While the VEP charter may not be perfect, it definitely moves US cyber

383 Please refer to section “Identification of Virtues” of Chapter 3 for a comprehensive discussion on how and why
these virtues were selected.
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policy and how we think about vulnerability exploitation in the right direction — that being a
unifying national-level policy that attempts to take both government and public equities into
consideration before making a final decision. To ensure that the VEP charter is enforceable and
can hold responsible parties accountable for their actions, I recommend that the VEP charter be
further formalized through either an Executive Order or unclassified (and publicly released)
National Security Memo; of the two, an Executive Order would be preferred since Executive
Orders must be published in the federal register and become part of the public domain, whereas
National Security Memos can be classified and not released. The use of an Executive Order or
unclassified National Security Memo is important because these two mechanisms ensure
enforceability and compliance, while still providing the Executive Office with the flexibility
needed to adapt to future threats and conditions; the cyber domain evolves rapidly, and
formalization of the VEP through codification into a statute would provide a rigid structure that
would be difficult to adapt to future needs. This action will also improve public trust in the
process in several ways: (1) it provides an enforceability and compliance mechanism that
demonstrates the US Government’s commitment to handling software vulnerabilities in a
particular way; (2) it adds an additional layer of transparency that currently does not exist (both
the classified and unclassified annual reports mentioned in the charter must now materialize,
providing a foundation for external oversight and assessment); and (3) an Executive Order or
unclassified National Security Memo supports the VEP’s longevity and ensures that it will not
fall dormant (as we saw happen with its first iteration in 2010).

In the context of my virtue-based ethics framework, the accountability resulting from the
addition of an enforcement mechanism is one component that would help the ERB satisfy the
solidarity virtue. Through the addition of an enforcement mechanism, the ERB demonstrates its
willingness to hold itself and all other responsible parties accountable to the public for their
actions.

2. Begin Producing the Classified & Unclassified Annual Reports as Soon as Possible,
and Clarify What Should Be Included in Said Reports

The current VEP charter commits to providing both classified and unclassified annual
reports; my research provided limited evidence that suggests the classified reports are being
produced for Congress, with conclusive evidence that the unclassified reports are not
materializing. I recommend that these reports — both the classified and unclassified version begin
being produced as soon as possible (as determined by the VEP Director) to (1) provide a source
of data to guide other US Government decisions that may be improved by having access to said
data, and (2) increase public trust in and transparency into the way the US Government handles
vulnerability related decisions.

I also recommend that section 4.3. (“Annual Reporting”) of the VEP charter (1) be revised to
outline a minimum set of data or information (e.g., summaries) required to be included in the
unclassified report specifically (which will ensure that these unclassified reports are substantive
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in nature), and (2) clarify what constitutes a “demonstrable, overriding interest” for vulnerability
retention. Without successful production of these reports or an understanding of what is and is
not considered a legitimate reason for vulnerability retention, there is no objective way to
determine how appropriate the ERB’s adjudication decisions are, or if they truly are prioritizing
disclosure over retention (as is declared in the charter).

In the context of my virtue-based ethics framework, the unclassified reports (assuming that
they include substantive and meaningful data that establish trends in the ERB’s decision-making)
are another component that would help the ERB satisfy the solidarity virtue. Through the
publication of meaningful reports, the ERB demonstrates its willingness to hold itself and all
other responsible parties accountable to the public for their actions.

3. Improve Consumer & Industry Representation During ERB Discussions by Expanding
Annex B & Considering the Implementation of an “Additional Representation
Mechanism”

The research conducted throughout this study — including both the open-source research of
the VEP, as well as VEP SME interviews — all provide evidence to support the claim that the
equities of consumers and industry (and by extension, the general public) are currently not being
adequately represented during ERB vulnerability adjudication discussions. The design of the
VEP itself is flawed in that it only robustly considers the equities of the intelligence and law
enforcement communities — and this is most evident in the ERB composition (given that the
majority of ERB members are affiliated with the intelligence or law enforcement community)
and the layout of Annex B (“Equity Considerations”) (which thoroughly considers US
Government-oriented equities, but almost entirely omits the equities of the US citizenry and
industry).

In order to overcome this design flaw and improve consumer and industry representation, |
recommend that, at a minimum, Annex B (“Equity Considerations”) of the current VEP charter
be expanded to provide ERB members with a guide to support robust consideration of consumer
and industry equities; this recommendation allows for improved representation without overly
burdening the ERB or adjudication process. To achieve this, Part 3 of Annex B should be
expanded to provide a more robust representation of industry equities, and a new section should
be established within Annex B (e.g., Part 5) to provide a robust representation of equities tied to
the general US citizenry; I suggest referencing “The Importance Of Ethics In An Increasingly
Digital Society,” “Social Good,” and “Virtue Theory” sections of Chapter 3 to support the VEP
Director in understanding the importance of this new addition and guide its development.

In addition to this minimum requirement, I recommend that an additional representation
mechanism or effort for consumers and industry be put in place to ensure that their equities are
considered. My “Interview Results” section of Chapter 2 outlines five potential formats for this
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“additional representation mechanism;”*** I would recommend that the VEP Director (or the
party delegated the responsible for identifying and implementing this “additional representation
mechanism” by the VEP Director) begin by reviewing the five formats indicated there, as they
represent the aggregated formats identified by the VEP SMEs I interviewed.

In the context of my virtue-based ethics framework, the expansion of Annex B is a
component that would help the ERB satisfy both the beneficence and situational fairness virtues.
By providing ERB members with a guide to support the robust consideration of consumer and
industry equities, they have increased access to information on these stakeholder groups and any
associated contextual sensitivities which they can then use to try to maximize benefits for these
groups through their adjudication decisions.

4. Expand “Part 4” of Annex B to Address Internationally Oriented Equities

While the VEP is meant to be nationally-facing — that is, that its main objective is to assess
the potential impacts of software vulnerabilities on the US citizenry and other national security
priorities — the resulting adjudication decisions do hold potential ramifications for the broader
international community. This fact is acknowledged by the VEP through the inclusion of the
States Department on the ERB, as well as through Part 4 of Annex B which looks at how US
Government international relations may be impacted by the retention or dissemination of newly
discovered software vulnerabilities. The results of my VEP SME interviews, however, suggested
that there are two key flaws with this current design: the interview results support the claim that
(1) a robust perspective on how vulnerability adjudications will impact our international
partnerships is currently not present in the ERB, and (2) there is no consideration given to how
vulnerability adjudications may potentially impact other civilian members of the international
community (e.g., how the retention of a vulnerability may put pro-democracy civilians from
other countries [such as journalist] in danger). To address this gap, I recommend expanding Part
4 of Annex B to guide ERB discussions in a way that more robustly considers the impact of ERB
adjudication decisions on the international community (that is, on both our formal international
partnerships, as well as our informal relationship to other members of the international
community). This solution would ensure that an additional layer of thought is placed into the
adjudication process as it relates to international implications (i.e., as to not be entirely reliant on
the State Department) without overly burdening the VEP.

5. Provide Definitions or Parameters Within the Charter That Outline What Constitutes a
‘Demonstrable, Overriding Interest” for Vulnerability Retention

While the VEP charter states that it prioritizes the public’s interest in cybersecurity, this
prioritization is linked to a caveat: “absent a demonstrable, overriding interest in the use of the

384 Refer to the “Consumer & Industry Equities Should Be Better Represented, but ‘How’ Is Unclear” section of
Chapter 2.
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vulnerability for lawful intelligence, law enforcement, or national security purposes.”® One gap
present within the charter is the detailing of what constitutes a “demonstrable, overriding
interest.” I do not expect the VEP to list very specific examples given that this is an unclassified
document, but I do recommend that it be revised to provide some structure as to what is (or is
not) considered a valid overriding interest. Providing no guidance or information not only
weakens public confidence (i.e., those active in public discourse on this topic, such as digital
advocacy groups and select private sector companies) in this particular aspect of the charter, but
it also undermines the ERB’s accountability — especially if the Executive Office were to accept
my first recommendation and formalize the VEP via an Executive Order or National Security
Memo; if a minimum standard or threshold of what constitutes an overriding interest is not
established, then there is no way to enforce or ensure that the threshold of “overriding interest” is
in fact being appropriately fulfilled and met with consistency.

6. Provide Insight into How Non-ERB Members Are Notified to Claim Equity in a
Vulnerability Under Review

As outlined in Chapter 1, all vulnerability adjudication discussions include the ten permanent
ERB members, as well as the agency or department that identified the zero-day software
vulnerability (if said department is not one of the permanent ERB members). In addition, the
VEP charter states that “other [US Government] agencies may participate [in the vulnerability
adjudication discussions] when demonstrating responsibility for, or identifying equity in, a
vulnerability under deliberation.”*%¢ However, the charter does not discuss how or through what
channels non-ERB members are notified of a vulnerability under review: if a department does
not know that a vulnerability that may impact them or their stakeholders is under review, how
can they claim equity and attend the deliberations? This is a potentially significant gap when
discussing equities; if there is no process in place to ensure that every agency or department who
may have equity in a vulnerability is notified and given the opportunity to have their equities
considered during the adjudication process, then we have identified a flaw in the charter’s design
through which certain stakeholders’ equities may be going overlooked.

It is possible that there are already formal processes or channels in place to address this
potential gap; if so, [ recommend that the VEP charter be updated to include this information (or
as much detail as possible if the formal process is sensitive or classified) to help eliminate the
perceived existence of a gap in the policy. If a formal process for notifying departments who
may have equity in a vulnerability going through ERB review is not currently in place, I
recommend one be established; again, this is crucial to ensuring that all stakeholders’ equites are
being considered prior to a vulnerability adjudication. Once in place, the VEP charter should be
updated to reflect this information.
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7. Provide More Defined Handling & Follow-On Processes to Support Expeditious
Vulnerability Remediation

Along similar lines as recommendation #5, the “Handling & Follow-On Actions” section of
the VEP charter is rather vague, lacking sufficient structure to be able to hold ERB members
accountable; an example of this vagueness is the disclosure guidelines currently provided:
“Disclosure of vulnerabilities submitted for equity review will be conducted according to agreed-
upon guidelines that are consistently and responsibly followed by all members.”**” For this
section of the VEP charter, I make the following recommendations:

e Set a more defined timeline allowed for vulnerability disclosures after a
dissemination decision has been made: The current charter states “dissemination will
be made in the most expeditious manner and when possible within 7 business days.”388
Instead, this timeline should be defined in a way that sets a limit on the maximum
duration of time the notifier can go without notifying the applicable vendor (e.g.,
“dissemination will be made in the most expeditious manner possible, but within no less
than 7 business days of a dissemination decisions.”).

e The disclosure guidelines should be established within the charter to ensure
consistency: As previously mentioned, the current disclosure guidelines within the VEP
charter are vague. This can not only compromise consistency in decision-making, but
also makes it difficult to hold ERB members accountable; if the guidelines are not
included within the charter for the public to view, then the public is unable to hold ERB
members accountable to them. As such, I recommend that this section of the charter be
fleshed out to include a more structured outlining of what the vulnerability disclosure
process should look like, including the associated timelines within which each step
should be accomplished.

e Set a more defined process, expectations, and timeline for the vendor follow-up:
Currently, the charter states the following as the follow-up protocol: “the releasing
agency is expected to follow-up so the ERB can determine whether the vendor’s action
meets USG requirements.” This single-sentence statement does not provide enough
information to adequately guide notifiers, nor does it provide adequate information to be
able to hold the responsible parties accountable. As such, I recommend that: (1) a finite
duration of time be included within which the notifying entity is required to follow-up
with the ERB (e.g., “the releasing agency is expected to follow-up so the ERB within 20
business days”); (2) the actual (or a summary of) the US Government requirements that
vendors are expected to achieve should be included in the charter to support the ERB in
consistently determining whether the vendor has in fact met the relevant requirements
(e.g., timeframe within which a patch is expected to be developed); and, (3) outline what
constitutes “other mitigation steps” that the US Government is able to take if a vendor
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fails to respond adequately (it is understandable that all mitigation steps may not be
listable given the unclassified nature of this document, but some representation of what
the government is prepared to do should be included).

8. Add a New “Annex D” That Includes the Virtue-Based Ethics Framework Developed
in This Dissertation to Guide ERB Ethics Considerations

The application of my virtue-based ethics framework to the ERB (the VEP’s decision-
making entity) in Chapter 3 indicated that the VEP is currently unable to adhere to ethics
considerations that are important to software vulnerability-oriented public policy,**® which
directly impedes its ability to promote longer-term social good through its vulnerability
adjudications. Along with this key finding, I identified areas where the ERB or VEP Director
could focus charter updates to improve this metric, and have infused them into specific
recommendations above (e.g., such as the expansion of Annex B in recommendation #3).
Another means of achieving this, however, is by including my virtue-based ethics framework
into the VEP charter under a new “Annex D.” This new addition would provide two key benefits.
The first is that the VEP Director and ERB could use the new Annex D going forward to perform
self-assessments utilizing the full gamut of classified data; this would provide the VEP Director
and ERB with more contextualized findings regarding their adherence to ethics considerations,
along with more tailored solutions on how to guide updates to the process to increase their
promotion of social good. Second, if my virtue-based ethics framework is implemented by the
VEP Director and is also included under a new Annex D, its inclusion would increase
transparency by providing public insight into how the VEP Director and ERB gauge their
adherence to ethics considerations to promote social good.

Recommendations to Improve the Performance of the VEP

The following two recommendations aim at improving the performance of the VEP, some
through direct application to the charter, and others through tangential applications that — in the
long run — would benefit the overall VEP process.

1. An Additional Policy Outside of the VEP Should Be Put in Place That Focuses on the
Purchasing of Vulnerabilities & Exploits

This research highlighted conversations around the US Government’s purchasing of
vulnerabilities and exploits as a means of achieving certain ends — whether for information
gathering or operational purposes. One key concern voiced within the literature regarding this
topic is the fact that vulnerabilities or exploits that are purchased are exempt from review by the
VEP due to associated Non-Disclosure Agreements (NDAs) (viewed as a loophole by many

389 please refer to the “Identification of Virtues™ section of Chapter 3 for a comprehensive discussion on this topic.
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within the media and digital advocacy groups), as well as additional concerns regarding the role
the government is playing in fueling the Access-as-a-Service Market as a result of these
purchases.?*® On the other side of this argument, however, are legitimate national security
reasons linked to the continued purchasing and use of such vulnerabilities. Although both sides
of this argument have valid reasons and concerns, the VEP and ERB meetings are not the
appropriate venues for making decisions on this topic; that is not the objective of the VEP, and
therefore the VEP is not appropriately postured to make the most informed decision.
Acknowledging the importance and timeliness of this concern, however, | recommend that the
US Government develop an additional stand-alone policy that establishes the US Government’s
official stance on the appropriate parameters around the purchasing and use of third-party
vulnerabilities and exploits; this stance may or may not be enforceable (as we see with the
current VEP charter), but it would help clarify the appropriate use of such services by the US
Government. I acknowledge the intricacies and complexities associated with developing such a
policy (particularly given the intermingling of private sector ventures and government
intelligence gathering), but just because it is difficult does not mean we should not try; the
Access-as-a-Service market is not going away, and proper steps should be taken to protect the
vulnerable. Although this might not aid in the regulation of these services, it will help establish
applications deemed unacceptable (e.g., the purchasing of an exploit to gain access to a private
citizen’s devices or network without appropriate legal impetus).

2. The VEP Should Remain Focused on Software Vulnerabilities

Given that the cyber domain will continue to evolve and present new challenges to the US, it
is important that the VEP remain focused on software vulnerabilities and not be required to
expand their scope of review to other types of technology or technology application. This
includes not expanding the VEP to review discussions on specific Tactics, Techniques, and
Procedures (TTPs) used in conjunction with zero-days, but rather remaining focused on the risk
presented by a zero-day itself.

Strategic Recommendations Related to the VEP

The following recommendation aims to use the VEP in a strategic manner outside of its
current scope. It is not intended to be applied directly to the current VEP charter, but rather looks
to leverage the charter as a template.

390 please reference the “Interview Results” section of Chapter 2 for more information around this discussion.
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1. The US Government Should Actively Engage Other Countries in Designing &
Implementing Their Own VEPs

As expressed throughout this research, the world is going through a pivotal time of cyber
domain development (both in terms of technological advancements and maturing of tactics to
maneuver within and manipulate said domain), including how we as humans interact with that
world. Simultaneously, the distribution of power around the globe in also evolving, resulting in a
threat landscape that requires a multi-faceted approach to countering. As part of a broader
approach, I recommend that the US Government use its unique position and experience in the
cyber domain to educate and work with our partners and other countries to develop their own
VEP-like policies as a way to influence cyber norms in a direction that is beneficial to the US.
The findings from my VEP SME interviews suggests that other countries are looking to the US
for such guidance, and there are several reasons — both strategic and practical — for us to provide
more active support on this front.*!

Study Assumptions & Constraints

This study was conducted on the foundation of three core assumptions. The first assumption
is that the VEP charter published in 2017 is the most up-to-date version — meaning that there
have not been any updates or changes made to this version of the charter outside of the public’s
knowledge. The second assumption is that the classified Annex C mentioned in the charter,
which is supposed to outline vulnerabilities that are exempt from the VEP’s review, does in fact
exist. And the third assumption is that all ERB members do in fact have access to the information
or resources that the VEP charter claims they have access to throughout the adjudication process.

With these assumptions in mind, I identified three key constraints on this study. The first and
perhaps most impactful constraint is that I only reviewed unclassified resources for this study;
this constraint extends to my interviews as well, which were all conducted at the unclassified
level. The decision to conduct this entire study at the unclassified level was a deliberate one. As |
began my open-source review for information on the VEP, it became clear that there was a lack
of publicly available data. The only primary sources available were the original and current VEP
charters, and a small number of public statements made by government officials. This meant that
the sizeable volume of secondary sources on the VEP were largely rooted in opinion, limiting the
amount of objective analysis that could be done. By conducting this study completely at the
unclassified level, all the information within it is now available to the public.

The second constraint is that with no publicly available VEP annual reports or other
methods-based examinations of the VEP, there is no other available body of rigorous findings to
compare my results to. The third constraint is linked to the limited number of countries with VEP
policies in place. Due to the very small number of other countries with publicly acknowledged

391 please reference the “Interview Results” section of Chapter 2 for more information around this discussion.
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and accessible VEP charters — and given that the applicable charters were almost identical —
there was no robust means for me to assess how the US VEP charter compares to those of other
countries and potentially identify elements of other VEP charters that the US VEP charter may
not include. This means that the findings of this study are, at best, only generalizable to other
anglospheric or western countries, and is for all intents and purposes an American-focused study.

While the findings of this study are subject to the assumptions and constraints outlined
above, they provide a new foundation of objectively generated information and create a basis for
future research.

Future Research

This study highlighted several areas where additional research is needed. The policy
community is in need of more objective and rigorous methods-based examinations of the VEP
(and similar policies) to better inform the revision of current and development of new cyber-
oriented public policies. While there is a plethora of recommendations rooted in uninformed
opinion, these cannot be used to shape the future of cyber policy in the United States.

An exploration into what the impact of the VEP has been is another key area where
additional research is needed. What type of downstream effects has the VEP created? In what
ways has the VEP generated “good” or beneficial outcomes for society, and in what ways has it
generated “bad” or undesirable outcomes? We know through public reporting that the VEP has
led to the capture of varying types of cybercriminals, but at what costs or possible infringements
of civil liberties? Questions like these have not been addressed in an objective or methods-based
manner and would provide the research community with a deeper understanding into the
potential tradeoff between benefits and civil liberties which could greatly inform the structure of
cyber-oriented public policies in the United States going forward.

The type and amount of data required to make more informed decisions at the federal level
regarding software vulnerabilities is another area where additional research is needed. This is
particularly true for better understanding the prevalence and impact of a given software
vulnerability, as well as the development of new tools to support these assessments.

I also hope this study sparks new interest into the development and application of ethics
frameworks to cyber-oriented public policies — an area that is deeply under-researched. My
research indicated that policies oriented towards artificial intelligence and machine learning have
been the primary focus of ethics application — leaving the majority of cyber policies unexamined
and unaccounted for from an ethics perspective. Further research applying ethics frameworks to
non-Al / non-ML public policies is needed to ensure that this growing segment of public policy
geared towards the cyber or digital domain adequately reflects the ethics considerations deemed
foundational to society.
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Closing Remarks

My research into the VEP highlighted a heated debate around the use software vulnerabilities
that — although not always happening in the view of the public — is alive and well. While there
are digital rights and privacy advocates who argue that the US Government should disclose any
and all newly discovered software vulnerabilities for immediate patching, we need to remain
firmly rooted in the reality of the world we live in. This requires acknowledging the
uncomfortable truth that having a “default to disclosure” federal policy around zero-day software
vulnerabilities would not necessarily be in the best interest of US national security priorities or in
the best interest of the American public. There are scenarios in which the retention of a
vulnerability for either intelligence gathering or operations is in fact justified and necessary, and
we should remain sensitive to these situations and protect the associated vulnerabilities. With
that said though, we should not subscribe to a blanket policy of vulnerability retention and
stockpiling; we know that this too is dangerous, irresponsible, and counterproductive to national
security and public interests. Ensuring that we are guided by a structure that is not overly biased
towards either intelligence community or disclosure is key.

In response, the VEP was developed as a means to formalize and guide the balancing of the
practical and strategic risks and benefits associated with the retention of software vulnerabilities
in a consistent and repeatable way. Although not perfect, the VEP brought together different
components of the Federal Government that were responsible for different aspects of national
security, and did so in a way that was substantially more transparent and structured than any
other comparable policy in the world at the time of its public release. Even to this day it remains
the foundation from which other countries have built their own Vulnerabilities Equities
Processes. Still, there are areas where the current VEP could be improved; items like ensuring
public reporting of past adjudication decisions to improve transparency or incorporating ethics-
based components are key to building public confidence and trust in the Federal Government’s
handling of such closed-door activities.

The VEP is not just a procedural document though. It serves a fundamental purpose of
pushing US cyber policy in a direction that we as a country deem correct, forcing us to think
about the influence that we as a global power — both in the governmental and economic sense —
want to effect on the broader international community: How do we want vulnerabilities and
cybersecurity to be thought and spoken about, and what kind of example are we as a country
setting? How vulnerable are our allies to specific bugs, and should that stop us from leveraging
said vulnerabilities if our allies knowingly invest in technology that could be vulnerable? There
will always be competing equities, and there will be times the US Government needs to exploit a
vulnerability for national security or significant law enforcement efforts, but the VEP forces the
Federal Government to look at the other types of harm that they might cause through the
retention and exploitation of a vulnerability. There is no VEP structure that will ever be able to
hold the weight of every criticism — it is simply not possible — but if our goal is to conceptualize

109



and implement a VEP that maximizes the amount of societal good produced while minimizing
the amount of harm inflicted, moving both government and industry in a direction that builds a
less-vulnerable cyber ecosystem, then it is an effort that is worthwhile.

In its current state, the VEP charter assumes that the equities considerations around “public
interest” and “public good” are satisfied by (1) the key stakeholders written into the vulnerability
adjudication process, and (2) the range of equities considered in Annex B — both of which are
primarily representative of the intelligence and law enforcement communities. My research,
however, found that this assumption is not true. There is an expansive body of literature in the
social sciences that indicate there are several other social considerations that can and should be
represented to robustly consider the impact of policy decisions on broader public good. It is in
this area at the nexus of the cyber domain and public policy that we as a society should begin re-
examining what equities we think need to be included in public policy decisions, how we expect
those equities to be represented, and whether there are other public policies that should be re-
examined and updated to better reflect these social equities.
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Appendix A: VEP Interview Protocol

The following section outlines the interview protocol used during my interviews with
Vulnerabilities Equities Process (VEP) subject matter experts (SMEs). The final interview
protocol, all associated procedures (e.g., initial interview outreach, material safeguarding, etc.),
and overall study design were submitted to RAND’s Human Subjects Protection Committee
(HSPC) for review and approval prior to beginning engagement with any VEP SMEs. This study
was approved and determined to be a “Category 2—Educational Tests, Survey Procedures,
Interview Procedures and Observation of Public Behavior” study by RAND’s HSPC and was
deemed exempt from any further review. For verification, contact RAND's HSPC and reference
Study 2021-N0313. Interviewees were informed at the beginning of each interview that the
interview discussion and resulting content needed to remain at the unclassified level, that their
identity would not be revealed (neither directly nor indirectly), and that quotes from our
discussions would be published. The following interview protocol lists the questions used during
these semi-structured interviews.

Introduction

e What was your relationship to the VEP?

e When casting a dissemination decision vote, do you think ERB members tend to cast
votes in a way that leans more towards their Intelligence or Law Enforcement
Communities’ equities? Or for the most part do you think they vote objectively each
time?

Regarding the Process

e The VEP makes a commitment to publish annual reports with metrics (both a classified
and unclassified version), but I haven’t been able to find one. Do they exist? And if so,
where can the public access them?

e The VEP still has not been codified into law. With the new level of transparency included
in the latest iteration, do you feel it is still necessary to have the VEP codified as an
enforceability and compliance mechanism (for both the government and the public), or is
that no longer necessary?

e Do you believe that NDAs, partner agreements, and deeming work as “sensitive
operations” are actively used as loopholes to avoid VEP review?

e The NSA’s retention of the VEP Executive Secretariat role (although it is mainly an
administrative function) received sharp criticism — many saying it presented a conflict of
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interest. Do you think the NSA holding this position is a problem? If so, who would be
better suited to hold this function (e.g., DHS) and why?

Is there anything else that the current VEP charter should be considering? If we envision
a more comprehensive vetting process, what would / should it look like?

Regarding Consumer & Industry Equities

A majority of the VEP Equities Review Board members are associated with either the IC
or LE (e.g., DoD, DHS, DoJ),*? and there is a notable lack of involvement of elected
representatives, members of the private sector, or an entity that focuses on civilian
consumer security and protection — all of which would be appropriately postured to
represent the interests of citizens. Do you think this perceived imbalance is truly an issue
and introduces bias into the VEP decision-making process? Or do civilian consumers
currently have their equities adequately considered?

Even if a vulnerability is disclosed, how much of a concern is it that (1) the respective
vendor will not develop a patch, and (2) that — once developed — the applicable
consumers will not apply the patch?

The VEP charter does not really include private sector involvement. Should there be
more participation by the private sector? And if so, what do you think that should look
like? ((Are there rules or limitations around if / how members of the VEP can engage the
private sector?))

Looking Forward

In your opinion, should the VEP be broadened to consider more than just software
vulnerabilities, such as any other specific cyber programs, tactics, or techniques, and
applications? (e.g., law enforcement or government use of facial recognition) Could this
also be applied to corporate entities who engage in similar behaviors? (e.g., consumer
behavior tracking, ad targeting)

Should the VEP decision-making process include more of an international perspective?
(e.g., include a Five Eyes representative, etc.)

What about expanding this into a “world VEP” or global set of equities & considerations?
Would this be possible, or even useful?

Closing

Are there any other issues that I didn’t ask about that you think are key to the VEP
process, transparency, or decision making?

392 See Appendix B for a breakdown of which VEP ERB members are associated with either the IC or LE.
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e Is there anyone else you recommend I speak with about this topic?
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Appendix B: VEP Equity Review Board Members’ IC or LE
Association

This section lists all ten members of the Vulnerabilities Equities Process’ (VEP) Equity
Review Board (ERB) and indicates whether they are associated with the intelligence community
or law enforcement. Understanding an ERB member’s association provides insight into the types
of equities they may be more concerned about. The table below indicates an overwhelming
representation of intelligence community and law enforcement associated equities, and — just as
importantly — highlights the marginalized representation of non-intelligence community or law
enforcement equities.

Table 3: VEP Equity Review Board Members’ IC or LE Association

VEP ERB Member Intelligence Community  Law Enforcement Neither
Central Intelligence Agency X

Department of Commerce X*
Department of Defense (including the X

National Security Agency (NSA)
(including Information Assurance and
Signals Intelligence elements)), United
States Cyber Command, and DoD Cyber

Crime Center (DC3))
Department of Energy X
Department of Homeland Security (to X X

include the National Cybersecurity
Communications and Integration Center
(NCCIC) and the United States Secret
Service (USSS))

Department of Justice (to include the X X
Federal Bureau of Investigation and the

National Cyber Investigative Joint Task

Force (NCIJTF))

Department of State X X

X
>

Department of the Treasury

Office of the Director of National X
Intelligence (to include Intelligence

Community-Security Coordination Center

(IC-SCC))

Office of Management and Budget X

SOURCE: White House, 2017b.; Office of the Director of National Intelligence, n.d.

*Note: Although the Department of Commerce does have law enforcement-oriented components, the idea of
economic development and prosperity is more central to their mission and is likely more prominent in their equities
discussions. For this reason, | have associated the Department of Commerce with “Neither.”
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