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Summary

This report concerns the feasibility of obtaining information relevant to planning terrorist
attacks from publicly available sources. To the extent that such information is available, it is
particularly valuable to terrorist planners in that it can generally be obtained at lower cost, risk,
and effort than more direct forms of gathering information such as observation of a potential
target. Familiarity with public sources of information is also valuable to defenders. If they are
unaware that a terrorist group knows or can easily learn about a particular vulnerability, that
vulnerability can be exploited more easily. If, however, defenders are able to establish a rough
idea of what terrorists are likely to know or can learn from public sources, they can better iden-
tify what assets, regions, or populations may be at risk and adjust their defenses accordingly.
Given the vast array of information in the public domain, identifying all the information
relevant to a potential target and assessing its potential value to terrorist planners is daunting.
What is needed is a way to define the kinds of information most likely to be useful in planning
and executing attacks on particular targets. We developed a framework to guide assessments of
the availability of such information for planning attacks on the U.S. air, rail, and sea transpor-
tation infrastructure, and applied the framework in a red-team information-gathering exercise.
Our results demonstrate the utility of the framework for identifying publicly available infor-
mation relevant to planning terrorist attacks. They also allow us to describe the level of diffi-
culty involved in finding various kinds of information relevant to specified attack scenarios.

Research Approach

Our research approach involved four steps. First, we identified six plausible attack scenarios—
two each in airline, rail, and sea transportation infrastructures—against which to assess the
accessibility of publicly available information. Second, to guide information gathering relevant
to these scenarios and to assess the adequacy of results, we developed the modified intelli-
gence preparation of the battlefield (ModIPB) framework. Based primarily on U.S. Army doc-
trine regarding intelligence preparation of the battlefield (IPB), this framework specifies four
categories of information relevant to targets in the transportation infrastructure, including
(1) avenues of approach and ease of access, (2) target features, (3) security (including forces,
security measures, and other population groups present), and (4) analysis of threats to the ter-
rorist operation. Third, we designated a “red team” to serve as proxies for terrorists seeking
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information about each of the potential attack scenarios. Team members were instructed to
find information sufficient to complete an operational plan for each of the six scenarios, relying
on the ModIPB framework as a guide and using only very low- or no-risk information-gather-
ing activities—that is, public source, off-site research. Fourth, we undertook three validation
exercises to assess the relevance and completeness of the information collected.

Findings

The primary contribution of this research is the observation that the ModIPB framework is
useful in directing analyses of publicly available information that would be needed to plan ter-
rorist attacks across a wide variety of transportation infrastructure targets and attack methods;
this outcome suggests that the framework is broadly applicable to the problem of identifying
information that might reveal vulnerabilities in those systems. In addition, it became evident
from applying this framework what types of information are relatively hard versus relatively
easy to find for the set of six scenarios describing potential attacks.

The ModIPB framework is a useful guide to locating information relevant to the
planning and execution of terrorist attacks. A detailed presentation of all the results—that
is, the kinds of information that the red team did and did not find for each scenario—appears
in Appendix A. As a whole, our findings demonstrate that the ModIPB framework performed
well as a guide to helping red-team members locate information relevant to the attack. Relying
on the checklists we provided, red-team members were able to identify information that, with
scattered exceptions, proved useful for planning the hypothetical terrorist attacks across all six
scenarios. This assertion is supported by the results of three validation exercises.

Ease of identifying relevant information varied across information categories,
with general descriptive information being easiest to find and information concerning
detailed security procedures being most difficult to find. Information is considered “easy
to find” if, as determined by the red-team exercise, the same type of information is available
from multiple sources for multiple infrastructure targets of a similar type (e.g., all airports).
Information is considered “hard to find” if only single examples were located or if no informa-
tion was located. Some types of information could be found for one class of infrastructure or
for one scenario, but not others.

Given this variation and the relatively small number of scenarios we studied, we cannot
compare the ease of finding information across categories with great precision, but our find-
ings do suggest that certain categories of information are generally easier to find than others.
Members of the red team found information concerning the location of terrorist targets, inte-
rior structural details, and the size and capacity of security forces relatively easily, but locat-
ing information concerning specific security procedures and capabilities was more difficult. A
notional summary of the findings is shown in Figure S.1.

For each of the attack scenarios, the red team was unable to locate some of the informa-
tion that a terrorist planner would need to assess the likely success of a potential attack. For
example, for some scenarios, the team found news articles reporting the number of officers
that monitor a particular area, but those reports did not provide detailed information about
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Figure S.1
Notional Representation of Information Collected by Red Team
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operational plans or deployments at specific stations. That is, the information regarding opera-
tional plans and security force deployments was “hard to find.”

Policy Recommendations

First, we note that, regardless of how easy or hard it was to locate certain information, there
is no evidence from this investigation to suggest that removing information from the public
domain would alter the risk of a given scenario occurring. Our findings concern only how
easily the red team was able to locate relevant information.

Based on the findings described above, we propose two recommendations intended to
help infrastructure owners increase security.

* To prevent information that includes security details from entering the public
domain, review and revise procedures for operational and information security.
Our findings indicate that information pertaining to certain ModIPB categories is not
easily accessible through off-site, public information sources. For example, information
concerning security force deployments—that is, routes, schedules, number of personnel,
vehicles patrolling—is not easily accessible through off-site, public information sources.
Nonetheless, our red team did identify a wide variety of kinds of information concerning
the air, rail, and sea transportation infrastructures, including overhead images, schemat-
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ics of sites and equipment, and news reports. Moreover, new information is being added
to the public domain every day, along with new capabilities for searching and fusing
information. Thus, procedures for securing sensitive information should be evaluated
regularly, taking into account developments in technologies for storing and retrieving
data, with a view toward identifying vulnerabilities that might allow sensitive informa-
tion to enter the public domain.

* Include information that can be obtained from easily accessible, off-site public
information sources in vulnerability assessments. The operations of transportation
infrastructure organizations have proven to be attractive targets for terrorist attacks.
Thus the owners and operators of these facilities must—and do—conduct vulnerability
assessments to identify threats to the security of their assets and activities. To ensure the
comprehensiveness of these assessments, information that is appropriately in the public
domain must be included.

Our results indicate that the utility and comprehensiveness of information available
in the public domain varies by infrastructure and scenario. Given this variation, owners
and operators of transportation infrastructure organizations must focus particularly on
how information available in the public domain is likely to affect the vulnerability of the
specific assets and activities of their own organizations. Relying on ModIPB framework
as a tool to guide information searches will help these organizations identify such infor-
mation, which can then be included in vulnerability assessments.

Owners and operators of transportation infrastructure organizations must deter-
mine how frequently vulnerability assessments should be conducted to ensure that, as
new information enters the public domain, it is captured in those assessments. Because
such new information can enter the public domain at any time, including the day after
a vulnerability assessment is conducted, we cannot specify a priori how frequently such
reviews should be conducted. We believe, however, that analyses of information in the
public domain should either be integrated into current vulnerability assessments or, if
conducted separately, should be carried out with at least the same frequency.
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