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Preface

This report was prepared for and funded by the Forum Standaardisatie. It presents the results of a
study to support the Forum in making informed decisions about developing an interoperability
framework (IF) in The Netherlands. The IF is intended to facilitate the development of electronic
government (eGovernment) services, including both services to citizens and businesses (Diensten)
and services provided by one government body to another. This study examined a small but
carefully chosen sample of existing national and European Union (EU) IFs, as well as related
enterprise architectures, including the Nederlandse Overheids Referentie Architectuur (NORA)
and other relevant architectural concepts, in order to recommend a strategy for fostering
interoperability among Dutch eGovernment services and pan-European Government Services
(PEGS) involving Dutch participation.
This report is intended primarily for decisionmakers and policymakers involved in the design and
management of eGovernment. These readers are not assumed to have extensive background or
expertise in information technology. The report is therefore somewhat tutorial in nature, since it
attempts to provide the technical context needed to make informed decisions about
interoperability policy in The Netherlands.
The research was conducted by RAND Europe (Cambridge, UK), GNKS Consult (Rotterdam,
The Netherlands) and was led by Jeff Rothenberg, Senior Researcher at the RAND Corporation
in Santa Monica, CA, USA.
The research team is grateful for the constructive support by the GBO Overheid Division of the
Dutch Ministry of the Interior and Kingdom Relations (BZK), the cooperation of those who
served as advisory committee to the project, and the useful feedback from the Forum, to which an
earlier draft of the report was presented. In addition, we appreciate the thoughtful comments and
contributions of individuals who were willing to share their perspectives with us in interviews.
RAND Europe is an independent not-for-profit policy research organization that serves the
public interest by improving policymaking and informing public debate. Clients are
governments, institutions, and firms in Europe with a need for rigorous, impartial,
multidisciplinary analysis of the hardest problems that they face.
For more information about RAND Europe or about this report, please contact Constantijn van
Oranje:
RAND Europe
Westbrook Centre
Milton Road
Cambridge CB4 1YG, UK
Tel: +44(0)1223 353329
Fax: +44(0)1223 358845
Email: cvo@oranje.eu.com
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Executive summary

Electronic government (eGovernment) offers a new channel by means of which citizens,
businesses, and government agencies can interact with one another. The provision of
eGovernment services (eServices) has the potential to facilitate such interactions,
augmenting traditional channels of government by enabling electronic access that is
unconstrained by the locations and schedules of the parties involved, thereby improving
public sector effectiveness. In order to realize this vision, however, eServices must be
“interoperable” with each other: that is, they must be able to work together, sharing
compatible and meaningful information to support the tasks that their users need to
perform. Such interoperability among eServices should help to reduce the cost of
government, increase its cost-effectiveness, improve the coherence, consistency, and
responsiveness of government services, and ultimately improve democracy, by facilitating
citizen interactions with government while making government itself more transparent,
accountable, and credible.
However, there are significant challenges to creating interoperable eServices of this kind,
stemming from functional, technical, procedural, cultural, and semantic differences
among the government organizations that provide these services. One way of meeting
these challenges is to create an interoperability framework (IF) to help eService designers
and implementors ensure that their services will work together smoothly. The creation of
a Dutch interoperability framework is therefore seen as a key step in promoting
eGovernment in The Netherlands, as well as Dutch participation in emerging panEuropean Government Services (PEGS) efforts.
This report presents the results of a study intended to help the Forum Standaardisatie
make informed decisions about developing an interoperability framework for eServices in
The Netherlands, including both services to citizens and businesses and services provided
by one government body to another. Although the focus of this study was
interoperability among eGovernment systems, eGovernment is merely one of several
channels by means of which citizens, businesses, and government agencies interact with
one another, and all such channels should be made consistent and coherent in order to
ensure transparent and effective interaction. Nevertheless, interoperability among
eGovernment systems is expected to be a key factor in facilitating such interaction.
For the purposes of this study, we define interoperability as the ability of distinct systems
to communicate and share semantically compatible information, perform compatible
transactions, and interact in ways that support compatible business processes to enable
their users to perform desired tasks. In the eGovernment context, users may be citizens,
businesses, or government employees or agencies that perform tasks involving interaction
with the government, and a business process is any activity or sequence of actions that
corresponds to such a task. An interoperability framework is a set of principles, policies,
criteria, specifications, standards, protocols, and procedures aimed at helping
eGovernment developers to design, acquire, and implement systems, data, semantics,
business processes, and policies that interact with each other efficiently, effectively,
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flexibly, and meaningfully to enable government organizations to provide useful services
to citizens, businesses, and each other.
Interoperability involves far more than just information and communications technology
(ICT) systems. Interoperability among ICT systems is a means to the end of enabling
agencies, organizations, groups of users (citizens or businesses), municipalities, regions, or
even nation states to interact with each other more efficiently and effectively. The overall
purpose of interoperability is to improve these organizational and societal interactions.

Research questions and approach
The key research questions for the study were as follows.
1. What should comprise a Dutch IF?
2. What factors would promote the adoption and success of a Dutch IF?
3. What should the relationship be between the Nederlandse Overheids
Referentie Architectuur (NORA) and a Dutch IF?
4. What additional steps are needed to develop a Dutch IF?
In order to answer these questions, we analysed a sample of existing IFs as well as related
enterprise architecture (EA) efforts, in order to identify the range of potential goals and
components of an IF. Specific goals and policies for interoperability may be defined
differently by different countries or by the European Union (EU). Ideally, it should be
possible to derive the contents and character of an IF from an explicit set of such goals
and policies. We therefore sought to identify a mapping from the goals of an IF to its
composition, and we used this mapping to help develop recommendations specifying
which components should comprise a Dutch IF. Adoption and success factors for
existing IFs were analysed, along with key features of the Dutch social and governmental
context, to produce recommendations for how a Dutch IF should be developed and
governed. In order to keep our recommendations technically grounded, we also
performed significant analysis of relevant eGovernment technology.

In order to choose a small but representative sample of existing IFs and related EAs for
detailed analysis, we briefly examined a more comprehensive set, which we identified by
a combination of literature search, web search, and input from the client. Because
eGovernment IFs are still a relatively new concept, there are not yet many examples to
choose from, and most of those that exist appear to be well known. A few additional IFs
have been developed in the commercial world and in specific sectors such as health and
education, but the total number of fully articulated IFs is still quite manageable. By
means of interacting with the client and applying a few simple selection criteria, we were
able to identify a small number of IFs and EAs that appeared to be relevant to the Dutch
case. Our selection criteria focused on maturity, generality, and the availability and
accessibility of documentation. Based on these criteria, the IFs and EAs that we chose for
futher analysis were:
•

EU–EIF (EU–European Interoperability Framework)

•

UK eGIF (eGovernment Interoperability Framework)

•

Danish OIO-kataloget (Offentlig Information Online catalogue)

•

Estonian EstIF (Estonian IT Interoperability Framework)
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•

US FEA (Federal Enterprise Architecture)

•

NORA (Nederlandse Overheids Referentie Architectuur)

Despite being small, this sample provided a good mix of national, EU, and non-EU (US)
efforts involving small, medium, and large countries, while combining elements of IFs
and EAs. (Although several commercial and sectoral IFs were considered as well, we
ultimately excluded them as being less relevant to eGovernment and providing no
significant concepts or mechanisms that were not already present in our sample.)
We attempted to understand both the explicit and implicit goals and policies of each IF
and which of its aspects and components were derived from which of its goals and
policies. This produced:
•
•

•
•

A set of potential goals and scope criteria for an IF
A set of potential components, architectural features, implementation factors,
and other aspects of an IF, including protocols, standards, and semantic
considerations
A set of apparent mappings from the goals and scope criteria of an IF to its
components, architecture, and other aspects
A tentative analysis of how well each IF in our sample group has been
implemented and adopted, the extent to which it has achieved its goals, and
which technical or implementation factors appear to have been most relevant to
its adoption, success, or failure

Based on these results, we derived recommendations for what should constitute a Dutch
IF and examined a number of issues surrounding interoperability in the context of
eGovernment in The Netherlands, in order to recommend a strategy for developing an
IF that would foster interoperability among Dutch eGovernment services and panEuropean Government Services (PEGS) involving Dutch participation.

Issues surrounding interoperability
The motivations for fostering interoperability in eGovernment include reducing the cost
of government, improving its cost-effectiveness, coherence, consistency, responsiveness,
transparency, and accountability, and even improving democracy as a whole. However,
interoperability also carries some risks and costs:
•
•
•

It may compromise privacy
It may compromise security
It adds technical complexity to system design

Privacy and security issues can and should be addressed by implementing appropriate
combinations of technical, procedural, and legal safeguards. Any residual concerns that
cannot be addressed by such safeguards must be weighed against the potential of
interoperability to deliver eGovernment benefits to citizens and to enable research that
may have social value, for example, in the public health domain.
The added complexity and cost of designing and building interoperable systems is, to
some extent, unavoidable. Furthermore, the benefits of interoperability accrue to the
operators and users of a system, whereas the added costs are borne by the system’s
designers and implementors, who may be different parties. This leads to a “sow versus
harvest” problem whose solution may require creative reimbursement or cost-sharing.
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Interoperability is a “cross-cutting concern” which must be implemented pervasively if it
is to be effective. Yet because it is cross-cutting, it is typically considered out of scope by
individual projects or programmes, since it involves interaction with other projects or
programmes that are outside the boundary of the given effort. It must therefore be
motivated and governed by mechanisms that transcend normal project and programme
boundaries.
In order to interoperate meaningfully, organizations must have compatible data
definitions and interpretations, terminology, business processes, organizational cultures,
and policies concerning privacy, access, transparency, accountability, etc. Achieving true
interoperability therefore requires the alignment of these semantics across all interacting
organizations and their systems. Such alignment requires each organization, sector, and
community of interest to define and codify its own semantics and to establish
appropriate correspondences with the semantics of any other such entities with which it
interacts. This in turn requires cross-organizational, cross-sector, and cross-community
interaction and negotiation. Because this process is labour intensive and involves
significant intellectual effort, it requires considerable lead time and so should be started
as early as possible.

Goals and components of an interoperability framework
The analysis of our sample of IFs and EAs led to the general conclusion that there is as
yet insufficient experience with IFs and eGovernment to offer much empirical evidence
as to the effectiveness of specific interoperability strategies in achieving specific
eGovernment outcomes. It is therefore difficult to draw convincing conclusions about
the relative value, impact, or success of many of these efforts, or to produce objective
mappings of their goals to their content. Nevertheless, it seems useful to construct
tentative mappings of this kind, however speculative, in order to suggest a rational
method of determining what should comprise an IF. To do this, we analysed the
functions and types of eServices that are implied by various goals and scope criteria, from
which we derived the interoperability implications of creating and using such functions
and eServices to achieve the desired goals. We then used these implied interoperability
requirements to derive appropriate combinations of components and aspects of an IF,
thereby mapping the goals and scope of an IF to its content.
Two IFs which have different goals may contain numerous elements in common, but
their emphasis, focus, and overall flavour may be quite different. With this in mind, the
following mappings list the most significant aspects of an IF for each of a number of
distinct potential goals. A particular IF is likely to combine several of these goals, leading
to a combination of aspects and components. Furthermore, because different
combinations of goals may lead to different interoperability requirements, the priorities
accorded to each of the included aspects and components of an IF must be decided on an
individual basis.
•

Goal: Improve cost-effectiveness and cooperation within government
- emphasize technical standardization
- coordinate intra-governmental semantics (ontologies, etc.)
- coordinate ICT development across government
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•

Goal: Improve interaction with EU and other governments
- emphasize policies for using open standards
- emphasize cross-border inter-governmental semantics (ontologies, etc.)

•

Goal: Improve ability to provide and support PEGS
- emphasize user-oriented cross-border semantics (ontologies, etc.)
- emphasize use of open standards and (possibly) open-source software
- include PEGS-related use cases
- include easy-to-use business process “orchestration” techniques

•

Goal: Improve transparency/accountability/credibility of government
- emphasize user-oriented semantics (ontologies, etc.)
- standardize eGovernment user interfaces
- coordinate legal/legislative policies underlying transparency/accountability

•

Goal: Improve citizen/business interaction with government
- include citizen- and business-oriented eGovernment use cases
- emphasize citizen- and business-oriented services
- emphasize sector-related portals
- emphasize methods of presenting consistent semantics to users
- include easy-to-use choreography/orchestration

•

Goal: Improve private sector and personal interactions
- encourage use of open standards and (possibly) open-source software
- include semantics for private sector and personal interactions
- emphasize personal and enterprise portals

•

Goal: Improve democracy
- encourage policy-driven business process redesign
- emphasize functional architecture
- establish effective policy-consistent governance

These mappings suggest that distinct combinations of goals determine distinct
combinations of components and other aspects of an IF. In addition, the relative
frequency of certain elements in the mappings (such as semantics) imply that these are
particularly important for a wide range of goals. Despite the tentative nature of these
mappings, they provide a useful point of departure for determining which components
should comprise a Dutch IF, given a set of interoperability goals, which in turn must be
derived from eGovernment policies.

The relationship of NORA to a Dutch interoperability framework
In order to develop appropriate recommendations for a Dutch IF, we next analysed a
number of aspects of the Dutch situation, including the NORA project and various
governance issues. NORA provides a reference architecture for Dutch governmental IT
infrastructure. As such, it contains some principles that are helpful for achieving
interoperability, and it is widely known. However, we are not convinced that it would be
cost-effective to expand and transform NORA into an IF. To do so, the concern for
interoperability would have to be infused pervasively throughout NORA. Moreover,
NORA would have to shift its image from being “by and for architects” to appeal to a
wider group of stakeholders, and its advice would have to be divided into multiple levels
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so as to be more accessible and more relevant to policymakers, decisionmakers, and
system implementors, as well as to architects. We therefore recommend that NORA be
viewed as an architectural complement to a Dutch IF, though we note that the primary
reasons for choosing this approach over the alternative are pragmatic and political rather
than technical.

Governance
Analysis of existing IFs suggests that governance is a key factor in their success or failure.
This implies that a Dutch IF must be endowed with an appropriate and effective
governance mechanism, if it is to succeed. The governance model for an IF should
encourage widespread buy-in among stakeholders, by engaging them in the process of
designing the IF in the first place and in making policy choices and decisions that affect
them. If stakeholders feel that they own the IF itself and have a significant role in making
the choices and decisions that fall within its scope, they are much more likely to comply
with its recommendations—and more importantly, to produce interoperable
eGovernment systems. In this regard, the tradition of relying on consensus as the basis
for decision-making in The Netherlands has some important advantages for
interoperability. On the other hand, a governance model that seeks widespread buy-in at
the cost of timely decision-making may sacrifice opportunities to be innovative and agile.
Ideally, IF governance should be both inclusive and agile. It is important to design an IF
governance model with this in mind and to support it with mechanisms and tools that
can balance these two goals. In order to achieve this, we recommend that a governance
model should:
•
•
•
•
•
•
•

Position the IF governance body carefully
Ensure that the governance body has appropriate resources and authority
Aim for inclusive but lean stakeholder representation
Ensure that representatives have both expertise and decision-making power
Keep stakeholder interactions focused and goal-oriented
Subdivide and delegate governance issues and decisions whenever
appropriate
Leverage stakeholder interactions and governance with innovative ICT
support

The governance body should be positioned so as to maximize its ability to exert effective
control over eGovernment development, while minimizing its threat to stakeholders and
its susceptibility to turf wars. It should be given sufficient resources and authority to
enact its decisions, including influence over budgetary allocations, where appropriate.
Although the body should be inclusive, it should also be lean; that is, stakeholders should
be chosen to avoid unnecessary overlap and redundancy while ensuring coverage.
Stakeholder representatives should be vetted to ensure that they possess appropriate
subject-matter expertise and are empowered to make decisions on behalf of the groups
that they represent, and stakeholder meetings and other interactions should be kept
focused on high-priority, actionable issues—perhaps by using some formal or semiformal system of prioritizing and tracking action-items. Complex issues should be
delegated to subgroups of the governance body or to auxiliary committees or working
groups, in order to offload the main governance group’s agenda and enable it to remain
responsive. Finally, stakeholder interactions and governance in general should be
leveraged by the innovative use of ICT support to reduce the need for face-to-face
meetings, keep governance efforts focused on priority issues, track progress and obstacles,
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and record assumptions, rationales, and decisions, in order to facilitate the governance
process and enhance its transparency and accountability.

Recommendations
In light of our analysis, we recommend that a Dutch IF provide guidance at three
distinct levels of eGovernment activity, which we refer to as the Governance, System, and
Implementation levels. The IF should encourage the free flow of information in both
directions among these three levels, to ensure that the upper levels are responsive to
problems and concerns that arise at the lower levels.
The Governance level is populated by policymakers and decisionmakers who decide on
the goals of eGovernment in The Netherlands, determine the kinds of eServices that
should be provided and how they should interoperate, and provide top-level guidance
and coordination for the lower two levels and all other stakeholders.
The System level is populated by system architects who determine what systems,
components, data, and infrastructure are needed, and how these should be combined to
provide the desired eService capabilities.
The Implementation level is populated by system implementors who build, compose, or
acquire the actual systems, components, data, and infrastructure that are needed to
produce the eServices that perform eGovernment functions—and who thereafter operate
and manage those eServices. Distinct phases of the life cycle of an eService may be
performed by different parties, at different levels of government or even outside the
government entirely; therefore the Implementation level of the IF does not correspond to
any specific group or level of government.
We recommend that the IF provide specific guidance for each of these three levels, as
discussed in section 6.1 of this report.We further recommend that a Dutch IF contain
the following components, each of which is described in section 6.2.
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Definitions
Interoperability policies/principles
Governance policies and model
Compliance criteria
Legal/legislative considerations
Architectural advice
Infrastructure components
Data
Metadata
Semantics
Relationships to other efforts
Adoption or implementation advice and best practices
Standardization policies
Technical standards
Process models
Measurement and evaluation framework
Use cases
Road map

Of these components, semantics deserves special attention, as noted above. Although the
IF can provide guidance for aligning semantics across organizational, sector, and
community boundaries, the actual job of codifying and aligning those semantics will
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require significant effort by the organizations, sectors, and communities themselves. This
semantics effort should therefore begin as soon as possible, as reflected in Step 1 below.
The following steps constitute a simple process model that should lead to the
development of an actual Dutch IF. Although Step 1 need not be performed first, it
should be started as soon as possible, since interoperable eGovernment requires an
appropriate semantic foundation, and the development of such a foundation is a
challenging task that will require significant time. The last three steps should be
performed in sequence: a governance model must be developed before it can be
implemented, and an implemented governance model is the key to developing an IF that
is likely to be widely accepted, and therefore successful.
Step 1: develop a strategy to ensure semantic interoperability
Step 2: develop a governance model for the IF
Step 3: implement the IF governance model
Step 4: use this governance model to develop the IF

Interoperability is a crucial aspect of eGovernment. By enabling distinct systems and
organizations to work together meaningfully and transparently, it provides the
foundation on which a cost-effective set of eServices can be built and combined to offer a
wide range of functions and capabilities to citizens, businesses, and government
organizations. Yet interoperability is not easily achieved, since it must be pervasive in
order to be effective. Creating and promoting the use of an IF appears to be a good way
to improve interoperability throughout eGovernment. A Dutch IF should provide
guidance at three distinct levels of eGovernment activity, which we denote the
Governance, System, and Implementation levels. As noted above, for a Dutch IF to be
effective, its governance must be both inclusive and agile. An appropriate governance
model of this kind should be implemented before designing a Dutch IF, and it should be
used to engage stakeholders in the design process, thereby maximizing their buy-in. The
specific contents and focus of the IF should be derived from a set of goals that are chosen
by means of inclusive policy discussion among key stakeholders. In parallel with the
development of the IF, an effort should be undertaken to codify and align semantics
across government organizations at all levels, involving all sectors and communities of
interest. Taken together, these measures should provide a foundation for interoperability
among eServices, thereby promoting cost-effective eGovernment in The Netherlands.

xviii

1 Overview

Electronic government (eGovernment) offers a new channel by means of which citizens,
businesses, and government agencies can interact with one another. The provision of
eGovernment services (eServices) has the potential to facilitate such interactions,
augmenting traditional channels of government by enabling electronic access that is
unconstrained by the locations and schedules of the parties involved, thereby improving
public sector effectiveness. In order to realize this vision, however, eServices must be
“interoperable” with each other: that is, they must be able to work together, sharing
compatible and meaningful information to support the tasks that their users need to
perform. Such interoperability among eServices should help to reduce the cost of
government, increase its cost-effectiveness, improve the coherence, consistency, and
responsiveness of government services, and ultimately improve democracy, by facilitating
citizen interactions with government while making government itself more transparent,
accountable, and credible.
Unfortunately, there are significant challenges to creating interoperable eServices of this
kind, stemming from functional, technical, procedural, cultural, and semantic differences
among the government organizations that provide these services. One way of meeting
these challenges is to create an interoperability framework (IF) to help eService designers
and implementors ensure that their services will work together smoothly. The creation of
a Dutch interoperability framework is therefore seen as a key step in promoting
eGovernment in The Netherlands, as well as Dutch participation in emerging panEuropean Government Services (PEGS) efforts.
This report presents the results of a study intended to help the Forum Standaardisatie
make informed decisions about developing an interoperability framework (IF) for
eGovernment services (eServices) in The Netherlands, where such eServices include both
services to citizens and businesses and services provided by one government body to
another. This study examined a small but carefully chosen sample of existing national
and European Union (EU) interoperability frameworks (IFs), as well as related enterprise
architectures (EAs) including NORA1 and other relevant architectural concepts, in order
to recommend a strategy for fostering interoperability among Dutch eGovernment
services and pan-European Government Services (PEGS) involving Dutch participation.
The overall goal of the study was to identify the key components, architectural aspects,
and other factors that should comprise a Dutch IF and to recommend implementation
and governance approaches that are likely to lead to its adoption and success.
The key research questions for the study were:
1. What should comprise a Dutch IF?

1

NORA (Nederlandse Overheids Referentie Architectuur) is an evolving reference architecture for Dutch
governmental ITC infrastructure in The Netherlands (see section 4.2).
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2. What factors would promote the adoption and success of a Dutch IF?
3. What should the relationship be between the Nederlandse Overheids
Referentie Architectuur (NORA) and a Dutch IF?
4. What additional steps are needed to develop a Dutch IF?
In order to answer these questions, we analysed a sample of existing IFs and some related
constructs, such as EAs, in order to identify the range of potential goals and components
of an IF, as well as factors that appear to affect their adoption and success. We then
sought to identify a mapping from the goals of an IF to its composition; that is, we
attempted to understand which components or other aspects of an IF are required or
implied by each of its goals. We used this mapping to help develop recommendations
specifying which components should comprise a Dutch IF, assuming a broad range of
potential goals for eGovernment in The Netherlands.
Adoption and success factors for existing IFs were also analyzed, although the relatively
immature state of eGovernment (and IFs) makes any such analysis rather tentative. We
combined these factors with an analysis of salient features of the Dutch social and
governmental context, to produce recommendations for how a Dutch IF should be
developed and governed. In order to keep our recommendations technically grounded,
we also performed significant analysis of relevant eGovernment technology and concepts.

1.1 Approach
The client directed that the study be conducted by choosing and analysing a number of
existing IFs, using the results of this analysis to generate recommendations for a Dutch
IF. In order to do this, we defined the following tasks:
1. Choose and examine a small sample of IFs
2. Identify key aspects of these IFs
3. Map each IF’s goals or scope to its components and architecture
4. Analyse the Dutch context relevant to an interoperability framework, including
the role of NORA
5. Recommend how to proceed toward a Dutch IF
In order to choose a small but representative sample of existing IFs and related EAs for
detailed analysis, we briefly examined a more comprehensive set of candidates (see
section 3.2), which we identified by a combination of literature search, web search, and
input from the client. Because eGovernment IFs are still a relatively new concept, there
are not yet many examples to choose from, and most of those that exist are fairly well
known. Identifying these candidates was therefore relatively straightforward.
In addition, we considered several IFs and EAs that have been developed in the
commercial world and in specific sectors such as health and education (see section 3.2).
Even with this augmented set, the total number of fully-articulated IFs is still quite
manageable. By applying some simple selection criteria, we were therefore able to
identify a small number of IFs and EAs that appeared to be relevant to the Dutch case.
Our selection criteria focused on the maturity of each IF along with its generality and the
availability and accessibility of documentation describing it. The rationale for our
selection process was to choose the smallest number of IFs that spanned a range of goals,
maturity levels, and distinct social and governmental contexts. This selection process
(which is also described in section 3.2) was performed in collaboration with GBO
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Overheid Division of the Dutch Ministry of the Interior and Kingdom Relations (BZK)
representing the client and led to the following set of IFs and architectures to be analysed
in detail:
•
•
•
•
•
•

EU–EIF and IDABC (Interoperable Delivery of European
eGovernment Services to Public Administrations, Businesses, and
Citizens) Architecture Guidelines
UK eGIF
Danish OIO-kataloget
Estonian EstIF
US FEA (Federal Enterprise Architecture)
NORA

We then analysed these sample IFs and EAs in detail in an attempt to understand both
their explicit and implicit goals and policies and which aspects and components of each
one were derived from which of those goals and policies, as well as the governance
mechanisms employed by each one and its apparent success. We attempted to identify
implicit and explicit motivating goals, principles, key assumptions, major components
and architectural features, and other technical and governance aspects of each IF. In
many cases, these factors are not explicitly identified in existing documentation and had
to be inferred by reading between the lines and interacting with developers, proponents,
and other eGovernment stakeholders.2
Our analysis produced:
1. A set of potential goals and scope criteria for an IF
2. A set of potential components, architectural features, implementation factors,
and other aspects of an IF, including protocols, standards, and semantic
considerations
3. A set of apparent mappings from the goals and scope criteria of an IF to its
components, architecture, and other aspects
4. An analysis of the implementation, management, and governance strategy and
history of each IF, leading to the identification of key issues along these
dimensions
5. A tentative analysis of how well each IF in our sample group has been
implemented and adopted, the extent to which it has achieved its goals, and
which technical or implementation factors appear to have been most relevant to
its adoption, success, or failure
Based on these results, we derived recommendations for what should constitute a Dutch
IF and examined a number of issues surrounding interoperability in the context of
eGovernment in The Netherlands.

2
The resources available for our study did not permit an exhaustive survey of developers, users, or other
stakeholders of our sample set of IFs and EAs, let alone those of the more comprehensive candidate set. But
we are not convinced that such a survey would have revealed much additional insight, given the relative
immaturity of IFs and eGovernment in general.
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1.2 A word about the “demand-side” of eGovernment
Government organizations in The Netherlands have many “customers” including other
agencies within the Dutch government, agencies in other governments (both EU and
non-EU members), non-governmental organizations (NGOs), citizens, businesses,
corporations, consultants, researchers, etc. Each such customer may interact with
agencies at many different levels of government, including central government
(Rijksoverheid), local government (Provincie, Gemeenten), public Administrations
(Belastingen etc.), and government related organizations, such as universities, schools,
social service organizations, etc. Furthermore, such interactions may occur via multiple
channels, including not just eGovernment but also more traditional mechanisms such as
mail, telephone, and in-person visits to agency offices.
A survey of the needs and interests of this varied range of customers for government
services was considered outside the scope of this study. However, within the scope of
eGovernment, these needs were implicitly treated as central to our analysis. Although the
study was intended to provide “supply-side” advice for how best to enhance the
interoperability of eServices, the “demand-side” of eGovernment (and of government in
general) provides the motivation for developing such eServices in the first place and
therefore deserves to be studied and analysed in its own right. The importance of this
demand-side perspective is captured in our recommendation to develop use cases that
elaborate the needs of various groups of users for various types of eGovernment services
(see section 6.2) and in our emphasis on the importance of customer-oriented semantics
(see section 6.3).

1.3 Outline of this report
Chapter 2 of this report discusses the technical and eGovernment aspects of
interoperability in detail. Chapter 3 examines the concept of an IF and presents the
results of our analysis of a sample of existing IFs and related enterprise architectures. (A
more detailed analysis of these is presented in Appendix C.) Chapter 4 discusses the
Dutch situation as it relates to interoperability, including some key aspects of
government in The Netherlands and the relationship between the NORA effort and a
Dutch IF. Chapter 5 discusses the governance of an IF, which we consider to be a central
success factor. Finally, chapter 6 presents our recommendations, including next steps
toward producing an IF for The Netherlands. Appendix A presents five distinct views of
interoperability, each of which raises its own set of concerns, whereas Appendix B
discusses a number of technical concepts that provide useful context for the report.
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2 What is interoperability?

Interoperability can be defined narrowly or broadly.3 The narrow definition involves the
ability of information and communication technology (ICT) systems to communicate
with each other so as to utilize each other’s capabilities, or to provide composite
capabilities to their human users. Even this narrow definition involves compatibility on a
number of different levels, from the lowest network communication protocols to the
highest semantic interpretation of each system’s terminology, computations and results.
The seven-layer Open Systems Interconnect (OSI) model is a convenient vehicle for
discussing the communication between systems and the protocol “stack” that
implements this communication.4 The use of the world wide web as a de facto standard
subsumes much of this protocol stack by treating distinct ICT systems as web services in
a Service Oriented Architecture (SOA).5 However, true interoperability involves
semantics, which is a more subtle aspect of ICT system interoperability, requiring that
systems interpret each other’s computations and results compatibly.
A broad definition of interoperability involves more than just ICT systems. From this
perspective, interoperability among ICT systems is a means to the end of enabling
agencies, organizations, groups of users (citizens or businesses), municipalities, regions, or
even nation states to interact with each other more efficiently and effectively. The overall
purpose of interoperability is to improve these organizational and societal interactions.
Within this broad view, specific goals and policies for interoperability may be defined
differently by different countries or by the EU. For example, the emphasis may be to
reduce the cost of providing government services, to expand and integrate the availability
of such services, to facilitate commerce, to simplify routine interactions between citizens
and the government, to increase the availability of government information to citizens, to
improve the transparency of government, to enable national services to be linked to
related services within other EU Member States, etc. An IF, i.e. a set of high-level
policies, principles, technical recommendations, etc., should be derived from an explicit
set of such goals and policies.
Although this broad view of interoperability provides important context, an IF is
typically thought of as a specific set of standards, protocols, procedures, and policies
aimed at helping ICT system developers improve the interoperability of the systems that
they implement. An IF may be defined to help ICT developers in a commercial market
or application sector (such as health, education, or law enforcement) to produce systems
that can work together more effectively, but this study focuses on IFs designed to
facilitate and improve eGovernment. This category includes a number of IFs that have
3
For general discussions of interoperability, see Wikipedia (a) and National Communications System
Technology & Standards Division (1996).
4

The OSI model is discussed in further detail in Section A.2.

5

SOA is discussed in section Section B.3.
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been developed by nation states, as well as the EU’s EIF. The scope of an eGovernment
IF may include such interactions as G2G (government-to-government, including central,
provincial and municipal levels), G2B (government-to-business), G2C (government-tocitizen), B2B (business-to-business), and B2C (business-to-customer).
Section 2.1 defines interoperability in the eGovernment context. Section 2.2 discusses
the motivations for making systems interoperable, presenting both the simple, everyday
example of a home entertainment system and the more complex example of a composite
eGovernment service. Section 2.3 further explores the benefits of interoperability for
eGovernment, whereas section 2.4 discusses some of its potential disadvantages. Finally,
section 2.5 introduces the important fact that interoperability is a “cross-cutting
concern” and must therefore be implemented pervasively if it is to be effective.

2.1 Definition of interoperability
For the purposes of this study, we define interoperability as:
The ability of distinct systems to communicate and share semantically compatible
information, perform compatible transactions, and interact in ways that support
compatible business processes6 to enable their users to perform desired tasks.

Although our definition of interoperability was derived from a technical perspective, it
applies to all aspects of eGovernment, if “system” is interpreted broadly.7 Note that this
broad definition implies that an IF is far more than just a list of recommended standards.
With this definition in hand, we next explore the motivations for making systems
interoperable and some of the specific benefits that accrue from so doing.

2.2 Motivations for interoperability
This section motivates the abstract need for interoperability and shows how this
translates into concrete terms, using two examples that span a broad continuum.
Interoperability has to do with making systems (or “entities”) work together. The
eGovernment context includes a wide range of such systems and entities. For example,
ICT systems need to interoperate as a means to enabling eGovernment services
(eServices) to interoperate. This, in turn, facilitates the interaction and interoperation of
the government agencies, organizations, departments, and branches that develop and
operate these eServices. Interoperability may also occur across sectors, within the
government, commercial, and private domains; for example, health, education, and
financial sectors may interoperate to provide integrated services to citizens and
businesses. At the EU level, Member States may interoperate to deliver PEGS, and
Member States may interoperate with non-EU countries in broader international
enterprises. Finally, a wide range of communities of interest (COIs) may interoperate
with each other to support geographically-dispersed interactions among members of
particular disciplines or other groups.

6
Loosely, a “business process” is simply any process that performs some activity for a given organization or
enterprise. This is discussed in further detail in Section B.2.1.
7
Although this definition does not explicitly mention data, in order for systems to interoperate
meaningfully, they must utilize data that are also interoperable, implying that the data are suitable for use in
all of the interoperating systems and that they have compatible meaning.
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It is generally accepted that improving the ability of such systems or entities to work
together (i.e. improving their interoperability) can improve their efficiency, enhance their
capabilities, and make them more usable and more effective.8
Interoperability achieves these ends by providing a number of specific benefits:
•
•
•
•

It increases flexibility, by allowing the “mix and match” of components
It increases cost-effectiveness, by allowing the reuse of existing components and
capabilities
It creates virtually integrated systems that are easier to use
It facilitates the creation of new capabilities, by composing new functions out of
existing ones

In order to illustrate these benefits, the following two subsections discuss two concrete
examples. The first of these is a simple technical example based on a home entertainment
system, whereas the second is an eGovernment example.
2.2.1

Interoperability in a home entertainment system

This example concerns an interoperable home entertainment system. As shown in Figure
1 below, the “backplane” of a modern stereo receiver contains numerous standard jacks
into which a wide variety of audio components can be plugged. In this case,
interoperability is provided by the fact that simple analogue audio signals constitute most
of the inputs and outputs of the device. This provides flexibility by enabling components
to be connected or disconnected simply by plugging or unplugging them, without
soldering wires or redesigning the components themselves. Cost-effectiveness is high
because, for example, the user can buy only those components needed, such as a compact
disc (CD) player but not a turntable for playing vinyl records; furthermore, the system
makes efficient use of its resources, for example, by allowing a single set of loudspeakers
to be used to play the sounds from any audio source such as a CD player, television,
computer used for network telephony, etc. Integration is provided, for example, by the
use of a single remote control which (in theory at least) can be used to control all
components—or at least to control the receiver itself, which in turn controls many of the
functions of the components plugged into it, such as volume. Finally, new capabilities
can be composed out of existing ones, for example, copying an audiotape to a CD, or
listening to TV using headphones.

8

See Miller (2000).
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Figure 1. Audio backplane

2.2.2

Interoperability in an eGovernment interaction

This example concerns a hypothetical eGovernment service that allows the relocation of
one’s home and business from one city to another by means of a single interaction.9
Assuming that separate, interoperable eService components exist to enable each of the
actions required to perform these two tasks, they can be combined into a single
composite eService, which has a number of benefits.
Flexibility is enhanced, since all of the necessary data for the two tasks can be combined
dynamically, for example, linking the user’s name to their business and retrieving both
residential and business addresses, telephone numbers, etc. Cost-effectiveness is achieved
both from the user’s perspective (since only a single interaction is required to perform
both tasks, eliminating the need to re-enter existing data or to enter new data more than
once), and from an administrative perspective (since new data need not be validated and
stored in key registries or other databases more than once). Integration is provided by the
use of a single online interface (for example, a single web page) with which the user must
interact. Finally, a new composite capability is created out of existing ones.
This example illustrates how interoperability enables distinct government agencies to
exchange information and interact with each other on a user’s behalf—in this case,
dynamically combining distinct eServices to create a new eGovernment capability.

2.3 Benefits of interoperability from an eGovernment perspective
As illustrated in the example above, interoperability can enable eServices to work
together to create new capabilities. From an overall eGovernment perspective, there are a
number of possible high-level motivations for fostering interoperability among eServices.
For example, interoperability may help to reduce the cost of government (sometimes
called administrative burden) by enabling government organizations to share data and
functional capabilities rather than duplicating them. Ideally, this should increase the
cost-effectiveness of government as well, assuming that effectiveness is maintained or
improved as cost is reduced. From the viewpoint of a user of government services,
interoperability can also improve the coherence, consistency, and responsiveness of
government services; this is true whether users are citizens, businesses, or other

9

For the purpose of this example, it is assumed that the business in question is not located in the citizen’s
home, although it may be located in the same city.
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government agencies and whether the services provided lie within a national, EU or
broader international sphere. In particular, interoperability can help create more capable
and more usable pan-European eGovernment Services in the EU context. Citizens and
businesses are also likely to have better experiences and perceptions of government if the
systems they use are interoperable, since such systems are more likely to have consistent
interfaces and to offer more convenient, streamlined procedures without requesting
redundant information. Finally, interoperability may be a means to improving
democracy, by facilitating citizen interactions with government while making
government itself more transparent, accountable, and credible.
Although interoperability cannot deliver any of these benefits by itself, it is widely seen as
a significant factor in achieving some or all of them. However, it is not a foregone
conclusion that a given approach to interoperability will be equally effective in achieving
each of these benefits. Furthermore, because the application of interoperability concepts
to eGovernment is a relatively new endeavour (as indeed is eGovernment itself), it is
premature to draw convincing empirical evidence of causal relationships between specific
interoperability approaches and specific eGovernment outcomes. Therefore, until more
experience has been gained from attempts to foster interoperability in eGovernment,
strategies concerning interoperability will have to be based on thoughtful analysis and
robust planning.
Although the potential benefits of interoperability are significant, it is equally important
to examine its possible downside, which we do in the next subsection.

2.4 Potential disadvantages of interoperability
Despite its considerable benefits, interoperability does have some potentially negative
side-effects.
1. Interoperability may compromise privacy:
-

By linking together information that is currently in separate “silos”
By making it easier to “connect the dots” about citizens’ behaviour

One unavoidable result of improved interoperability is the increased ability to link
information about citizens from different contexts. For example, interoperability may
make it easier to connect financial information or employment information to health
information. Unless careful and secure access controls are implemented and enforced,
data that are currently kept in disjoint “silos” may be integrated and queried in new ways
if the systems that control those silos are made interoperable.10 This may lead to
undesirable compromises of privacy and may make it easier to infer patterns of citizens’
behaviour in ways that enable misuse, such as marketing, discrimination, censorship, and
spying, whether by government agencies, businesses, or private parties. These privacy
concerns are realistic and must be addressed if interoperability is to deliver its benefits
without undue opposition and social cost.

10

The integration or linking of data from such separate silos is not an automatic consequence of
interoperability. In some sectors, including finance and health, existing legislation, policies, and practices
may be sufficient to prevent unwanted or inadvertent integration. However, not all sectors and data
repositories are guarded by appropriate restrictions of this kind, and privacy advocates are quick to point out
that computer system and infrastructure vulnerabilities may enable data to be compromised even when
reasonable safeguards are in place.
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Such privacy issues can and should be addressed to some extent by implementing
appropriate combinations of technical, procedural, and legal safeguards. Technical
measures include secure ICT systems and infrastructure, such as the Estonian X-Road
effort and the use of privacy-enhancing technologies for de-identification. Procedural
measures include reliable, transparent, and accountable governance and administration of
eGovernment. Legal measures include legislative policies, regulations, and enforcement
to restrict the use of combined data. Any residual privacy concerns that cannot be
addressed by combinations of such safeguards must be weighed against the potential of
interoperability to deliver benefits to citizens and to enable research that may have social
value.11
2. Interoperability may compromise security, making each system only as secure as
its least secure interoperating partner
Making distinct systems interoperable produces a security chain that is only as strong as
its weakest link. Even a highly secure system may become vulnerable by virtue of its
interoperation with a less secure system. This is particularly true in the identity
management arena, where policies and technologies for authentication, authorization,
and access control among interoperating systems must be aligned and brought into parity
from a security point of view. As is the case for privacy, these concerns can and should be
addressed by implementing appropriate combinations of technical, procedural, and legal
safeguards.
3. Interoperability adds technical complexity to system design:
-

Planned interoperability is more cost-effective than ad hoc interoperability
Both add cost (not necessarily paid by the beneficiaries)
The benefit hopefully outweighs the cost (though not always for the same
parties)

Finally, interoperability adds some inevitable complexity to the design and
implementation of eGovernment systems. Pre-planned interoperability that is designed
into eGovernment systems is likely to be both more effective and more cost-effective
than ad hoc interoperability, especially if the latter is added to systems as an afterthought.
However, even pre-planned interoperability requires some additional architectural,
design, and implementation effort. For example, systems that support the use of
multiple, alternative interoperability standards or protocols—or which allow themselves
to adapt to new standards and protocols dynamically—may be more complex than those
that are limited to a single, static set of such standards and protocols. Furthermore, the
benefits of interoperability accrue to the operators and users of a system, whereas the
added costs are borne by the system’s designers and implementors, who may be different
parties.12 This leads to a “sow versus harvest” problem, whose solution may require
creative reimbursement or cost-sharing.
Ultimately, society must weigh the potential disadvantages of interoperability against its
potential benefits. Combinations of technical, procedural, and legal measures can

11

For example, public health research may compromise privacy in the interest of providing some overriding
social benefit, although data can usually be de-identified to minimize such compromise.

12

Although system developers may reap some benefit from interoperability, this benefit is typically received
by developers other than those who develop a specific interoperable system. That is, the developer of system
A benefits from the interoperability of some previously developed system B rather than from the
interoperability of system A itself. Of course, if the same developer produces both systems, the benefit
derived from system B will be reaped in developing system A, but even in this case, the benefit is deferred
and so may be accorded less value or may be accrued to a different project budget.
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mitigate the disadvantages, while broad, consistent adoption throughout government can
maximize the benefits. The following section introduces a number of views of
interoperability, which can help to ensure its broad adoption.

2.5 Interoperability is a “cross-cutting concern”
As illustrated in Figure 2, interoperability is a “cross-cutting concern”, meaning that it
cuts across system boundaries and other considerations. A cross-cutting concern must be
pervasive in order to be effective; it cannot be isolated or encapsulated in a single module
or system, nor can it be added as an afterthought without considerable additional cost
and reduced effectiveness.

Figure 2. Interoperability is a cross-cutting concern

Interoperability must therefore be:
•
•
•
•
•

Embodied in the conceptual design of eGovernment
Reflected in system architecture
Supported by infrastructure
Designed-in to actual eGovernment systems and components
Considered in the context of:
- The purpose of eGovernment and eServices
- Coordination of service provision
- Business process redesign (BPR)
- Governance
- Policy (openness, multilingualism, etc.)
- Security and information assurance (IA)
- Privacy and confidentiality
- Other cross-cutting concerns, including the quality of service “-ilities”
(usability, reusability, reliability, scalability, flexibility, extensibility,
accessibility)

Because of its cross-cutting nature, interoperability must be dealt with consistently and
coherently by the wide range of organizations implied by the above list. For example,
designers and providers of systems used in different agencies at different levels of
government and representing different sectors will need to adopt consistent standards,
protocols, data representations, and semantics to ensure that their systems will
interoperate. This requires coordination across institutional boundaries and different
organizational cultures. (Various obstacles and mechanisms for facilitating such
coordination are discussed in chapter 5.)
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The last item above is particularly noteworthy. Interoperability is only one of several
cross-cutting concerns, including privacy and a number of quality attributes, which are
sometimes referred to as the “-ilities” (e.g. usability, reusability, reliability, scalability,
flexibility, extensibility, accessibility), as illustrated in Figure 3.13 Because interoperability
is concerned with making systems work together, it must be charged with coordinating
all other cross-cutting concerns among those interoperating systems. For example, if two
systems are to interoperate, they must have compatible privacy policies, and each of them
must implement privacy as a cross-cutting concern. This makes interoperability the
cross-cutting concern that must coordinate all other cross-cutting concerns.

Figure 3 The larger set of cross-cutting concerns

The cross-cutting nature of interoperability has profound consequences. In particular, it
implies that interoperability cannot be implemented piecemeal and cannot easily be
added to systems after they have been built. Furthermore, because interoperability is the
cross-cutting concern that must take responsibility for ensuring that all other crosscutting concerns are respected, it has a crucial coordination role in the development of
successful eGovernment services.

13

Such attributes are sometimes referred to as “nonfunctional” since they concern aspects of a system other
than the actual functions it performs.
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3 Interoperability frameworks and related architectures

Having examined interoperability and the technological issues that surround it in the previous
chapters, we now turn to interoperability frameworks (IFs) themselves. Section 3.1 gives a brief
working definition of an IF in terms of the kinds of components and other features that comprise
it and the kinds of goals that it may target. Section 3.2 then describes the procedure we employed
to choose a sample of IFs for further analysis, whereas section 3.3 summarizes the results of that
analysis (the details of which are presented in Appendix C). Section 3.4 identifies a set of key
components and aspects of IFs drawn from our analysis, whereas section 3.5 identifies a set of
potential goals that characterize existing IFs and attempts to map each of those goals to the IF
components and aspects that it requires, in order to begin to develop a rational means of deriving
the contents of an IF from its goals. Finally, section 3.6 summarizes the current state-of-the-art of
IFs.

3.1 What is an interoperability framework?
Most existing eGovernment, commercial, and sectoral IFs consist of one or more of a number of
components, such as:
•
•
•
•
•
•
•
•

A set of policy principles for interoperability
A set of governance principles or mechanisms
An enterprise architecture (EA; functional specification of government)
A reference architecture (ICT framework)
A semantic framework (ontologies, etc.)
A specific system architecture (ICT design)
A specified set of Services, eServices, or “component Services”
A set of technical standards for ICT implementation

Additional components drawn from related architectures are added to this list in section 3.4
below, but the above list captures the range of contents of most existing IFs.
Similarly, generalizing from existing eGovernment frameworks suggests that an IF may have goals
that include reducing the cost of government, improving its cost-effectiveness, coherence,
consistency, responsiveness, transparency, and accountability, and improving democracy as a
whole.14 (These goals are discussed in further detail in section 3.5 below.)
An IF is not an EA (as described in Section B.1.3) or a system architecture, but it overlaps such
architectural efforts, as indicated in Figure 4. An EA provides a functional specification along

14

Although the last of these goals (improving democracy) may seem a bit grandiose, it is often implicitly (and
sometimes explicitly) the ultimate aim of interoperability efforts in eGovernment. By improving interactions between
citizens and their government, interoperability may make it easier for citizens to stay informed and engage in an
effective democratic process. Because of this, eGovernment is often considered to have the potential to approximate
Athenian (or “direct”) democracy, in which citizens participate far more actively in making governmental decisions.
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with optional system organizational structure, whereas a system architecture provides information
about the structure and composition of a system. In contrast, an IF focuses on the interfaces or
“glue” that enables distinct systems to work together, whether or not they have been designed to
do so.

Figure 4. Relationship of an IF to architecture

3.2 Analysing sample interoperability frameworks and architectures
Because eGovernment IFs are still a relatively new concept, there are not yet many examples to
choose from, and most of those that exist appear to be well known. In order to choose a small but
representative sample of existing IFs and related EAs for detailed analysis, we briefly examined a
more comprehensive set which we identified by a combination of literature search, web search,
and input from the client. This revealed a number of national IFs (as well as the EU’s EIF) as
candidates for analysis in our study:
•
•
•
•
•
•
•
•
•
•
•

EU–EIF (European Interoperability Framework)
UK (eGIF)
Estonia (EstIF)
Belgium (BELGIF)
Ireland (Reach)
Germany (SAGA)
Australia
New Zealand
Hong Kong
Denmark (OIO-kataloget)
Hungary
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A few additional IFs and EAs have been developed in the commercial world and specific sectors
such as health and education. We considered the following:
•
•
•
•

•

Canadian Standards Strategy (CSS)
US FEA (Federal Enterprise Architecture)
NORA (Nederlandse Overheids Referentie Architectuur)
Commercial IFs:
- PARC’s Obje
- Systinet SOA (Service Oriented Architecture) Governance Interoperability
Framework (GIF)
Sectoral IFs:
- e-Framework for Education and Research (UK, Australia, NZ, The Netherlands)
- Schools Interoperability Framework Association (SIFA: US)
- Learning Interoperability Framework for Europe (LIFE)
- European Cultural Content Interoperability Framework

Even with this augmented set, the total number of fully-articulated IFs is still quite manageable.
By applying some simple selection criteria, we were therefore able to identify a small number of
IFs and EAs that appear to be relevant to the Dutch case. Our selection criteria focused on the
maturity of each IF (that is, how long it has been in existence, how many revisions it has
undergone, and how stable it appears to be), its generality, and the availability and accessibility of
the documentation describing it. The rationale for our selection process was to choose the
smallest number of IFs that spanned a range of goals, maturity levels, and distinct social and
governmental contexts. This selection process was performed in collaboration with GBO and led
to the following set of IFs and architectures to be analysed in detail:
•
•
•
•
•
•

EU–EIF and IDABC15 Architecture Guidelines
UK eGIF
Danish OIO-kataloget
Estonian EstIF
US FEA
NORA

Despite being small, this sample provided a good mix of national, EU, and non-EU (U.S.) efforts
involving small, medium, and large countries, while combining elements of IFs and EAs. In
addition, we briefly examined the commercial and sectoral IFs listed above; however, we
ultimately excluded these as being less relevant to eGovernment and providing no significant
concepts or mechanisms that were not already present in our sample. The specific rationales for
our choices were as follows.
The EU–EIF was a given, since it provides an overarching set of interoperability criteria (the
IDABC Architecture Guidelines provide a related architectural perspective). Most national IFs
refer to the EIF as well and strive for at least partial compliance with it.
The UK’s eGIF is one of the most mature (in the sense of having been around longest and having
been through the most revisions) and complete of the national IFs and is heavily referenced in
other IFs, making it a natural choice.
A number of other EU Member States were considered, including Belgium, Denmark, Estonia,
Germany, Hungary, and Ireland. Upon cursory examination, it was felt that Denmark and
Estonia were the best combination of cases, since they offer widely differing contexts and

15

Interoperable Delivery of European eGovernment Services to Public Administrations, Businesses, and Citizens.
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relatively well-defined and robust IFs. Close connections between GBO and the Denmark IF
effort and GBO input recommending the Estonia case were additional factors leading us to this
choice. Belgium and Germany would have been useful as well, but given our limited resources,
we felt it would be most useful to focus on Denmark and Estonia.
Non-EU countries considered included Australia, Hong Kong (HKSARG), New Zealand, and
the USA. Although the U.S. does not have an actual IF, it was felt that its Federal Enterprise
Architecture offered the best non-EU case because, being much broader than an IF, it offers a
useful and different perspective.
Most of the commercial IFs that we considered turned out to be little more than hype and
“vapourware”. Two appeared to be of possible interest:
•
•

Palo Alto Research Center (PARC) Obje 16
Systinet SOA (Service Oriented Architecture) Governance Interoperability
Framework (GIF).17

However, upon further examination, we concluded that analysing these would not add anything
substantive to the national IFs that we were already considering. In particular, these commercial
IFs embody many of the same concepts that appear in national eGovernment IFs without
offering any apparent additional insight.
A few sectoral IFs also appeared to be promising, e.g.
•

Education:
-

•

e-Framework for Education & Research (UK, Australia, NZ, NL)18
SIFA: US19
LIFE20

Cultural content:
-

European Cultural Content Interoperability Framework 21

However, upon further examination we found these sectoral IFs to be of limited added value, for
the same reasons noted above for rejecting commercial IFs; consequently, they were not analysed
in further detail.
Next, we analysed our sample IFs in an attempt to understand both their explicit and implicit
goals and policies, those aspects and components of each IF that were derived from each of its
goals and policies, the governance mechanisms employed by each IF, and its apparent success. To
perform this analysis, we relied primarily on published specifications for each IF, as well as
overview and evaluation reports and papers that have compared and evaluated them. In cases
where published specifications were ambiguous or further clarification was needed, we contacted
developers and proponents directly.22 Because each IF is a unique entity with its own structure
16

See http://www.parc.com/research/projects/obje

17

See http://www.systinet.com/products/gif/overview

18

See http://www.e-framework.org

19

See http://www.sifinfo.org/why-interoperability.asp

20

See http://life.eun.org/ww/en/pub/insight/interoperability/eun_actions/archive/lifelaunch.htm

21

See http://www.minervaeurope.org/structure/wg/eccif.htm

22

The published sources of information that we used for each IF are cited in the next subsection.
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and emphasis, our analysis was largely qualitative and conceptual. That is, we attempted to
identify implicit and explicit motivating goals, principles, key assumptions, major components,
architectural features, and other technical and governance aspects. In some cases, these factors are
explicitly identified in existing documentation, but in many cases they are implicit and had to be
inferred by reading between the lines and interacting with developers, proponents, and other
eGovernment stakeholders.
The next subsection summarizes the results of this analysis, whereas Appendix C presents our
analysis in greater detail.

3.3 Summary analysis of sample interoperability frameworks
The following subsections present our key observations about the sample IFs that we analysed.
The intent here is not to give exhaustive analyses, but rather to highlight and contrast the most
salient features and aspects of these IFs for the purposes of the current study. (Further detail is
provided in Appendix C.)
3.3.1

EIF and IDABC Architecture Guidelines (EU)23

The EU’s EIF and the supporting IDABC Architecture Guidelines are intended to address the
interoperability of pan-European eGovernment services (PEGS). Its scope includes A2A, A2C,
and A2B (where “A” stands for “Administration”).
The EIF identifies three types of PEGS interactions:
•
•
•

Direct interaction between citizens or enterprises of one Member State with
administrations of other Member States and/or institutions
The exchange of data between administrations of different Member States in
order to resolve cases that citizens or enterprises may raise with the
administration of their own country
The exchange of data between various EU institutions or agencies, or between
an EU institution or agency and one or more administrations of Member States

The EIF’s recommendations are quite high level, whereas the related IDABC Architecture
Guidelines are very low level (mentioning many specific standards such as PKI (Public Key
Infrastructure), XML (Extensible Mark-up Language), SOAP, WSDL (Web Services Description
Language), etc.), thereby leaving a large gap between these two sets of specifications.
The impact of the EIF so far appears to have been rather modest, in part because PEGS have not
yet appeared in significant numbers.24 Nevertheless, the EIF is referenced frequently in national
IFs, most of which at least claim the intention of complying with it.
3.3.2

eGIF (UK)25

The eGIF is intended to help create interoperable systems working in a seamless and coherent
way across the public sector in order to provide better services, tailored to the needs of citizen and
23

The primary sources of information that we consulted about the EIF were Gartner, Inc. et al. (2007), IDABC
(2004a), and IDABC (2004b).

24

There are, however, a number of related European efforts that support the development of PEGS or PEGS-like
functions, including Single European Electronic Market (2003), Single Euro Payment Area (2006), and European
Electronic Invoicing (2007).

25

The primary sources of information that we consulted about the eGIF were Adam Smith Research Trust (2006),
Maslen (2005) and A Review of Government Interoperability Frameworks and Enterprise Architectures of Selected Countries
(draft as of 19 March 2007).
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business at a lower cost. Its scope includes G2G, G2C, G2B (UK to worldwide), UK to
EU/USA, etc.
It is one of the most mature national IFs: its first version was published in 2001, and it had
reached version 6.1 as of March 2005. It specifies the use of SOA as well as providing support,
best practice guidance, toolkits, and centrally-agreed schemas (for example, involving XML).
The eGIF relies on centralized governance which, however, appears to be lacking. For example, a
recent Gartner report states:
“[A] clear, transparent and operational Governance structure is the cornerstone and a critical
success factor of pan-European e-government services” [and is by implication not present in the
UK].26

The consensus seems to be that despite its maturity, the eGIF has not been highly effective so far,
at least in part due to a lack of focus on governance.
3.3.3

OIO-kataloget (Denmark)27

The OIO-kataloget is intended to enable the use of information technology (IT) in an optimal
way in order to achieve goals for eGovernment, such as efficiency, improving levels of service, and
cost-cutting. Its scope includes G2G and G2C.
It is heavily standards-based, relying on open standards. It contained more than 600 specific
standards recommendations as of 2007.
It includes a multifaceted notion of “status” for each of the standards and technologies that it
recommends: the status of each of these is represented with respect to its adoption, openness,
maturity and suitability for the Danish context, and potential future value.
It explicitly adopts SOA, centrally-managed XML schemas, WSDL, as well as UML (the Unified
Modeling Language 28) to visualize XML schemas. It contains no explicit integration with the
Danish National Enterprise Architecture.
The impact of the OIO-kataloget seems to have been relatively high. Governance is performed by
a central board of representatives from relevant ministries and other levels of government, which
appears to have been quite successful.
3.3.4

EstIF (Estonia)29

The EstIF is oriented explicitly toward improving democracy. Its specific goals are to increase
public sector efficiency in Estonia by improving the quality of services, both at the Estonian and
the EU level, to facilitate and implement the transformation of institution-based public
administration into a service-centred one, and to ensure free competition in the area of public
procurement. Its scope is A2A, A2C, and A2B.
It is based on three primary principles:
• Evidentiary value (authenticity and integrity)
26

See note 23.

27

The primary sources of information that we consulted about the OIO-kataloget were National IT and Telecom
Agency, OIO-kataloget (2005), and OECD (2005).

28

See http://www.uml.org for specifications and background on UML.

29
The primary sources of information that we consulted about the EstIF were Cybernetica, Kalja (2005), Estonian
Information Society Strategy 2013 (2006), Estonian IT Interoperability Framework, Abridgement of version 2.0 (2006),
Vallner (2007a), and Vallner, Uuno (2007b).
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•
•

Openness and availability (transparency)
Confidentiality (of restricted data, sensitive personal data)

It assumes the use of SOA and encourages the use of XML and web services. It is heavily
infrastructure-based, for example, relying on Estonia’s highly successful PKI (Public Key
Infrastructure) and X-Road initiatives.
The EstIF relies on relatively centralized governance plus a strong private sector role (for example,
in the banking sector). This model appears to have been relatively successful, leading to wide
adoption of the IF and much of its underlying infrastructure.30 The administrators of EstIF point
out that instituting its centralized governance model has been possible partly because of the cleanslate approach facilitated by Estonia’s recent political history.
3.3.5

Federal Enterprise Architecture (USA)31

Created by the e-Government and Information Technology Office within the U.S. Office of
Management and Budget (OMB), the FEA is intended to describe and analyse IT investments,
enhance collaboration, and ultimately transform the federal government into a citizen-centred,
results-oriented, and market-based organization. More specifically, it is intended to facilitate
cross-agency analysis and the identification of duplicative investments, gaps, and opportunities
for collaboration within and across federal agencies. Its scope is to provide a comprehensive
business-driven blueprint of the entire U.S. federal government.
Recommendations are embodied in a number of detailed reference models:
•
•
•
•
•
•

Performance Reference Model
Business Reference Model
Service Component Reference Model
Technical Reference Model
Data Reference Model
Reference Model Ontology

As its name implies, the FEA is an enterprise architecture rather than an IF. Although it contains
much that is relevant to interoperability, it never defines the term, mentioning it only in passing.
Interoperability is not a significant focus of the FEA, yet since the U.S. has no IF, the FEA is the
closest approximation to such a framework in the USA.
Governance of the FEA is centralized but relatively weak. Its impact is difficult to judge but
appears to be relatively low, despite stated intentions of compliance by many U.S. agencies.
3.3.6

NORA (The Netherlands)32

The NORA effort is intended to derive and organize architectural principles for eGovernment in
three categories: de jure (those implied by law); those intended to produce good eGovernment;
and internal principles (i.e. best practices to implement the previous two categories). Its scope is
defined by its use of a modified Zachman framework for EA, which produces a 3x3 matrix

30

For example, according to the previously cited Gartner Report (note 23), as of March 2007, 95% of Estonian
residents had a PKI–based national ID card, makes this the most widely-adopted such system in Europe.

31

The primary sources of information that we consulted about the FEA were Allemang,et al. (2005), Charles Jr.
(2006), Federal Enterprise Architecture (2005), and Federal Enterprise Architecture (2007).

32

The primary sources of information that we consulted about NORA were Bayens (2006), ICTU et al. (2007), and
NORA (2007).
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plotting “who? what? how?” questions against business, information and technical
considerations.33
NORA is intended for use by architects. It contains numerous recommendations in the form of
principles: it populates the nine cells of its matrix with more than 160 such principles. It
explicitly adopts an SOA approach to providing eServices, utilizing a hierarchy of Service Buses.
NORA is an EA rather than an IF, and it addresses interoperability only implicitly.
The impact of NORA appears to be mixed. It has received considerable attention and is widely
known, but both high-level policymakers and low-level eService implementors have found it
difficult to understand how (or if) its advice applies to their roles. NORA is discussed in
considerably further detail in section 4.2.

3.4 Components and aspects of interoperability frameworks
The IFs that we analysed share a common set of conspicuous components and attributes,
including interoperability principles and policies, discussions of desirable infrastructure, and
technical standards of various kinds. A number of other types of content, including discussions of
semantics, use cases, process models, and measurement and evaluation critiera, are either present
in only a small subset of IFs or entirely missing. In the interest of completeness, we felt that it was
important to identify these underrepresented or missing kinds of content in order to produce a
fairly comprehensive set of elements that might comprise an IF. The major potential components
and aspects of an IF that we identified (listed in somewhat arbitrary order) include the following.
•

Definitions

An IF may include its own definitions of key terms, such as citizen/business user, serviceorientation, EA, SOA, etc.
•

Interoperability policies or principles

An IF may state its underlying goals, scope, and interoperability policies and principles. For
example, the Estonian IF lists three fundamental principles: evidentiary value, openness and
availability, and confidentiality.
•

Governance policies and model

An IF may include policies and a model for how it is intended to be governed.
•

Compliance criteria

An IF may provide criteria for compliance, whether in terms of specific requirements to support
standards, protocols, and paradigms, or in terms of higher level requirements to meet the goals of
interoperability.
•

Legal or legislative considerations

An IF may include a discussion of legal and legislative issues related to various aspects of the IF,
such as its interoperability policies, identity management policies, or data policies (such as
privacy).
•

Architectural advice

An IF may include architectural advice that describes the kinds of eServices envisioned and the
general ways in which those eServices are to be structured, packaged, combined, and
implemented, so as to achieve interoperability. This advice may include aspects of EA and
technical architecture (SOA, etc.).
33

See Appendix C for further elaboration of this framework.
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Infrastructure components (building blocks)

An IF may include specifications of infrastructure components that are envisioned to provide
eGovernment, such as identity management or databases. Examples include public key
infrastructure (PKI), data registries, secure data exchange networks, etc.34
•

Data

An IF may include specifications of data to be used in eGovernment, as well as mechanisms for
collecting and managing such data. In addition, policies surrounding data may be included, such
as those concerning access control issues and privacy.
•

Relationships to other efforts

An IF may include a discussion of its relationships and linkages with other related efforts, such as
national EAs or the EU–EIF.
•

Semantics

An IF may include a discussion of semantic interoperability issues, across different government
agencies, sectors, or communities of interest (COIs).
•

Adoption or implementation advice and best practices

An IF may include advice and recommended best practices for encouraging its own adoption and
supporting its own implementation.
•

Standardization policies

An IF may specify policies that relate to standardization, such as whether the use of open
standards are preferred or mandated.
•

Technical standards

An IF may include requirements to use specific technical standards in eService development, in
order to facilitate interoperability.
•

Process models

An IF may specify process models or procedures for performing a number of tasks related to its
purpose and to the maintenance of the IF itself, such as choosing and subsequently acquiring or
developing appropriate eServices or infrastructure.
•

Measurement and evaluation framework

An IF may include a measurement and evaluation framework that allows its own activities and
effectiveness to be measured and evaluated. Such measurements and evaluations may be used to
refine and improve the IF itself. For example, an IF might measure and evaluate its adoption, the
degree of compliance with its edicts, etc.
•

Use cases

An IF may contain use cases that address intra-government interactions (A2A), and/or
interactions between government and citizens and business users.
•

Road map

An IF may include a road map that provides guidance for moving from the current state to a
future state of widely interoperable eGovernment services.

34

It is worth noting that public-private partnerships seem to have been an effective way to implement a number of
infrastructure components, such as digital identity management and authentication, for example in Denmark and other
Nordic states.
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3.5 Mapping interoperabililty framework goals to content
Based on our analysis of the above IFs and related EA efforts, as well as discussions with a number
of parties, including GBO, representatives of key Dutch ministries, and members of the Forum
Standaardisatie about interoperability and eGovernment in The Netherlands, we derived the
following generalized set of potential goals for an IF:
•
•
•
•
•
•
•

Improve cost-effectiveness and cooperation within government
Improve interaction with EU and other governments
Improve ability to provide and support PEGS
Improve the transparency/accountability/credibility of government
Improve citizen/business interaction with government
Improve private sector and personal interactions
Improve democracy

Although additional goals may of course emerge in the future, this list appears to be reasonably
complete at the present time.
Having thereby identified both the primary goals and scope criteria of existing and potential IFs
and their major components and aspects, we proceeded to attempt to map the former to the
latter. To do this, we analysed the functions and types of eServices that are implied by various
goals and scope criteria, from which we derived the interoperability implications of creating and
using such functions and eServices to achieve the desired goals. We then used these implied
interoperability requirements to derive appropriate combinations of components and aspects of
an IF, thereby mapping the goals and scope of an IF to its content. No existing IFs make such a
mapping explicit, and few provide even a minimal rationale for their choices of components and
their focus on specific aspects of interoperability. Furthermore, as noted previously, there is as yet
insufficient experience with IFs and eGovernment to offer much empirical evidence as to the
effectiveness of specific interoperability strategies in achieving specific eGovernment outcomes.
This makes it difficult to reach objective conclusions about the appropriateness or effectiveness of
the mappings that we suggest. At this early stage in the evolution of eGovernment, any such
mappings must therefore be largely conceptual and speculative. Nevertheless, we feel it is useful
to construct tentative mappings of this kind, however speculative, in order to suggest a rational
method of determining what an IF should comprise. The rationale for each mapping from a
particular goal to a set of components is presented below.
In practice, any IF having national (or broader) eGovernment scope is likely to contain a wide
range of components and will address many aspects of interoperability. If a mapping of goals to
content is to be useful, it should focus on only the most significant such relationships. Our
mappings should therefore be interpreted as recommendations for emphasis rather than criteria
for the inclusion or exclusion of specific elements of an IF. Two IFs that have different goals may
contain numerous elements in common, but their emphasis, focus, and overall flavour may be
quite different. It is this distinction that we attempt to capture in the following mappings, which
suggest the most significant aspects of an IF for each of a number of distinct goals:
•

Goal: Improve cost-effectiveness and cooperation within government (G2G):
- emphasize technical standardization
- coordinate intra-governmental semantics (ontologies, etc.)
- coordinate ICT development across government

Rationale: because this goal focuses on the interactions between government organizations
themselves, crucial components include technical standards, compatible semantics, and
coordination of ICT development, in order to help ensure that systems belonging to distinct
organizations will be able to work together effectively. Technical standards should be particularly
effective if adopted by multiple government organizations that have a concrete motivation for
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being compatible with each other to improve their efficiency. The development of interorganizational semantics is more challenging, but it too should be more effective among agencies
that are well motivated to improve their interaction. Finally, because at least in some cases
government organizations are supervised by common agencies or funded by common
mechanisms, and because they are not in principle in competition with one another, it should be
relatively easy to coordinate ICT development among them, thereby improving their
interoperability.
•

Goal: Improve interaction with the EU and other governments (G2G):
- emphasize policies for using open standards
- emphasize cross-border inter-governmental semantics (ontologies, etc.)

Rationale: when the goal is interaction with other governments, there is less likelihood of
enforcing common standards or coordinating ICT development. In such cases, it may be more
effective to focus on the use of open standards, in order avoid forcing parties to adopt proprietary
or closed solutions. The development of compatible inter-governmental semantics is also
important in this case, and although this is challenging, again it should be more effective among
governments that are motivated to improve their interaction.
•

Goal: Improve ability to provide and support PEGS (G2C, G2B):
- emphasize user-oriented cross-border semantics (ontologies, etc.)
- emphasize use of open standards and (possibly) open-source software
- include PEGS-related use cases
- include easy-to-use business-process “orchestration” techniques

Rationale: if the goal is not merely inter-government interaction but rather support for PEGS,
then the focus must expand to include user-oriented semantics that can bridge national, cultural,
and linguistic borders. The use of open standards is relevant for the same reasons as in the
previous inter-governmental case, but in addition, the use of open-source software may be
relevant, since this ensures that users can obtain and customise software to utilize any eServices
that are provided. In order to ensure that PEGS are useful and appropriate, the IF should include
use cases that span the range of intended functions to be provided. Finally, because PEGS are
assumed to involve the invocation of sequences of eServices in different countries, the IF should
focus on the development of techniques to facilitate the definition and “orchestration” of business
processes (assuming that the SOA paradigm is adopted).
•

Goal: Improve transparency/accountability/credibility of government (G2C):
- emphasize user-oriented semantics (ontologies, etc.)
- standardize eGovernment user interfaces
- coordinate legal or legislative policies underlying transparency/accountability

Rationale: if the goal is to improve the user’s ability to understand and trust government, then
the IF should focus on improving the transparency and usability of eServices. This should include
an emphasis on developing semantics that makes government functions transparent to citizens
and business users. In addition, user interfaces should be standardized across eServices, to give
users a more consistent and reliable experience of eGovernment. Finally, organizational policies
should be coordinated and aligned to provide users with a consistent and coherent view of what
their government is doing.
•

Goal: Improve citizen/business interaction with government (G2C, G2B):
- include citizen- and business-oriented eGovernment use cases
- emphasize citizen- and business-oriented services
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emphasize sector-related portals
emphasize methods of presenting consistent semantics to users
include easy-to-use business-process “orchestration” techniques

Rationale: the difference between this goal and the previous one lies in its emphasis on the
effectiveness of the user’s interaction with eGovernment rather than on merely making the
activity of government more transparent. For example, a government policy about toxic waste
disposal may be quite transparent without necessarily making it clear what a citizen must do to
actually dispose of such material. An IF that espouses this goal should include use cases for
eServices oriented toward citizens and businesses, and it should specify eServices to satisfy these
use cases. In addition, it may emphasize the development of portals for particular sectors, to
provide simple interfaces to related sets of these eServices. In order to help users interact
effectively with the government, the IF should also focus on ways of presenting sector-related
semantics to users, so that they can understand what they need to know to utilize the provided
eServices. Finally, because the set of desired user and business interactions is likely to be openended, the IF should include business-process “orchestration” techniques, to make it easy for
users to define new business processes as the need arises.
•

Goal: Improve private sector and personal interactions (B2B, B2C, C2C):
- encourage use of open standards and (possibly) open-source software
- include semantics for private sector and personal interactions
- emphasize personal and enterprise portals

Rationale: an IF that is oriented toward improving interactions among citizens and/or businesses
in the private sector has a particularly challenging task, since that sector is not under its direct
control. It must therefore adopt policies and build facilities that help private sector and personal
users to interact with each other. This can be done by encouraging the use of open standards and
(as argued above) possibly open-source software as well, in order to ensure that users and
businesses are able to utilize whatever services they need without being forced to use proprietary
standards or expensive or unmodifiable software. The IF should also support the development of
semantics to facilitate private sector and personal interaction, possibly undertaking the creation of
generic ontologies or providing generic tools for the creation of specialized ontologies by private
sector entities and user communities. Finally, it should encourage the development of personal
and enterprise portals that can be customised and used by citizens and businesses to obtain an
online presence at an acceptable cost.
•

Goal: Improve democracy (C2G, G2C):
- encourage policy-driven business process redesign (BPR)
- emphasize functional architecture
- establish effective policy-consistent governance

Rationale: The ultimate purpose of increasing interoperability among eGovernment systems may
be to improve democracy itself. If this is the goal of an IF, it should include mechanisms to
conduct high-level business process re-engineering in order to achieve improved democratic
outcomes based on stated policies. In order to retain the flexibility required for such high-level
BPR, the IF should focus on functional architecture and avoid specifying organizational structure,
so as to allow the redesign of government. In addition, it should ensure that its own governance is
designed to be dynamically effective and consistent in the face of changing policies, in order to
enable it to take advantage of any improvements in government.
These mappings suggest that distinct goals determine distinct combinations of components and
other aspects of an IF. However, any given IF is likely to combine several of the above goals,
leading to a combination of aspects and components. Furthermore, because different
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combinations of goals may lead to different interoperability requirements, the priorities accorded
to each of the included aspects and components of an IF must be decided on an individual basis.
Nevertheless, the relative frequency of certain aspects in the mappings (such as semantics) imply
that these are particularly important for a wide range of goals.

3.6 The state-of-the-art of interoperability frameworks
Because eGovernment is still in its infancy, interoperability within eGovernment is not yet
mature. Current interoperability frameworks consist of a number of high-level principles along
with some specific recommended techniques and standards. Most IFs adopt the use of SOA as an
implementation, but few of them explore the linkage between interoperability and architecture in
any depth, and none of them question the viability or longevity of the SOA paradigm. With a
few exceptions, policy and governance issues are given relatively little attention within the IFs
themselves, although such issues are recognized as crucial to their success.
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4 The Dutch situation

This chapter discusses a number of features of the Dutch situation that are relevant to
interoperability and the creation of an interoperability framework (IF), including certain aspects
of Dutch government, the Nederlandse Overheids Referentie Architectuur (NORA) effort, and a
number of governance issues. The motivations for the topics chosen are given at the beginning of
each of the following subsections.

4.1 Salient aspects of Dutch government
The following aspects of government in The Netherlands seem particularly relevant to
interoperability and the creation of a Dutch IF. The selection of these aspects was based on
discussions with a number of parties, including GBO, representatives of several Dutch ministries,
and members of the Forum Standaardisatie. Although these aspects of government are not
necessarily unique to The Netherlands, they nevertheless appear to be central to the process of
developing, promoting, and managing a Dutch IF.
•

The Dutch governance model

Despite some recent counter-trends, government in The Netherlands is still relatively distributed
and decentralized, relying on consensus in preference to fiat.35 Within the hierarchy of central,
regional, and municipal agencies, there is considerable autonomy, resulting in a somewhat diffuse
decision-making structure.36 This has the advantage of enabling local government to be more
responsive and better adapted to any specialized needs that its citizens may have arising from their
local environment (i.e. providing localized flavour). However, it also has the disadvantage of
making it more difficult to achieve uniformity among local services and to act decisively in a
timely manner. The value of uniformity is more obvious for “back office” functionality, although
it is also important in “front office” applications, where it can provide consistent interfaces for
users. Moreover, front office uniformity may be used to produce virtual back office uniformity (as
discussed further below in section 5.1).
In the context of eGovernment, some eServices may benefit from being tailored to local needs,
but the overall vision of eGovernment requires that users be presented with uniform and
consistent interfaces, procedures, policies, and semantics, regardless of the level of government
with which they need to interact, or the locality from which they access government services.
Moreover, the Service Oriented Architecture (SOA) vision requires the ability to create new
eServices by composing and combining existing ones. This, in turn, requires eServices to be
interoperable with each other, which implies that they share common architectures, interfaces,
35

We are aware of recent political and social debate about this tradition, but we consider this debate outside the scope
of this study and merely note the tradition.

36

This is not to suggest that decisionmaking in The Netherlands is not effective or that accountability is not
maintained. Ultimately, ministers make top-level decisions, and parliament approves them. Nevertheless, lower levels
of government retain significant autonomy, and there is a serious attempt to achieve consensus prior to many decisions.
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business processes, and access policies, etc. The most efficient way to ensure such interoperability
is to impose it from the top-down, but the traditional Dutch governance model makes such
“consistency by decree” unattractive and unlikely to succeed.
Nevertheless, the tradition of relying on consensus as the basis for decision-making in The
Netherlands has some important advantages for interoperability. In general, consistency by decree
is an unpopular strategy that leaves many stakeholders dissatisfied and may lead them to comply
with the letter of mandated policies rather than the spirit. This may produce the appearance of
compliance without the substance, thereby undermining true interoperability. In contrast, the
consensus model has the potential advantage of creating “buy-in” among all or most stakeholders,
leading them to embrace the resulting policies rather than merely tolerating them.
However, the process of achieving consensus is often slow and unwieldy, which can lead to long
decision cycles. This is particularly problematic in matters involving ICT, since the rapid pace of
evolution in ICT requires timely, agile decisions and actions, in order to take advantage of
technological possibilities. Slow decision-making in a rapidly evolving environment runs the risk
of never catching up with evolution, thereby continually missing opportunities for innovation.
This trade-off between widespread buy-in and agility has significant implications for the
governance of a Dutch IF (as discussed further below in section 5.1).
•

Budgetary diffusion

Budgets for government agencies are divided among numerous categories and administered by
numerous autonomous bodies in The Netherlands. This tradition has some advantages, enabling
many independent efforts to be undertaken simultaneously and avoiding slavish adherence to
single-minded policies that may not work equally well for all agencies. However, this also makes
coordinated (and efficient) action more difficult. In addition, funding is often allocated quite far
in advance, which has the advantage of providing stability and continuity in government
programmes but which, again, may undermine agility. This traditional funding structure is quite
far from being an “enterprise” model, in which high-level policies and strategies can easily be
translated into coherently-funded mandates and coordinated activities.
As is the case for the governance model, this diffuse funding model is problematic for achieving
widespread interoperability and consistency among eGovernment services. Independent
development is unlikely to produce consistent or interoperable eServices, and independent
funding may shield organizations from the need to comply with the guidelines or mandates
embodied in an IF. In particular, unfunded mandates such as those that might be specified by an
IF in the absence of any associated funding tend to be very unpopular, and often are adhered to
only minimally. In addition, there are “sow versus harvest” issues, in which the organization that
must invest in a given solution or technology may not be the one that reaps the benefit of that
investment. (These issues are also discussed further below in section 5.1, as well as above in
section 2.4).
•

The MANIFEST group

This effort appears to be a good forum for central government, but has relatively little input from
regional or local levels, where many government services are provided—and where it is expected
that most eServices will be developed and fielded. Follow-on efforts have addressed this issue to a
certain extent by working with municipalities, but for eGovernment interoperability to become a
reality, a more pervasive approach is needed to coordinate efforts across all levels of government.
Nevertheless, efforts such as MANIFEST may serve as useful prototypes for the kind of
coordination that is required to make an IF effective.
•

Involvement of people who are delivering services

As mentioned above, it is expected that most eServices are likely to be developed by local
government agencies, e.g. at the municipality level. However, some central government eServices
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will also be required, as will centrally-provided infrastructure such as databases, registries, name
services, etc. There are advantages to encouraging widespread, distributed eService development,
since this is likely to produce more innovative solutions with increased localized flavour. In
addition, centralized, top-down development is often slow and costly and is not always effective.
Systems that are developed and “owned” locally are often a source of pride for local organizations,
who may lavish greater attention on improving and supporting them. Conversely, systems that
are developed centrally and forced on local providers—even if they are free—are less likely to be
well supported by those local providers.
The other side of this equation is that local development tends to be uncoordinated, which may
undermine interoperability as well as the consistency and coherence of services.37 To some extent,
central development can obviate the need for interoperability by providing single-system
solutions which, because of their uniqueness, have a reduced need to interact with other systems.
Furthermore, it can be questioned why each city would want to provide and maintain its own
web portal or other such services for its citizens, since this requires enormous duplication of effort
across cities. However, local providers such as cities are more likely to be motivated to provide
good service to their residents and are better positioned to customise that service to local needs,
which may vary according to local resources, environment, population, culture, etc. Although a
centrally-developed (and therefore standardized) eService can still be customised to local needs to
some extent, its overall look-and-feel, as well as its content, may be constrained by its “cookiecutter” approach to providing uniform services to all of its users. Locally-provided services are
better suited to providing localized flavour and are more easily kept up-to-date and accurate,
although this may vary with local commitment and resources.
Ultimately, the choice between developing centralized, standardized eServices versus localized,
customised eServices is a policy decision. There are appropriate roles for both of these approaches,
but policy may encourage one or the other.38 Centralized, standardized development would
simplify interoperability by producing fewer distinct systems that must interoperate with each
other, but the traditional governance model has the potential of creating a richer, more varied
range of eServices that retain local flavour, at the cost of needing to maintain explicit
interoperability among them. To the extent that a strongly centralized policy is preferred, the
Dutch IF should encourage development and ownership that are concentrated in central
government. Conversely, to the extent that a decentralized policy is preferred (as seems more
likely, in light of the traditional Dutch governance model), the Dutch IF should encourage local
development and ownership while simultaneously fostering consistency and interoperability, and
the governance mechanisms of the IF should be carefully crafted to achieve this delicate balance
(as discussed further in section 5.1).
•

Miscellaneous factors

A number of other factors could be considered relevant to this discussion, including recent
attempts to reduce the size of government in The Netherlands while making it more efficient, the
trend toward increased accountability, and various ICT trends such as the high penetration of
broadband network access. Due to resource limitations, we did not examine these factors during
our study, but future research—especially concerning appropriate governance mechanisms for a
Dutch IF (as discussed in chapter 5)—may need to consider such issues.

37

There may also be a lack of ICT expertise at local levels, which in turn may be a function of local government salaries
and opportunities.

38

It should also be noted that many intermediate or mixed strategies are possible between these two extremes.

29

Towards a Dutch Interoperability Framework

RAND Europe

4.2 Relationship of NORA to a Dutch interoperability framework
One of the required tasks for this study was to analyse the NORA project and its relationship to a
putative Dutch IF. NORA was not designed to be an IF. As described above (in section 3.3.6),
NORA uses a meta-model derived from a simplified version of the widely-accepted Zachman
framework for enterprise architecture (EA), which plots a standard set of questions (who? what?
why? when? how? where?) along a horizontal axis against business, information, and technical
considerations along a vertical axis. NORA reduces the set of questions to three (who? what? and
how?), producing the 3x3 matrix (shown in Figure C-1). Therefore, NORA is essentially an EA,
although many of its principles are relevant to an IF.
The NORA project has produced a significant amount of documentation and has achieved a
considerable degree of success and visibility within The Netherlands. It has a solid constituency
and is widely known and referenced, having attained a high level of “brand” recognition.
NORA’s initial claim of being designed “by architects, for architects” has had the effect of
distancing the effort from higher-level policymakers and other government decisionmakers, as
well as from some lower-level eService implementors, who see themselves as system builders
rather than architects. Subsequent efforts by the NORA team have attempted to expand its
applicability to other stakeholders, but its initial orientation toward architects seems to have
limited its impact, despite its visibility. This is partly the result of an unfortunate
misunderstanding, since the term “architect” can easily embrace eService implementors,
government decisionmakers, and even high-level policymakers in their role as designers of
eGovernment services. As pointed out in Section B.1.3, architecture pertains to the composition
and structure of a system which, in the case of eGovernment, should concern policymakers,
decisionmakers, and implementors, as well as architects per se. Nevertheless, because of its
emphasis on architecture, NORA’s impact on many stakeholders involved in eGovernment has
been limited, although its continuing evolution and development may address this issue to some
extent.
Putting aside the question of how NORA is perceived, it is useful to ask what the current
relationship is between NORA and a Dutch IF and what it should be ideally. An additional,
distinct question is how the NORA project and a Dutch IF effort should be positioned, relative
to each other. Although this last question is partly a technical matter, it is also a pragmatic and
political issue, since the NORA project already exists and has achieved significant brand
recognition. This section focuses primarily on the technical aspect of these questions while
addressing the pragmatic aspect to a lesser degree and avoiding the political aspect, as being
outside the scope of this study. To this end, our analysis attempts to delineate the differences
between NORA and an IF. This should not be interpreted as criticism, since NORA was not
designed to be an IF; the intent here is simply to understand the relationship between NORA
and a Dutch IF.
NORA’s derivation from the Zachman framework makes it largely a functional architecture (as
described in Section B.1.3). Its matrix provides a structure into which distinct functions and
responsibilities can be placed, and it uses this matrix to organize its principles into distinct
categories. The main contribution of this approach is to ensure that major categories of functions
are not ignored and that functions are viewed from multiple perspectives, i.e. what kinds of
functions are to be provided, who is responsible for providing them, and how they are to be
provided. However, it says relatively little about the composition, structure, and interrelationships
of the eServices that are needed to perform these functions.
Nevertheless, NORA goes beyond a purely functional view by incorporating a number of
concrete ideas surrounding the provision and organization of eServices in The Netherlands. For
example, it assumes the creation of a number of infrastructure components, technical and
transport layers, and sector-related services from which specific eServices may be composed. In
addition, NORA explicitly adopts an SOA approach, utilizing a hierarchy of service buses.
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NORA also catalogues a number of useful standards, although it does not prioritize these or
specify a mechanism for updating its list.
For a number of reasons, it may not be cost-effective to try to turn NORA into an IF. Although
this might be possible, attempting to do so would diffuse NORA’s focus, confuse its constituents
and users, and require significant revision of its goals and priorities while simultaneously
constraining the development of new goals and priorities appropriate to an IF. The next
subsection justifies this assessement by pointing out some of the ways in which NORA is not an
IF.
4.2.1

Differences between NORA and an interoperability framework

The following are some of the major issues that must be addressed by an IF, which are not a
fundamental part of NORA:
•

An IF must address interoperability explicitly

A number of NORA’s principles are closely related to interoperability, for example:
-

Governmental organizations cooperate, both horizontally as well as vertically
Cooperation between organizations on the basis of SOA
Organizations provide individual and combined services to their clients
Multichannel service delivery
Channel harmonization is essential
Front office channels can be linked at a local, sectoral and national level
Data are standardized
Services/data and files are exchanged in a hierarchy of service buses
Standardization of protocols

However, NORA leaves the issue largely implicit, whereas an IF must elevate interoperability to
the level of a crucial cross-cutting architectural concern—which, as is the case for any crosscutting concern, cannot be left as an afterthought if it is to be successfully and pervasively
achieved.
•

An IF must also address other cross-cutting concerns explicitly

As argued in Appendix C, an IF should address the coordination and interaction of
interoperability with each of a number of other, equally important cross-cutting concerns,
including privacy, usability, reusability, reliability, scalability, flexibility, extensibility, and
accessibility. If these concerns are not actively coordinated, they are very likely to conflict with
each other. Furthermore, interoperability implies consistency among interoperating systems and
entities along each of the distinct dimensions defined by these concerns, so they must be taken
into account if true interoperability is to be achieved. NORA does little to address these issues.
•

An IF must address coordination and completeness issues

As discussed in Section B.3.2, an SOA approach like the one explicitly adopted by NORA
assumes that an appropriate set of Services will emerge to populate the SOA environment.
NORA does discuss some of the infrastructure required to create this environment, as well as
some of the functions needed to provide eGovernment, but it does little to coordinate efforts
among Service developers or to ensure completeness, i.e. that all necessary Services will be
created.39 As an extreme example of what can happen in the absence of such coordination,

39

Because NORA is still evolving, its future versions may address this issue, and implementation guidelines derived
from NORA are beginning to fill this gap. However, NORA does not currently appear to consider completeness of this
sort to be within its scope.
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consider a situation in which a dozen competing name-lookup Services are independently
developed but not a single name-registration or name-editing Service emerges.
•

An IF must provide implementation guidance

Municipal and regional implementors of eServices tend to find NORA too abstract for their
needs. An implementation guide should include recommendations about standards, protocols,
implementation technologies and methodologies. However, a number of more specific sectorrelated architectures are being derived from NORA, which may help to fill this gap to some
extent.
•

An IF must explicitly address semantics

One of the necessary underpinnings of interoperability is semantics. In order to interoperate
meaningfully, organizations must align their data definitions and interpretations, terminology,
business processes, organizational cultures, and policies concerning privacy, access, transparency,
accountability, etc. Although some of NORA’s principles relate to these semantic issues, NORA
does not address semantics directly, nor does it provide strategies or mechanisms to coordinate
and align such semantic concerns.
4.2.2

NORA as an architectural complement to an IF

In light of this analysis, it appears that NORA may best be viewed as an architectural
complement to a Dutch IF. It clearly has some architectural relevance and contains some
principles that are helpful for achieving interoperability. We feel that it may not be cost-effective
to attempt to expand and transform NORA into an IF, although this appears to be more of a
pragmatic and political question than a technical one. The above discussion has outlined some of
the ways in which NORA is technically distinct from an IF. In addition, in keeping with the
observation that interoperability (like any other cross-cutting concern) must be pervasive in order
to be effective, it would not be enough to address interoperability in NORA merely by adding a
chapter or two on the subject; rather, the concern for interoperability would have to be infused
pervasively throughout NORA. Moreover, NORA would have to shift its image from being “by
and for architects” to appeal to a wider group of stakeholders, and its advice would have to be
divided into multiple levels so as to be more accessible and more relevant to policymakers,
decisionmakers, and system implementors, as well as architects.
From a pragmatic point of view, it seems likely to be more difficult to evolve NORA into an IF
than to create an IF from a clean slate, since NORA already has a history, image, and technical
mindset that are not identical to those required for an IF. However, NORA does provide at least
some of the architectural foundation for an IF. Furthermore, the community of architects and
ICT experts in The Netherlands who presumably would be involved in creating an IF can be
expected to overlap— if not be identical to—the community that has been involved in creating
NORA. As argued below (in section 5.1), the group of stakeholders that should be engaged in
creating an IF should be broader than the architectural community that has created NORA, but
in principle it might be possible to expand NORA’s stakeholder group beyond the architectural
community.40 In short, although there may be no insurmountable technical obstacles to evolving
NORA into an IF, there are some potential pragmatic obstacles (i.e. NORA’s history, image, and
mindset), as well as some political issues that we consider outside the scope of this report.
We therefore recommend that NORA be viewed as an architectural complement to a separate IF
effort. However, it is crucial not to confuse the overlapping stakeholder community about the
respective roles of these distinct efforts. Creating a separate IF effort may strike some stakeholders
as illogical; therefore, if this course is chosen, a convincing rationale must be developed and
40

Even if this were done, however, the expanded stakeholder community might not feel much “ownership” of NORA,
having been left out of its initial definition and creation.

32

RAND Europe

The Dutch situation

disseminated, based on the arguments presented here plus any additional pragmatic and/or
political motivations. In addition, the interface between the two efforts should be made as
seamless as possible, and they should be closely coordinated by performing a continuing gap
analysis and mutual alignment. Ideally, this coordination should be governed by an appropriately
high-level body (or bodies) supervising the NORA and IF efforts, with sufficient budgetary
flexibility to allocate resources between the two, as necessary.
Alternatively, NORA could be restructured to take on the additional role of an IF. As noted, the
ultimate choice between these alternatives depends more on pragmatic and political issues than
technical ones.
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5 Governance of a Dutch interoperability framework

We emphasize the importance of governance for the success of an interoperability framework (IF)
throughout this report and recommend (in section 6 below) that a governance model be
developed as a precondition for developing a Dutch IF. This chapter discusses some of the issues
surrounding such a governance model and some existing mechanisms that might be useful in
creating and using such a model.

5.1 Governance issues
Our analysis of existing IFs indicates that their acceptance, adoption, impact, and effectiveness
depends to a large extent on how deeply their users and other stakeholders “buy in” to the goals
of the IF. If eService developers share the goals that underlie an IF and are convinced that
interoperability will help them to attain those goals, then they are far more likely to comply with
the IF. More importantly, they are more likely to produce eServices that achieve the IF’s
underlying goals. In order to maximize such buy-in, an IF should be developed and governed in
such a way as to engage its stakeholders as early as possible and keep them engaged. Attempting
to engage stakeholders after an IF has already been developed (by others) is far less likely to create
the desired buy-in, since stakeholders will not feel that they own the IF. We therefore see the
appropriate and effective governance of a Dutch IF as a crucial factor in its success, where
“governance” includes not only administering the IF once it has been adopted, but also managing
the process by which it is created in the first place, and ensuring that the benefits of complying
with the IF are made clear to eGovernment policymakers, funding agencies, programme and
project leaders, administrators, and eService designers and implementors.
Issues surrounding specific governance models and relevant governance mechanisms are discussed
in sections 5.2 and 5.3, whereas overall governance principles for a Dutch IF are discussed in
section 6.1. Here we motivate the need for such models, mechanisms, and principles by
considering the governance implications of some of the characteristics of eServices.
•

Centralization versus decentralization

Although it is tempting to imagine that a given eService will be owned by a single party
throughout its life cycle from conception to retirement, in fact there are a number of distinct
phases in this life cycle, each of which may in principle be performed by different parties, possibly
at different levels of government. That is, an eService may be:
-

Conceived
Sponsored or funded
Championed
Designed
Developed
Deployed
Owned
Governed
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Operated
Maintained
Evolved or adapted

by different groups, some of which may be in central government, some in regional or municipal
government, and some in the private sector. In fact, the concept for an eGovernment service may
come from outside The Netherlands altogether, from another EU Member State, the EU as a
whole, a non-EU partner, or a non-governmental organization (NGO). Similarly, an eService
might be implemented by a Dutch government group at any level, a development effort in
another country, an international consortium, an NGO, or a private venture. In practice, each of
the above roles, from conception through operation, maintenance, and evolution or adaptation,
may be performed by a different group, having its own mandate, governance, and funding.
This potential distribution of the roles associated with an eService is healthy, since it enables
ideas, expertise, and other resources to be utilized wherever they are found. However, it also
makes governance—as well as responsibility and accountability—more complex. In particular,
governing an effort that is potentially distributed in this way requires coordination among those
who perform these multiple roles, in order to ensure interoperability.
•

Composite eServices

The situation is even more complex for composite eServices that combine functionality from a
number of component eServices. Here, each component eService may originate from a different
source and may be funded, governed, managed, etc. by one or more different parties. Therefore,
coordination is even more crucial in this case. First, coordination is needed to ensure that the
necessary interoperable component eServices will be developed and maintained to enable the
composite eService to be constructed without undue redundancy and wasted effort. Second,
coordination is needed to align the semantics of the component eServices to ensure that the
composite eService exhibits consistent and coherent behaviour. Finally, coordination is needed to
ensure that responsibility, accountability, and quality are provided for the composite eService.
Taken together, these issues suggest that an IF should encourage diverse multi-level, multi-source
conception, development, governance, etc. of eServices while providing coordination among
these efforts to ensure that their results are meaningfully interoperable and mutually useful.
•

Trade-off between widespread buy-in and agility

The governance model for an IF should encourage widespread buy-in among stakeholders by
engaging them in the process of designing the IF in the first place, as well as in policy choices and
decisions that affect them. Buy-in is most easily and reliably achieved by including stakeholders in
the decision process, although this need not necessarily be synonymous with consensus.
Nevertheless, if stakeholders feel that they own the IF itself and have a significant role in making
the choices and decisions that fall within its scope, they are much more likely to comply with its
recommendations—and more importantly, to produce interoperable eGovernment systems.
However, a governance model that seeks widespread buy-in at the cost of timely decision-making
may sacrifice opportunities to be innovative and agile, failing to take advantage of technological
and other developments. Ideally, IF governance should be both inclusive and agile, since neither
may be worth much without the other. This is easier said than done, but it is important to design
the governance model with this in mind and to support it with mechanisms and tools that can
balance these two goals.
•

Avoid unfunded mandates and “sow versus harvest” problems

IF governance must be coordinated with funding so that the two are not in conflict. In particular,
the governance model should avoid producing unfunded mandates, which levy requirements on
organizations without providing them with any resources to meet those requirements. Similarly,
investments should be aligned with incentives, since investors are not always the ones who reap
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the benefits of their investments. For example, some central government investments in
eGovernment infrastructure may primarily benefit local governments and municipalities. The IF
governance model should be able to invoke cost-sharing, reimbursement, budgetary adjustment,
or other strategies to address such problems.
•

Balance local development and ownership against consistency and interoperability

As noted above, local development and ownership of eServices may increase buy-in, improve
support, provide more tailored and appropriate local services, and tap into innovative local
resources and ingenuity. However, distributed local development tends to produce multiple,
independent solutions whose functionality and flavour may be unique and which must be made
explicitly interoperable with systems developed elsewhere. In contrast, centralized development
tends to produce single, standardized solutions that have unitary behaviour and fewer
interoperability requirements, but which are less likely to offer customised local services or to
exhibit localized flavour. In general, centralized development produces more consistent systems
for which interoperability is easier to achieve, since there are fewer other systems with which they
must interoperate. In some cases, such as a user who accesses eGovernment systems from several
different locations, consistency is more important and desirable than customisation. In other
cases, customisation coupled with the potential for improved local support may be valued by local
residents, and may even contribute to the attraction of a given locality.
•

Back office versus front office consistency

In the eGovernment context, there is also the issue of front office versus back office functions,
each of which can be developed independently. Consistent back office functions provide a
common foundation for performing eGovernment activities, whereas consistent front office
functions provide a familiar interface for citizens and businesses, at the possible cost of reduced
localized flavour. In addition, front office functions can create virtual consistency (as perceived by
the user) even when back office functions are inconsistent. There is little rationale for the
distributed development of multiple instances of common back office functions, just as there is
little rationale for the centralized development of unique local front office functions.
In general, IF policies should balance the advantages of distributed, local development against the
need for consistency and interoperability. A flexible, agile governance model is needed to take
account of all relevant local and national goals and considerations when forming and
implementing policies in this area.

5.2 Developing an inclusive and agile IF governance model
The design and specification of a governance model for a Dutch IF is outside the scope of the
current study. Nevertheless, some of the characteristics of such a model emerge from the above
discussion of governance issues in the Dutch context.
As discussed above, in order to achieve buy-in, it is desirable for an IF governance model to be
inclusive. That is, it should engage stakeholders at all levels in the process of deciding
interoperability policies and developing guidance for how to implement interoperable eServices.
Top-down governance from central government is less likely to achieve such buy-in because it
tends to govern by fiat or decree, which may alienate implementors and others at lower levels of
government. If stakeholders feel that they have had a part in designing, choosing, implementing,
and governing interoperability policies, they are more likely to feel that they own these policies
and are therefore more likely to comply with them in spirit, as well as letter. This argues for an
inclusive, consensus-based governance model that engages stakeholders from the earliest stages of
IF development and keeps them engaged throughout the process of developing eGovernment.
However, inclusive governance models tend to be unwieldy and slow to react, making decisionmaking unresponsive. This is especially true in situations involving fast-paced evolution, such as
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occurs in information and communications technology (ICT). In order to ensure that the
development of eGovernment will be innovative and timely, an IF governance model must be
agile. At first, the combined requirements that an IF governance model be both inclusive and
agile may seem contradictory. This appears to be the central challenge in developing an effective
governance model for an IF. In order to meet this challenge, a governance model should:
•
•
•
•
•
•
•

Position the IF governance body carefully
Ensure that the governance body has appropriate resources and authority
Aim for inclusive but lean stakeholder representation
Ensure that representatives have both expertise and decision-making power
Keep stakeholder interactions focused and goal-oriented
Subdivide and delegate governance issues and decisions whenever appropriate
Leverage stakeholder interactions and governance with innovative ICT support

The governance body should be positioned so as to maximize its ability to exert effective control
over eGovernment development while minimizing its threat to stakeholders and its susceptibility
to turf wars.41 In addition, the body should be given sufficient resources and authority to enact its
decisions, including influence over budgetary allocations, where appropriate. Although the body
should be inclusive, it should also be lean; that is, stakeholders should be chosen to avoid
unnecessary overlap and redundancy while ensuring coverage. In addition, stakeholder
representatives should be vetted to ensure that they possess appropriate subject-matter expertise
and are empowered to make decisions on behalf of the groups that they represent. Stakeholder
meetings and other interactions should be kept focused on high-priority, actionable issues—
perhaps by using some formal or semi-formal system of prioritizing and tracking action-items,
and interactions should be mediated to ensure that they remain goal-oriented. When appropriate,
complex issues should be delegated to subgroups of the governance body or to auxiliary
committees or working groups that possess the relevant expertise and decision-making power, in
order to offload the main governance group’s agenda and enable it to remain responsive. Finally,
stakeholder interactions and governance in general should be leveraged by the innovative use of
ICT support; such support should be employed to reduce the need for face-to-face meetings, keep
governance efforts focused on priority issues, track progress and obstacles, and record
assumptions, rationales, and decisions, both to facilitate the governance process and to enhance
its transparency and accountability.

5.3 Governance mechanisms
This section briefly discusses some potentially relevant governance mechanisms. These are not
full governance models but rather specific techniques that may be useful in implementing a range
of different governance models. However, an in-depth analysis of such governance techniques is
beyond the scope of this study—and is indeed suggested below as one of several next steps that
should be taken toward creating a Dutch IF.
•

Computer Supported Cooperative Work (CSCW)

This field has been active for a number of years, as documented by the bi-annual ACM
conference series on the subject that began in 1986 and the corresponding European ECSCW
series, which began in 1991. Research in the field has focused on a wide range of problems. For
example, CSCW systems may provide interactive support for novel interaction modalities in real
or virtual meetings, such as the ability to share images or documents, or to perform collaborative
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The Danish OIO-kataloget IF effort may serve as a useful model for this, since it has relied successfully on an
eGovernment supervisory board with both central and local representation.
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annotation. Additional techniques include videoconferencing, computer screen-sharing or the
sharing of virtual blackboards (which enable any participant to add, draw, or modify the contents
of the blackboard), online “brainstorming”, Delphi methods, voting, etc. In addition, research
has included methods to support workflow control and revision management. Some of the
decision-support work in the CSCW field may have relevance to the Dutch IF effort. For
example, tools such as TeamTalk from Trax Softworks42 or ThinkTank from GroupSystems 43
may offer some support for the kind of consensus decision-making that is required to perform
effective governance of a Dutch IF effort.
•

Internet Corporation for Assigned Names and Numbers (ICANN) model

ICANN is the organization that is responsible for assigning domain names for the Internet. Such
names include the so-called generic top-level domains (such as .com and .edu) and country codes
(such as .nl), as well as a number of other existing and proposed categories. Governance of this
process has been highly contentious, revolving around a number of alternative proposed models
that are referred to as:
-

The “digital ring fence” (based on traditional national, state, province, or other
subordinate jurisdiction law related to geolocation or other technologies that
strengthen borders in cyberspace)

-

“Code as law” (the use of de facto rules emerging from decisions made by online
service providers and users, with disputes being resolved on an exceptional basis
through national or international private litigation and arbitration)

-

A “new global body” (the creation of an international organization to establish rules
and, in some proposals, to administer them)

-

A “lex informatica” (the creation of new treaties or multilateral international
agreements to establish broad-ranging “whole-of-cyberspace” rules)

-

The “status quo” (refinement and extension of a patchwork of global agreements and
bilateral or multilateral agreements that broadly harmonize national governmentbased regulatory regimes).44

No alternative model has yet received broad enough support to replace the current (“status quo”)
model, despite the fact that this model has been widely criticized as being ad hoc and skewed to
favour the U.S. where it (as well as the Internet) originated.
•

Integrated Process Teams (IPTs)

One mechanism that is quite popular in large-scale system and System-of-Systems (SoS)
acquisition and development efforts in the U.S. Department of Defense is the IPT (interpreted
either as Integrated Process Team or Integrated Product Team, depending on the context). The
IPT is a key technique in the Department of Defense’s Integrated Product and Process
Development paradigm.45 An IPT is essentially a working group of representatives from various
functional activities and other stakeholder constituencies who meet periodically to deal with
issues surrounding the endeavour at hand. Ideally, representatives comprising an IPT speak for
the organizations or interests that they represent and are empowered to make decisions on their
behalf, so that the IPT can function as both an analysis forum and decision-making body. In

42

See http://www.traxsoft.com/teamtalk.html
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See http://www.groupsystems.com
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For further discussion of these governance alternatives and the significant controversies surrounding them, see:
http://www.caslon.com.au/governanceguide3.htm or http://en.wikipedia.org/wiki/ICANN#Governance_issues
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See: http://nawctsd.navair.navy.mil/Resources/Library/Acqguide/teams.htm
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some cases, representatives may have to discuss crucial issues with their parent groups and report
back to the IPT, but the mechanism is more effective if representatives are capable of making
decisions autonomously during each IPT meeting.
In practice, different IPTs may be constituted for different purposes, corresponding to the many
distinct activities that are involved in any complex endeavour, such as policymaking, strategic
planning, management, architecture, technical design, legal consultation, outreach, coordination
with other endeavours, etc. In some cases, a given stakeholder group may be stretched thin by
sending representatives to many such IPTs, in which case the tendency is to send junior people
who can use the IPT as a way of learning about the endeavour but who are neither expert in the
subject matter at hand nor empowered to make decisions for the constituencies that they
represent. This undermines the effectiveness of the IPT mechanism. Hierarchies of IPTs or
working subgroups or subcommittees may also be constructed, but whatever mechanism is used
to subdivide the analysis and decision-making tasks for a large-scale endeavour, the burden of
including all stakeholders in these processes is substantial. Moreover, multiple IPTs must
coordinate their decisions with one another, potentially requiring additional IPTs to perform this
coordination. At a certain scale, this explosion of IPTs and the need to coordinate their efforts
may outweigh the benefits of the IPT mechanism. Nevertheless, the IPT approach is perceived by
the U.S. Department of Defense as having been effective in supporting large-scale acquisition and
development programmes.
•

Adaptive decision-making

One proposed mechanism for reducing the burden of IPTs while simultaneously improving
coordination among the distinct efforts that comprise any complex endeavour consists of two
closely interrelated concepts that are jointly known as adaptive decision-making.46 The first
concept is to utilize an iterative “cyclic” process model to perform each decision-making activity
within the endeavour. This process model consists of eight generic steps that are tailored to the
needs of each specific activity, but which provide overall consistency and coordination across
them all. Each activity proceeds as a series of relatively short cycles, each of which begins by
explicitly taking into account any new developments or factors that have emerged from other
activities within the endeavour (as well as from outside the endeavour) and only then deciding
what the given activity should do during its current cycle.47
The second concept in adaptive decision-making is to explicitly encode and record all decisions,
assumptions, rationales, constraints, and other factors related to each activity in a formal Decision
Knowledge Base (DKB). Each step in each cycle performed by each activity is informed by the
DKB of all relevant factors generated or identified by any activity, and the results of each step are
recorded in the DKB for subsequent use by this and all other activities. The knowledge in the
DKB is encoded so as to allow automated inferences to be drawn, such as which decisions depend
on changed assumptions and therefore should be re-examined. Similarly, the relevance of each
factor for each activity is encoded, so that activities are automatically notified only of those new
or changed factors that appear to be relevant to them (although the DKB can be queried
explicitly for other factors as well).
The combined use of the cyclic process model and the DKB provides automated support for the
coordination of all activities. Adaptive decision-making can be viewed as creating virtual IPTs,
allowing members of any authorized stakeholder group to participate in whatever analysis and
decision-making tasks are deemed relevant. Because such participation is virtual, it does not
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See Rothenberg (2004).
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The cyclic nature of this approach is an extension of the widely adopted “Spiral” model of software development, as
described in Boehm (1988).
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require physical presence or (in most cases) temporal synchronization, so it places far less burden
on representatives. In addition, because the DKB provides automated coordination of issues
across these virtual IPTs, the number of such IPTs is less likely to increase explosively. The need
to encode decisions, assumptions, rationales, etc. in a formal DKB may create a significant
burden; yet it can be argued that this burden is inherent in any approach that seeks to manage a
complex endeavour, and that adaptive decision-making merely makes the burden explicit.
Adaptive decision-making is still in a prototype phase of development and has not yet been tried
in a realistic environment. However, because of its inherent ability to coordinate disparate
activities and decisions among multiple stakeholders, it seems potentially well-suited to the
governance needs of a Dutch IF.

41

6 Recommendations and next steps

This chapter draws recommendations from our analysis and suggests next steps to be taken
toward creating an effective interoperability framework for The Netherlands.
Because interoperability is a cross-cutting concern (as discussed in section 2.5), it must be
pervasive in order to be effective; it cannot be isolated or encapsulated in a single module or
system, nor can it be added to systems as an afterthought, without considerable additional cost
and reduced effectiveness. This implies that an effective IF should address the full range of
activities associated with creating eGovernment, from the highest policy levels where
eGovernment is conceptualized, to the lowest implementation levels where specific eServices are
built, acquired, delivered, and managed. The recommendations and next steps proposed here
should help to produce an IF for The Netherlands that will help to infuse its eGovernment
systems, organizations, and mechanisms with the pervasive interoperability that they need to be
efficient, effective, and convenient.
As noted previously, eGovernment is merely one of several channels by means of which citizens,
businesses, and government agencies interact with one another. All such channels should be made
consistent and coherent in order to ensure transparent and effective interaction. Although this
broader context lies outside the scope of this report, it must be addressed if eGovernment is to be
a successful component of government as a whole.
Section 6.1 recommends that a Dutch IF provide guidance at three distinct levels of
eGovernment activity, in order to engage all eGovernment stakeholders in the process of
achieving interoperability. Section 6.2 recommends the inclusion of a robust set of specific
components in a Dutch IF. Section 6.3 recommends an approach to developing interoperable
semantics, which is seen as a central problem in achieving interoperable eGovernment. Section
6.4 discusses a number of miscellaneous recommendations, and section 6.5 recommends the next
steps to be taken toward the creation of a Dutch IF.

6.1 A Dutch interoperability framework should address three levels
In order to infuse eGovernment efforts in The Netherlands with interoperability, an IF should
provide guidance at three distinct levels of eGovernment activity, which we refer to as the
Governance, System, and Implementation levels. The IF should encourage the free flow of
information in both directions among these three levels, to ensure that the upper levels are
responsive to problems and concerns that arise at the lower levels.
The Governance level is populated by policymakers and decisionmakers who decide on the goals
of eGovernment in The Netherlands, determine the kinds of eServices that should be provided
and how they should interoperate, and provide top-level guidance and coordination for the lower
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two levels and among all stakeholders. Without such guidance and coordination, it is unlikely
that widespread interoperability across eGovernment services can be achieved.
The System level is populated by system architects who determine what systems, components,
data, and infrastructure are needed, and how these should be combined to provide the desired
eService capabilities. This process should combine “top-down” gap analysis and specification of
required components with “bottom-up” assessment of available resources and development
efforts.
The Implementation level is populated by system implementors who build, compose, or acquire
the actual systems, components, data, and infrastructure that are needed to produce the eServices
that perform eGovernment functions—and who thereafter operate and manage those eServices.
Note that (as discussed in section 5.1), distinct phases of the life cycle of an eService may be
performed by different parties, at different levels of government, or even outside the government
entirely. Therefore, the Implementation level of the IF does not correspond to any specific group
or level of government: instead, it applies to any group at any level, within or outside the
government, that performs any implementation role for an eService, including operation,
management, maintenance, and revision.
The IF should provide guidance for each of these three levels, as follows.
•

Governance level

This level of the IF should articulate a set of underlying principles, goals, and scope criteria, and
based on these, should provide a rationale for the kinds of eServices to be provided and policies
concerning the ways in which they should interoperate. In addition, policies and rationales
should be provided that address which government organizations are responsible for which
functions, which aspects of the IF are mandatory and which are optional, and how the IF’s own
resources are to be allocated to support the development of interoperable eGovernment.
This level specifies eGovernment capabilities and functions, not systems. This amounts to a high
level logical design of these functions; lower level logical design and all technical design should be
the purview of the lower two levels of the IF. The Governance level should also provide guidance
for the coordination, governance, and funding of eService development. This should include
coordination of efforts at the lower two levels and among all other stakeholders to ensure that all
necessary eServices, infrastructure, data, etc. are developed by someone, somewhere; this may
require performing or commissioning gap analysis to find missing pieces. In addition,
coordination should include the merging of separate services that should logically be combined;
this may involve rethinking legacy systems and architectures and working with whichever
agencies are responsible for them in order to migrate toward a more consistent and coherent set of
services.
Moreover, the Governance level should provide guidance for policy-level coordination of all crosscutting concerns, with the overarching goal of attaining true, semantic, and operational
interoperability. High-level policies about standardization (for example, whether and when to
require or encourage the use of open standards or open-source software) may also appear at this
level, but specific standards should not normally be specified here.
Finally, this level of the IF should specify the governance mechanism that is to be used to
develop, evolve, promulgate, and manage the IF itself. As suggested below, this governance
mechanism should ideally be implemented in advance and used to involve appropriate
stakeholders in the development of the IF.
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System level

This level of the IF addresses what specific systems, components, data, and infrastructure are
needed and how they should be structured and combined to deliver the desired eService
capabilities. This amounts to a detailed logical design plus a high level technical design of
eGovernment; lower level technical design is the purview of the Implementation level. System
architecture guidance should be provided at this level, along with guidance concerning the layers
at which various kinds of components must interoperate, as discussed in Section B.2. In addition,
general guidance about standards should be provided here, including any required or
recommended standards or families of standards.
Guidance should also be provided here for system-level coordination of all cross-cutting concerns,
i.e. usability, reusability, reliability, scalability, flexibility, extensibility, and accessibility, etc. in
addition to interoperability. Moreover, guidance should be provided for which standards should
be supported in order to achieve interoperability.
This level should also specify mechanisms and procedures that can be used by all levels of the IF
to perform gap analysis and to request new systems, infrastructure, data, and standards that may
be identified (by gap analysis or other means) as being required. (Normally, standards will be
developed outside the IF by the international standards community; however, the IF may identify
gaps requiring the development of new standards, in which case it will issue requests to the
standards community to fill these gaps).
•

Implementation level

This level of the IF should provide guidance and best practices for how to build, acquire, deliver,
operate, and manage interoperable systems, components, infrastructure and data. This includes
guidance, mechanisms, and criteria for deciding which specific standards, protocols, etc. should
be supported by specific eServices. In addition, guidance should be provided on system design
methodology and recommended best practices for system acquisition, development, operation,
and management.
These three levels of the IF should complement each other while sharing common principles,
goals, and strategies. Governance mechanisms developed and promoted by the Governance level
of the IF should be used to coordinate efforts across these three levels, in order to ensure that
appropriate, interoperable collections of cost-effective eServices, infrastructure components, and
data are developed and maintained. The next section discusses the major components and aspects
that should constitute a Dutch IF, identifying which level or levels of the IF should be responsible
for each one.

6.2 Specific components and aspects of a Dutch interoperability framework
This section proposes that a Dutch IF be comprised of a relatively robust set of components.
Although none of the existing IFs that we examined contains all of these components, we believe
that their inclusion would make a Dutch IF more likely to be effective by integrating the many
issues and concerns that are involved in interoperability. By including all of these components, a
Dutch IF should provide better guidance for a wider range of stakeholders, while maintaining a
high degree of transparency and a coherent rationale for its strategies and provisions.
Therefore, we recommend that each of the components that were introduced in section 3.4 be
part of a Dutch IF, and we reiterate that list below, with comments relevant to the Dutch
context. Since the specific goals of a Dutch IF are yet to be determined (based on future policy
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decisions), we have not attempted to filter this list or prioritize it based on the mapping of goals
to content in section 3.5.
When considering this list of proposed components, it is important to distinguish between the IF
itself and the contents of each of its components. Whereas the framework should consist of a
relatively static set of components, such as the list proposed below, some of these components will
be fairly dynamic. That is, their contents will evolve over time, in response to changing needs and
available technology.48 For example, the set of infrastructure components that are specified by the
IF may evolve as new infrastructure requirements emerge. Similarly, the set of use cases in the IF
may expand over time as new interaction scenarios are identified, and the data required for
eGovernment may evolve as new eServices are defined. Other components, such as the IF’s
interoperability policies and principles, governance policies, and compliance criteria should be
kept relatively static, in order to provide stability for the IF.
Our strategy here is to describe each component briefly, without attempting to be exhaustive, so
that it is left to the designers of the actual IF to flesh out the full requirements and specifications
of each component (though as noted above, the specifications of some components will continue
to evolve even after the IF has been defined). A given component may pertain to one or more of
the three levels of the IF, as indicated below.
•

Definitions (Governance, System)

The IF should include definitions of key terms, such as user, citizen/business user, serviceorientation, user-service orientation, architecture, enterprise architecture (EA), open standards,
open source, open-source software, Service Oriented Architecture (SOA), etc.
•

Interoperability policies and principles (Governance)

The IF should include a clear statement of its underlying goals, scope, and interoperability
policies and principles and rationales for each of these. Where appropriate, these should be
identified as pertaining to one or more of the three levels of the IF.
•

Governance policies and model (Governance)

The IF should include policies and a model for how it will be governed. Chapter 5 above
discussed some desirable aspects of a governance model for a Dutch IF, but the specification of
such a model is beyond the scope of this study. Nevertheless, as recommended below (in section
6.5), such a model should be one of the first components developed, so that it can be
implemented and used to develop the bulk of the IF.
•

Compliance criteria (Governance, System)

The IF should provide explicit criteria for compliance, to help eGovernment policymakers,
system designers, and implementors produce interoperable eServices. Compliance should be
defined both in terms of specific requirements to support standards, protocols, and paradigms,
and in terms of higher-level requirements to meet the goals of interoperability, for example, that
eServices in different sectors should agree on common semantics regarding the data that they are
likely to exchange, in order to ensure that they can interoperate meaningfully.

48

The IF itself may be revised occasionally, as well, in order to adapt to new social, governmental, or technological
conditions.
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Legal and legislative considerations (Governance)

The IF should include a discussion of legal and legislative issues related to various aspects of the
IF, such as:
-

Interoperability policies and principles
Governance policies, model, and mechanisms
Standardization policies
Infrastructure components (e.g. identity management)
Data policies (e.g. privacy, aggregation)

Additional aspects of the IF may have legal implications as well, and these implications may
emerge as the IF is designed, implemented, adopted, and utilized, so this component should
remain open and extensible in order to address those issues as they appear. In some cases, legal
issues will constrain or determine choices made within the IF, whereas in other cases, legislative
recommendations may be made in order to enable choices that appear desirable from the
perspective of the IF.
•

Architectural advice (Governance, System)

The IF should include architectural advice that describes the kinds of eServices envisioned and
the general ways in which those eServices are to be structured, packaged, combined, and
implemented so as to achieve interoperability and address all other cross-cutting concerns. This
advice may include aspects of EA and technical architecture (SOA, etc.) pertaining to all three
levels of the IF, and structured accordingly.
•

Infrastructure components (Governance, System)

The IF should include an open-ended specification of the infrastructure components that are
envisioned to provide eGovernment, such as identity management, data registries, public key
infrastructure (PKI), secure data exchange network mechanisms, etc.
•

Data (all levels)

The IF should include an open-ended specification of the data that are envisioned as being used
in eGovernment, including mechanisms for collecting, revising, securing, controlling access to
and retiring such data. The IF should include policies to ensure interoperability among databases
and data formats, as well as policies concerning access control issues such as privacy, aggregation,
openness, and transparency.
•

Metadata (all levels)

The IF should include specifications for metadata required to support interoperability. At a
minimum, this should support the discovery of eServices as well as underlying government data.
The Dutch discovery metadata standard49 may be referenced here, and this component may
overlap the Semantics component (below) to some extent.
•

Semantics (all levels)

The IF should include a discussion of semantic interoperability issues pertaining to all three levels
of the IF and an open-ended specification of the specific semantic issues that are envisioned as

49

See note 46

47

Towards a Dutch Interoperability Framework

RAND Europe

being relevant to eGovernment at each level of the IF.50 Furthermore, effective eGovernment
requires the development and alignment of interoperable semantics within and across distinct
sectors, agencies, organizations, and communities of interest (COIs) that participate in
eServices.51 In addition, users of eServices may have their own semantics, which may not be
identical to those of the government agencies with which they interact. The development of such
semantics is a significant task, and the IF should provide guidance for how to supervise and
govern this task. Ideally, the IF should ideally include a semantic interoperability development
process model for developing and aligning such semantics. (This is explored in further detail in
section 6.3.)
•

Relationships to other efforts (Governance)

The IF should include a discussion of its relationship, linkage, and coordination with other
related efforts, including:
-

NORA
EU–EIF
EU Member State IFs and future pan-European IF efforts

Since such relationships are unlikely to remain static—and may be augmented as other relevant
efforts are begun or identified—these discussions should be considered dynamic aspects of the IF,
to be revised as necessary.
•

Adoption/implementation advice and best practices (Governance)

The IF should include advice and recommended best practices for encouraging its own adoption
and supporting its own implementation. Facilitating adoption and implementation of the IF itself
is part of governance, so such advice and practice are relevant primarily to the top level of the IF.
•

Standardization policies (Governance)

The IF should specify any policies that relate to standardization. Such policies do not specify the
use of particular standards but rather policies surrounding the choice of standards, such as
whether the use of open standards is preferred or mandated or whether standards that are
supported by free or open-source software are favoured.52 Any such policies should be stated
explicitly in the IF, although they should be allowed to evolve over time, in response to evolving
technology and eGovernment requirements. In order to maximize interoperability, the IF should
encourage eServices to support multiple, alternative standards and to remain open to supporting
new standards that may replace existing ones. This argues for architectural policies (to be applied
at the lower two levels of the IF) that encourage dynamic protocol negotiation, support for
multiple standards, and encapsulation of standards interfaces (to make them easier to change).
50

Although at first this component may seem related to the “Definitions” component above, it is in fact quite different.
Whereas “Definitions” should include definitions of all terms used in the IF itself (including, for example,
“semantics”), the “Semantics” component specifies the techniques and procedures for identifying, codifying, and
coordinating (or “aligning”) semantic concepts that are used by organizations, sectors, and other groups that need to
interoperate with each other to provide eServices. Therefore, this component is concerned with enabling the processes
that such organizations and groups can employ to align their semantics.
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As a simple example, a given location may be referred to in one sector by its street address and in a different sector by
its latitude and longitude.
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Note that the use of open standards and those that are supported by free or open-source software are independent
issues, both of which may be relevant to interoperability. Encouraging the latter, for example, may be one way of
ensuring that citizens can afford to use eServices, since free software will be available to interact with these services.
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•

Technical standards (System, Implementation)

The IF should include advice about technical standards at the lower two levels. At the System
level, this advice should still be fairly generic, e.g. advising the use of Extensible Mark-up
Language (XML)-based formalisms, without necessarily choosing which such formalism to pick.
At the Implementation level, the advice should be more concrete, recommending specific
protocols, standards, formats, etc., but it should provide multiple alternatives wherever
appropriate. In addition, because standards evolve, the technical standards advice in the IF should
be amenable to revision and include a process for evolution (as discussed below).
•

Process models (all levels)

The IF should specify process models or procedures for performing a number of tasks related to
its purpose and the maintenance of the IF itself. These process models should be used by the
Governance level of the IF and by lower levels, where appropriate, to decide IF policy questions,
refine IF goals, govern the development of interoperable eServices, as well as the infrastructure
and data that they require, and revise and refine the IF over time. Such process models should
address such tasks as:
-

Choosing appropriate eServices, infrastructure, etc. to be developed
Acquiring/developing eServices and infrastructure
Collecting and processing data
Deploying the IF and stimulating its adoption
Ensuring interoperability and other cross-cutting concerns
Deciding when to perform business process redesign (BPR)
Evolving eGovernment, eServices, and the IF itself

These processes should be linked with the measurement and evaluation mechanisms described
below, to enable continuous process improvement and refinement of the IF itself.
•

Measurement and evaluation framework (all levels)

The IF should include a measurement and evaluation framework that allows its own activities and
effectiveness to be measured and evaluated. Measurement and evaluation may be performed in
terms of:
-

The status of completion of the IF
The degree of adoption of the IF
The effectiveness of the various processes specified within the IF
The degree of achievement of various goals (such as the development of
interoperable semantics)
The perceived impact of the IF
The cost-effectiveness of specific eServices or overall eGovernment delivery that
are the expected outcomes of implementing and using the IF

Such measurements and evaluations should be used to refine and improve the IF itself, either by
means of classic process improvement techniques or as part of a more holistic, periodic reevaluation and revision process.
•

Use cases (all levels)

The IF should contain use cases that illuminate the interoperability issues surrounding various
kinds of eServices. In particular, use cases should be developed that address intra-government
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interactions (administration-to-administration) and interactions between government and citizens
and business users. Additional use cases should span the full service-delivery chain, from data
collection to the provision of services to citizens and businesses. Use cases may be informal or
may be specified using semi-formal graphical notation, such as a combination of UML use case
diagrams and sequence diagrams.53
•

Road map (Governance)

The IF should include a road map that provides an overview and strategic guidance for moving
from the current state of largely non-interoperable government systems to a future state of widely
interoperable eGovernment services. The IF itself is seen as a major artery on this road map, but
there may be other aspects as well. In addition, most of the IF is oriented toward providing
policies and mechanisms, whereas this road map should add an important temporal planning
dimension. It may include factors that lie outside the direct purview of the IF itself, such as
expected or desired technological, social, budgetary, legislative or administrative developments,
assumptions and constraints affecting eGovernment, etc.

6.3 Developing semantics for eGovernment
In order to work together, organizations and their systems must be able not only to exchange
information but also to ensure that the information they exchange is meaningful to all parties.
That is, their concepts, terms, processes, and policies must be “aligned” with each other so as to
be compatible. For example, if terminology and data are not aligned in this way, exchanged
information may be misinterpreted. Similarly, if processes or procedures are incompatible, it may
be difficult to combine them to create new, integrated processes, as required for composite
eServices. Finally, if policies (such as privacy and accessibility) are misaligned, interactions may be
infeasible or may conflict with some parties’ policies. The semantics issue is singled out here
because it provides the foundation for meaningful interaction among systems and organizations,
and because achieving semantic interoperability is a substantial undertaking that is likely to
require considerable lead time.
Semantic interoperability involves at least:
•
•
•
•
•
•

Data definitions, units of expression, and the computational basis and
assumptions that are used to derive data
Terminology and controlled vocabularies
Computational methods and assumptions used to produce results
Conceptual and functional models
Business process models
Key policies, such as access, authentication, authorization, security, transparency,
accountability, privacy, etc.

In order for eServices to interoperate effectively and produce meaningful, valid results, they must
be able to guarantee that semantic issues such as these are properly aligned across organizational,
sector, and system boundaries. This is particularly challenging across sector boundaries and
different organizational cultures. In cases where distinct organizations or systems have good
reasons to maintain distinct semantics, these distinctions must be made explicit and, to the extent
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See: Wikipedia (d), Bell (2004), and Ambler (2004).
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possible, mechanisms should be provided to enable systems to automatically map one set of such
semantics to another. In addition, organizations that maintain internal semantics that may be
opaque to users of their systems (whether these are other organizations, citizens, or businesses)
must either modify their internal semantics to match the external semantics of their anticipated
users or map their internal semantics into those external semantics, in order to enable their users
to understand and utilize their eServices. Aligning supply-side and demand-side semantics in this
way is a crucial step toward making eGovernment transparent and effective.
Note that some of these issues arise in the context of developing metadata to describe documents
and other resources, including metadata intended to enhance the discovery of government
documents (so-called “discovery metadata”, as discussed in the previously referenced RAND
report on the Dutch metadata standard.54 However, the semantics required for interoperability
among eGovernment systems has a broader scope than the semantics of discovery metadata. In
particular, eServices involve not just the discovery and provision of access to static resources such
as documents, but also a broad range of potential computations and business processes that
deliver services to sibling government organizations, citizens, and businesses. Furthermore,
eGovernment interoperability involves the automated interaction of information and
communication technology (ICT) systems without human intervention, which requires prior or
dynamic semantic alignment of the full range of processes and policies listed above.
Ignoring semantics is a fatal flaw for interoperability, since it may give the illusion that systems
can work together while in fact they may produce meaningless—or worse, invalid and
misleading—results.
However, developing explicit semantics for even a single organization or system is a challenging
task that requires analysing and making explicit core assumptions and knowledge that typically
are unstated and implicit among a group of practitioners who share a common background,
purpose, organizational culture, and mindset. These practitioners are rarely versed in the formal
methods required to represent explicit semantics, yet they are the experts who must provide the
knowledge and understanding that are needed to create such representations.
From an interoperability perspective, the problem is more complex than this, since
interoperability implies that semantics must be shared at least among practitioners within a given
sector (such as those dealing with health versus those dealing with taxes). Because of this apparent
partitioning, it is fashionable to divide the semantics problem into subsets, each of which is to be
dealt with by the COI that is responsible for that subset. This assumes that the areas of concern of
these COIs (and therefore the COIs themselves) are disjoint from each other, having no
significant overlap. If this were true, then each COI would be free to develop its own disjoint
semantics independently, and there would not need to be much (or any) coordination of these
semantic efforts across COIs. However, this is rarely the case. For example, distinct sectors may
be “cross-cut” by disciplines, such as economics, medicine, and the law. Practitioners in a given
sector (such as health) may include those trained in any or all such disciplines, creating an
overlapping network of semantic contexts. In addition, partitioning the semantics problem by
COI assumes that all members of each COI share a common organizational culture, whereas in
practice, distinct organizations within a given COI often have distinct cultures and mindsets.
Moreover, eGovernment interoperability ultimately requires that any eService be able to interact
meaningfully with any other eService, regardless of the sectors, disciplines, organizational
cultures, or mindsets they represent. Ideally, this requires an overarching semantic model that
54
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provides uniformity where possible and, where it is not possible, provides automated semantic
mappings across sectors, disciplines, organizations, COIs, and any other relevant contextual
boundaries. This is a daunting goal which cannot be achieved in a single step and may require
considerable time to be achieved, even to an approximate degree.
Considerable research has occurred in the area of semantic representation. Notable current efforts
include the “semantic web” developments surrounding XML-based tools such as RDF (Resource
Description Framework) and OWL (Web Ontology Language) by the World Wide Web
Consortium (W3C)55, the Cyc project at Cycorp, Inc.,56 and the work on TopicMaps in The
Netherlands, Norway, and elsewhere.57
Nevertheless, these semantic representation tools do not in themselves provide a process for
developing semantics to support interoperability. A practical process of this kind needs to be
developed in the Dutch context, in order to enable the creation of suitable interoperable
semantics to support eGovernment. An IF should include mechanisms and guidance for
developing semantic representations across the full range of potential eServices and the
organizations that support them. A phased approach might be used in order to enable initial
progress without requiring that all of the necessary semantics be developed immediately or
coordinated perfectly. However, an IF should also address the longer-term issue of coordinating
semantics across contextual boundaries, in order to avoid future deadlock, which would prevent
progress in eGovernment. Ideally, an IF should support the future integration of initially distinct
semantics efforts, to avoid the need to rework these distinct efforts if future eGovernment services
require them to interoperate. In order to facilitate these tasks, the IF should include a semantic
interoperability development process model to facilitate the development of appropriate
semantics to support eGovernment interoperability in The Netherlands. This process model
should enable organizations to develop explicit representations of their semantics and align these
representations with those of other organizations with which they need to interoperate.

6.4 Additional recommendations
This section summarizes a number of additional recommendations for a Dutch IF, some of which
have been discussed above.
•

An IF must coordinate the development of eServices

As discussed throughout this report:
-

Ideas for eServices should be encouraged from all levels and sectors
Development of services should be supported at all levels and sectors
Ideas for eService and eGovernment policy should be allowed to flow up as well as
down
Governance, funding, and maintenance, etc. should be performed wherever
appropriate
Capability gaps should be identified—and addressed—at appropriate levels
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See W3C Technology and Society domain, W3C Semantic Web, and Herman (2007).
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See Wikipedia (c) and Lenat (1990).
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See Infoloom, Topic Maps.org, and Ontopia.
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The ideal approach seems to be to encourage the distributed emergence of ideas and services
wherever they may occur while coordinating overall development in order to ensure that all
necessary components are produced without undue redundancy and wasted effort. The
governance model proposed above is designed to help balance these seemingly opposing goals by
performing coordination in a representative governing body that is aware of distributed efforts.
•

Standardization should be treated as a “double-edged sword”

Standardization is the backbone of many IF efforts, but overemphasis of standards can lead an IF
astray. As discussed in AppendixB.2.3, there are several problems with standards, including the
facts that: there are often multiple, competing standards to choose from for any given purpose;
new standards (or new versions of existing standards) appear continuously; and the most
innovative and creative features of ICT at any given moment are unlikely to have been
standardized yet because they are so new. Conversely, by the time that many standards are
approved in the international community, they may already be obsolete or irrelevant.
Nevertheless, standards play an important role in interoperability. The key is to employ standards
without sacrificing the ability to adapt to new standards or new, non-standard opportunities as
they arise. To do this, the Dutch IF should encourage the support of multiple, alternative
standards and the use of self-defining, meta-level standards such as XML. Moreover, the IF
should encourage the development of systems that encapsulate their use of standards, so that new
or alternative standards can be plugged into the system with relatively little effort. Finally, the IF
should encourage specific sectors or COIs to develop or choose their own standards, as long as
doing so maintains interoperability with other sectors and COIs.
In the realm of semantics, meta-level standards such as RDF or Topic Maps may be used to
provide a common language in which sectors and COIs can express their semantic ontologies,
while the actual ontologies that are represented in such a language should be developed by each
sector or COI. However, the IF has an additional important role to play in this case, since it must
coordinate such distinct semantics efforts to ensure that they are ultimately interoperable and
consistent across sector and COI boundaries.
•

Central development should be used to provide leverage

As noted above in section 5.1, centralized development offers the advantage of developing
common components, which often are trivially interoperable because they may not need to
interoperate with other components. Furthermore, central development of key infrastructure
components makes more sense than distributed, duplicative development of such components, as
well as resulting in greater interoperability due to the reduced number of such components.
Examples of such infrastructure include efforts such as identity management (Digital ID,
Elektronische Nederlandse Identiteitskaart, Burgerservicenummer (this is also referred to in
English as "CSN" for Civil Service Number)), Key Registries, e-gemeente/electronic municipality
and Service Bus. However, in order for such components to be of value, they must be perceived
as relevant, useful, and appropriate by local service developers. The most effective way for the
Dutch IF to ensure this is to use its governance mechanism to engage local service developers in
the cooperative specification of such components, in order to maximize their relevance and
adoption.
•

Encourage business process redesign

As discussed in Section B.2.1, BPR is linked to interoperability. It may be impossible, ineffective,
or at least inefficient, to attempt interoperation between two systems or organizations if their
underlying business processes are not aligned, or if they cannot agree on a composite business
process that involves their interaction. In some cases, effective eGovernment may require
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significant redesign of organizations and their processes, as has occurred recently in Denmark,
where the number of mid-level government organizations (counties and municipalities) has been
drastically reduced. Significant organizational redesign of this kind may require legislation and
concerted effort, but even less ambitious BPR is likely to require coordination under the IF. In
addition, eServices can be used to perform virtual BPR, in which a user of the eService perceives a
re-engineered business process or even a reorganized eService provider without any such redesign
or reorganization having taken place. The IF should be used to try out such virtual BPR as a far
less disruptive and expensive alternative to actually changing the underlying processes or
organizations that deliver eServices.
•

Treat NORA as an architectural complement to the IF

As discussed in section 4.2.2, we recommend that NORA be viewed as an architectural
complement to a separate IF effort. If this course is chosen, a convincing rationale must be
developed and disseminated, based on the arguments presented in this report plus any additional
pragmatic and/or political motivations. In addition, the interface between the two efforts should
be made as seamless as possible, and they should be closely coordinated by performing a
continuing gap analysis and mutual alignment. Ideally, this coordination should be governed by
an appropriately high-level body or bodies supervising both the NORA and IF efforts, with
sufficient budgetary flexibility to allocate resources between the two as necessary; whether this
role can be played by the IF governance body is an open question whose answer depends on
political as well as technical and pragmatic considerations.
An alternative would be to restructure NORA to take on the additional role of an IF. The
ultimate choice between these alternatives depends more on pragmatic and political issues than
technical ones.

6.5 Next steps
The following steps constitute a simple process model that should lead to the development of an
actual IF. Although Step 1 need not be performed first, it should be started as soon as possible
since interoperable eGovernment requires an appropriate semantic foundation, and the
development of such a foundation is a challenging task that will require significant time. The last
three steps should be performed in sequence: a governance model must be developed before it can
be implemented, and an implemented governance model of the suggested type is the key to
developing an IF that is likely to be widely accepted, and therefore successful.
Step 1: develop a strategy to ensure semantic interoperability
Step 2: develop a governance model for the IF
Step 3: implement the IF governance model
Step 4: use this governance model to develop the IF
To elaborate:
Step 1: develop a strategy to ensure semantic interoperability
As discussed in section 6.3, a semantic interoperability development process model should be
developed and implemented in order to represent explicit semantics for interoperating
organizations and systems—and to align these semantics to support interoperability. Initially, this
model can employ a “lightweight” process to be used within disjoint sectors, COIs or other
contexts, but it must ultimately allow any such disjoint semantic models to be merged in order to

54

RAND Europe

Recommendations and next steps

create a consistent, aligned semantic model that spans all sectors, COIs, and other contexts that
may participate in eGovernment, including EU Member States, non-EU partners, NGOs,
private-sector organizations, etc. This step requires further research.
Step 2: develop a governance model for the IF
As discussed in section 5.2, an ideal IF governance model should be both inclusive and agile, in
order to maximize buy-in without sacrificing its ability to be innovative and take advantage of
opportunities. First, such a model should be developed as a means to developing the IF itself.
Second, it should be designed to decide questions involving eService and infrastructure
development, in order to ensure completeness (i.e. that all necessary eService components are
developed without undue redundancy and waste) and consistency (i.e. that all such components
are appropriately consistent, for example, in their user interface conventions). Finally, it should be
designed to ensure the interoperability of efforts at all three levels of the IF, as well as promoting
the consistent incorporation of all other cross-cutting concerns. This step requires further
research.
Step 3: implement the IF governance model
Once the IF governance model has been designed, it should be implemented. As noted in section
5.2, it is crucial to position the governance body appropriately within the government, so as to
maximize its ability to exert effective control over eGovernment development while minimizing
its threat to stakeholders and susceptibility to turf wars. Because it is intended to be inclusive, the
governance body is likely to evolve over time, with its initial membership being merely a first
approximation to its ultimate, ideal composition. Nevertheless, since it is to be used to develop
the IF itself—whose policies will affect many stakeholders at many levels of government—its
initial composition should be carefully selected, in order to maximize buy-in to the IF design
from the beginning. The Danish IF governance panel may serve as a useful model for a Dutch IF
governance body.
Step 4: use this governance model to develop the IF
The implementation of the IF should be managed by the IF governance body according to the
governance model. However, the detailed design and development of the IF may or may not be
performed by the governance body as a whole; instead, one or more subgroups or delegated
working groups may be charged with performing this detailed design. Nevertheless, all policy
decisions and many of the technical decisions involved in this design should be coordinated with
all stakeholders by means of the IF governance model, in order to maximize buy-in, ownership,
and ultimate adoption of the IF.
Once the IF is developed, the IF governance model should be used as an ongoing mechanism to
administer the IF and thereby ensure the interoperability of eGovernment.
In conclusion, the creation of a Dutch interoperability framework seems likely to be a key step in
promoting eGovernment in The Netherlands, as well as Dutch participation in emerging panEuropean Government Services efforts. As recommended here, the first steps toward creating
such an IF should be the design and implementation of a suitable governance model and (in
parallel) the initiation of further research to identify effective ways of codifying and aligning
semantics across government agencies, sectors, and COIs, to enable semantic interoperation
among eServices. Since each of these steps is likely to require significant time and effort, they
should be undertaken as soon as possible, in order to ensure timely progress toward creating
interoperable eGovernment in The Netherlands.
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Appendix A: Multiple views of interoperability

In order to foster the broad adoption of interoperability across government systems and
organizations, it is useful to examine a number of different views of interoperability to see what
insights each one provides in the eGovernment context. The following subsections identify and
discuss five such views, which we call (somewhat arbitrarily) Dimensions, Layers, Scope, Targets,
and Perspectives. The first of these (Dimensions) is the most common view of interoperability
within eGovernment circles, although it can be seen as an offshoot of the second view (Layers),
which originated in the communications network domain. The third and fourth views (Scope
and Targets) describe different aspects of an IF’s functional range, whereas the last (Perspectives)
considers interoperability from the viewpoints of a number of different eGovernment
stakeholders. Each view contributes some unique insights on interoperability.

A.1 Dimensions
Interoperability is frequently viewed as having three distinct dimensions: organizational,
semantic, and technical. We extend this by adding an “enterprise” dimension at the top and a
“legal” dimension (arbitrarily at the bottom), resulting in:
•
•
•
•
•

Enterprise
Organizational
Semantic
Technical
Legal

These correspond to different types or aspects of interoperability. Enterprise interoperability
denotes the alignment of missions, policies, and business processes. Organizational
interoperability denotes the ability of two or more organizations to interact with each other.
Semantic interoperability denotes the ability of entities to share information meaningfully and to
engage in meaningful collaborative activities in order to perform collaborative business processes.
Technical interoperability denotes the ability of systems to exchange data, perform collaborative
processing, synchronize transactions, and coordinate their interactions. Legal interoperability
provides the legislative foundation for interoperability, for example, by providing compatible
regulations concerning privacy and access control.
Although these dimensions interact with each other, the mechanisms that are appropriate to
fostering interoperability in each dimension are quite different. Enterprise interoperability
involves the ways that the missions, policies, and business processes of an enterprise interact with
those of other enterprises. Organizational interoperability is a matter of organizational structure,
culture, and procedure, which may be affected by oversight, legislation, reorganization, inter-
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agency agreements, etc. Semantic interoperability requires that business processes be analysed and
potentially re-engineered to be consistent and compatible, that terminology and ontologies be
harmonized, that metadata be created, etc. Technical interoperability requires that
communication and interaction protocols be standardized, that processing and transaction
mechanisms be implemented consistently across systems, that wrappers or “adapters” be created
to transform data and translate among different eService interfaces, etc. Finally, legal
interoperability involves the promotion of consistent legal policies and the possible creation of
legislation to enable appropriate interoperation among organizations and enterprises.
As should be apparent from what follows, the Dimensions view is analogous to the Layers view
that derives from communications networking.

A.2 Layers
One of the earliest views of interoperability is the layered or “stack” view of interaction among
computer systems over a network. The earliest popular version of this view was the traditional
Open Systems Interconnect (OSI) model. This consists of a seven-layer paradigm58 which maps
reasonably well (although not perfectly) onto the above Dimensions view. In this Layered view,
interoperability must be present at each layer, in order for the next higher layer to be
interoperable. For example, systems must be connected electronically in order for bits, packets,
messages, and data to flow between them. The topmost “application” layer represents the fact
that user level applications must be interoperable: for example, if two users are to exchange email, their e-mail applications must share the same notions of message, recipient, sender, etc., as
well as interoperating on all six of the lower layers simultaneously.
The seven layers of the traditional OSI model are shown below for completeness. However,
current practice frequently combines several of these layers, in order to simplify the model. The
precise number and names of the layers is generally recognized as being less important than the
concept of layers, each of which must be interoperable in order to support the next higher layer.

Layer

Layer name

Examples

7

Application

e.g. email, file transfer, client/server

6

Presentation

Data conversion (ASCII to EBCDIC, floating point, binary, etc.)
plus encryption

5

Session

Start/stop session, maintain order (often omitted or incorporated
into Transport layer 4)

4

Transport

Ensure delivery of entire file or message (ensure end-to-end validity
and integrity of transmission)

3

Network

Route data to different subnets based on net address: corresponds to
the switching function of the PSN or to the functions of routable
protocols such as IP, IPX, SNA, and AppleTalk. Not needed if all
stations are in a single network segment

58

The seven-layer OSI model is described at: http://www.webopedia.com/quick_ref/OSI_Layers.asp. See also
Zimmerman (1980) and Section A.2.
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2

Data link

Transmit packets to nodes based on station address: responsible for
node-to-node validity and integrity of transmission. Bits are divided
into “frames”. Data link can be Ethernet, ATM, Token Ring, FDDI
frame in LANs, etc.

1

Physical

Electrical signals and cabling, e.g. RS-232, TDM, FDM

By analogy, eGovernment services can be thought of as interoperating on four layers:
4a

Semantic

Share meaning, context, process models

3a

Syntactic

Share formats, encodings

2a

Logical

Share messages, objects, transactions, sessions

1a

Technological

Share wires, waveforms, bits, networks

Or even three:
3b

User

Perform semantically meaningful activities

2b

System

Maintain sessions, translate data formats, etc.

1b

Connectivity

Transmit and route bits reliably

In either of these last two models, the important insight provided by the Layered model is that
interoperability must occur on all layers simultaneously, with interoperability at each layer
supporting interoperability at the layer above it. These layers focus attention on the fact that
high-level semantic interoperability among eServices must be supported by lower-level
interoperability all the way down to the transmission of bits over networks.
The last model (defining layers 1b-3b) is useful for understanding which kinds of interoperability
are required for which kinds of eGovernment components. For example, communications
networks need not be concerned with layer 3b interoperability, since that is provided by higher
level applications (eServices) operating on top of these infrastructure components. Similarly, low
level communication channels need not even be concerned with layer 2b interoperability, since
that is provided by higher level network protocols operating over these channels. In this way, the
Layered model helps limit the relevant interoperability concerns for any given eGovernment
component.
Despite its relevance, the OSI model is rarely if ever mentioned in any of the IFs that we
surveyed. However, this may simply reflect that fact that the insights of the OSI model have been
so thoroughly internalized by the ICT community that it is no longer considered necessary to
mention them explicitly.

A.3 Scope
This view and the next (Targets) are concerned with the functional range of an IF. Within the
broad domain of eGovernment, interoperability may be tasked with a range of different scopes.
As noted above, such alternative scopes include:
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G2G – Government-to-Government59
G2C – Government-to-Citizen
G2B – Government-to-Business
B2B – Business-to-Business
B2C – Business-to-Citizen
C2C – Citizen-to-Citizen.

Each of these scopes may have different implications for interoperability. For example, G2G
implies that government systems should interoperate with each other, but G2B and G2C imply
that those government systems should interoperate also with businesses’ and citizens’ systems,
whose purchase and specification are not generally controlled by government. Similarly, B2B,
B2C, and C2C imply the need for interoperability among systems that may lie outside the realm
of government control or influence.

A.4 Targets
In addition to its scope, the “target” of an interoperability effort may be a specific nation, a group
of nations (such as the EU), organizations within a given sector (health, education, law
enforcement, etc.), members of a COI, etc. These different targets may have different functional
needs, vocabularies, ontologies, languages, etc., even within a given scope (such as G2C).
Different targets have different interoperability implications in terms of linguistics, culture, and
semantics.

A.5 Perspectives
Finally, interoperability can be viewed from the perspective of various eGovernment stakeholders,
each of whom is likely to interpret interoperability quite differently. In particular, the following
may imply quite different criteria and goals for interoperability:
1. ICT system designer perspective
This view emphasizes simplicity of design and ease of ensuring that a given system can work with
other systems. From this viewpoint, interoperability is seen as a system attribute, regardless of its
utility for the user or even the administrator of the system. Interoperability strategies to support
this perspective may emphasize the use of accepted standards and infrastructure to minimize
design effort, while ensuring the use of interoperable interfaces and conventions across systems.
2. Administrator perspective
The focus here is primarily on reducing cost and/or improving cost-effectiveness.60
Interoperability strategies to support this perspective may emphasize the reduction of the need to

59

The abbreviations G2G, G2C, G2B, etc. are commonly used to refer to eGovernment interactions between
government agencies or organizations themselves (G2G), between governments and citizens (G2C), and between
governments and businesses (G2B). In the commercial ICT context, the terms B2B and B2C refer to business-tobusiness and business-to-customer interaction, respectively, whereas in eGovernment, the terms B2C and C2C refer to
business-to-citizen and citizen-to-citizen interaction, respectively. Note that “A” (for “Administration”) may be
substituted for “G” in G2G, yielding the equivalent A2A. This can be further subdivided into levels of government, e.g.
international, EU, national, regional, provincial, municipal, etc.
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transform data among eServices and the need to write “impedance-matching” or “adapter” code
to enable eServices to work together.
3. eService perspective
From this perspective, interoperability is seen as an enabler of providing eServices.
Interoperability and its concomitant reusability are both strongly sought by eService providers,
since they help create new services more easily, cheaply, quickly, reliably, and effectively.
Interoperability strategies to support this perspective may emphasize the use of Service Oriented
Architectore (SOA)61 and associated service-description formalisms, such as WSDL (Web Services
Description Language) and Business Process “orchestration” languages such as BPEL4WS
(Business Process Execution Language for Web Services).62
4. eGovernment policymaker perspective
This perspective focuses on interoperability in its role of improving eGovernment, both within
national boundaries and across the EU (in PEGS). Interoperability strategies to support this
perspective may emphasize support for defining consistent cross-sector and cross-border
semantics, building composite eServices, and complying with EU interoperability standards such
as the EIF.
5. Citizen/business user perspective
In contrast with the implementation-oriented advantages of interoperability from each of the
above perspectives, a user-centred perspective focuses on making users’ interactions with eServices
more “interoperable” (i.e. more consistent and coherent). Such interoperability promises users
simplicity of operation by reducing the need to interact differently with multiple systems. If the
back-office complexity of multiple, interacting eServices can be effectively hidden from the user
and wrapped in a single interface and interaction mode, the user should receive faster, better, and
more consistent service. Ideally, this should make users’ interactions easier, faster and more
effective, thereby making them more cost-effective. Even where such interoperability does not
yield direct improvements in effectiveness, it should make users more comfortable and confident
using eServices; for example, expertise gained using one such eService should be more readily
transferable to another eService, thereby providing users with reliable intuition about how to use
such eServices. Interoperability strategies to support this perspective may emphasize the creation
of consistent interfaces, interaction modes, look-and-feel, procedures, functional organization,
terminology, interpretations, and semantics across eServices.

60

Reducing cost does not necessarily improve cost-effectiveness, since it may be accompanied by an even greater
reduction in effectiveness.

61

For further discussion of SOA, see Section B.3.1.

62

Such techniques (also sometimes called “choreography”) control the sequences of operations to be performed by
various eServices to carry out a desired eGovernment business process. The SOA paradigm performs such orchestration
by using special-purpose languages, such as BPEL4WS ((Business Process Execution Language for Web Services).
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Although the focus of this study is interoperability, there are a number of closely-related concepts
that must also be taken into consideration in this discussion. The most important of these are
discussed in this appendix, where they are divided into three groups: Section B.1 discusses those
that illuminate the concept of interoperability itself, Section B.2 discusses concepts that should
be addressed by an interoperability framework (IF), and Section B.3 discusses the Service
Oriented Architecture (SOA) model, which is a primary implementation strategy aimed at
achieving interoperability.
Although the use of SOA may appear to be a natural and unassailable assumption in the current
eGovernment environment, we nevertheless feel that it must be recognized as an assumption
which is subject to change. This appendix therefore explores some of the caveats that apply to the
use of SOA in eGovernment.

B.1

Concepts that illuminate interoperability
The concepts discussed in this section (integration, systems of systems, architecture, modularity
and components, and reusability) are all closely related to interoperability. The following
subsections discuss these relationships in order to cast further light on the notion of
interoperability.
B.1.1

Integration

Ideally, the effect of interoperability is to improve the integration of distinct and disparate
systems.63 True integration is best achieved by designing subsystems together, so that they
function as part of an encompassing system, or in some cases by designing entire systems
together, to function as part of an encompassing “system of systems” (SoS). In general, systems
that are integrated with each other are more than just interoperable; we tend to use the term
‘interoperability’ to refer to the linking of systems that are not fully integrated. In a sense then,
interoperability is always a mere approximation to the ideal of seamless integration. Nevertheless,
when systems have been designed separately, interoperability may be the best we can achieve,
short of redesigning a new integrated system from the start. In practice, even if new systems are
designed as an integrated whole, they will soon be supplemented by even newer systems, with
which they will not be integrated, since the new systems will be designed separately. In addition,

63

As always throughout this report, systems are taken as including their data; integration or interoperability of systems
therefore implies the integration or interoperability of their data as well.
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eGovernment systems developed by different nations will most likely be developed as
independent systems, and so are unlikely to be truly integrated.
Furthermore, interoperability is a more open-ended approach than integration, since it enables
new, unforeseen systems and capabilities to work together without redesigning the overall system
that includes them. Interoperability is therefore more flexible than integration, even though it
may rarely achieve the same degree of seamlessness.

Figure B-1. Interoperability is always out of scope

Because integration occurs within a system (or SoS) design, whereas interoperability occurs
between systems, interoperability tends to fall outside the scope and responsibility of any single
system project or programme, as illustrated in Figure B-1.
Despite the fact that interoperability may rarely achieve the same degree of seamlessness as
integration, and despite its being chronically out of scope, it is often more flexible than
integration and is probably a more realistic goal in the eGovernment context.
B.1.2

Systems of systems

The term “SoS” is often used to refer to any collection of systems that function together as a
whole.64 This is a somewhat recursive concept, since any system is likely to be composed of
components or subsystems. However, unlike the subsystems of a system, each component system
in a SoS is typically a standalone system in its own right, which performs some useful function
independently of the other systems in the SoS. Furthermore, most SoSs are defined after the fact.
That is, they are not designed and built as SoSs; rather they are recognized as such only after their
component systems have been independently designed and implemented. The degree to which a
collection of systems deserves to be called a SoS is the degree to which the systems in that
collection interoperate effectively with each other. This is analogous to the criterion for
something being legitimately referred to as a system, which might be said to depend on the degree
to which its components are integrated with each other.

64

For an excellent discussion of SoS issues, see Krygiel (1999).
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Architecture

Interoperability and integration are closely related to architecture. The architecture of a system is
a description of its overall design and structure, the underlying technologies and mechanisms
used to implement it, its elements and components, how these fit together structurally and
logically, and how they interact with each other to produce the system’s behaviour. Inevitably,
enhancing the interoperability or integration of a collection of systems or components must
involve some kind of architecture, whether it is explicitly designed, implicit, or ad hoc. When preexisting or independently designed systems are required to interoperate in the absence of any
common architecture, linkages between individual pairs or subsets of these systems are often
designed and implemented in an ad hoc manner, producing what is effectively an ad hoc
architecture. However, such ad hoc architectures are unlikely to be coherent or scalable, implying
that greater interoperability among a wider set of systems can usually be achieved in such cases by
designing and adopting an explicit architectural framework of some sort and ensuring that each
system conforms to this framework.
One particularly important variant of architecture in the current context is the concept of an
enterprise architecture (EA). Organizations are increasingly using EAs to attempt to produce a
coherent view of their own structure, assets, and activities. An EA ideally provides a logical—and
optionally physical—view of the missions, units, and processes that comprise the enterprise as a
whole, possibly mapping this structure to an information and communication technology (ICT)
architecture, such as SOA (discussed in Section B.3). In some cases, however, an EA is more of a
functional architecture than a structural one. That is, it specifies the functions that an
organization performs, or should perform, rather than a structure for implementing them. This is
analogous to a description of a house that simply lists the kinds of functional spaces it will possess
(e.g. “the house will consist of spaces in which one can sleep, cook, eat, bathe, store possessions,
park one's car, etc.”) without specifying the shapes or sizes of the actual rooms that will serve
these functions, the topological arrangement of these rooms within the house, or the materials or
methods that will be used to construct them. A functional EA of this kind may be useful for
mission planning or business process redesign (BPR; (see Section B.2.1), but it is of limited value
for ensuring interoperability, since it may not say much about the systems that will implement
the functions performed by the enterprise.
In general, the architecture of a system may enhance or reduce the ability of the system’s
components to interoperate with each other. That is, some architectures may facilitate
interoperability, while others may inhibit it. Therefore, whatever architectural paradigm is
adopted, assumed, or inherited by a given IF may have a significant effect on that IF’s ability to
deliver its promise of improving eGovernment. This implies that architectural issues should be
given serious consideration when developing an IF. Ideally, interoperability concerns should be
empowered to affect architectural decisions and help to determine the choice of an architectural
paradigm for eGovernment.
B.1.4

Modularity and components

The core problem that integration and interoperability attempt to address, as well as one of the
central aspects of architecture, is how to carve up complex systems into manageable pieces that
can work together effectively. These pieces may be called systems, subsystems, components,
services, or modules. The term “component” is the most general of these words, and is used in
this report to refer to a piece of a system, without specifying whether that piece is a system in its
own right, an eService, etc. However, the term “module” (along with its associated adjective
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“modular”) best evokes the characteristics that enable components to be independent yet
interoperable.
Modules may arise ad hoc, as the result of multiple, loosely coordinated (or uncoordinated) efforts
to produce useful functionality, or they may be created intentionally in order to “divide and
conquer” the inherent complexity of any large-scale enterprise, such as eGovernment.
Unfortunately, there are numerous ways to partition (or “factor”) any large system or enterprise,
and each such “factorization” yields a different collection of modules with different functions,
logical relationships, and interactions. If a system is poorly modularized, it becomes difficult or
impossible to use, maintain, understand, improve, or extend. Generally, a system that is well
modularized is referred to as being “modular”. Modularity is a prime technique for making
systems more robust and more flexible: it does this by shielding each module, to the extent
possible, from changes or decisions that affect other modules. Because robustness and flexibility
are likely to be crucial to the success of eGovernment systems, modularity is an important
measure of eService quality.
Decades of analysis of this problem in computer science and systems science have led to two
widely-accepted, though elusive, criteria for successful modularization:65
1. Modules should be loosely coupled to each other
2. The function of each module should be cohesive
The first criterion implies that modules should not need to exchange excessive amounts of data
and should not depend on each other’s internal structure or implementation. It also implies that
the interface to a module’s functionality should be simple and well defined. The second criterion
implies that each module should serve a single, well-defined purpose. The degree of integration or
interoperability attained by any system or collection of systems depends, to a large extent, on the
degree to which it is modular.
B.1.5

Reusability

In addition to being a major motivation in today’s eGovernment environment in its own right,
reusability is closely linked to interoperability. The ability to compose systems out of reusable
components (or modules) has the potential to make them cheaper, more reliable, easier and faster
to develop, more consistent, easier to maintain and support, and more flexible. Reusability and
interoperability converge in strategies such as SOA, where the behaviour and interfaces of
components are formally defined, thereby allowing them to both interoperate with each other
and be reused as components of multiple systems.
A reusable component (including a standalone system such as an eService) must provide a
function that is of general value to other components. In some cases, this can be achieved by
offering a single, well-defined capability that is of general use, such as looking up names in a
directory or registry. In other cases, a component may need to provide a general capability that
has many variants and alternatives, such as a general database query function. In many cases, each
of the various other components that utilize a given reusable component will need it to perform a
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See Parnas (1972), Parnas et al. (1985), DeMarco (1979), Page-Jones (1980), and Yourdon and Constantine (1979).
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somewhat different function, or to perform its function in a somewhat different manner. This
need for customisation requires the reusable component to offer multiple options for its use,
which complicates its interfaces, thereby making interoperability elusive. The need to balance the
generality of reusable components against their ability to be customised (often referred to as their
“customisability”) is a key challenge, and no general strategy is known that can ensure that
components will achieve this balance. Each component must attempt to find its own “sweet spot”
that combines generality with customisability in ways that depend on its function and its
relationship to other components.

B.2

Concepts that should by addressed by an interoperability framework
The concepts discussed in this section (BPR, infrastructure, standards, and metadata) represent
several key components or aspects of an IF.
B.2.1

Business process redesign

Interoperability among systems within a given organization or systems that belong to different
organizations often makes available new functionality or provides access to new data. Any such
new capability creates an opportunity for an organization to improve the way that it performs its
current activities or to add new activities to its repertoire. Opportunities of this kind often call for
re-examination of the organization’s activities and the ways that they are performed. Such reexamination is an example of BPR.
Business processes are essentially all processes performed by organizations, enterprises, or
individuals in the pursuit of their goals. The term is used to include both “top-level” processes
(which are directly invoked by end-users and deliver their results directly to end-users) and lowlevel processes (which are invoked by higher-level processes and which may therefore be invisible
to end-users).66 The distinction (if any) between a business process and any other process is that
the former is typically a repetitive activity associated with the normal conduct of business;
however, business processes may also be exceptional or one-of-a-kind activities. Traditionally,
business processes are thought of as belonging to a single organization or enterprise, but the
concept is easily generalized to apply to eGovernment processes, even when these span multiple
agencies, levels of government, or (in the case of PEGS) national boundaries, and are created and
invoked dynamically by individual citizens or business users who are not part of the government
itself.
BPR is the process of examining and redesigning an organization’s business processes in order to
improve or augment them. In the eGovernment context, this might be instigated in response to
the recognition of new opportunities created by interoperability. For example, an agency might
discover that interoperability enables it to invoke some other agency’s eService to provide better
or more accurate information in response to routine requests by citizens. However, taking
advantage of this new capability might require redesigning the business process that the agency
uses to access, process, package, and deliver this information. In this way, interoperability may
serve as a trigger for BPR.

66

The term “end-user” denotes someone who interacts directly with a system to invoke a process and/or directly
consumes its results.
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In general, new ICT capabilities are most valuable when they are used within business processes
that take full advantage of them. In order to ensure this, BPR should ideally be performed
whenever new capabilities (such as interoperability) are introduced.
One novel aspect of the relationship between interoperability and BPR is that the former enables
a kind of “virtual” BPR, in which users can be made to experience redesigned business processes,
whether or not the underlying business processes have in fact been changed. This is most
apparent in the case of composite eServices, such as the one described in section 2.2.2. In such
cases, the interoperability of distinct eServices can be used to create the effect of a virtual
composite eService without the need for any organization to redesign its component business
processes to provide the corresponding composite function.67 Similarly, interoperability may be
used to create a new user interface to an eService that makes it behave as if its underlying business
processes had been redesigned even though they may not have been. Such virtual BPR may be
used as a way of trying out new business processes before committing to redesigning organizations
and their underlying processes in accord with the new behaviour.
In order to take advantage of business process improvement opportunities that are likely to arise
as interoperability is promoted in eGovernment, an IF should provide guidance for when and
how eService developers and providers should consider using BPR.
B.2.2

Infrastructure

As discussed in Section B.1, architecture specifies the overall organization of a system. However,
below the level of architecture there is also infrastructure that supports or facilitates the
implementation of various components and enables them to interact. In our context,
infrastructure can be regarded as any component or technology that is of common utility across
an enterprise. Networks, administrative support software, data registries, protocols, and
paradigms (such as SOA) may be considered infrastructure in the eGovernment context.
An architecture may specify or rely on infrastructure, but infrastructure may exist in the absence
of an architecture. Interoperability relies on communication and interaction protocols and
mechanisms that are typically provided by infrastructure. Infrastructure can also provide common
naming conventions for data and services, common formalisms for encoding and sharing
semantics, and a common framework for identity management of both objects (data, services,
organizations, etc.) and agents (citizens, businesses, etc.), all of which can enhance
interoperability. Therefore, an IF should specify the kinds of infrastructure that it expects to be
available to support interoperability. Some of this infrastructure may already exist when the IF is
created, whereas some of it may have to be developed in the future. It is beyond the scope of an
IF to provide detailed specifications for infrastructure, or to attempt to provide an exhaustive list
of all of the infrastructure that may be required or desirable to support interoperability, especially
since the need for additional infrastructure may emerge over time. Nevertheless, an IF should
discuss existing infrastructure that it expects to rely on to facilitate interoperability, as well as any
identified possibilities for infrastructure that might enhance interoperability in the future.
B.2.3

Standards

Standards are closely related to interoperability, since they can provide mechanisms for
interaction and information sharing. Interoperability efforts have a tendency to focus on
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However, the new composite business process must still be designed and implemented as part of the composite
eService.
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standards (as well as metadata, discussed below) since these are concrete and easy to identify.
Standards are certainly a necessary element of interoperability, since they help to deal with the
“order(n2 )” problem of defining pairwise protocols for each of n components by reducing it to the
“order(n)” problem of ensuring that each of the n components implements the same standard
protocol.68
However, standards by themselves are not sufficient to ensure interoperability, and they can be
seductive, leading to a false optimism that systems will interoperate meaningfully simply because
they adopt the same standards. In particular, standards may not solve semantic interoperability
problems, since meaning is in the eye of the beholder. For example, the semantics that interacting
parties attribute to exchanged data or to each other’s business processes must be aligned to ensure
meaningful interaction. Although standards may provide a mechanism for specifying and
describing semantics, the actual specification of those semantics by a given organization—as well
as its alignment with the semantics of other organizations—remains a labour-intensive task that
still must be performed by each organization (or the sector or COI to which it belongs).
Many of the most successful standards, such as XML (Extensible Mark-up Language), are actually
“meta-standards” that offer a standard way of expressing more specific protocols. For example,
many of the formalisms defined by XML are designed to allow communities of interest to
develop their own more specific protocols and definitions; these include SOAP (the language for
specifying contracts among services 69), RDF (Resource Description Language), WSDL (Web
Services Description Language), WSMO (Web Service Modeling Ontology), XAML
(Transaction Authority Markup Language), and BPEL4WS (Business Process Execution
Language for Web Services). Meta-standards such as these are very general tools, since they can be
used by different communities of users to encode and specify their own needs; however, because
of this generality, these meta-standards do not in themselves provide interoperability. In this
sense, such a standard is analogous to an alphabet rather than a language: anyone who knows a
given alphabet can read the letters of the words in any language that uses that alphabet, but the
letters do not convey the meaning of those words—unless the language itself is understood.
In addition, there are often multiple, competing standards to choose from for any given purpose.
This means that any of a number of different standards may enable organizations or their systems
to interoperate; however, it also means that different organizations or systems may legitimately
adopt competing standards that serve the same purpose but nevertheless are not interoperable. To
complicate the situation, new standards (and new versions of existing standards) are continuously
evolving, making the choice of a given standard at a given time a temporary solution that may
need to be revised in the future. Finally, the most innovative and creative features of ICT at any
given moment are unlikely to have been standardized yet because they are so new. Conversely, by
the time that many standards are approved in the international community, they may already be
somewhat obsolete or irrelevant.
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This is a common pattern in computer science. As a simple real-world example, consider the difference between
everyone in an organization needing to remember the telephone extensions of everyone else in the organization (an
“order(n2)” problem) versus merely needing to remember the extension of a single switchboard operator, who can
connect to anyone else (an “order(n)” problem). An order(n2) problem occurs whenever n entities interact with each
other by means of pairwise agreements and protocols: because each entity must create an agreement with every other
entity, the number of such distinct protocols is n(n-1) = n2-n, which approaches n2 as n increases. On the other hand, if
each of the n entities interacts with the others via a common hub or interlingua, it need only create one protocol (to
utilize the common hub), so only n protocols are required.
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Despite having previously been an acronym, the name SOAP is now formally defined as standing for nothing but
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These issues make the choice and use of standards more difficult and problematic than they may
appear. System designers and implementers often see standards as a way to simplify their jobs and
help them ensure that the systems that they build will be interoperable. However, this may be
somewhat illusory, given the factors discussed above. Therefore, an IF should balance its
recommendations and requirements to use specific standards against the recognition that
multiple, evolving standards are a fact of life in the ICT domain. Specific recommendations or
requirements should be restricted to well-established standards (including meta-standards) that
appear to have reasonably secure futures. Beyond this, an IF should encourage the development
of systems that support multiple standards and that are flexible enough to utilize future standards
as they emerge.
B.2.4

Metadata

Metadata70 are also useful for promoting interoperability, since they enable disparate data and
services to be described using formal specifications that can be both machine-readable and
understandable by humans. Metadata can be used to describe data, processes, eServices, and other
resources. Common forms of metadata represent information about what capabilities a resource
provides, who owns it, where it came from, how it can be accessed, how to use it, what it means,
how it should be interpreted, when and by whom it was last updated, etc.
The SOA paradigm relies on metadata to enable its services to discover and invoke each other,
while enabling users to “orchestrate” business processes that involve the sequential invocation of
multiple services.
Many of the XML-based standards discussed in the previous subsection can be thought of as
metadata-specification languages. Similarly, the use of “discovery” metadata to describe
government data and documents facilitates the interoperability of eServices by providing a shared
description and discovery framework71 In addition, taxonomies of government data, processes,
and services can help to enable interoperability by providing a common structure and
nomenclature for government information and activities.
More elaborate ontologies can be used to tackle the semantics problem (as discussed further in
section 6.3). Indeed, using metadata of this kind is one of the few available mechanisms for
addressing semantic interoperability.
An IF should encourage and/or require the use of metadata to describe resources that are expected
to interoperate. At the very least, it should specify mechansims for developing metadata to enable
eService developers to discover, locate, access, and use other eServices, data, and other
infrastructure to implement new eServices.

B.3

Service-orientation and Service Oriented Architecture (SOA)
The terms “service-oriented” and “service-orientation” are overloaded, conveying different
meanings to different audiences. Because these terms (as well as the terms “Service” and “Service
Oriented Architecture” or SOA) are central to the discussion of interoperability, we clarify them
here.

70

Metadata are simply data about other data.

71

See note 49.
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In plain language, “service-oriented” simply means oriented toward providing service. However, the
term “SOA” has a specific and widely-accepted technical meaning in the information and
communication technology (ICT) context, as discussed in detail below. Because of the
overloading of these terms, it is safer to use terms such as “user-oriented”, “customer-oriented”, or
“citizen-centred” to denote the plain-language concept of being oriented toward providing
service. In general, a system that is user-oriented (or customer-oriented, or citizen-centred) is one
that is designed to be of direct value, relevance, and convenience to its intended end-users.
These definitions beg the question of what is meant by a service. Again, using plain language, a
service is some useful action or set of actions performed for someone else. An “eService” is simply
an ICT-enabled service that is provided as part of eGovernment. However, in the SOA context,
the term “Service” (capitalized throughout this report) again has a specific and widely-accepted
technical meaning: it is an externally supplied functional component that is available in an SOA
environment for use by various other SOA components and systems, ultimately providing some
function that is of value to end-users. In general, SOA Services are assumed to be relatively
“coarse-grained” in the sense that they provide fairly significant packages of capabilities rather
than “fine-grained” individual functions.72 Note that both eServices and SOA Services may be
“composite” (or “aggregate”), meaning that they may use multiple other Services to perform their
functions.
One striking fact that has emerged from our study is the degree to which most interoperability
strategies, whether embodied in interoperability frameworks (IFs), enterprise architectures (EAs),
or other forms, implicitly assume that eGovernment will be delivered in the form of eServices
conforming to the SOA paradigm. The following subsections therefore discuss SOA in further
detail. In addition, although the use of SOA may appear to be a natural and unassailable
assumption in the current ICT environment, we nevertheless feel that it must be recognized as an
assumption which is subject to change; Appendix B therefore explores some of the caveats that
apply to the use of SOA in eGovernment.

B.3.1

What is Service Oriented Architecture?

SOA is a method of providing an open-ended set of discoverable autonomous Services—each of
which performs a distinct business function—and allowing these to be combined and invoked to
perform a wide range of business processes.73 SOA extends the older client–server and “multi-tier”
paradigms to allow a client (user) to perform complex business processes that require the
“orchestrated” use of multiple Services.74
In principle, SOA allows independent developers to create Services that they have reason to think
will be useful, while allowing user enterprises to combine the functions of these Services in many
ways, thereby implementing an extensible set of business processes. Frequently-used business
processes can be crafted in this way and saved for future reuse, relying on the Services that they
were originally designed to use or taking advantage of dynamically-discovered Services that offer
72

If this were not the case, the communications overhead of using SOA would probably be prohibitive.

73

For an overview of SOA, see Erl (2005) and OASIS(2006).

74

Although there are several different versions of SOA, the one that appears to be the most relevant in the
eGovernment context involves the use of the XML SOAP language to encode remote procedure call (RPC)
invocations, allowing Services to invoke each other over the Internet. An alternative approach to SOA, based on the
REpresentational State Transfer (REST) formalism may, however, be gaining momentum.
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enhanced functionality or performance. Business processes that are needed only once can be
created by the ad hoc discovery and invocation of appropriate Services “on the fly”:
“The capability to integrate and recombine services is what gives a service-oriented
enterprise the agility needed to respond quickly and effectively to new situations and
requirements.”75
Individual SOA Services are invoked in sequence to perform some overall business process. Inputs
to each Service in the sequence may be supplied directly by the user or may be the output of
previous Services in the sequence. Sequencing may be complex, involving conditional branches,
parallel invocations whose results must be synchronized and merged into subsequent invocations,
etc. In essence, each SOA Service plays the role of a subroutine or function in a programming
language: that is, each Service performs one or more computational steps in an overall business
process (which is analogous to a computer program). This overall process must therefore
“orchestrate” or “choreograph” the behaviour of a number of distinct Services to achieve the
desired overall result. The key to success for SOA is an infrastructure that supports the creation,
publishing, discovery, and interoperable invocation of Services and that stimulates the creation of
an appropriate collection of Services to provide the necessary functionality. An SOA environment
is depicted in Figure B-2.

Figure B-2. Service Oriented Architecture (SOA)

As an example of the use of SOA, consider the case of organizing an event such as a public
concert. This might involve the creation and execution of a complex business process, whose steps
might include:
•
•
•
•
•
•
•

Applying for required licenses or permits
Obtaining requirements for filing permits
Getting personal, organizational, and location data
Asking the user for required input (date, duration, purpose)
Receiving permits and names of required agencies for filing
Filing permits with required agencies
Announcing the event

75

A Review of Government Interoperability Frameworks and Enterprise Architectures of Selected Countries (draft as of 19
March 2007).
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Creating event-specific bank accounts
Setting up invoicing for suppliers, etc.

These steps might be performed in various alternative sequences, involving more or less
parallelism and the invocation of alternative Services. Once such sequence is shown in Figure B-3.

Figure B-3. Organizing an event using SOA

SOA is still a relatively new paradigm, having emerged only recently from the web services
paradigm that preceded it, which in turn has barely (and inconsistently) supplanted the client–
server architecture that held sway throughout the 1990s. Furthermore, despite its hype, SOA is
not yet a proven technique, and several significant questions remain as to its viability and its
ultimate value. In particular, the utility of SOA rests on several crucial assumptions, and it will
inevitably be superseded by some other future paradigm. These issues are discussed in Appendix
B.
B.3.2

Service Oriented Architecture assumptions

SOA rests on several crucial assumptions which are rarely stated. The following discussion makes
these assumptions explicit and explores some of the uncertainties on which they rest.
1. Ubiquitous infrastructure
SOA assumes the widespread acceptance and adoption of XML formalisms for describing,
discovering, and using SOA Services, as well as the deployment of infrastructure Services to
support the paradigm. Yet many of these formalisms and Services are still evolving and competing
with each other in the marketplace.
2. The evolution of a robust set of Services
SOA assumes the availability of a robust set of coarse-grained Services that will populate the
Internet, allowing users to stitch together whatever functions they need to perform their desired
business processes and to “orchestrate” the actions of these Services. Yet experiences with
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CORBA,76 J2EE,77 and other similar paradigms suggests that creating usable Services of this kind
is far from trivial and may not work equally well in all domains.
3. Generality versus the ability to customise
SOA assumes that Services can be developed that are at once general-purpose and can be
customised to individual users’ needs. Yet this trade-off has been a stumbling block for the
development of coarse-grained reusable components in the object-oriented and component-based
software development paradigms, and no general solution has emerged. The current experience
with enterprise resource planning (ERP) systems illustrates this problem: many organizations have
adopted general-purpose enterprise resource planning systems only to find them a Procrustean
bed that forces the organization to redesign its business processes and, in many cases, even its
business practices and organizational culture to fit the assumptions and limitations of “general”
but difficult-to-customise ERP solutions.78
4. Cheap, high-bandwidth communication
SOA is highly communication-intensive, since each orchestrated business process requires the
invocation of multiple remote Services, and each such invocation may require many distinct
communication transactions, i.e. to discover the Service, verify its validity, authenticate the user
to the Service, invoke the Service’s desired functions, pass required data to the Service, return
results, pass these results to the next Service in the process chain, etc.
5. High trust (secure Services and communication)
In the current era of increasing challenges to information assurance (IA), the intensive use of
remote Services and data requires a high degree of reliability and security in the communication
and processing performed by the SOA paradigm. Remotely-provided and maintained Services
may therefore become high-profile targets, leading to an increased verification and authentication
burden. The creation of an efficient and effective trust network requires a centralized or federated
identity network,79 which may be particularly problematic for eServices that need to interoperate
with counterparts in other countries, in order to implement pan-European Government Services
(PEGS).
6. Relatively “thin” clients (minimal local processing)
The SOA paradigm makes the most sense in an environment that uses “thin client” systems, i.e.
local systems that do little processing of their own. However, users may need or prefer to utilize
local computation instead, whether to perform specialized processing, ensure reliable accessibility
and timeliness of results, increase their confidence in the validity of their results, or exercise
proprietary control over their processes and data. Such needs or preferences may make
eGovernment users less willing to accept the SOA paradigm. The use of thin clients also goes
hand-in-hand with stateless computing and low interactivity, as discussed next.
7. Stateless computing

76

See CORBA (2004) and Siegel (2000).

77

See JAVA EE at a Glance and Sun Microsystems (1999).

78

Although ERP systems are much larger scale (i.e. more coarse gained) than most envisioned SOA Services, they
provide a compelling example of the problem of generality versus customisability.

79

See Chapter 12 of Windley (2005) and van Oranje-Nassau et al (2007)
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The world wide web is based on the Hyper Text Transfer Procotol (http), which is inherently
stateless. This means that each distinct transaction is separate from those that precede or follow
it; that is, no “session” is established when a user addresses a remote site using the web. The
remote site sees each interaction with a given user as a completely new event rather than one in a
sequence of events. This has many advantages for simplifying web-based servers and browsers, but
it limits the kinds of service that can be conveniently provided. Since SOA is based on the web, it
inherits this limitation, making it difficult for SOA Services to maintain continuity across the
sequence of transactions that comprise a user’s business process. This can be addressed by various
mechanisms whereby Services (or other web resources) store their own representations of state,
either in their own data structures or on the user’s system (for example, by using so-called
“cookies”); however, such workarounds are cumbersome and lead to various pragmatic and
security problems. It remains to be seen whether stateless computing provides a sufficient basis for
a general-purpose SOA environment or for eGovernment.
8. Relatively low interactivity
SOA relies on web browsers to provide a standardized user interface to Services. This has many
advantages for interoperability, since it encourages uniformity and consistency in interface design
and provides a common look-and-feel for all eServices. However, interacting with a remote
Service via a web browser has notable limitations. In particular, many kinds of interaction that are
possible when a user interacts directly with a local application are impossible—or at least very
cumbersome—when done over the web using a remote Service. For example, character-at-a-time
validation of input, where a program immediately detects an invalid character as the user types it
(rather than waiting until the user “submits” the entire field into which the character was entered)
is too slow to be feasible over the web. Some of the effect of this can be provided by running local
code on the client machine using JavaScript, a Java applet, or the equivalent. Similarly,
immediate response to an individual keystroke or to the user moving the mouse over a displayed
item or area on the screen can be done only to a limited degree with an SOA approach, again by
downloading and running client-side code from the Service. Such workarounds are limited,
however, by the fact that the bulk of the processing semantics is located remotely in the Service.
Although such limitations may currently be less important to users than the processing
advantages offered by remote Services, this trade-off may shift over time, especially if more
intimate and compelling forms of interaction emerge in client-side applications, leading users to
expect and demand such interactions in eServices as well. If this occurs, the SOA paradigm may
lose favour in eGovernment systems. Although user interface issues such as these may seem
relatively unimportant from an eGovernment perspective, history suggests that they often make
the difference between acceptance and rejection of a system by its users.
B.3.3.

SOA will not be the last word in architecture

Finally, computer system architectures have changed many times during the lifetime of the field,
usually in response to shifts in the relative costs and convenience of communication and the local
or remote provision of storage and processing. When available bandwidth is high and
communication costs are low relative to local storage and processing costs, remote data
repositories and computational servers take on the bulk of these tasks, as was the case during the
mainframe and early timesharing eras and again during the client-server era. On the other hand,
when local storage and processing is inexpensive and convenient relative to communication, local
computers take on the bulk of the storage and computation functions, as was the case during the
minicomputer era and again during the early personal computer (PC) era. In addition to cost, the
convenience, reliability, accessibility, user confidence, privacy, and security of remote versus local
computation may affect these shifts, especially when costs become low enough that cost
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differences are unimportant in all but the highest volume cases. Even as the SOA paradigm
ascends in popularity, it can be argued that we are currently entering an epoch in which
communication bandwidth is more scarce than local storage and processing, which may lead to a
shift away from remote Services back toward the increased use of local computation.
In response to this historical rollercoaster of the relative costs of processing, storage, and
communication, at least 10 architectural paradigms have evolved over the past 40 years:80
•
•
•
•
•
•
•
•
•
•

Mainframe batch processing
Timeshared mainframes
Dedicated minicomputers
Smart-terminals
Standalone PCs
Workstations
Client–server
Multi-tier (server, middleware, client, etc.)
Web services
SOA

Many older paradigms overlap newer ones, even today; nevertheless, each shift has involved
significant effort and expense, requiring the production of entire new classes of ICT applications
and infrastructure. Because existing IFs tend to be based on the SOA paradigm with virtually no
provision for alternative future architectures, any future architectural paradigm shift would
require extensive and expensive revision of these IFs, along with many of the components that
they specify.
B.3.4

Robust interoperability strategy with respect to SOA

The growing popularity of the SOA paradigm, as well as its inherent flexibility, makes it an
obvious short-term choice as the basis for implementing interoperable eGovernment. However,
because of the unproven nature of SOA, the questionable assumptions on which its utility rests,
and the likelihood that it will ultimately be replaced by some future architectural paradigm, it is
important to develop a strategy for interoperability that does not rely on the uncertain tenure of
the SOA paradigm.
Ideally, an IF should be as robust against architectural paradigm shifts as possible. Therefore, it is
worth considering the possibility of constructing an IF that is relatively independent of any
particular architecture, or at least identifying as many architecture-neutral interoperability
principles and techniques as possible within an IF. This would enable the IF to be revised in a
modular fashion when the next inevitable paradigm shift occurs.
There is an unavoidable tension between the short-term goal of implementing interoperable
eServices as soon as possible and the longer-term goal of creating robust eGovernment systems
that can withstand the onslaught of future paradigm shifts. The trade-off between these shortterm and long-term goals is a policy issue which, like many other policy issues involving
interoperability, must be informed by the appropriate technical context. It may be reasonable to
develop an IF that assumes the current SOA paradigm, so long as it is recognized that this
80

Due to considerable overlap, many of these lasted longer than the four years that might be inferred from their
number and the overall timespan; but this sequence nevertheless suggests that new paradigms relentlessly appear close
on each other’s heels.
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paradigm is still unproven in the eGovernment arena and that it is likely to be replaced by some
other, unforeseen paradigm within five to 10 years. This caveat should motivate the development
of an IF that seeks to be architecture-neutral to whatever extent seems cost-effective.
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Appendix C: Detailed analyses of sample
interoperability frameworks

The IFs and EAs that we analyzed have been summarized above in Section B.3. This appendix
provides additional detail about each of these, under the headings: Focus, Principles, Scope and
goals, Status, and Discussion.

C.1 EIF and IDABC Architecture Guidelines (EU)
Focus:
The EIF81 has a specific focus on pan-European Government Services (PEGS), claiming to define
a set of recommendations and guidelines for eGovernment services to enable public
administrations, enterprises, and citizens to interact across borders, in a pan-European context.
Principles:
The underlying set of principles for the EIF are:
•
•
•
•
•
•
•
•

Accessibility
Multilingualism
Security
Privacy
Subsidiarity
Use of Open Standards
Assess the benefits of Open Source Software (OSS)
Use of Multilateral Solutions
Scope and goals:
The stated scope of the EIF is G2G, G2C, G2B (which it spells “A2A, A2C, A2B”) Its specific
stated goals are to:
•

•

81

Address the pan-European dimension of interoperability and provide an answer for the
following questions: What is interoperability? Why is interoperability needed at the panEuropean level? What are the implications of interoperability from the pan- European
and national perspectives?
Provide a description of the elements that have to be addressed for the interoperability of
pan-European eGovernment services.

See Gartner, Inc. et al (2007), IDABC (2004a), IDABC (2004b), and IDABC (2004c).
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Identify reference information that provides additional guidance on interoperability
issues.
Support the pan-European eGovernment projects and the related activities to be
launched, notably in the context of the IDABC programme.

The recommendations and guidelines of the EIF and its related documents, such as the IDABC
Architecture Guidelines, are mandatory for pan-European projects carried out in the context of
the IDABC programme. However, the principle of subsidiarity implies that it will be up to each
Member State and EU Institution to take the necessary steps to ensure interoperability at a panEuropean level, and member states are expected to develop their own policies regarding the
interoperability of eGovernment services at the national level.
Status:
The EIF (version 1.0) is finalized and has been reviewed; revision 2.0 is currently in progress.
The EIF is widely referenced and taken into account by national IFs developed by EU member
state. However, it does not yet seem to have had a major impact on interoperability in its target
PEGS arena, presumably because of the relatively slow development of PEGS.82
Discussion:
The EIF identifies three interaction types, which it claims cover most current trans-border
eGovernment services:
•
•

•

Direct interaction between citizens or enterprises of one particular Member State with
administrations of other Member States and/or European institutions.
The exchange of data between administrations of different Member States in order to
resolve cases that citizens or enterprises may raise with the administration of their own
country.
The exchange of data between various EU Institutions/Agencies or between an EU
Institution/Agency and one or more administrations of Member States.

It then discusses the three dimensions of interoperability (organizational, semantic, and technical)
and provides recommendations along each dimension. These recommendations are relatively high
level and generic.
The related IDABC guidelines are in some ways more specific, mentioning many specific
standards involving PKI, XML, SOAP, WSDL, etc.
The EIF highlights semantic interoperability, recommending that it be dealt with at the sectoral
level, i.e. within each specific eGovernment service. However, it suggests the need for a common
set of data items (core eGovernment data elements such as basic national identifiers of enterprises,
citizens and administrations) to be identified at a pan- European level. It also notes that “an
essential requirement for the exchange of information is a single language that enables the
description of the meaning and structure of the underlying data, i.e. a mark-up language” which
in the context of current technologies and market developments is most appropriately XML.
However, it recognizes that “XML does not, and cannot by itself, guarantee or deliver semantic
interoperability” which must be achieved through initiatives to develop common semantics (for
example, in an appropriate XML formalism).

82

For example, although EU member states have agreed on a common list of 20 national eGovernment services (12 for
citizens and 8 for businesses), no such list exists yet for PEGS.
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C.2 eGIF (UK)
Fo cus :
The UK’s e-Government Interoperability Framework83 lies at the heart of the UK’s strategy for
ensuring that IT supports the business transformation of government to deliver better, more
efficient public services. It is based on the assumption that interoperable systems working in a
seamless and coherent way across the public sector hold the key to providing better services,
tailored to the needs of the citizen and business and at a lower cost.
Although the eGIF does not define “interoperability” explicitly, it is focused on specifications that
are relevant to systems' interconnectivity, data integration, eService access, and content
management metadata. It sets out the government's technical policies and specifications for
achieving interoperability and coherence of ICT systems across the public sector and defines the
essential prerequisites for “joined-up” and web-enabled government.
Prin ci ples :
The eGIF’s stated underlying principles are:
•
•
•
•
•

Interoperability
Market support
Scalability
Openness/transparency
International standards

Sco pe and goa ls :
The scope of the eGIF is EGIF: scope includes G2G, G2C, G2B (UK to worldwide), UK to
EU/USA, etc. This includes the exchange of information between government systems and
interactions between:
•
•
•
•
•

UK Government and citizens
UK Government and intermediaries
UK Government and businesses (worldwide)
UK Government organizations
UK Government and other governments (UK/EC, UK/US, etc.)

The eGIF’s primary goals are to reduce the cost and risk for government systems while “aligning
them to the global Internet revolution” by facilitating the creation of interoperable systems that
can work together coherently across the public sector in order to provide better and cheaper
services, tailored to the needs of the citizen.
The policies and specifications embodied in the eGIF are intended to be kept aligned with the
changing requirements of the public sector and the evolution of the market and technology.
Compliance is defined flexibly. The eGIF defines interoperability as the coherent exchange of
information and services between systems, coupled with the ability to replace any component or
83
See Adam Smith Research Trust (2006), Guijarro (2007a), Guijarro (2007b), Maslen (2005), UK Cabinet Office
(2005), and A Review of Government Interoperability Frameworks and Enterprise Architectures of Selected Countries (draft
as of 19 March 2007).
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product used in an interface with another of a similar specification while maintaining the
functionality of the overall system. To be eGIF compliant, a system should satisfy both of these
requirements. Given this flexible defintion, compliance is considered mandatory for all new
systems that fall within the e-GIF scope. Public sector organizations, including government
departments, their agencies, Non-Departmental Public Bodies, the National Health Service,
devolved administrations (Scotland, Northern Island, and Wales), and local authorities are all
bound by the recommendations and mandates of the e-GIF.
Status :
The eGIF is one of the most mature of the national IFs.
Despite its maturity, it is difficult to assess the success of eGIF:
“Measures of usage (success?) do not appear to be published, while other clues (such as
continuing stress on the term “e-GIF is relatively new” and the limited number of
published schema relative to the large number of ICT projects suggest it has yet to gain
significant momentum.”84
Dis cussi on:
Technical policies specified in the eGIF include: Interconnection, Data integration, Content
management metadata, e-services access and channels, and Standards for distinct business areas.
In addition, the eGIF explicitly adopts SOA as its technical approach.
Management processes and implementation issues are addressed explicitly:
“Stipulating policies and specifications is not enough in itself. Successful
implementation will mean the provision of support, best-practice guidance, toolkits
and centrally agreed schemas. To provide this, the Government has launched the
GovTalk website. This is a Cabinet Office-led, joint government and industry facility
for generating and agreeing XML schemas for use throughout the public sector.85
The e-GIF is one of a number of UK policy frameworks, along with those on security,
confidentiality and channels. The e-GIF is also the basis for the UK’s Open Source Software
policy.86 The EU-EIF is a supplementary policy document to the eGIF.
With regard to the governance of the eGIF, a Gartner report on the EIF states:87
“a clear, transparent and operational Governance structure is the cornerstone and a critical success
factor of pan-European e-government services” [and is by implication not present in UK]... the
start of the e-Government activities first focused more on technical matters, less at governance
and semantic and organizational matters. In fact, this is a growth path that is seen in many
organizations. The work done in the UK today is now focused on these second set of issues.”
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John Maslen, managing director of GeoWise, Ltd. (www.geowise.co.uk) February, 2005.
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Schemas can be found at http://www.govtalk.gov.uk/schemasstandards/xmlschema.asp

86

See UK e-Government Unit (2004).

87

See note 23.
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C.3 OIO-kataloget (Denmark)
Fo cus :
The OIO-kataloget88 is targeted at any authority that needs to interoperate with other national
authorities or with the EU and its member countries. Its focus is therefore both national and panEuropean.
Prin ci ples :
The OIO-kataloget states its underlying principles as:
•
•
•
•
•

Interoperability
Security
Openness
Flexibility
Scalability

Its stated assumptions are:
•
•
•
•
•

Use of open standards
Incorporate existing standards in a broader context
Stimulate reuse of established standards
Redesign of administrative processes to make the best use of available technology
Coordination and management of the e-government initiative

Sco pe and goa ls :
The OIO-kataloget’s stated scope is includes G2G and G2C i.e. the use of IT in an optimal way in
order to achieve goals for eGovernment, such as efficiency, improving levels of service and costcutting. Specific goals include:
•

Efficiency: e.g. offering new, innovative e-services for citizens or making work processes
in the administration smoother.

•

Usefulness: e.g. providing better access to information and reduction of costs by
integrating local, regional, and national business areas.

•

Transparency: e.g. ease of finding and using data and services, thereby allowing citizens
and companies better access to and participation in administrative matters.

•

Provide assistance in local decisions relating to IT.

•

Make it easier to ensure coherency and optimisation locally.

Status :
Adoption: Informal input from the OIO-kataloget development group suggests that the IF is
being taken into consideration by a wide range of stakeholders, representing developers of
policies, projects, and products at the Danish National IT and Telecom Agency (NITA),
municipal, national, EU, and global levels.

88

See OECD (2005), OIO-kataloget (2005), and Danish government et al. (2007).
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The OIO-kataloget indicates a status for each of the standards, specifications and technologies
that it lists. The IF provides a detailed status for each of the standards, specifications and
technologies that it lists. Status is defined in terms of a number of criteria:
•
•
•
•
•

Adoption
Openness
Maturity
Suitability (in a Danish context)
Potential (expected future value)

Dis cussi on:
The OIO-kataloget is heavily standards-based, having made 609 specific recommendations as of
2007.89 Standards are recommended in three top-level categories:
•
Technical standards
•
Data standards
•
Process standards
In addition, the OIO-kataloget is divided into the following categories corresponding to different
aspects of standards, specifications and technologies:
•
•
•
•
•
•
•
•
•

User Interfaces - standards related to the presentation of data to the user.
Document and Data Interchange - standards related to formatting of documents.
Web-based Services - standards related to the World Wide Web and Web services
Content Management and Metadata Definition -standards and requirements for
metadata.
Data Integration - standards related to processing of data.
Identity Management -standards related to storing, using, and safekeeping identity
information for users, citizens, employees, and resources.
Interconnectivity - standards related to networks and system development
Operations - standards related to system operations and monitoring
Business area specific standards, e.g., e-learning.

SOA is explicitly adopted, and XML schemas and WSDL are assumed. A variant of UML (the
Uniform Modeling Language) is used to visualize XML schemas.
Non-technical recommendations of the OIO-kataloget include:
•
•
•
•
•

89

Use open standards.
Incorporate existing standards in a broader context.
Stimulate reuse of established standards.
Redesign administrative processes to make the best use of available technology. This
is also an opportunity to make services more user-centred.
Coordinate and manage the eGovernment initiative. Centrally agreed XML schemas
may be provided free of charge throughout the public sector. This form of re-use
reduces cost while the need to develop separate mechanisms for interchanging data is
greatly reduced.

Surprisingly, however, there is no explicit integration of the IF with the Danish National Enterprise Architecture.
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In addition, a series of decision support tools (documents are being developed to “outline the
crucial considerations of a public authority when choosing between [various types of] standards”.
Governance of the OIO-kataloget is by a panel that includes representatives of a significant
number of stakeholders. This is credited by the Danes with having enhanced the adoption and
impact of the OIO-kataloget.

C.4 Estonian IT IF (Estonia)
Fo cus :
The focus of the Estonian IF (EstIF)90 is on the citizen/customer user. It is service oriented and
defines interoperability as the ability of information systems and of the business processes they
support to exchange data and share information and knowledge.
Prin ci ples :
The EstIF is based on three primary principles:
• Evidentiary value (authenticity and integrity)
• Openness and availability (transparency)
• Confidentiality (of restricted data, sensitive personal data).
In addition, it relies on a number of other underlying principles:
•
•
•
•
•
•
•
•
•
•
•
•

The institution-based approach should be replaced by a service-centred one;
Public services (including nested services) are provided free of charge for public sector
institutions;
The development of information systems is based on an Internet-centred approach;
XML-based technologies are used for the integration of information systems and the
resentation of data;
Information systems provide and use services via a data exchange layer based on
multilateral agreements;
Wider use of open standards;
In developing information systems, open source based solutions will be considered
alongside proprietary ones;
Access to public services should preferably be ensured via a web browser supporting
different channels and devices;
All services requiring user authentication and authorization will exploit the secure
middleware XRoad for data transport;
The authentication and authorization procedures of civil servants are based on the use of
the Estonian ID card;
As a temporary alternative, authentication mechanisms of Internet banks can be used for
citizen authentication;
Central and local government agencies co-operate in order to ensure the provision of
information and services for citizens, officials or entrepreneurs from one place, without

90

See Cybernetica, Kalja (2005), Estonian Ministry of Economic Affairs and Communications (2006), Estonian
Ministry of Economic Affairs and Communications, Department of State Information Systems (2006), Vallner
(2007a), and Vallner (2007b).
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the need to know anything about the subordinating system of the executive power or the
division of roles therein.
Sco pe and goa ls :
The scope of the EstIF is A2A, A2C (A2B).
The stated aim of the IT interoperability framework is to increase public sector efficiency in
Estonia by improving the quality of services provided to citizens and enterprises both at the
Estonian and the EU level.
The specific objectives of the framework are:
•

•
•

•
•
•
•

To facilitate and, consequently, implement the transformation of institution-based
public administration into a service-centred one, where all citizens can communicate
with the state without knowing anything about its hierarchical structure and division of
roles;
To reduce public sector IT expenses through a wide use of centrally developed solutions;
To improve the interoperability of new IT projects through a coordinated use of
centrally developed infrastructure, middleware (public key infrastructure (PKI), data
exchange layer XRoad, citizen’s environment etc.) and open standards;
To improve the co-ordination and management of state information systems and to
accelerate the development of IT solutions;
To contribute to the co-development of the state information system;
To allow autonomous development for all systems within the principles of
organizational, semantic and technical interoperability;
To ensure free competition in the area of public procurement

The current version of the EstIF does not aim at describing new mechanisms of governance
that the development of information society enables; rather it seeks to fix the rules, trends
and principles necessary for the development of such a society from the viewpoint of
information systems.
Though the EstIF is intended to be obligatory, it is not legally binding.
Dis cussi on:
The EstIF assumes an SOA approach, encouraging the use of XML and Web Services. The IF
discusses specific domains and portals (including “Portal Your Europe”). It recommends that
state agency websites offer three views:
•
•
•

Institutional
Citizen-centred
Thematic (requiring taxonomy development)

Databases and GIS are also discussed.
Informal input from the Estonian development group suggests that the EstIF is serving as the
underpinning for all eGovernment activities in Estonia. Adoption is claimed to be quite
widespread, although because the EstIF is integrated into the overall eGovernment approach, the
specific impact of the EstIF is difficult to separate out. Estonian implementors see their lack of an
administrative tradition (i.e. having a fairly new government) as having been very helpful: the lack
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of an “installed base” has made innovation relatively easy, and strong involvement, support, and
use by stakeholders is seen as a key factor in the EstIF’s success.
The X-Road data exchange layer, which is up and running, is seen as a key supporting technology
for interoperability, as is the Estonian PKI, which supports the Estonian national ID-Card and is
claimed to be the largest such infrastructure in Europe.

C.5 FEA (US)
Fo cus :
The U.S. Federal Enterprise Architecture Program91 is an ambitious endeavor by the Office of
Management and Budget (OMB), in collaboration with the General Services Administration
(GSA) and the Federal Chief Information Officers (CIO) Council. It is intended to build a
comprehensive business-driven blueprint of the entire U.S. Federal government and to describe
and analyze IT investments, enhance collaboration and ultimately transform the Federal
government into a “citizen-centered, results-oriented, and market-based” organization.
Prin ci ples :
The underlying principles of the FEA are:
•

•

•

Business-driven: The FEA is most useful when it is closely aligned with government
strategic plans and executive level direction. Agency mission statements, presidential
management directives and agency business owners give direction to each agency’s
enterprise architecture (EA) and to the FEA.
Proactive and collaborative across the Federal government: Adoption of the FEA is
achieved through active participation by the EA community in its development and use.
The FEA community is responsible for the development, evolution and adoption of the
FEA.
Architecture improves the effectiveness and efficiency of government information
resources: Architecture development is an integral part of the capital investment process.
No IT investment should be made without a business-approved architecture.

Sco pe and goa ls :
In keeping with the fact that the FEA is not an IF, it does not define “interoperability” and uses
the term only rarely. Nevertheless, it is implicitly concerned with interoperability, at least from an
administrative perspective. Its scope and goals are to facilitate cross-agency analysis and the
identification of duplicative investments, gaps, and opportunities for collaboration within and
across Federal Agencies.
Status :
Despite the large-scale effort that the OMB has devoted to developing the FEA, it is unclear how
much impact it has yet had. A 2006 survey commissioned by Cisco Systems reported that:
“Although FEA adoption is proceeding, much work remains to be done. For example,
the vast majority of agencies surveyed indicated that they have not yet begun or

91

See Allemang et al. (2005), Charles Jr., (2006), Federal Enterprise Architecture (2005a), Federal Enterprise
Architecture (2005b),.and Federal Enterprise Architecture (2007).
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completed the process of documenting citizen-government interactions and mapping
investments to FEA reference models.”92
Dis cussi on:
The FEA consists of a set of reference models:
•
•
•
•
•

Performance Reference Model (PRM)
Business Reference Model (BRM)
Service Component Reference Model (SRM)
Technical Reference Model (TRM)
Data Reference Model (DRM)

along with a Reference Model Ontology (RMO), expressed in the XML-based Web Ontology
Language (OWL).
Each of these reference models provides elaborate detail comprising an overall enterprise
architecture of the U.S. government. However, as noted above, interoperability is only an implied
concern.93
Governance of the FEA is centralized but relatively weak. Its impact is difficult to judge but
appears to be relatively low, despite stated intentions of compliance by many US agencies.

C.6 NORA
Fo cus :
NORA is primarily intended for use by architects. It contain numerous recommendations in the
form of principles: it populates the nine cells of its matrix with more than 160 principles.
Prin ci ples :
The NORA effort is intended to derive and organize architectural principles for eGovernment in
three categories: de jure (those implied by law); those intended to produce good eGovernment;
and internal principles (i.e. best practices to implement the previous two categories).
Sco pe and goa ls :
NORA is an EA rather than an IF, and it discusses interoperability only implicitly.
Although NORA catalogs useful standards, it does not prioritize these nor specify a mechanism to
update its list. It also does not address interoperability directly. As an architectural specification, it
does not propose specific choices for design, nor does it go into much depth, e.g., defining field
sizes, etc.
Status :
The impact of NORA appears to be mixed. It has received considerable attention and is widely
known, but both high-level policymakers and low-level eService implementors have found it
difficult to understand how (or if) its advice applies to their roles.

92

See Charles, Jr. (2006).

93

The stem “interop” appears in passing 8 times in the DRM and 17 times in the CRM.
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Dis cussi on:
NORA explicitly adopts an SOA approach to providing eServices, utilizing a hierarchy of Service
Buses.
Its scope is defined by its use of a modified Zachman framework for EA, which produces a 3x3
matrix plotting “who? what? how?” questions against business, information and technical
considerations.
The NORA effort 94 uses a meta-model derived from a simplified version of the widely accepted
Zachman framework for enterprise architecture,95 which plots a standard set of question (who?
what? why? when? how? where?) along a horizontal axis against business, information and
technical considerations along a vertical axis. NORA reduces the set of questions to three (who?
what? and how?), producing a 3x3 matrix (as shown in Figure C-1 below) having the 9 cells:
Organization Architecture, Business Services Architecture, Process Architecture, Application
Architecture, Data & Messages, Information Exchange, Technical Components Architecture,
Data Storage, Network Architecture. It then populates the 9 cells of this meta-model with over
160 principles.

Figure C-1: NORA matrix

94

See Bayens (2006), Janssen and Hjort-Madsen (2007), ICTU et al. (2007), and NORA 2.0 (2007).

95

See Weill and Ross (2005).
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The resulting major principles in each cell are:
Organization Architecture
•
•
•
•
•
•

Governmental organizations are sovereign.
Governmental organizations formulate core functions.
Governmental organizations co-operate, both horizontally as well as vertically.
Service orientation is a leading principle for governmental organizations.
Organization-design supports multi-channel front offices.
Co-operation between organizations on the basis of SOA.

Business Services Architecture
•
•
•
•
•
•
•
•

Organizations provide individual and combined services to their clients.
No wrong door: every starting point for governmental contact is OK.
Multi-channel service delivery.
Customer chooses preference channel; organization entices customers to best channel.
Channel harmonization is essential.
Pro-active services: Customers are pointed towards the relevant business services.
Business services can be a combination of underlying internal services.
Electronic identification, authentication and authorization are essential.

Process Architecture
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Business processes produce services.
Business processes correspond to the services.
The customer is the starting and delivery point for services and process design.
The steering of the chain process is done by the organization ending in customer contact.
Work processes are accomplished by both employees and servers.
Processes are automated unless this is not possible.
Customer can see work in progress (tracking and tracing).
Applications serve only one functional domain inside an organization.
Applications serve only one organization.
Organizations correspond to the services.
Applications (and employees) fulfill processes; process management (BPM) and data
storage are separated from work processes.
Employees use “computer assisted case handling” software (WFM).
Both Workflow software and (unattended) applications work are controlled by business
process management software.
Front office channels can be linked at a local, sectoral and national level.

Application Architecture Data & Messages
•
•
•
•
•
•
•

Data are standardized.
Single point of control for data management; National registries are leading.
We ask for data once and use them in many situations.
Messaging standard: ebMS and web-services.
Received data and documents are enriched with meta-data and archived.
Distinguish contents and process data.
Distinguish property, management and use of common data.
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Quality of data registered and locked in administrative appointments.

Information Exchange
•
•
•
•
•
•

Organizations correspond to (sectoral) busses.
The connection from organizations with a (sectoral) bus is done via a BPM application.
Services/data and files are exchanged in a hierarchy of service busses.
Standardization of protocols (ebXML, web-services, messages, file-transfer).
Infrastructure is highly available.
Thrive for straight through processing.

Technical Components Architecture
•
•
•
•
•
•
•

Freedom of choice for an organization (subsidiarity principle).
High reliability of mission critical systems.
National Registries are leading.
Appropriate reuse of data.
Standardized technical data model, independent of work processes as far as possible.
Separation of data and documents.
Preference for structured data instead of electronic documents.

Data Storage Network Architecture
•
•
•
•
•

Data transportation G-to-G within a protected network.
Communication with citizens and companies about (protected) internet.
Organizations correspond to a single gateway (including firewalls, intrusion detection,
virus scanning, etc.)
The dynamics is a starting point for the sizing.
Standard exchange protocols, preferably TCP/IP
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