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Summary

This report focuses on a single analytical question: How can the information technology (IT)
acquisition process best support the mission of the U.S. Navy’s Program Executive Office for
Command, Control, Communications, Computers, and Intelligence (PEO C4I) with regard
to computer network defense (CND) programs of record?

Identifying an agile and adaptable acquisition process that can field new IT capabilities
and services in relatively short and responsive time frames “to provide capabilities to secure
the cyber domain, assure end-to-end information and enable decision superiority” is a press-
ing issue for the Navy. Cyber threats, such as viruses and worms, can wreak havoc on com-
puter networks, swiftly mutating on a daily basis. A quick response to these threats is not just
desirable—it is critical. The Navy’s Program Manager, Warfare (PMW) 130, an office within
PEO CA4I that is focused on rapidly and proactively fielding innovative capabilities to stay
ahead of cyber threats, anticipates needing an acquisition and fielding cycle that can deliver
hardware security products within 12—18 months, software security products within six to
12 months, and incremental development for both hardware and software every three months.
These time frames are very expeditious when compared with the Navy’s traditional acquisition
cycle time, which can take 36 months from concept approval to initial operational capability
(IOC) or eight to ten years for full operational capability (FOC). The traditional acquisition
process, as it now exists, needs to be accelerated in response to the unique demands of IT and
especially in addressing emerging cyber threats.

The RAND National Defense Research Institute was asked to recommend a streamlined
acquisition process that supports PMW 130 goals to field innovative capabilities in a way that
is sufficiently rapid and proactive to ensure that the Navy stays ahead of the cyber threat.! The
resulting analysis took into account requirements management, integration and experimen-
tation, testing, certification and accreditation, ship modernization, budgeting, and fielding,
and this report offers a number of options for structuring the organizations and processes that
support or will support PMW 130’s acquisition goals. As with all change, success in the cyber
acquisition arena will require a good deal of planning, strong governance, and openness to
stepping beyond the familiar.

It should be emphasized that future planning for PMW 130’s main acquisition program,
Computer Network Defense, was part of the motivation for this study. PMW 130 quickly
realized the challenges involved in fulfilling time-critical operational requirements when the
office started planning for Increment 2 of the CND program, which relies on the traditional

1 We define streamlined as the absence of many of the bottlenecks in the current acquisition process, which would allow

PMW 130 to acquire and field capabilities within an expedited timeline.
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acquisition process rather than the less formal measures used for Increment 1 of the program.
The program office wants to follow the Defense Science Board (DSB) model described in the
“804 Report” issued by the Office of the Secretary of Defense, which provides for the itera-
tive and incremental development of I'T programs.? This is a challenge. To stay ahead of cyber
threats, PM'W 130 anticipates needing software updates every six months with CND’s Incre-
ment 2. Formulating an acquisition strategy with updates every six months is challenging in
an acquisition system in which information assurance, testing, and installation typically take a
significant amount of time. Thus, we provide recommendations for PEO C4I, and PMW 130
in particular, to navigate these processes and fulfill their cyber missions and goals.

Approach

To develop a streamlined approach to cyber acquisition for PMW 130 and the CND acqui-
sition program, we first explored the current literature on rapid and IT acquisition. We also
conducted interviews with Navy PEO C4I personnel and examined case studies of success-
fully streamlined cyber acquisition programs. From studies, interviews, and case studies, the
research team was able to garner a host of potential best practices that might be applied here.

Interviews with key personnel and offices revealed the specific hurdles that PMW 130
is encountering in trying to secure a suitable acquisition schedule. To supplement the insight
gained from these discussions, we also reviewed current DoD and Navy policy, guidance, and
memos related to PMW 130’s cyber acquisition processes. Supplemented by interviews, this
review of policy allowed us to identify the specific acquisition processes that the CND pro-
gram will require to meet PMW 130’s needs. It also provided valuable insight into how PM'W
130 and CND might overcome policy and process hurdles.

Defining PMW 130’s Acquisition Challenges

In general, today’s acquisition system is designed for large-scale, hardware-based weapon sys-
tems. It is marked by a high level of oversight and a deliberate, serial approach to development
and testing. As a result, the current DoD 5000-series process—from requirements definition
to initial operational test and evaluation (OT&E)—typically takes years to complete. Such a
process is particularly unsuited for dynamically changing I'T systems.> DSB studied the issue
and found that only 16 percent of all I'T systems were on budget and on time, while 53 percent
were both late and over budget, typically by more than 89 percent (DSB, 2000, p. 11).

In PEO CA4l, acquisition programs average 36 months from concept approval to IOC
and eight to ten years to FOC. Table S.1 compares the average timelines for traditional major
defense acquisition programs (MDAPs), I'T programs, and Navy rapid acquisition programs.

PEO C4I recognizes that these processes are not responsive enough for Navy warfighters
operating in the cyber domain. Cyber assets are needed with greater immediacy than assets
that fulfill needs in other, more traditional domains; cyber threats surface frequently—even

2 The report, A New Approach to Delivering Information Technology Capabilities in the Department of Defense, was issued in
response to Section 804 of the fiscal year 2010 National Defense Authorization Act. Section 804 directs the U.S. Depart-
ment of Defense (DoD) to develop and implement a new acquisition process for I'T systems based on the recommendations
of a March 2009 DSB report.

3 The DoD 5000 series is a set of DoD instructions that govern the defense acquisition process.
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Table S.1
Estimated Average Duration of Steps in the Acquisition Process, Traditional, IT, and Navy Rapid
Acquisition Programs

Program Type
PEO C4I Rapid
20 Navy Rapid Deployment Capability
Acquisition Programs (AIS, CBSP, IT MAIS Acquisition
Process Step Programs SNR/HFIP, WRBS) Programs DoD MDAPs
. . 14 months

Validate requirements 185 days (AoA approved) 10 months
Develop and submit 2 vears
PPBE/budget request y
Acquisition 376 days to 10C
System engineering/
testing and C&A 77 months to 10C

206 days to 10C (5 months of OT&E) 2 t
Contract/product/ yearsto
procurement decades
NMP and installation 18 months
Logistics and Training

NOTE: AlS = Automatic Identification System. C&A = certification and accreditation. CBSP = Commercial
Broadband Satellite Program. MAIS = major automated information system. PPBE = planning, programming,
budgeting, and execution. SNR/HFIP = Subnet Relay and High-Frequency Internet Protocol. WRBS = Wireless
Reachback System. NMP = Navy Modernization Process.

daily—and can morph according to how cyber specialists choose to defend networks. As the
DSB concluded, what is needed is a unique, incremental acquisition model for I'T capabilities.

Within PEO C4I, PMW 130 is focused on rapidly and proactively fielding innovative
capabilities to stay ahead of cyber threats. Due to technology refresh rates and quickly evolv-
ing threats from worms and other forms of malware, an acquisition speed of mere months
(certainly not years) is required for effective cyber defense. PMW 130’s goals include achiev-
ing acquisition and fielding cycle times that are sufficient to deliver (1) hardware cyber secu-
rity products within 12—18 months to IOC; (2) incremental software cyber security products
within six to 12 months to IOC; and (3) software patches in response to vulnerabilities within
days or weeks.

PEO C4I and PMW 130 offices and personnel recognize that there are a number of chal-
lenges that hinder the responsive and rapid acquisition of cyber assets:

* timeliness of requirement approval

* excessive documentation requirements

* time-consuming contracting processes

* unstable funding and program objective memorandum planning
* lengthy testing, C&A, and installation processes.

Moreover, officials recognize that the afloat environment offers its own unique set of
challenges, including ship availability scheduling. There are also the challenge of configuration
management, change control, and the need for constant patching.
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To remedy these challenges, authoritative entities, such as the National Research Coun-
cil (NRC, 2010a, pp. 73-74) and the DSB (2009a, p. xi) have suggested more iterative and
incremental acquisition. Others have suggested that traditional acquisition processes be sped
up through a modified Joint Capabilities Integration Development System (the “IT Box”)
used specifically to meet the needs of I'T programs that do not require hardware development.
The process is currently in use in such Navy programs as the Distributed Common Ground/
Surface System—Navy (DCGS-N) and Consolidated Afloat Networks and Enterprise Services
(CANES).

Key Findings and Recommendations from the Analysis

The following is a summary of the primary key findings from our analysis. First, we focus on
the major institutional and cultural changes that would contribute to the missions and goals
of PMW 130, which, as discussed, is within PEO C4I and therefore any changes may affect
the entire U.S. naval enterprise. We then present findings and recommendations specific to
PMW 130.

In our view, PEO C4I and PMW 130 need at least two distinct acquisition processes
that allow multiple processing speeds for C&A packages to meet cyber acquisition needs.
A revised version of the current acquisition process would not be enough to create the highly
responsive cyber procurement timeline that PEO C4I and PMW 130 need now. DoD acqui-
sition processes are too lengthy and complicated, they can be streamlined only to a certain
extent, and the current procedures in place for urgent procurement are limited.

New authorities at the PEO and PM levels are needed to address the assessment, val-
idation, sourcing, resourcing, and fielding of operationally driven urgent requests. We
found that iterative and incremental development for a program of record is conceivable on a
six-month cycle but likely requires new PEO- and PM-level authorities to test and field requests
on a preliminary basis. We propose a reimbursable funding mechanism that can handle uncer-
tain but urgent cyber needs (as opposed to relying on a fixed budget that would be difficult to
calculate several years out).

The Navy should segment processes according to time constraints. Acquisition pro-
cesses may be divided into three groups according to their time requirements:

* acquisitions that must be complete in less than 30 days, such as virus definition updates,
[AVAs, simple patches

* acquisitions that cannot exceed six months, such as productivity suite applications or
operating system service packs or replacements

* acquisitions requiring longer than six months (and often much longer).

Fortunately, there is a strong correlation between the complexity of an action and the
desired time to completion: Those needed soonest are often simplest.

Key Findings and Recommendations Specific to PMW 130

We found that iterative and incremental (or agile) development will be a challenge for PM'W
130’s CND program. The main issue is that current processes available to PMW 130 are not
sufficient to keep ahead of the cyber threat. For less urgent, iterative acquisition, changes in
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current acquisition processes (especially for C&A and installation) are necessary and sufficient.
In addition, there are general design guidelines that will ease the acquisition burden for itera-
tive development.

There is a need for a distinct process for emerging needs. Emerging needs should be
handled through a separate process and budget. We found that emerging needs generated
from immediate threats, such as a new network virus, lie outside of the CND program of
record and present a host of challenges, including those regarding resource availability. The
2009 Secretary of the Navy Notice (SECNAVNOTE) 5000 outlines one alternative mecha-
nism for the Navy, but a U.S. Department of Defense Inspector General assessment of the
process (2009, p. 18) found unnecessary confusion and delays due to incomplete guidance and
procedures. A new acquisition process needs to be institutionalized to provide PM'W 130 with
the necessary authorities to urgently address emerging needs.

The C&A process needs attention. Changes to the current DoD 5000 acquisition pro-
cess are required for iterative CND acquisition. Out of all the Navy acquisition processes we
examined, we found that the C&A process is the most rigid long pole in the tent, and “infor-
mation assurance certifications are consuming 30 percent to 50 percent of the I'T development
time” (Simpson and Langston, 2010, p. 74). Notably, CND can turn in perfect C&A pack-
ages, but there are still administrative roadblocks in the process, and, thus far, streamlining
the C&A process has not been successful in reducing major wait times. The opportunity for
improvement remains.

As shown in Table S.2, the C&A process includes multiple steps that vary from a few days
to nearly a month for the programs we reviewed.

One of our specific recommendation regarding the C&A process is that PMW 130
should obtain dedicated test facilities and ensure that their dedicated personnel (i.e., the vali-
dator) are properly trained and adequately experienced. We found that programs that invested
in well-trained, dedicated personnel (and test facilities) to push through certifications and
accreditations were able to shorten their C&A timelines. Although these best practices help,
more needs to be done to reduce the C&A process time. We recommended that the PM'W 130
PM engage Space and Naval Warfare Systems Command (SPAWAR) and operational deci-
sion accreditation authority (ODAA) to change current business rules and create a new C&A
tempo for CND and similar programs. According to our assessment, it is possible for a CND
C&A package to go through all the required process steps within two months if the business
rules governing the C&A package processing are altered. Finally, given how tight resources are
in the C&A environment, we concluded that any further decrease in Navy C&A resources will
further burden processing cycle time for CND.

In addition, we found that the Navy Ship Change and Installation process, or the NMP,
is not set up to accommodate rapid technology change. Wait times are measured in months,
and there is considerable variance throughout the process, as shown in Table S.3. The table
shows the experiences of selected PEO C4I programs. While the sample size is small, it high-
lights the fact that actual installation times are minor compared to processing and wait times.
Again, this demonstrates that there is room for improvement.

We were able to identify instances in which NMP was expedited; however, expedited
cases require dedicated manpower that cannot be scaled to a broader level. We recommend

4 An emerging cyber need requires a solution immediately (i.e., within hours or days).
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Table S.2
Average Duration of Steps in the C&A Process

IA Process Step

CA/ODAA C&A ODAA Authority

Process Characteristic IA Testing Package Review E-Vote CA Letter to Operate
Participants Information CA liaison, CA liaison, CA ODAA

system security ODAA ODAA OA,

engineer or Echelon Il
validator representative,
program

Minimum time (days) 7 152 1 2
Mean time (days) 20 10 8
Maximum time (days) 28 1 26 28

SOURCES: Interviews conducted with program and process personnel; data from the IATS database.

NOTE: Days are regular working calendar days. Information assurance (IA) testing provides data on potential
vulnerabilities of the system’s IA controls. The certifying authority/operational decision accreditation authority
(CA/ODAA) review is used to determine whether the testing was sufficient and results were accurately captured.
The e-vote is a short, formal meeting to review the test results before formal CA and ODAA review. The CA
letter certifies that the risk statement resulting from the test results is accurate. The ODAA assesses whether the
risks associated with the new information system are acceptable for operation in the network. .

@ Current business rules affecting the PMW 130 C&A package review are set up to allow package processing in
no more than 15 days. This may take more than 15 days only if there are resource constraints. We were unable to
find empirical data on resource constraints that cause review times to exceed 15 days, however.

Table 5.3
Average NMP Installation, Processing, and Wait Times for Five PEO C4l Programs

PEO C4l Program

Process Characteristic WRBS AlIS CND CBSP SNR/HFIP
Minimum time (months) 33 14.3 7 12.6 30.8
Maximum time (months) 8.7 21.5 28.1 47.3 40
Mean time (months) 5.1 16.8 17.6 30.3 35.4
Installation time (months) 0.6 0.4 1.9 4.4 4.0
Processing time (months) 3.8 8 10.1 18 14.5
Wait time (months) 0.7 8.3 5.7 8.1 16.8
Number of data points 5 6 15 4 2

NOTE: Installation time is the documented time from the beginning to the end of the system’s
physical installation on a ship. The processing time is the time from the beginning to the end
of the approval process. Wait time is the time during approval processing in which nothing is
happening, meaning that no one is actively working on that case. The three variables together
constitute the total NMP time.
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that programs submit a ship change document immediately when an installation is required.
Programs should also utilize the NMP expedited process, which should take under 30 days.
Stipulations for use include the need for a safety-related item, a mission-critical capability, or a
solution to address critical software, firmware, or other deficiencies (i.e., Strike Force Interop-
erability Category 1 or 2). One barrier to the use of the NMP expedited process is that all
required documentation should be completed before starting. This requirement is prohibitive
to CND iterative cycle times. We recommend that PMW 130 work with the NMP to identify
and make the necessary changes to the expedited process to meet required CND cycle times.
Finally, program offices should work closely with all NMP approving authorities when an
expedited need arises.

Iterative acquisition is in need of general design guidelines. To further alleviate some
of the iterative acquisition challenges for CND, an initial “future-proof” design should be pur-
sued to the greatest extent practical. However, it should be noted that generous design margins
still will not alleviate issues of hardware obsolescence.

Ideally, changes to a system should be made through software upgrade “patches.” To the
greatest extent possible, programs should seek initial system designs that enable such software
(and configuration) changes. These changes should be targeted at the operations and mainte-
nance, Navy, phase. The advantage is in avoiding reaccreditation for NMP and C&A and thus
expediting these processes. The CND capabilities production document allows enough flex-
ibility in the technology insertion cycles between increments for PMW 130 to carry out these
recommendations.





