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About This Working Paper 

The May 2025 Executive Order (EO) 14292 Improving the Safety and Security of Biological 
Research and the July 2026 United States Government Policy for Stopping High-Risk Life 
Sciences Research together establish funding prohibitions and research review requirements that 
will shape the future of life sciences research involving pathogens and toxins.1 Building on the 
definition of dangerous gain-of-function research (DGOF), the authors recommend that the 
Office of Science and Technology Policy (OSTP) and relevant agencies adopt an objective and 
transparent decision-making framework that includes well-defined criteria for DGOF. This tool 
could be used to score proposed and ongoing federally funded research in accordance with the 
July 2026 United States Government Policy for Stopping High-Risk Life Sciences Research. This 
report presents such a framework and builds on a previously published RAND report of a 
research assessment methodology for high-risk research.2 This report refines and expands that 
framework to assess potential high-risk life sciences research that may constitute DGOF. Finally, 
this report investigates whether an artificial intelligence (AI)-based use of the framework could 
facilitate more uniform and higher volume reviews across the research enterprise by flagging 
specific proposals or projects for expert human deliberation and evaluation. 

Center on AI, Security, and Technology 
RAND Global and Emerging Risks is a division of RAND that delivers rigorous and 

objective public policy research on the most consequential challenges to civilization and global 
security. This work was undertaken by the division’s Center on AI, Security, and Technology, 
which aims to examine the opportunities and risks of rapid technological change, focusing on 
artificial intelligence, security, and biotechnology. For more information, contact cast@rand.org. 

Funding 
This effort was independently initiated and conducted within the Center on AI, Security, and 

Technology using income from operations and gifts and grants from philanthropic supporters. A 
complete list of donors and funders is available at www.rand.org/CAST. RAND clients, donors, 
and grantors have no influence over research findings or recommendations. 

 
1 Executive Office of the President, Improving the Safety and Security of Biological Research, Executive Order 
14292, May 5, 2025; Executive Office of the President, United States Government Policy for Stopping High-Risk 
Life Sciences Research, July 20, 2026. 
2 Adeline E. Williams et al., Evaluating Safety and Security in Biological Research, RAND Corporation, PE-A4125-
1, 2025. 
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Summary 

The May 2025 Executive Order (EO) 14292, Improving the Safety and Security of Biological 
Research, and the July 2026 United States Government Policy for Stopping High-Risk Life 
Sciences Research together establish funding prohibitions and research review requirements that 
will shape the future of life sciences research involving pathogens and toxins.3 The July 2026 
policy tasks federal life sciences funding agencies to issue DGOF oversight implementation 
guidance to research institutions by November 17, 2026 (120 days after issuance of the policy). 

This report presents a framework that can be applied by those agencies to fulfill this mandate. 
It includes objective criteria and a proof-of-principle artificial intelligence (AI)-enabled 
methodology to assess the risks, benefits, and potential significant societal consequences from 
certain life sciences research. It is meant to aid in determining the applicability of dangerous 
gain-of-function (DGOF) research in a transparent and reproducible manner. We propose that a 
preliminary risk/benefit analysis, followed by an assessment of the significant societal 
consequences resulting from an incident, is necessary to evaluate whether proposed work 
qualifies as DGOF. The aims of this report are therefore two-fold: 

1. To develop a granular research assessment framework that can be applied by all entities 
involved in proposing, funding, evaluating, and conducting life sciences research – 
throughout the research life cycle – to assess its risks and benefits and to harmonize 
determinations of DGOF research prohibitions by all parties; and 

2. To validate the application of this framework for use by a non-proprietary large language 
model (LLM) that would allow the large-scale triage of research proposals by federal 
funding agencies to focus expert human review on those proposals most likely to need 
careful consideration. 

The overall goal is to improve the validity, reliability, and transparency of potential high-risk life 
sciences research reviews. 

Recommendations for Federal Agencies that Fund Life Sciences Research 

• Adopt the DGOF assessment framework in this report to support the implementation 
guidance tasked in Section 4 of the July 2026 United States Government Policy for 
Stopping High-Risk Life Sciences Research. 

• Apply the LLM-enabled application of the framework to review agency research 
portfolios at scale to flag ongoing projects for expert human review. 

  
 

3 Executive Office of the President, Improving the Safety and Security of Biological Research, Executive Order 
14292, May 5, 2025; Executive Office of the President, United States Government Policy for Stopping High-Risk 
Life Sciences Research, July 20, 2026. 
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Chapter 1. Introduction 

On May 5, 2025, the White House issued Executive Order (EO) 14292, Improving the Safety 
and Security of Biological Research, which prohibited federal funding for a category of 
biological experimentation called dangerous gain-of-function (DGOF) research. It also instructed 
the federal government to “develop and implement a strategy to govern, limit, and track 
dangerous gain-of-function research across the United States that occurs without Federal funding 
and other life-science research that could cause significant societal consequences.” On July 20, 
2026, the White House issued United States Government Policy for Stopping High-Risk Life 
Sciences Research, which together with the EO, establish funding prohibitions and research 
review requirements that will shape the future of life sciences research involving biological 
agents.4 The policy creates a few key considerations for whether research is DGOF: 

1. It must grow or manipulate a biological agent;  
2. It must meet seek, achieve, or has a substantial risk of achieving one or more of the 

outcomes listed in the policy;5 and 
3. It must have the potential to result in significant negative societal consequences (SNSC) 

that are not outweighed by significant positive societal consequences (SPSC)6. 

Further clarification is provided in the 2026 policy, compared to the EO, that SPSC is 
primarily embodied by the likelihood for the research to contribute to the development and 
approval of medical countermeasures. SNSC is clarified as applying to both physical and 

 
4 Executive Office of the President, United States Government Policy for Stopping High-Risk Life Sciences 
Research, 2026; The policy defines “Biological agents” as including agents meeting the definition in 18 U.S.C. 178, 
as well as biologically derived toxins: any microorganism (including bacteria, viruses, fungi, or protozoa), as well as 
infectious material (including prions, self-transmissible or conjugative plasmids, and other transmissible 
compositions of biological matter), or any naturally occurring, bioengineered, or synthesized component of any such 
microorganism or infectious material, capable of causing: i. Death, disease, or other harm in a human, animal, plant, 
or other living organism; or ii. Deterioration of food, water, air, equipment, supplies, or material of any kind; or iii. 
Deleterious alteration of natural resources.  
5 The experimental outcomes are: 
1. enhancing the harmful consequences of the agent or toxin (including the creation of mirror organisms); 
2. disrupting beneficial immunological response or the effectiveness of an immunization against the agent or toxin; 
3. conferring to the agent or toxin resistance to clinically or agriculturally useful prophylactic or therapeutic 
interventions against that agent or toxin or facilitating their ability to evade detection methodologies; 
4. increasing the stability, transmissibility, or the ability to disseminate the agent or toxin; 
5. altering the host range or tropism of the agent or toxin; 
6. enhancing the susceptibility of a human host population to the agent or toxin; or 
7. generating or reconstituting an eradicated or extinct agent or toxin. 
6 The authors of this report are referring to footnote 2 of the Policy – “Some research will contribute to the 
development and approval of medical countermeasures; this potential positive benefit should be weighed against the 
potential negative societal consequences” – as SPSC. 
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information hazards posing threats to critical areas or systems, including public health, 
agriculture, the economy, national security, or the environment.  

Different interpretations of what constitutes the potential to result in significant societal 
consequences (SSC) may lead to different interpretations regarding the applicability of DGOF 
prohibitions to specific research projects. For instance, subject-matter experts had difficulty 
achieving unanimity in their determinations about whether a previously published work is 
DGOF.7 Additionally, after the National Institutes of Health (NIH) published two Notices asking 
researchers to self-identify research that met the DGOF definition,8 there were reportedly very 
few extramural researchers who self-identified that their work was covered by the executive 
order.9 NIH assessed their portfolio and cancelled approximately 40 research grants in July of 
2025, with an additional 172 reportedly under consideration for being cancelled for meeting the 
DGOF criteria.10 Scientists criticized this decision, stating that cancelled projects did not pose 
real risks to the public, either because they were studying infectious agents that could not pose 
such risks (e.g., Mycobacterium tuberculosis) or were being conducted in high containment that 
already ensured the public’s safety. Such inconsistencies in the interpretation of prohibitions for 
high-risk life sciences research could create confusion and are likely to prevent proposals of 
potentially beneficial research from being submitted to federal life sciences funders.11 

In a previous report,12 we developed a preliminary framework that assessed whether research 
meeting the dual-use research of concern (DURC) experimental outcomes was appropriate for 
federal funding and oversight.13 Our approach sought to make determinations about the risks 
posed by and the anticipated benefits from such research in a manner that we hoped could guide 

 
7 Gene D. Godbold et al., “Discerning Dangerous Gain of Function: Most Gain of Function (GoF) Research Does 
Not Involve Infectious Microbes,” Frontiers in Bioengineering and Biotechnology, Vol. 14, 2026. 
8 National Institutes of Health, "Implementation Update: Improving the Safety and Security of Biological Research, 
Notice Number: NOT-OD-25-112," Notice, May 7, 2025; National Institutes of Health, “Implementation Update: 
Terminating or Suspending Dangerous Gain-of-Function Research in Accordance with the Executive Order on 
Improving the Safety and Security of Biological Research Notice Number: NOT-OD-25-127,” June 18, 2025. 
9 Personal communication with NIH Office of Science Policy, June 2025. 
10 Jon Cohen and Jocelyn Kaiser, “Exclusive: NIH Suspends Dozens of Pathogen Studies Over ‘Gain-of-Function’ 
Concerns,” Science, Vol. 389, No. 6757, July 11, 2025. 
11 For instance, certain research that meets the categories of anticipated research outcomes included in the DGOF 
policy is likely to pose considerable benefits to biosurveillance or the development of medical countermeasures. For 
instance, the understanding of which amino acid changes are necessary for avian H5N1 viruses to adapt to 
transmission in human populations, which we understand to be a single glutamine to leucine replacement in the 
Hemagglutinin protein, is informed by research that seeded the initial discussions about the need for additional 
oversight of research involving enhanced potential pandemic pathogens – See, Masaki Imai et al., “Experimental 
Adaptation of An Influenza H5 HA Confers Respiratory Droplet Transmission to A Reassortant H5 HA/H1N1 Virus 
in Ferrets,” Nature, Vol. 486, No. 7403, 2012. 
12 Williams et al., 2025. 
13 Executive Office of the President, United States Government Policy for Oversight of Life Sciences Dual Use 
Research of Concern, December 2012 and Executive Office of the President, United States Government Policy for 
Institutional Oversight of Life Sciences Dual Use Research of Concern, September 24, 2014, effective date 
September 24, 2015. 



 3 

life sciences research funders to make objective and harmonized decisions about whether 
specific projects should be funded.  

In this report, we built upon that method and devised a two-tier approach to assessing 
research for the application of DGOF funding prohibitions. We anticipate that the adoption of 
this approach by federal funding agencies would result in a research landscape that is easier for 
all parties to navigate, building safety and security for Americans, and facilitating the vitality of 
critical research intended to characterize and counter infectious diseases and toxins. 

The remainder of this report is organized as follows: 

• Chapter 2: Application of an Objective Assessment Framework to Make 
Determinations about DGOF Applicability – This chapter describes how the 
frameworks can be used to make determinations about the applicability of DGOF 
research prohibitions and potential DGOF oversight requirements. This chapter also 
describes how to use an AI-tool to enable implementation of this assessment for large 
volumes of research proposals and demonstrates that human and LLM-enabled scoring 
are complementary and coherent. 

• Chapter 3: Conclusions and Recommendations – This chapter provides the following 
recommendations for federal life sciences funding agencies. Recommendation 1: Adopt a 
standardized framework for DGOF reviews. Recommendation 2: Apply framework to an 
AI tool to facilitate DGOF reviews at scale. 

• Appendix A: Detailed Methodology for Assessing Laboratory Risks Versus 
Research Benefits (Factors and Indicators) – This appendix provides granular and 
objective criteria for making uniform and reproducible assessment of the scientific merit 
of proposed research based on the laboratory risks and research benefits anticipated from 
the work. This is the first step that we recommend for assessing DGOF research. 

• Appendix B: Detailed Methodology for Assessing Significant Societal Consequences 
(SSC) to Make Final DGOF Determinations (Factors and Indicators) – This 
appendix provides granular and objective criteria for making uniform and reproducible 
assessments of SSC associated with the proposed research. The assessment facilitated by 
this appendix is used for making determinations about whether proposed research 
constitutes DGOF or potential DGOF. 

• Appendix C: Likelihood and Confidence Score Definitions – This appendix provides a 
rubric describing how to make determinations about the scale of confidence and 
likelihood scores when applying the assessment frameworks. 

• Appendix D: Calculation of the Risk and Benefit Index Scores – This appendix 
provides a mathematic methodology for calculating risk, benefit, SNSC, and SPSC scores 
using the factors and indicators in the frameworks provided in Appendices A and B. 
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Chapter 2. Application of an Objective Assessment Framework to 
Make Determinations About DGOF Applicability 

Overview 
The risk/benefit and SSC frameworks provided in Appendix A and Appendix B, 

respectively, define objective criteria to assess high-risk life sciences research involving 
biological agents (including zoonotic agents).14 The new policy requires that a preliminary 
risk/benefit analysis should be initially used to assess whether the benefits of the research justify 
the laboratory risks associated with the research, which is a determination consistent with 
previous assessment methodologies for gain-of-function research that results in a finding of 
whether the proposed research should be considered for federal funding. If a research proposal is 
scientifically meritorious to an extent that could provide justification for it, a subsequent 
assessment is used to determine whether SNSCs that could result from a loss of containment 
during the research outweigh the SPSCs anticipated from it. Once scores are calculated, a final 
decision can be made about the applicability of DGOF funding prohibitions, in light of the scores 
and the confidence associated with the assessments, which is also captured when applying the 
assessment framework. No threshold for scores in either the risk versus benefit or the SSC 
assessment frameworks is provided, and in all cases the analytic approach in this working paper 
should guide reviewers who make the final assessment calls. 

Using the framework included in this Working Paper, research proposals should be evaluated 
in the following manner. The steps in this process as included as numerical labels (in red text) in 
the flowchart depicted the assessment process in Figure 2.1. 

1. Does the experiment seek, achieve, or have a substantial risk of achieving one of the 
following experimental outcomes? 
a. enhancing the harmful consequences of the agent or toxin (including the creation of 

mirror organisms); 
b. disrupting beneficial immunological response or the effectiveness of an immunization 

against the agent or toxin; 
c. conferring to the agent or toxin resistance to clinically or agriculturally useful 

prophylactic or therapeutic interventions against that agent or toxin or facilitating 
their ability to evade detection methodologies; 

d. increasing the stability, transmissibility, or the ability to disseminate the agent or 
toxin; 

e. altering the host range or tropism of the agent or toxin; 
f. enhancing the susceptibility of a human host population to the agent or toxin; or 

 
14 We are also developing a complementary framework to assess the applicability of DGOF prohibitions to research 
involving biological agents affecting agriculturally relevant hosts (i.e., crops and livestock). In this report, only the 
framework for assessing research involving human pathogens is presented. 
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g. generating or reconstituting an eradicated or extinct agent or toxin. 
2. If a determination is made that the research does not seek to achieve, won’t clearly 

achieve, or does not have a substantial risk of achieving one of these outcomes, no further 
evaluation is necessary. 

3. If a determination is made that the research does not seek to achieve, won’t clearly 
achieve, or does not have a substantial risk of achieving but rather that it could potentially 
result in one of them, then assessments should be made for the indicators associated with 
the SNSC factors included in Appendix B to determine if the research requires a review 
by the independent third-party review body (ITPRB). For such referred potential DGOF 
research, ITPRB monitors the project for the emergence of experimental outcomes 
aligning with one of the 7 categories in step 1. If one or more covered outcomes emerge, 
then the research is subject to assessments in steps 4 and 5 for determining the 
applicability of the DGOF funding prohibition. 

4. If a determination is made that the research seeks, achieves, or has a substantial risk of 
achieving one or more of the experimental outcomes, assessments in Appendix A should 
be applied to weigh the laboratory risks against the research benefits. This finding is an 
initial determination of scientific merit, which is in-line with the manner in which 
assessments of research meeting the covered outcomes have been structured in previous 
gain-of-function policies. 
a. If a determination is made that the laboratory risks outweigh the anticipated benefits 

from the research, then the funding agency should notify the researchers proposing 
the research that their proposed methodology should be reconsidered so that the 
anticipated benefits of the work are realized while minimizing the laboratory risks. 

b. If a determination is made that the anticipated benefits from the research outweigh the 
anticipated laboratory risks, then the agency should proceed to the next step to 
determine whether the research constitutes DGOF. 

5. To make the final determination of whether research funding prohibitions for DGOF 
apply, the assessments in Appendix B should be made and the magnitude of SNSC 
versus SPSC should be assessed. 

In making each determination, the scores resulting from application of the assessment criteria in 
the frameworks should inform the decisionmaking process, and the structured analytic approach 
presented in the frameworks should be used as the basis for consideration and discussion among 
reviewers. The scores resulting from applying the mathematic approach presented in Appendix 
D, can be represented as point on a risk matrix (i.e., consequence versus likelihood), and we 
intend to provide such a scoring tool in the final published version of this work. No threshold for 
scores in either the risk versus benefit or the SSC assessment frameworks is provided, and in all 
cases the analytic approach in this working paper should guide reviewers who make the final 
assessment calls. If an LLM-enabled approach is used to assess large research portfolios for the 
uniform flagging of research meeting the DGOF or potential DGOF categories, the LLM can be 
provided the framework, asked to provide scores based on the assessment criteria, and its 
resulting scores can be mapped to a risk matrix. We have found that LLM scores are comparable 
to and cluster with scores from human expert reviews (Figure 2.2) but recommend that this 
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approach is utilized only to triage research for human decision making and that human reviewers 
only use the LLM-enabled assessments to inform their own expert analysis. 

Figure 2.1. Proposed Decision-Making Tree for Risk/Benefit and Significant Societal Consequence 
Assessment of Potential DGOF Research 

 

The frameworks provide factors with associated indicators to support risk/benefit and SSC 
assessments. Evaluators grade each indicator for consequence – the anticipated magnitude of the 
impact of the research for each indicator – and likelihood – the chance of the indicator occurring. 
Consequence is graded as Not Applicable, Negligible, Low, Moderate, or High Impact, all 
defined by indicator. Likelihood is graded as Not Applicable, Negligible, Low, Moderate, or 
High, as defined in Appendix C, and should be applied in the same manner for each indicator. If 
the indicator does not apply to the research, both the likelihood and consequence are scored as 
Not Applicable. In addition to consequence and likelihood, evaluators should estimate the level 
of confidence in each score (Appendix C). The confidence score measures how the score was 
determined – and is scored as minimal, low, moderate, or high – based on whether the score is 
arrived at based on entirely theoretical conjecture, modeling, inference, or empirical evidence, 
respectively. This allows an assignment of the confidence level of the scores to be associated 
with each overall assessment. An illustrative Consequence, Likelihood, and Confidence score for 
an example experimental proposal and indicator is provided in Box 1. 

The consequence and likelihood scores are used to generate scores for each factor, and the 
final scores are averaged over all factors. These are mapped onto likelihood versus consequence 
matrices to visually provide relative risks versus benefits to support decision making. 
Calculations are provided in Appendix D. Confidence levels are included under these matrices 
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but are not themselves included in calculating the position that scoring places the assessment on 
the matrices. 

If scoring a particular indicator would benefit from additional information that is not present 
in the material provided from researchers, decisions about the consequence level associated with 
the indicator should be made based on the information at hand, and the lack of definitive 
discernment possible with the information provided should be captured in the Likelihood and 
Confidence scores. 

Box 1. Example Consequence, Likelihood, and Confidence Score for One Indicator of a 
Proposed Research Project. 

Proposed research intends to transfer the Listeria monocytogenes inlA gene, which encodes internalin, into 
Listeria innocua to investigate the role of internalin in interacting with host cell E-cadherin and investigating 
whether internalin expression alone is sufficient to allow entry into and confer pathogenicity against host epithelial 
cells. 
 
When assessing the Increased Environmental Stability indicator, which is a component of the Transmissibility 
Characteristics risk factor (see Table A.1): 
• The Consequence score, which is a measure of the anticipated magnitude of enhancing Listeria innocua 

stability in its environment, would be scored as Negligible. This score is based on the anticipation that adding 
the inlA gene will not confer an advantage to the modified strain in persisting in the environment in a manner 
that would aid in transmission. 

• The Likelihood score, which is a measure of the likelihood of any impact of this modification would lead to 
any increase in the persistence of Listeria innocua in the environment, would also be scored as Negligible. 

• The Confidence score, which is an indicator based on the type of information used to reach the 
Consequence and Likelihood scores, would be Moderate for this assessment. This score is based on the 
fact that there are good reasons to infer that the internalin protein, whose only known interaction during 
infection is to mediate the interaction with E-cadherin and that interaction is well understood as not 
substantively involved in environmental persistence. 

 
NOTE: Example adapted from Gaillard et al., 1991, Entry of L. monocytogenes into Cells Is Mediated by 
Internalin, a Repeat Protein Reminiscent of Surface Antigens from Gram-Positive Cocci. Cell, Vol. 65, 1127-1141. 

How Federal Funding Agencies Could Adopt This Assessment 
Methodology 
To apply this assessment framework to make determinations about the applicability of DGOF 

funding prohibitions to proposed or ongoing life sciences research projects, life sciences funding 
agencies should take the following steps:15,16 

1. Federal funding agencies should make the DGOF assessment framework available for PIs 
and biosafety professionals to use when applying for federal funding. 

2. Federal life sciences funding applicants can use the framework to assess the risks, 
benefits, and SSCs that may be associated with their research. Researchers’ assessments, 

 
15 It is likely that a uniform appreciation of where these prohibitions apply will be aided through the application of 
the same assessment methodology by all involved entities. 
16 A methodology for applying numerical scores to the risk versus benefit and SNSC versus SPSC assessments, to 
allow comparison of the magnitude of each, is provided in Appendix D. The final version of this report will be 
accompanied by a scoring matrix tool that we have developed for internal use and testing of these assessment 
frameworks. Representative outputs from this tool are presented in Figure 2.1. 
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and justifications for critical indicator scores, can be submitted alongside the research 
funding application. 

3. Federal funders can independently assess incoming proposals using this assessment 
framework and can compare and respond to the applicants’ assessments in light of the 
structured methodology included in this working paper. 

4. The decision about the applicability of DGOF prohibitions can be communicated back to 
funding applicants, highlighting critical indicator scores. 

5. Decisions about the applicability of potential DGOF requirements can be communicated 
to the ITPRB, which can also use this methodology to make their assessment. 

How to Use an AI-Tool to Enable Implementation of This Assessment for 
Large Volumes of Research Proposals 
We also tested the application of our assessment framework using several publicly available 

large language models (LLMs) to assess research proposals and published manuscripts for the 
applicability of DGOF prohibitions and potential DGOF restrictions. We designed a pipeline to 
prompt an LLM (Gemini 3.1 Pro Preview) to evaluate scores according to our framework. In our 
approach, the LLM is given either a PDF of the study in question or a text-based description of 
the research proposal. The LLM is then allowed to operate over multiple turns to make internet 
searches and reason internally about the most appropriate scores for each category. Once it 
finishes, it submits a final answer in the form of three formatted tables for rubric scores for each 
category across risks, benefits, and significant societal consequences. The agent also provides 
brief justifications for its scores in the same table. The pipeline then parses answers from the 
LLM and writes the results to an XLSX file, identically to how results from human experts have 
been collected. The scores between different AI models and across AI models and human experts 
can then be compared.  

At an expert workshop, where approximately 30 biosafety and biosecurity professionals were 
asked to use the framework to assess several potentially DGOF works, we compared LLM and 
expert scores. Our results show that human expert and LLM scores and rationales cluster 
meaningfully (Figure 2.2). Furthermore, we saw that our framework allowed diverse experts to 
differentiate lower- and higher-risk gain-of-function research that we anticipate could 
standardize the assessment process across funding agencies and researchers. 

Additional details on the approach and results will be included in an upcoming RAND report. 
We envision that this AI-supported approach could complement, not replace, human expert 
reviewers by informing comparisons and deliberation, saving time, decreasing subjectivity, and 
allowing predictability regarding potential delays in research funding decisions to researchers 
and institutions. Furthermore, we anticipate that federal life sciences funding agencies could 
utilize the LLM-enabled assessment of their research portfolios in a manner that uniformly 
identifies research in their portfolios that need expert human review to determine if they meet the 
DGOF funding prohibition or potential DGOF review criteria. 
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Figure 2.2. Comparison of LLM-Enabled and Human Expert Review of Published Gain-of-Function 
Research17 

NOTE: A) Human and AI-enabled assessments of Gaillard JL, et al., 1991, a relatively low-risk gain-of-function 
research publication.18 B) Assessments of Menachery, et al., 2015, a relatively high-risk gain-of-function research 
publication.19  

 
17 The matrices included in this assessment were generated prior to the July 20, 2026, publication of the United 
States Government Policy for Stopping High-Risk Life Sciences Research. As such, this only includes our 
assessment framework for SNSC, which were the only considerations that we proposed at the time for assessing 
SSC – based on EO 14292. The final published version of this report will reflect an additional assessment of SPSC. 
18 J. L. Gaillard, J. L. et al., “Entry of L. Monocytogenes Into Cells is Mediated by Internalin, a Repeat Protein 
Reminiscent of Surface Antigens from Gram-Positive Cocci,” Cell, Vol. 65, No. 7, June 28, 1991. 
19 Vineet D. Menachery et al., “A SARS-like Cluster of Circulating Bat Coronaviruses Shows Potential for Human 
Emergence,” Nature Medicine, Vol. 21, No. 12, 2015. 
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Chapter 3. Conclusions and Recommendations 

This working paper presents a framework consisting of objective criteria to assess the risks, 
benefits, and potential significant societal consequences from high-risk life sciences research. It 
also illustrates how an AI-enabled methodology could facilitate research reviews. After testing 
the framework and AI-enabled methodology at an expert workshop and over several iterations of 
scoring potential DGOF research with our internal RAND team, we found that the method leads 
to reproducible scores in a similar manner across evaluators and facilitates decision making. The 
authors envision this framework can facilitate implementation of the United States Government 
Policy for Stopping High-Risk Life Sciences Research and allow for DGOF reviews in a more 
transparent and reproducible manner. 

Recommendations 
Recommendation 1: Adopt a Standardized Framework for DGOF Reviews 

Life sciences research funding agencies that have been tasked with developing resources and 
implementation guidance to ensure consistent compliance among funded institutions should 
adopt this DGOF assessment framework to ensure that the application of the criteria in the policy 
occurs in a consistent, objective, and defensible manner than can be uniformly understood by all 
entities. Staff from the Executive Office of the President leading the interagency coordination 
group should ensure that federal agencies that fund life sciences research are able to apply the 
DGOF assessment framework in a manner that unifies application of research prohibitions across 
the research enterprise. The implementation process should include evaluation of the adoption to 
ensure that the use of the framework results in a feasible, valid, and reliable assessment process. 

Recommendation 2: Apply the Framework to an AI-Enabled Tool to Facilitate the 
Identification of Research in Need of Human Expert Review for DGOF 

Life sciences research funding agencies, which have faced high-profile pushback from the 
life sciences research community, should apply this DGOF assessment framework to assess their 
research portfolios using an LLM to identify ongoing research projects that may meet the DGOF 
criteria and need expert human review to make final determinations.20 This approach would 
allow funding agencies to reliably review potential DGOF proposals at scale and triage work that 
is most necessary for expert review.  

 
20 We have found that major public LLMs have significantly variable performance in making these determinations. 
The performance differences are rooted in two major factors: 1) the likelihood of the LLM refusing to provide 
feedback on high-risk life sciences research topics, especially regarding the indicators included in this assessment 
framework; and 2) the quality of the LLM’s analysis and justification for providing scores for the indicators in the 
framework. In our research to date, we have concluded that Google’s Gemini 3.1 Pro was the best performing open-
access LLM for making these determinations. 
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Appendix A. Detailed Methodology for Assessing Laboratory 
Risks Versus Research Benefits (Factors and Indicators) 

Factors and indicators for the Laboratory Risk and Benefit analysis are presented in Table 
A.1 and are discussed and further defined in the text below. These factors are used during the 
assessment that is part of Step 4 described in Chapter 2, as depicted in Figure 2.1. 

Table A.1. Laboratory Risk/Benefit Factors and Indicators 

Factors Indicators 

Laboratory Risks 

Laboratory Infrastructure and Support • Laboratory infrastructure 
• Institutional reliability 
• Personnel 

Infection Severity Considerations • Increased replication 
• Increased morbidity in model system 
• Increased mortality in model system 

Transmissibility Characteristics • Increased human-to-human transmission 
• Increased interspecies transmission 
• Increased environmental stability 

Treatment Availability, Ability to Detect, and Immune 
Recognition 

• Decreased number of treatment options or anti-pathogen 
effectors available or ready 

• Decreased diagnostic capability 
• Immune evasion 
• Generate eradicated, extinct, or novel agent 

Societal and Environmental Implications • Essential human and societal systems 
• Ecological Impacts 

Research Benefits 

Medical Countermeasure (MCM) Availability and 
Development 

• Novel therapeutics or vaccine targets 
• Increased efficacy of existing countermeasures 
• Generation of novel disease-blocking mechanism 

Scientific Knowledge Generation • Critical biological insights 

Disease Surveillance and Preparedness • Contributes to development of, validation of, or 
improvement of diagnostics 

• Informs preventative measures, like predictive modeling or 
early warning systems 

• Improves a physical aspect of pathogen-monitoring tools 

Public Health Policy • Informs risk assessment and policy guidelines 
• Supports resource allocation and preparedness planning 

Technology Development • Novel vector, assay, delivery system, etc. developed 
• Develop tools applicable to multiple pathogens/fields 
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Laboratory Risk Factors and Indicators 

Factor: Laboratory Infrastructure and Support  

This factor evaluates the comprehensive capacity of the research infrastructure, including the 
work practices (e.g., standard operating procedures [SOPs], personal protective equipment 
[PPE], facilities, and administrative controls), personnel, and policies and procedures in place at 
the institution to safely handle high consequence research. Indicators gauge the appropriateness 
of a facility’s safety and security infrastructure, research oversight, and the expertise and 
experience of the technical staff who will carry out the research. Evaluating this factor is specific 
to whether the infrastructure supporting the research described is appropriate for containing the 
experimental risks. The hazards posed to communities or broader society in the event of a release 
is considered in other factors (e.g., Societal and Environmental Consequences Factor) and 
independently in the significant negative societal consequences framework (e.g., Scale and 
Severity of Impact Factor). 

Indicators for Laboratory Infrastructure and Support 

Laboratory Infrastructure 

This criterion evaluates the laboratory’s physical infrastructure and operational safeguards to 
determine if they are appropriate for containing the agent anticipated to result from the 
experiments. Considerations also include participation in institutional or external oversight 
requirements and best practices or compliance with regulatory frameworks (e.g., Federal Select 
Agent Program [FSAP]) as appropriate for the risk level of the biological agent. The 
appropriateness of laboratory infrastructure to contain the agent anticipated to result from the 
proposed research may include (when applicable): 

• Required PPE 
• Detailed list of all applicable SOPs 
• Facility preventative and annual maintenance plans 
• Annual high-efficiency particulate air (HEPA) filtration and biological safety cabinet 

(BSC) certifications 
• Annual facility testing 
• Occupational health requirements 
• Exposure control plans 
• Personnel vetting and assurances, if applicable (e.g., for FSAP Tier 1 agents) 
• Physical security program and annual testing, if applicable (e.g., labs registered with the 

FSAP) 
• Institutional oversight mechanisms-research approval processes 
• External oversight and certifications 

Many safety practices may be difficult to capture, so this list is meant to be illustrative, not 
exhaustive, and not required, as this will differ based on the proposed work and the institution. 
Additional considerations may include whether the laboratory is operating under the appropriate 
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biosafety level (BSL)-2, 3, or 4 requirements; whether the laboratory is registered with FSAP (or 
similar global standard); whether the laboratory demonstrates annual recertification of critical 
systems (e.g., heating, ventilation, and air conditioning [HVAC],); and history of working safely 
and securely with the agents proposed in the research, biologically different agents that pose 
similar risks, or biologically similar agents that require similar safety precautions (e.g., closely 
related viral strains within the same genus, bacterial species with similar pathogenicity profiles, 
or toxins with comparable mechanisms of action). 

The indicator scores are: 

• Negligible Impact = Laboratory infrastructure is appropriate for proposed work, 
demonstrates current annual recertification of critical safety systems, and has a history of 
being used to safely study agents posing similar risks or with similar agents posing 
similar containment challenges. 

- Example: FSAP-registered BSL-4 facility with documented validation of critical 
systems that has been previously used to work with agent in question.  

• Low Impact = Laboratory infrastructure is appropriate for proposed work, demonstrates 
current annual recertification of critical safety systems, but there is limited documented 
history of using the facility to work safely with agents posing similar risks or with similar 
agents. 

- Example: FSAP- registered BSL-3 facility with current and documented validation of 
critical systems but lacks a published track record of being used to work with agent in 
question. 

• Moderate Impact = Laboratory infrastructure has previously been validated by a 
regulatory authority or accrediting body but there are meaningful gaps in the 
appropriateness of laboratory infrastructure to contain the agent anticipated to result from 
the proposed research, regardless of whether the institution has a documented history of 
working safely with agents posing similar risks or with similar agents. 

- Example: There are concerns over whether the laboratory infrastructure can contain 
the agent in question (e.g., lack of appropriate PPE, SOPs, incident reporting 
mechanisms, etc.).  

• High Impact = Laboratory infrastructure lacks appropriate regulatory oversight for 
proposed work. 

- Example: Facility proposing to work with BSL-3 pathogen operates at a BSL-2; 
Work has not been reviewed by an institutional biosafety committee (IBC). 

Institutional Reliability 

This criterion addresses an institution’s demonstrated ability to effectively manage high-risk 
research involving the proposed, or similar, agent(s) as well as its willingness to invest in the 
resources and attention to maintaining and adapting safety mechanisms in place. This criterion is 
not an assessment of the adequacy of physical infrastructure (which is measured in the laboratory 
infrastructure indicator), but rather of the adequacy of policies, practices, organizational 
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structure, and institutional culture that enables the responsible mitigation of risks associated with 
the proposed research. Considerations may include (when applicable): 

• Biosafety and biosecurity governance mechanisms in place (e.g., American Biological Safety 
Association [ABSA]-certified biosafety practitioner, ability to effectively form an IBC and 
Internal Review Entity [IRE] with appropriate expertise and independent review authority),  

• Organizational hierarchy that supports rapid communication and decision-making for safety 
and/or security issues, authority and reporting structure of compliance teams 

• High responsibility organizational and cultural focus and personnel reliability measures 
• Occupational health program and oversight in place 
• Demonstrated relationship with local first responders, public health, and medical providers  
• Two-way transparency with the public about risks and mitigation measures associated with 

the research 
• Responsible communication of data from the research 
• Training programs offered 
• Exposure control procedures 
• Personnel suitability or reliability programs 
• Demonstrated culture that supports working safely and securely with agents posing similar 

risks or with similar agents like attenuated strains. 
The indicator scores are: 

• Negligible Impact = The institution has implemented comprehensive and well-
documented critical systems and safeguards specifically designed to mitigate safety and 
security risks associated with high-consequence research. The institution has procedures 
and policies in place that support safe and secure research involving the proposed agents. 

- Example: A major research university has a full-time, ABSA-certified biosafety 
practitioner, a well-functioning IBC, all staff receive annual training with competency 
assessments, and the institution engages with their community. 

• Low Impact = The institution has established foundational systems and safeguards in 
place to mitigate safety and security risks, and critical mechanisms are documented and 
operational, but there are minor gaps and unknowns that are not thought to substantially 
impede safe operations with moderate-risk agents. 

- Example: There are several unknowns in the adequacy of policies, practices, 
organizational structure, and institutional culture that would enable the responsible 
mitigation of risks associated with the proposed research. These unknowns are not 
significant enough to pose meaningful challenges in the safe operations and 
containment of the agent in question. 

• Moderate Impact = The institution has many critical systems and safeguards in place to 
mitigate the safety and security risks associated with the proposed research, but either: 1) 
there are some clear gaps that may pose substantial challenges to the safe operation of 
their facilities in light of containment considerations associated with the agent anticipated 
to result from the proposed research; or 2) there is not sufficient information to make 
assessments of certain systems and safeguards. 
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- Example: A university research laboratory has SOPs and IBC approvals in place and 
university has biosafety policies and an IBC in place, but there are concerns about 
safety procedures. 

• High Impact = Multiple lines of evidence suggest that there are not sufficient critical 
systems or safeguards in place to mitigate the safety and security risks associated with the 
proposed research. 

- Example: Facility personnel have raised documented concerns about how safety 
procedures are being followed by the laboratory proposing the research. Despite this, 
the laboratory has no evidence of having responded to these concerns. 

Personnel 

This criterion measures the knowledge and skills of the Principal Investigator (PI) and all 
personnel working directly on the proposed experiment. This should include at minimum the 
following: 

• Expertise and experience for each member of the research team that is directly applicable 
to their role in the proposed experiment 

• Any relevant experience with the agents, techniques, animals, etc.  
• Participation in training/mentoring programs, including demonstration of competency 

and annual refresher training requirements 
The indicator scores are: 

• Negligible Impact = All key personnel who will be involved in physically conducting the 
work have demonstrated the ability to safely and securely perform the research and there 
are no clear gaps in the technical expertise, adequate safety and security training, 
adherence to responsible practices, or a history of working safely with agents posing 
similar risks or with similar agents. 

- Example: The PI has 15 years of experience conducting gain-of-function studies with 
the same agent being proposed in the work and all technicians have completed BSL-3 
and biosecurity training as required at their institution. Each team member has 
previously worked with the viral family proposed in this research. 

• Low Impact = Key personnel who will be directly involved in handling the agents 
produced through the proposed research have demonstrated adequate technical expertise 
and safety/security training relevant to their roles, but their experience may be less 
extensive, specialized, or directly applicable to the specific research proposed. 

- Example: The team has general relevant experience and is adequately trained in the 
technical and safety procedures, but most have not previously worked with the 
specific viral family proposed. 

• Moderate Impact = There are clear gaps in either the adequacy of data or critical 
personnel attributes or abilities to demonstrate the following for many key personnel: 
they have the technical expertise, adequate safety and security training, adhere to 
responsible practices, and have a history of working safely with agents posing similar 
risks or with similar agents. 
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- Example: The PI has relevant expertise and training, but one team member lacks 
documented biosafety and relevant lab-specific training related to the proposed agent 
or there are gaps (e.g., the training has expired). It is unclear whether the team 
collectively has prior experience with similar viral manipulation techniques. 

• High Impact = Many key personnel who will be involved in physically handling the 
agents produced through the proposed research have not clearly demonstrated the 
technical expertise, adequate safety and security training, adherence to responsible 
practices, or a history of working safely with agents posing similar risks or with similar 
agents. 

- Example: The research team includes personnel without relevant background for their 
assigned roles. For example, a junior technician with no prior laboratory research 
experience will be responsible for primary containment procedures, the PI has limited 
publications in this specific research area, and there is no documentation of 
institutional safety training completion for multiple team members. Neither the PI nor 
supporting staff can demonstrate prior work with agents of comparable risk, and no 
formal training program or competency assessment framework is in place. 

Factor: Infection Severity Considerations 

A modified biological agent anticipated to result from the research could replicate more, be 
more infectious, cause worse outcomes (including lasting morbidity after recovery), or lead to 
more morbidity or mortality than the wild type (WT) agent. For experiments that expand host 
range to allow the infection of humans, this includes any resulting biological agent replication, 
morbidity, or mortality after exposure to the modified agent. It is worth noting that determining 
the control for comparison purposes can be complex, particularly for attenuated strains, 
reassortants, mutants, or recombinant strains, and that baselines may vary. It is important to 
specify what the comparison group is when applying the scoring system and comparing to a 
group that is most closely related to a WT pathogen may be advised (e.g., a researcher modifies 
an attenuated strain of vaccinia virus and compares replication rates to the attenuated and WT 
versions of vaccinia. An appropriate comparison group would likely be the WT version, even if 
the parent backbone is the attenuated strain). 

Indicators for Infection Severity Considerations 

Increased Replication 

This criterion captures an increased ability to replicate compared to the unmodified version 
of the biological agent, which may or may not lead to an increased number of infectious units. 
The most direct in vitro measurements in cells may include genome copy numbers in cells or 
infectious units by plaque assay. The most direct in vivo metrics in a model organism may 
include genome copy numbers in selected tissues of infected versus uninfected animals, titer in 
tissues, serum, or secretions, as assessed through plaque assay, polymerase chain reaction (PCR), 
quantitative PCR, or other methodologies. Model systems used in experimental approaches 
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should also be considered in likelihood and confidence scores. For example, in vivo animal 
experiments are more directly translatable to impacts on infected people than in vitro assays. 

The indicator scores are: 

• Negligible Impact = No change in biological agent replication rates compared to 
unmodified version. 

- Example: A single mutation in the capsid protein of an RNA virus improves antibody 
binding but is not reasonably anticipated to impact RNA-dependent RNA polymerase 
(RdRP) activity.  

• Low Impact = Non-significant increase in replication rate or number of infectious units, 
but there is a trend to suggest there could be an increase. 

- Example: A researcher is comparing different strains of a mosquito-borne virus and 
introduces mutations into the NS gene that encodes the RdRP. The researcher 
anticipates that the change may cause fluctuations in viral genome replication in 
mosquito cell culture compared to WT at early time points but not a significant 
increase and does not anticipate it will cause an increase in the number of infectious 
particles. 

• Moderate Impact = Significant increase in replication rate, but no increase in infectious 
units (e.g., greater number of viral copy number, but no increase in infectious viral 
particle number). 

- Example: A researcher is comparing different strains of a mosquito-borne virus and 
introduces mutations into the NS gene that encodes the RdRP. The hypothesis is that 
the changes could cause a several log increases in genome copies at early time points 
but does not think it will lead to an increase in functional viral particles released from 
the cell.  

• High Impact = Significant increase in the biological agent’s replication rate that leads to 
an increase in infectious agent number 

- Example: A researcher is comparing different strains of a mosquito-borne virus and 
introduces mutations into the NS gene that encodes the RdRP. The change is 
anticipated to cause a significant increase in viral genome replication in mosquito cell 
culture compared to WT and significantly higher PFU/ml. 

Increased Morbidity in Model System 

This criterion captures how sick a person gets from a modified agent, including the acute 
and/or chronic resulting symptoms and functional impairments, regardless of whether the 
infection is fatal. Modifications that affect innate immune recognition, interferon responses, or other 
inflammatory pathways, such as pattern- or effector-triggered immunity in plants, that could alter 
disease severity should be considered. Direct in vivo indications may include weight loss, 
decreased activity levels, or clinical scoring of symptoms. More indirect in vitro tests may 
include cytokine secretion assays, innate immune cell activation assays, interferon pathway 
analysis, metabolic assays, or tissue chip models. 

The indicator scores are: 
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• Negligible Impact = No observable or anticipated signs of disease or illness compared 
with the control. 

- Example: A researcher introduces a point mutation in a respiratory virus glycoprotein 
that enhances sialic acid receptor recognition without altering the fusion protein. It is 
not believed that mice infected with the modified strain will show impaired clinical 
activity levels, weights, or lung histopathologic signs at relevant time points.21 

• Low Impact = Minimal or subclinical signs of disease in exposed persons or limited 
clinical symptoms. 

- Example: A single mutation in a polymerase gene reverts a cold-passage temperature 
sensitive mutant of a respiratory virus and infection in rodents could lead to slight 
weight loss and minimal signs of airway distress (e.g., airway mucus) compared to 
WT but is not anticipated to cause significant lung pathology.22 

• Moderate Impact = Mild-to-moderate illness with moderate clinical signs of disease in 
some of the people exposed to the treatment, including acute impacts or those that could 
develop over time. 

- Example: A researcher is studying the genetic basis of clinical isolates infected with 
respiratory viral strains that are thought to differ in pathogenesis. They exchange 
genetic segments between the isolates and infect mice. They anticipate that some of 
the modified versions could induce variable disease severity, increased interleukin 
levels, and increased airway mucus.23 

• High Impact = Significantly higher morbidity or otherwise heightened disease 
presentation in a significant number of exposed people or substantial immune 
evasion/dysregulation leading to immunopathogenesis. 

- Example: A researcher proposes to generate a modified version of a respiratory virus 
that mutates a polymerase gene and another non-structural protein that blocks 
interferon.24 The researcher anticipates these mutations in combination could result in 
severe weight loss, mucus accumulation, elevation of pro-inflammatory lung 
cytokines, and bronchiolitis. 

Increased Mortality in Model System 

This criterion captures the extent to which exposure to the modified agent in a model system 
leads to death relative to exposure to the control. The most-direct measurements may include 
survival curves, LD50 (or MLD50), time-to-death post-inoculation, or humane endpoint triggers. 

 
21 Example inspired by Kate L. Stokes et al., “Differential Pathogenesis of Respiratory Syncytial Virus Clinical 
Isolates in BALB/c Mice,” Journal of Virology, Vol. 85, No. 12, 2011, but do not reflect the data or experimental 
design. 
22 Example inspired by J. E. Crowe Jr et al., “Acquisition of the TS Phenotype by a Chemically Mutagenized Cold-
Passaged Human Respiratory Syncytial Virus Vaccine Candidate Results from the Acquisition of a Single Mutation 
in the Polymerase (L) Gene,” Virus Genes, Vol. 13, No. 3, 1996, but do not reflect the data or experimental design. 
23 Example inspired by Stokes et al., 2011, but do not reflect the data or experimental design. 
24 Shirin Munir et al., “Respiratory Syncytial Virus Interferon Antagonist NS1 Protein Suppresses and Skews the 
Human T Lymphocyte Response,” PLoS Pathogens, Vol. 7, No. 4, 2011. 
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The indicator scores are: 

• Negligible Impact = No mortality expected in a model system infected with modified 
agent, and no mortality expected in larger exposed sample sizes. 

- Example: A researcher will engineer a virus coat protein with the hypothesis that it 
will enhance viral particle stability but not virulence. Both WT and modified virus are 
not expected or known to cause mortality in model system. 

• Low Impact = Minimal or rare mortality that is not significantly different than control, 
but there could be an increased low risk anticipated in larger exposed sample sizes. 

- Example: Both WT and modified viruses are not expected or known to cause 
mortality in humans, but there is a chance for low levels of mortality in 
immunocompromised individuals due to the nature of the mutation. 

• Moderate Impact = Low level of mortality observed in model system, even if not 
significantly elevated compared with controls. 

- Example: A researcher modifies a virus to reduce its ability to inhibit immune 
targeting. It is anticipated that mouse infection could result in about 50% mortality at 
relevant time points, with the remaining animals experiencing severe systemic 
symptoms but survival beyond the typical lethal timeframe. 

• High Impact = Significant levels of mortality in a model system compared with controls; 
for research altering the host range to allow infection of and anticipated mortality in 
humans. 

- Example: A researcher proposes to generate a variant with multiple mutations in 
genes responsible for silencing immune suppression and enhancing viral replicase 
complex. Infections could cause accelerated pathogenesis and nearly 100% mortality. 
Additionally, it is anticipated that vaccine efficacy could also be inhibited. 

Factor: Transmissibility Characteristics 

A modified biological agent anticipated to result from the research is more transmissible or 
infectious than an unmodified form, including through human-to-human transmission and 
interspecies transmission (i.e., zoonotic transmission). It is worth noting that determining the 
control for comparison purposes can be complex, particularly for attenuated model strains, 
reassortants, recombinant, or mutant strains, and that baselines may vary. It is important to 
specify what the comparison group is when applying the scoring system and comparing to a 
group that is most closely related to a WT pathogen may be advised (e.g., a researcher modifies 
an attenuated highly pathogenic avian influenza [HPAI] strain and compares transmission of the 
modified form to both the attenuated and unattenuated HPAI strains. An appropriate comparison 
group would likely be the WT HPAI version rather than the attenuated parent strain used as the 
experimental backbone). 
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Indicators for Transmissibility Characteristics 

Increased Human-to-Human Transmission 

This criterion captures increased levels of transmission of the modified agent between 
humans, compared with the unmodified form. Direct measures may include disease transmission 
studies in animal models (e.g., ferret-to-ferret, mouse-to-mouse, or vector-borne between hosts) 
or measuring pathogen titer in tissues or organoids, whereas indirect measurements may include 
estimating and modeling R0 or measuring the duration and quantity of pathogen-shedding. 

The indicator scores are: 

• Negligible Impact = No increase in transmission compared with the control. 

- Example: A researcher introduces a mutation in a respiratory virus matrix protein that 
enhances virion assembly but is not anticipated to alter receptor binding or 
polymerase function. 

- Other example: A researcher mutates the recombinant protein necessary for receptor 
binding in human cells, but these mutations are studied in a non-replicating system 
and never made in a live virus. 

• Low Impact = Slight increase in transmission but observed primarily under optimal 
conditions or on rare occasions (e.g., increased chance of rare vertical transmission 
event). 

- Example: A researcher proposes to study a respiratory virus characterized by minimal 
respiratory shedding. To understand potential vaccine escape, they plan to introduce a 
single point mutation in the receptor-binding domain based on surveillance data from 
a more transmissible circulating strain. The researcher anticipates this mutation will 
modestly increase viral loads in nasal secretions in non-immunized mice under 
laboratory conditions. The researcher does not anticipate this change will 
significantly impact transmission kinetics or overcome existing vaccine-induced 
immunity in vaccinated animals. 

• Moderate Impact = Higher attack rate in model organisms, but attack rate is not 
sustained. 

- Example: To compare strains with different thermostability properties, recombinant 
viruses will be made to test which mutations or genes are responsible for the 
differences. However, it is not anticipated that these viruses will exhibit significantly 
sustained transmission between people. 

• High Impact = Efficient and sustained transmission between people. New modes of 
transmission are available to the modified agent (e.g., a vector-borne virus can now be 
transmitted through blood-borne or respiratory means).  

- Example: Mutations in the respiratory viral strain are thought to significantly increase 
virus shedding in droplets, which leads the researcher to believe in human 
populations, virus transmission would be sustained. 
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Increased Interspecies Transmission 

This criterion captures the alteration of the ability of a biological agent to zoonotically 
spillover into humans. The most direct in vitro metrics may include infecting cells expressing a 
human surface protein in vivo transmission studies, including in transgenic animal models. 
Indirect in vitro studies may include protein–protein binding assays between human cell-surface 
and pathogen proteins. 

The indicator scores are: 

• Negligible Impact = No change in the potential of the agent to infect humans. 

- Example: Manipulating non-structural elements of an agent restricted to human 
transmission with no known zoonotic reservoirs.  

• Low Impact = Limited ability to infect humans. Infectivity can be demonstrated in vitro 
or under artificial conditions but no evidence to suggest in vivo competence. 

- Example: Researchers are testing whether a modified virus known to circulate 
between mosquitoes and avian populations can infect a new mosquito species that 
feed on humans in suboptimum conditions (i.e., they prefer other types of hosts but 
will feed on humans if that’s the only host available). They anticipate a low 
proportion of the new mosquito species would exhibit infected salivary glands, so 
hypothesize that the risk of the new mosquito species serving as a bridge vector and 
leading to human transmission would be low. 

• Moderate Impact = Able to infect humans, but transmission is not sustained (e.g., humans 
become infected but cannot further transmit). 

- Example: A modified virus can now infect a new mosquito species where humans are 
a dead-end host. 

• High Impact = Able to infect humans with sustained transmission (e.g., the new host can 
further infect hosts of that same species so pathogen spread is possible). 

- Example: A modified virus can now efficiently bind to a new host cell receptor and 
infect the new host in ways that cause the host to get sick and shed the virus. 

Increased Environmental Stability 

A modified agent can remain infectious outside human hosts (e.g., on a fomite, droplet, 
aerosol, windborne particles, etc.) for longer periods of time or under more extreme conditions 
compared with an unmodified agent. Direct measurements may include persistence assays after 
exposure to different conditions, droplet or aerosol stability studies under different conditions, or 
time-to-inactivation studies using plaque assays. Indirect measurements may involve modeling 
transmission risk based on environmental decay rates, surface contact frequencies, or other 
parameters. 

The indicator scores are: 

• Negligible Impact = No increase in environmental persistence or decay rate remains 
unchanged. 
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- Example: Modification is not anticipated to impact the microorganism’s ability to 
survive in different environmental conditions. 

• Low Impact = Non-significant increase in survival in a single environmental condition. 

- Example: A researcher is studying a mutation that could improve the shelf life of a 
viral backbone important for vaccine development. The mutation is thought to only 
moderately increase the ranges of temperature it can replicate in. 

• Moderate Impact = Moderate increase in survival across multiple environmental 
conditions, for example on surfaces, at wider temperatures or humidity, or in alternative 
forms (such in an aerosol), but the increase is not expected to be significant. 

- Example: A researcher anticipates a mutation could moderately increase the ranges of 
temperature at which the virus can replicate as well as the amount of time it stays 
viable on surfaces. 

• High Impact = Significant increase in a single or multiple environmental conditions, for 
example, stability on surfaces, at wider temperatures or humidity, or in alternative forms 
(e.g., survives days or weeks, survives harsh conditions). 

• Example: A modified respiratory virus is anticipated to survive hours at 56°C compared 
to seconds for controls. 

Factor: Treatment Availability, Ability to Detect, and Immune Recognition 

A modified biological agent anticipated to result from the research could lead to fewer 
available ready-to-deploy treatment options and generate resistance. The generation of an 
eradicated or extinct agent or toxin should also be considered in evaluating this indicator, as the 
MCM to treat, or detect such an agent may not be available if an agent has been eradicated. The 
magnitude of the consequences associated with this factor may depend on the number of MCMs 
already available, the access to the MCMs, and whether the agent naturally develops resistance 
or whether novel resistance is an experimental outcome. Readily available access with multiple 
MCMs would have lower impact if an agent were to become resistant to one of them, unless the 
lost MCM is more widely available and effective than the other MCMs. Losing the only 
available MCM would have a significantly higher impact because access to investigational new 
drugs is a time-consuming process that is not scalable. Some scores for this factor were adapted 
from the integrated technology readiness levels for MCM products from the Biomedical 
Advanced Research and Development Authority25. 

Indicators for Treatment Availability, Ability to Detect, and Immune Recognition 

Decreased Number of Treatment Options or Anti-Pathogen Effectors That Are Available or Ready 

This criterion entails a reduction in the effectiveness or availability of ready-to-deploy 
treatment options (including vaccines, antivirals, monoclonal antibodies, antibiotics, antifungals, 

 
25 Medical Countermeasures, “About the Technology Readiness Levels (TRLs): Tools for Monitoring Development 
Progress,” U.S. Department of Health and Human Services, webpage, undated. 
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etc.) against the modified agent. This also includes engineered resistance mechanisms in 
organisms specifically designed to control the pathogen in question. The reduction may be 
measured by plaque reduction neutralization testing (PRNT) to assess antibody-neutralizing 
ability, colony reduction assays to evaluate antibiotic or antifungal efficacy, enzyme-linked 
immunosorbent assays (ELISA) or flow cytometry to evaluate antibody binding, or the efficacy 
of treatments in animal models of human disease. For resistance, this may include measuring 
pathogen growth in resistant versus susceptible lines. More indirect in vitro tests may include 
treating cell lines with or without a modified agent after exposure to different treatments and 
measuring functional endpoints. 

The indicator scores are: 

• Negligible Impact = The number of available or accessible treatment options remains 
unchanged compared to unmodified version. For agents with preexisting treatment 
options, this means those treatments remain effective and available. For agents with no 
approved treatments, this means no further reduction in potential, or development-stage 
options occurs due to the modification. 

- Example: Modified viral variant with no approved vaccines, antivirals, or monoclonal 
antibodies is anticipated to have the same absence of ready-to-deploy options as 
unmodified strain, but the modification is not expected to confer novel resistance 
mechanisms that may impact candidate therapeutics, experimental pipelines by which 
candidates could be developed, or repurposing of existing therapeutics. 

• Low Impact = Most preexisting MCMs or anti-pathogen effectors remain viable, but 
there is a non-significant reduction in susceptibility to a low percentage of available 
MCMs available or a non-significant reduction in viability of MCMs. 

- Example: A modified respiratory virus is anticipated to have reduced susceptibility to 
a first-tier antiviral, but that antiviral will likely remain partially effective. 
Additionally, the virus will remain fully susceptible to other antivirals, vaccines, and 
most neutralizing monoclonal antibodies. 

• Moderate Impact = Multiple preexisting MCMs or anti-pathogen effectors are less viable 
or function less effectively. 

- Example: A modified influenza virus is anticipated to demonstrate reduced 
susceptibility to multiple antivirals or vaccine-induced antibodies, though some 
treatments are expected to retain partial effectiveness. 

• High Impact = The modification eliminates susceptibility to all available treatment 
options. Impacting development-stage therapeutics or MCMs could also be considered. 

- Example: Modifying a critical structural element is expected to hinder a virus 
resistant to the first-tier MCM response. 

Decreased Diagnostic Capability 

A reduction in the ability of ELISA, PCR, etc. to detect a modified agent accurately or 
reliably. Direct measurements may include evaluating false negative and positive rates in PCR 
assays, antigen tests, or serological tests when applied to the modified agent or evaluating 
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antibody binding or cross-reactivity using standard diagnostics. Indirect measurements may 
include genetic analyses (such as sequence divergence analyses) to identify mutations in primer 
or probe binding sites. 

The indicator scores are: 

• Negligible Impact = Can be detected by existing diagnostic tests, and modification is not in 
region of the genome important for any diagnostic test. 

- Example: A modified virus is anticipated to still be fully detectable by standard RT-
PCR and ELISA 

• Low Impact = Slight reduction in diagnostic sensitivity or specificity because of minor 
changes in regions important for diagnostic capabilities but remains mostly detectable by 
standard tests. 

- Example: A modified virus has minor sequence changes in the region targeted by 
standard RT-PCR but is still anticipated to be detected. 

• Moderate Impact = More false positives or negatives with existing diagnostic tests or a 
small-to-moderate reduction in the diagnostic capability to detect a modified agent. 

- Example: Serological tests are expected to show reduced cross-reactivity to vaccine-
induced antibodies. 

• High Impact = Beyond whole genome sequencing, significantly defeats or decreases 
existing diagnostic capabilities. 

- Example: Mutations in diagnostic target regions are anticipated to make the modified 
pathogen undetectable by PCR, and changes in epitopes allow it to evade existing 
ELISA assays. 

Immune Evasion 

This criterion entails the increased ability of a modified agent to avoid detection or 
neutralization by the immune system, including both innate and adaptive responses (including 
from previous infection or immunization). Evasion of innate and adaptive immunity is central to 
this criterion, but it does not consider other types of immune evasion – such as engineered 
resistance traits that may exploit immune mechanisms (e.g., transgenic mosquito engineered to 
trigger innate immune responses against a virus). Direct measurements may include reduced 
neutralization by PRNT, decreased antibody binding in ELISA/flow cytometry, impaired T cell 
activation by intracellular cytokine assays, and in vivo evidence of reinfection despite prior 
immunity. Indirect measurements may include sequence or structural changes in key antigenic 
sites or epitope mapping. 

The indicator scores are: 

• Negligible Impact = Does not evade or suppress immune response. 

- Example: A genomic modification introduced into an Ebola virus variant will affect 
structural proteins but will not enhance or alter functions that suppress interferon 
responses and impair antigen-presenting cell (APC) maturation. The modified 



 25 

pathogen is anticipated to remain susceptible to natural immune recognition and 
response. 

• Low Impact = Slight or marginal evasion of existing immunity, but most artificially (e.g., 
through vaccination) or actively (e.g., through previous infection) acquired antibodies 
remain effective. 

- Example: A modified Ebola virus variant is expected to exhibit mildly reduced 
susceptibility to neutralizing antibodies from vaccinated individuals, but vaccines are 
thought to remain partially effective and convalescent patients retain protection 
against a subsequent infection. 

• Moderate Impact = Partially evades existing immunity. 

- Example: A modified Ebola virus variant will demonstrate enhanced suppression of 
early innate immune responses, reducing interferon production and impairing APC 
function. This is expected to delay adaptive immune activation and reduced 
neutralizing antibody titers in previously infected or vaccinated individuals, though 
some immunity will likely remain. 

• High Impact = No preexisting immunity (i.e., relevant human populations have no prior 
exposure that would have established aggregate population-level protection), evades 
existing immunity (includes overwhelming innate immune mechanisms), or, if there is 
preexisting immunity, it exacerbates disease outcomes – such as through antibody-
dependent enhancement. 

- Example: A modified Ebola virus variant is hypothesized to suppress interferon and 
dendritic cell maturation so that it can overcome both innate and adaptive immune 
defenses. Previously vaccinated or recovered individuals show minimal neutralizing 
antibody responses and little protection upon re-exposure. 

Generate Eradicated, Extinct, or Novel Agent 

The generation or reconstruction of a biological agent or toxin that is eliminated in most 
geographic regions, extinct, or eradicated from nature. This criterion also includes recombinant, 
reassortant, or mutant agents that have not been previously seen in nature. 

The indicator scores are: 

• Negligible Impact = No possibility of generating or reconstructing an eliminated, 
eradicated or extinct agent or toxin or creating a novel agent. No closely related 
sequences, constructs, or intermediates. 

- Example: Studying genetic variation within existing agent populations.  

• Low Impact = Creates a single fragment (e.g., functional gene) from an eliminated, 
eradicated, or extinct agent that cannot be functionally reconstructed or assembled or 
introduces a single novel fragment into a new organism. 

- Example: Studying a single gene from an eradicated agent in a different viral vector 
backbone. 

• Moderate Impact = Combines multiple fragments (e.g., functional genes) from an 
eliminated, eradicated, or extinct agent but that cannot be functionally reconstructed or 
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assembled into the WT extinct agent. Includes intermediate components that could 
indirectly enable reconstruction or novel agent development. 

- Example: Studying multiple genes from an eradicated agent in a different viral vector 
backbone but that could not combine to form a functional version of the eradicated 
agent. 

• High Impact = Directly generates or reconstructs an eliminated, eradicated, or extinct 
agent or toxin, such as recovery of a viable or functional agent or creates a functional 
novel agent with unprecedented characteristics. 

- Example: Synthesizes single gene fragments from an eradicated agent that could be 
co-transfected into a cell model system to produce a functional form of the eradicated 
pathogen. 

Factor: Societal and Environmental Implications 

A modified biological agent anticipated to result from the research could cause significant 
harm to human populations, animals, agriculture, the environment, and the economy compared 
with an unaltered form of the infectious agent, if the modified version were released into the 
environment. These agents could include a large-scale epidemic on human populations, animal 
populations, or the food supply. Release of such an agent could have national security 
implications. Although these indicators are more speculative in nature and difficult to measure 
directly, they may be derived or inferred from more quantitative biological metrics, like 
morbidity and mortality estimates, transmissibility characteristics, and host characteristics. 

Indicators for Societal and Environmental Implications 

Essential Human and Societal Systems: 

The release of a modified agent could negatively affect essential systems that support modern 
life and public welfare, health care, transportation, utilities, supply chains, and critical 
workforces. This criterion focuses on indirect social and economic impacts beyond those 
captured in the infection severity considerations factor. 

The indicator scores are: 

• Negligible Impact = No anticipated or measurable effect on essential services, supply 
chain, or quality of life. 

- Example: A genomic modification that affects viral replication kinetics to a common 
cold coronavirus whose parent backbone is not very transmissible and does not cause 
severe symptoms in immunocompetent people. A release is not anticipated to have a 
noticeable impact on health care systems, workforce productivity, or supply chain 
function. 

• Low Impact = Slight disruption to essential services, but effects are localized and 
temporary only on a small number of specific systems. 

- Example: A modified SARS-CoV-2 variant with moderately increased 
transmissibility could cause elevated caseloads in a single geographic area but 
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remains susceptible to vaccines so that transmission would remain localized. Within 
the outbreak area, there may be temporary bed shortages in local hospitals and brief 
delays, but it is not anticipated to overwhelm regional health systems.  

• Moderate Impact = May cause partial or temporary disruption of infrastructure (e.g., 
hospital overcapacity, localized supply chain disruption). 

- Example: A modified SARS-CoV-2 variant is more transmissible, virulent, and less 
susceptible to vaccines, allowing it to spread further and making its impact more 
severe. This could cause hospital over capacity in multiple regions, require diversion 
of critical care resources and temporary shortages, and workforce shortages. 

• High Impact = Has the potential to cause widespread, sustained disruption of 
infrastructure (e.g., health care collapse, transportation halted, national economic impact). 

- Example: A modified coronavirus has substantially increased transmission, causes 
severe disease in immunocompetent populations, and is sufficiently different from 
circulating strains that existing vaccines are minimally effective. Release of the 
modified pathogen could cause prolonged healthcare system collapse, quarantines and 
workforce shortages in essential systems, and national economic disruption. 

Ecological Impacts 

The release of a modified agent could endanger or cause the extinction of any species (e.g., 
plants, wildlife, etc.) or could have negative impacts on environmental health indicators (e.g., 
soil quality). These impacts would have indirect effects on human well-being. Consider both the 
ecological role of an affected species (e.g., keystone or foundational species, apex predators, or 
other species critical for ecosystem stability) and the scope of impact – both in terms of 
magnitude of impact on a given ecosystem and the geographic scale of the impact on 
ecosystems. 

The indicator scores are: 

• Negligible Impact = No anticipated or measurable impact on nontarget species or 
ecosystems. 

- Example: A researcher introduces specific mutations to the genome of different 
Yersinia pestis strains to understand their effects on bacterial replication. The 
mutations are not anticipated to impact spread or virulence of the virus in wild 
animals such as birds or rodents. 

• Low Impact = Slight or limited impact on a single non-target species without substantial 
ecological consequences. 

- Example: A researcher introduces specific point mutations into the genome of Y. 
pestis strains to understand the role of certain proteins in transmissibility. The 
mutations could result in a slight increase in transmission between rodents if released, 
but no impacts on transmissibility between naturally resistant species, such as 
migratory birds is anticipated. 

• Moderate Impact = Could cause localized or short-term ecological disruption (e.g., may 
affect low numbers of non-human hosts without sustained impacts) or impacts on a single 
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species with limited ecological connectivity that could lead to impacts other than those of 
the single species. 

- Example: A researcher introduces multiple mutations to the genome of a moderately 
virulent strain of Y. pestis to understand the contribution of certain proteins to 
transmissibility. The mutations could result in a moderate increase in Y. pestis spread 
among rodents if released and could be associated with increased transmissibility of 
the bacteria among wild migratory bird populations. 

• High Impact = Could cause broad, long-lasting, or irreversible ecological damage (e.g., 
disrupts food web, leads to species extinction) or significantly impacts species with 
critical roles in ecosystem stability, regardless of whether it’s a single species. 

- Example: A researcher introduces multiple mutations to the genome of a moderately 
virulent strain of Y. pestis to understand the contributions of certain proteins to 
transmissibility. The mutations could result in a significant increase in Y. pestis 
transmissibility and virulence among rodents and migratory birds. Infection of these 
populations could potentially trigger the collapse of some ecosystems. 

Research Benefit Factors and Indicators 

Factor: Medical Countermeasure Availability and Development 

The research advances the development, efficacy, or deployment of countermeasures 
(including vaccines, antimicrobials, and PPE) that improve and protect human health and address 
critical societal and/or environmental needs. This includes research that makes countermeasures 
more accessible, affordable, or suitable for at-risk populations or in resource-limited settings 
through improved formulations or delivery methods. 

Indicators for Medical Countermeasure Availability and Development 

Novel Therapeutic or Vaccine Targets 

This criterion assesses whether research identifies or suggests new molecular or biochemical 
targets that are expected to be useful in the design of therapeutics, vaccines, pesticides, 
fungicides, or herbicides to address societal risks from an agent in the near future. It could also 
cover beneficial impacts from the discovery of new biochemical mechanisms that could be 
useful for treating other diseases in the near term (for instance, certain toxins are useful in 
chemotherapeutic formulations and certain viruses or components of them are useful for 
delivering therapeutic nucleic acids). Novel targets that could enable MCM development for 
populations or agents with limited treatment options should be considered. 

The indicator scores are: 

• Negligible Impact = No anticipated or measurable contribution to countermeasure 
development. 
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- Example: Research is anticipated to identify amino acid substitutions in a bacterial 
toxin that stabilize it at higher temperatures than those in which it normally retains 
biological viability. 

• Low Impact = Identifies concepts that could have unclear or limited translation potential. 

- Example: Research is expected to identify a non-structural protein has a role in early 
infection, but sequence is highly variable across strains and is not immunogenetic in 
vivo. 

• Moderate Impact = May identify leads, targets, or concepts that could support 
countermeasure development indirectly. 

- Example: Studies of the interactions between agents and model organisms or human 
cells or proteins and the pathogen (or components of it) are expected to reveal a 
conserved protein important for cell entry that could be a potential vaccine target.  

• High Impact = Directly identifies new therapeutic or vaccine target with strong 
translation potential. 

- Example: Research is anticipated to identify a structurally conserved viral epitope 
that is immunogenic and required for infectivity across diverse agent strains. 

Increased Efficacy of Existing Countermeasures 

This criterion evaluates whether research improves the effectiveness, stability, or 
performance of countermeasures that have already been developed. This includes research that 
expands efficacy to previously underserved populations, improves accessibility through better 
delivery methods (e.g., oral versus injectable formulations), enhances stability for resource-
limited settings, or broadens effectiveness across diverse genetic backgrounds. 

The indicator scores are: 

• Negligible Impact = no expected contribution to improving existing countermeasure 
performance. 

- Example: Research that does not involve components in, or targets of, existing 
countermeasures. 

• Low Impact = Identifies minor improvements or partial understanding of countermeasure 
optimization with limited applicability. 

- Example: A study demonstrates that a vaccine's efficacy could be slightly enhanced 
by modifying one formulation component, but the change requires complex 
manufacturing modifications and its feasibility remains unclear. 

• Moderate Impact = May suggest possible improvements or mechanisms that could 
support countermeasure optimization or accessibility. 

- Example: A study characterizes viral escape mutations and suggests that combining 
two existing antivirals could improve efficacy and reduce resistance development; 
however, clinical validation, safety testing, and formulation development are still 
needed. 
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• High Impact = Provides evidence or mechanisms that improve efficacy or the 
formulation, delivery, or accessibility of an existing MCM. 

- Example: Research identifies that an oral delivery formulation of an existing antiviral 
significantly improves drug bioavailability and patient compliance, enabling 
treatment in settings lacking injectable delivery capabilities and expanding 
accessibility to underserved populations. 

Generation of Novel Disease-Blocking Mechanism 

This criterion measures the development or advancement of new approaches to interrupt 
pathogen transmission or prevent infection outside countermeasure approaches that are already 
available (e.g., genetically modified mosquitoes that block virus transmission) in a manner that is 
likely to address societal risks from a pathogen in the foreseeable future. 

The indicator scores are: 

• Negligible Impact = No anticipated impact on new disease-blocking technologies. 

- Example: No applications for introducing genetic treatments in people that could 
impact agent behavior in infected individuals.   

• Low Impact = Identifies potential novel disease-blocking concepts with minimal 
evidence of feasibility or efficacy. 

- Example: Research proposes that introducing a viral gene into an insect could reduce 
replication and subsequently transmission, but link will not be directly tested. 

• Moderate Impact = Explores the biological principles or feasibility of novel mechanisms, 
but the novel mechanisms are not directly demonstrated. 

- Example: Laboratory experiments demonstrate that a modified bacterial symbiont 
reduces agent load in a model organism, establishing the proof-of-principle. Further 
studies on how the results could be scaled and deployed in the field or in natural 
populations will still be needed. 

• High Impact = Demonstrates or advances a novel intervention that is capable of 
interrupting disease transmission or disease spread. 

- Example: Randomized controlled trials demonstrate that providing people with the 
genetically modified bacteria through probiotics can significantly reduce agent loads 
in infected individuals. 

Factor: Scientific Knowledge Generation 

The research contributes foundational insights or fills critical gaps in understanding 
biological systems, agents, host responses, etc. in a manner that promises to enhance societal 
preparedness for the agent’s deleterious effects in the near term. 
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Indicators for Scientific Knowledge Generation 

Critical Biological Insights 

This criterion captures whether the research elucidates biological processes, mechanisms, or 
interactions that are essential for understanding agent behavior, host interactions, or disease 
progression that have clear implications for public health preparedness. 

The indicator scores are: 

• Negligible Impact = No contribution to the understanding of a biological mechanism that 
could inform future preparedness efforts or other real-world applications. 

- Example: Laboratory analysis characterizes optimal culture conditions for 
propagating an agent in cell culture, improving research protocols, but does not 
directly advance agent behavior in human populations.  

• Low Impact = Provides biological insights that have little-to-no relevance to public health 
preparedness, or the relevance is indirect. 

- Example: Studies anticipated to demonstrate which host factor(s) influence agent 
replication in cell culture. 

• Moderate Impact = Provides biological insights that could inform future preparedness 
efforts but with limited immediate application. 

- Example: Research anticipated to identify specific viral mutations associated with 
increased transmissibility in laboratory assays. 

• High Impact = Identifies or characterizes biological mechanisms with direct relevance to 
agent threats, transmission, virulence, or host susceptibility that will have direct 
implications for real-world applications (e.g., mutations enabling host switching, 
resistance mechanisms, virulence determinants). 

- Example: Research expected to identify a host-switching mutation that enables a 
zoonotic agent to efficiently infect humans. 

Factor: Disease Surveillance and Preparedness 

The research enhances the ability to detect, monitor, or model disease threats and inform 
public health, veterinary, and agricultural responses to threats that face human, animal, and plant 
populations presently. 

Indicators for Disease Surveillance and Preparedness 

Contributes to the Development of, Validation of, or Improvement of Diagnostics 

This criterion evaluates whether research advances the ability to identify or confirm disease. 
This includes the development or validation of novel assays, improvement of existing diagnostic 
capabilities (e.g., improving sensitivity, specificity, or speed or expanding accessing through the 
development of point of care [POC] diagnostics), or identification of biomarkers suitable for 
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diagnostic application. This also includes research that enables earlier or more accurate diagnosis 
for pathogens with limited detection options in resource-constrained settings. 

The indicator scores are: 

• Negligible Impact = No relevance to diagnostics. 

- Example: Research characterizes the kinetics of an agent in a system where well 
established and accessible diagnostics already exist, and genes of interest are not 
targeted by existing diagnostics. 

• Low Impact = Identifies potential biomarkers or diagnostic targets with limited validation 
or applicability. 

- Example: Analysis is expected to identify potential biomarkers associated with 
infection, but further studies would be necessary to guide diagnostic development, 
such as specificity, sensitivity, or validation in other sample types. 

• Moderate Impact = Identifies biomarkers or suggest diagnostic improvements but not 
tested. 

- Example: Research is expected to identify and partially validate biomarker panels 
associated with disease severity or infection stage, with potential to support 
diagnostic accuracy or timing, but future work on integration into clinical applications 
will be necessary. 

• High Impact = Directly develops or validates new or improved diagnostic tools. 

- Example: Studies are anticipated to establish that a novel biomarker enables earlier 
detection of infection before symptom onset in clinical samples and lay out a clear 
pathway to regulatory approval. 

Informs Preventative Measures, Such as Predictive Modeling or Early Warning Systems 

This criterion assesses whether research contributes to anticipating, forecasting, or mitigating 
disease threats. This includes data that can inform epidemiological modeling, risk mapping, 
outbreak prediction, or surveillance that strengthens early warning infrastructure. Research that 
directly supports decision-making for public health, veterinary, or agricultural agencies in 
advance of or during an emerging threat should be considered. 

The indicator scores are: 

• Negligible Impact = Does not inform prevention strategies. 

- Example: Research studies how mutations in a mosquito-borne virus allowed it to 
historically change from an insect-specific virus to one that could be transmitted to 
mammalian or human hosts. 

• Low Impact = Provides limited data with unclear or distant applicability to modeling or 
early warning systems. 

- Example: Studies look at transmission dynamics between viral strains only found in 
specific local contexts. Although the studies characterize how different mutations 
impact different rates of transmission, it’s unclear how this data can be directly used 
to inform preparedness efforts in broader contexts. 
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• Moderate Impact = Provides extensive data that may support future preparedness efforts. 

- Example: Research analyzes extensive datasets on transmission dynamics in natural 
populations that can be integrated into existing epidemiological models. 

• High Impact = Directly supports or improves modeling, forecasting, or early response 
capabilities. 

Example: Studies provide near real-time data on agent circulation that directly 
support active surveillance decision-making or timing of preventative measures. 

Improves A Physical Aspect of Pathogen-Monitoring Tools 

This criterion measures whether research advances the hardware, design, or performance of 
tools used to detect agents in the field or in the environment, including portable biosensors, air or 
wastewater sampling devices, and microfluidic platforms. This includes improvements to 
sensitivity, portability, throughput, or delivery of biosensors, environmental samplers, or POC 
platforms.  

The indicator scores are: 

• Negligible Impact = No-to-negligible impact on monitoring capabilities. 

- Example: Research does not involve existing pathogen-monitoring tools, and no 
aspect of the work is expected to bolster those tools.   

• Low Impact = Performs experiments with findings that could be applied to improving 
monitoring tools, but does not test the results in the context of improving a pathogen-
monitoring tool.  

- Example: Research studies hypermutagenic sites whose results could optimize 
capture-assay designs, which could improve the sensitivity of existing wastewater 
biosensors toward emerging variants.  

• Moderate Impact = Research findings are applied to improving a physical aspect of a 
pathogen-monitoring tool, but impacts are minimal. 

- Example: Research aims to characterize a variant-specific epitope sequence important 
for antigen-antibody pairing in wastewater sampling cartridge. Results could be used 
to improve detection sensitivity for circulating variants. 

• High Impact = Leads to the development or significant enhancement of surveillance 
platforms or field-deployable tools. 

- Example: Research investigates how a new microfluidic platform can detect multiple 
emerging variants. 

Factor: Public Health Policy 

The research supports actionable improvements in public health, veterinary, and agricultural 
policy, including decisions on stockpiling, deploying MCMs, or developing national or 
international biosecurity and biosafety guidelines. 
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Indicators for Public Health Policy 

Informs Risk Assessment and Policy Guidelines 

This criterion captures whether the research provides data that directly informs risk 
characterization, threat assessment, or the development of biosecurity/biosafety policies and 
guidelines. 

The indicator scores are: 

• Negligible Impact = Not expected to influence public health risk assessment or policy 
guidelines. 

- Example: Research on agent biology that will not provide data relevant to risk 
characterization or biosecurity/biosafety policy decisions.  

• Low Impact = Provides data relevant to public health risk assessment with limited current 
applicability to policy. 

- Example: Research is expected to provide data on an agent’s properties that could 
inform risk assessment in principle, but findings are preliminary, limited in scope, 
and with unclear relevance 

• Moderate Impact = Could inform public health risk assessment or best practices but 
indirectly or at an early stage. 

- Example: Research is expected to provide data on agent stability or other 
characteristics relevant to transmission that inform discussions of risk assessment or 
policy, but integration into formal guidelines or frameworks requires validation or 
broader expert consensus. 

• High Impact = Likely or already being used to inform official risk assessments, 
biosecurity guidelines, or regulatory frameworks. 

- Example: Studies may demonstrate a risk or gap in current biosafety practices that is 
expected to lead to adoption of new guidelines or requirements by regulatory agencies 
or professional standards bodies. 

Supports Resource Allocation and Preparedness Planning 

This criterion captures whether the research provides actionable data for decisions about 
stockpiling, deploying MCMs, or operational emergency response planning. This includes 
research that informs quantities needed for stockpiles, timing and targeting of interventions, 
prioritization of populations for limited resources, or deployment strategies.  

The indicator scores are: 

• Negligible Impact = No contribution to resource allocation or operational preparedness. 

- Example: Studies are expected to improve understanding of disease mechanisms but 
do not provide information for operational preparedness. 

• Low Impact = Provides limited data with unclear operational utility or suggests resource 
needs without strong validation. 
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- Example: Research explores how certain populations may be more at risk from 
modified agent. 

• Moderate Impact = May generate data that are useful for scenario planning or logistics, 
including data that could inform decision-making for stockpiling or deploying MCMs 
(e.g., seasonal patterns suggesting when to pre-position resources, stability studies 
informing storage requirements). 

- Example: Studies are anticipated to provide information on stability for MCMs. 

• High Impact = directly supports operational planning, response strategies, or 
preparedness frameworks (e.g., clinical data guiding procurement decisions, research 
demonstrating specific intervention effectiveness). 

- Example: Studies are anticipated to provide clinical or epidemiological data that 
guide operational decisions on deployment or vaccines, antivirals, or other 
countermeasures. 

Factor: Technology Development 

The research yields novel platforms, techniques, or methods that can be used in research that 
are anticipated to address the pathogen risks that are faced. 

Indicators for Technology Development 

Novel Vector, Assay, Delivery System, etc., Are Developed 

This criterion assesses whether the research produced a new or meaningfully improved 
technical tool, regardless of how broadly is applies; for example, a new viral vector, assay 
format, or delivery platform. 

The indicator scores are: 

• Negligible Impact = Methods involve previously published tools, and no novel vector, 
assay, delivery system, etc. is developed. 

- Example: Performed site-directed mutagenesis in a viral vector. Methodology is not 
novel. 

• Low Impact = Develops minor modifications to existing tools, but with limited novelty or 
functional improvement. 

- Example: Develops method to express proteins from one virus in another that allows 
researchers to more accurately study immune response, because in parent backbone 
the immune response is not reliably triggered. Method is not novel, but vector is 
improved. 

• Moderate Impact = Modifies or repurposes existing tools for novel uses. 

- Example: Re-purposes a viral vector for gene editing and demonstrates effectiveness 
in vitro. 

• High Impact = Develops a new, validated platform, delivery system, or tool 
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- Example: Develops an in vivo gene therapy vector that can be used to deliver 
transgenic cargo to multiple human tissue types.  

Develop Tools That Are Applicable to Multiple Pathogens and Fields 

This criterion assesses the breadth of applicability of any tool or method produced or used in 
the research (whether new or adapted) across different agents, biological systems, or research 
domains.  

The indicator scores are: 

• Negligible Impact  = Only applicable to a specific, narrow use case. 

- Example: Develop method of generating transgenic parasites that is tailored to the 
biology of one particular species. 

• Low Impact = Applicable to a limited number of related pathogens or systems. 

- Example: Method of genetic engineering can be adapted to closely related subspecies 
of a virus family. 

• Moderate Impact = Could be more broadly adapted to other systems, but this adaptation 
is not demonstrated. 

- Example: Develop protocol for generating infectious clone of a flavivirus that 
overcomes documented challenges that were limiting this advance. This finding could 
inform how to generate infectious clones of other types of viruses in addition to 
flaviviruses. 

• High Impact = Clearly designed for or already being used across multiple applications 

- Example: Discover new gene editing technology that can be used in viruses, parasites, 
and bacteria.  
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Appendix B. Detailed Methodology for Assessing Significant 
Societal Consequences (SSC) to Make Final DGOF 
Determinations (Factors and Indicators)  

Significant Negative Societal Consequences (SNSC) Factors and 
Indicators 
Factors and indicators for the SNSC analysis are presented in Table B.1 and discussed and 

further defined in the text below. These factors are used during the assessment that is part of Step 
3 and 5 described in Chapter 2, as depicted in Figure 2.1. 

Table B.1. Significant Negative/Positive Societal Consequence Factors and Indicators 

Factors Indicators 

Significant Negative Societal Consequences 

Scale and Severity of Impact • Geographic scale of impact 
• Irreversible consequences 
• Severity of disease  

Societal and Environmental Considerations • Ecological impacts 
• Impacts on economic security & critical infrastructure 
• Political and social disruption 
• Information hazards 

Capacity to Control Disease • Mode of transmission 
• Medical countermeasures  
• Medical interventions & resilience 
• Diagnosis and biosurveillance 

Significant Positive Societal Consequences 

Medical Countermeasure (MCM) Development Against 
Public Health Threats 

• Contribution to new MCMs 
• Increased efficacy of existing MCMs 
• MCM advanced research and development, i.e., 

technology readiness level 
• MCM scalability and accessibility  

Factor: Scale and Severity of Impact 

This factor evaluates the extent to which the biological agent could spread and cause 
consequences at different geographic and population-level scales in the event of release from 
containment. Geographic consequences are distinct from the potential for effects that may have 
broader geographic implications, such as on macroeconomies, which is considered in the societal 
and environmental consequences factor. 
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Indicators for Scale and Severity of Impact 

Geographic Scale of Impact 

This criterion measures the anticipated geographic range over which people could be infected 
if containment was compromised while carrying out the proposed experiments. This indicator 
focuses on the potential of the agent to transmit widely over levels of geographic spread, which 
may be rooted in factors such as susceptible populations and their density surrounding the 
facility, environmental stability, and transmission mechanisms and their efficiency. While both 
the anticipated transmissibility of the agent and the capability to control the spread of the agent 
(e.g., through vaccination or pre-treatment of susceptible populations) may affect the ultimate 
range over which the agent spreads, this assessment does not include direct consideration of the 
transmissibility or the adequacy of MCMs or public health or medical professionals to utilize 
those countermeasures, which is considered elsewhere. It is only a measurement of the potential 
for the agent anticipated to result from proposed experiments to spread over specified 
geographical ranges and infect people over those ranges in the case of its release from 
containment. This criterion also does not include a consideration of the severity of outcomes 
among infected people, as those variables are considered in another criterion. 

The indicator scores are: 

• Negligible Impact = Contained Exposure. The agent’s impact is anticipated to remain 
limited to the facility, its personnel, their immediate facility contacts, or other organisms 
in the facility.  

- Example: The agent may require direct exposure for infection/intoxication with no 
environmental persistence, has demonstrated self-limiting characteristics that prevent 
spread beyond initial exposure events, or has specific exposure requirements that 
community spread is highly unlikely even with containment failure. 

• Low Impact = Limited spread beyond facility, included to the local community, but 
geographic dispersal potential is restricted but could affect nearby areas. 

- Example: A modified vector-borne agent could infect a laboratory worker, but the 
vector is not native to the area, so it is highly unlikely it could be transmitted once the 
laboratory worker leaves the facility. 

• Moderate Impact = Local community spread: The agent is anticipated to affect the local 
community surrounding the laboratory facility. 

- Example: This could include scenarios involving impacting nearby populations 
through environmental persistence or limited dispersal mechanisms (e.g., 
contaminated water sources near the laboratory or short-range aerosols). 

• High Impact = Regional/multi-jurisdictional: The agent could spread beyond the local 
community to affect multiple jurisdictions or regions. 

- Example: This includes agents with characteristics that would enable wide geographic 
distribution via trade networks, environmental routes across jurisdictional boundaries 
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(e.g., infected mosquitoes with wide habitat range or zoonotic pathogen that can 
infect many different species), or other dispersal mechanisms. 

Irreversible Consequences 

Does the resulting agent have the potential to result in irreversible consequences, such as an 
agent that will continue to spread in a manner that is uncontrollable. Examples include agents 
that irreversibly modify a person (e.g., retroviruses) or a population of people (e.g., gene drives). 
Includes the possibility that an agent could become endemic in an area after a release (e.g., virus 
establishes new reservoir or has sustained transmission), or could establish a new habitat (e.g., 
release of non-native vector species that is able to survive in the environment), especially in a 
manner that could result in the consistent reintroduction into human hosts (e.g., Brucella in 
wildlife or Burkholderia in soil). 

The indicator scores are: 

• Negligible Impact = There is no reasonably anticipated scenario through which the 
resulting agent could irreversibly modify infected people in a harmful manner, or that it 
could modify the environment in a manner that poses recurring risks to them. 

- Example: Transmission of modified agent is not possible if released. 

• Low Impact = Minimal potential for irreversible modification. Unlikely or limited 
scenarios for permanent establishment or endemic spread. 

- Example: Modified agents could infect humans or could be established in the 
environment, but risks to becoming endemic are low due to low host availability or 
other biological/social characteristics that would limit its spread.  

• Moderate Impact = This is some likelihood that the agent could irreversibly modify 
humans or hosts with zoonotic potential or that it could persist in the environment in a 
manner that poses recurring risks to hosts. However, there are mitigations that could 
effectively reverse the effects if the agent was released. 

- Example: Engineered gene drives have reversal drives to minimize spread or 
engineered organisms have repressible elements that control transgene expression. 

• High Impact = The anticipated agent poses a significant risk of irreversibly modifying 
infected people in a harmful manner or of persisting in the environment in a manner that 
poses recurring risks to human populations. 

- Example: Modified agent could become endemic in human populations. 
- Example: Modified bacterial symbiont exhibits gene drive mechanisms that can cause 

host organism to outcompete native microorganisms – that are endemic among 
human populations – that lack the modified bacterial symbiont. 

Severity of Disease 

A disability adjusted life year (DALY) accounts for the length and the quality of life lost due 
to disease. Lower rates of DALYs indicate better health. Generally, DALYs are standardized as a 
rate per 100,000 people. A mitigation measure that prevents future morbidity or mortality would 
result in a lower DALY while a disease without mitigating effects would result in a greater 
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DALY value. Diseases that have lower DALYs in the United States include skin diseases (~600 
per 100,000 individuals) while those with higher DALYs include circulatory diseases and 
cancers (~3,000 per 100,000 individuals).26 

The indicator scores for severity of disease in infected people are: 

• Negligible Impact = The agent is not anticipated to negatively affect the length and 
quality of life. 

- Example: Modified agent does not cause disease and is not anticipated to have lasting 
morbidity in an immunocompetent person. 

• Low Impact = The agent is anticipated to result in non-trivial DALYs but a quantity 
anticipated to be significantly lower than 2,501 lost years of healthy life per 100,000 
population.27 The agent will not replace all the leading causes of DALYs for a given 
country for a given year. 

- Example: A modified respiratory virus is expected to have a DALY rate similar to 
influenza (153 - 1,414 DALYs per 100,000 people).28  

- Example: A pathogen that can cause acute gastrointestinal illness with high 
transmissibility and temporary work/school absences similar to the norovirus (1,159 
DALYs).29 

• Moderate Impact =The agent is anticipated to result in approximately the same number of 
DALYs as did the COVID-19 pandemic.30, 31 

- Example: A modified respiratory virus is thought to cause acute illness in most 
individuals and at least 1 persistent complication 3 years after infection in ~20% of 
infected individuals. 

 
26 Age-standardized disability adjusted life years per 100,000 populations have been calculated by Peterson-KFF 
and reported in their Health Tracker. Peterson Center on Healthcare and Kaiser Family Foundation, “Health System 
Tracker: Disability Adjusted Life Years,” webpage, undated. 
27 A recent study determined that the global burden of disease from COVID-19 in 2021 resulted in an age-
standardized DALY rate of 2,501 per 100,000 population using an age-standardized DALY rate (Xiao-Han Xu et 
al., “Trends and Cross-Country Inequities by Region, Sex, Age in the Mortality, Incidence, and Disability-Adjusted 
Life Years of COVID-19: Analysis from the Global Burden of Disease Study 2021,” PLoS Neglected Tropical 
Diseases, Vol 19, No. 10, 2025). 
28 Based on Marin Stapic et al., “Measuring the Disease Burden of Seasonal Influenza in Germany 2015-2020 Using 
the Incidence-Based Disability-Adjusted Life Years DALYs,” Springer Nature, 2025. 
29 Based on John P. Harris, Miren Iturriza-Gomara, and Sarah J. O’Brien, “Estimating Disability-Adjusted Life 
Years (DALYs) in Community Cases of Norovirus in England,” Viruses, Vol. 11, No. 2, 2019. 
30 A recent study determined that the global burden of disease from COVID-19 in 2021 resulted in an age-
standardized DALY rate of 2,501 per 100,000 population using an age-standardized DALY rate (Xu et al., 2025). 
31 Based on COVID-19: Masoud Rahmati et al., “Long‐Term Sequelae of COVID‐19: A Systematic Review and 
Meta‐Analysis of Symptoms 3 Years Post‐SARS‐CoV‐2 Infection,” Journal of Medical Virology, Vol. 97, No. 6, 
2025. 
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• High Impact = The agent is anticipated to result in DALYs that are significantly higher 
than the age standardization of DALYs for current chronic respiratory conditions (≥2,501 
lost years of healthy life per 100,000 population).32 

- Example: Agent is thought to cause substantial long-term disability in survivors, such 
as neurological sequelae, organ damage, or chronic pain. 

Factor: Societal and Environmental Considerations 

The extent by which a modified biological agent anticipated to result from the research could 
cause significant harm if released. These agents could include a large-scale epidemic on human 
or animal populations. Release of such an agent could have national security implications. 

Indicators for Societal and Environmental Considerations 

Ecological Impacts 

This criterion considers negative impacts to the natural environment. Harm to the 
environment by infecting non-economically important populations of plants or animals should be 
considered. Expansion of geographic range (e.g., altering a mosquito’s ability to survive in more 
temperate climates) should also be captured here. 

The indicator scores are: 

• Negligible Impact = The agent is not anticipated to cause environmental harm. 

- Example: A modified virus is not anticipated to cause detectable morbidity or 
mortality if released.  

• Low Impact = The agent could potentially cause environmental harm, but its impacts are 
anticipated to be low or minimal.  

- Example: A modified virus is anticipated to cause limited morbidity in if released 
from containment, but it is not expected to persist in natural environments.  

• Moderate Impact = The agent is reasonably anticipated to cause environmental harm, and 
the agent will likely be sustained over multiple generations. There would likely be 
indirect impacts to the environment or non-target organisms, but the impacts are likely to 
be temporary. 

- Example: If released from containment, a modified virus is expected to cause 
moderate morbidity and is anticipated to do so in species that play important roles in 
ecosystems. Although not expected to become endemic, the release of the virus could 
have temporary detrimental effects on ecosystems. 

• High Impact = The agent is reasonably anticipated to cause environmental harm. There 
will be indirect impacts to the environment or non-target organisms that will forever alter 
how they behave. 

 
32 The World Health Organization has created estimates for the leading causes of DALYs. COVID-19 is the world’s 
most deadly communicable disease with lower respiratory conditions closely following (World Health Organization, 
“Global Health Estimates: Leading Causes of DALYs Disease Burden, 2000-2021,” database, undated). 
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- Example: A modified virus is expected to cause moderate morbidity and mortality, 
including among some keystone species that play critical roles in ecosystems, if 
released. There is a chance that the virus could become endemic and have a lasting 
impact on the environment.  

Impacts on Economic Security & Critical Infrastructure 

The agent is anticipated to harm economic vitality at the geographic scale anticipated to be 
affected. Considerations include the potential to prevent humans from attending workplaces or 
other places of gathering or disrupting the food supply chains. 

The indicator scores are: 

• Negligible Impact = The agent is not anticipated to harm economic vitality or the 
continuous functioning of critical infrastructure. 

- Example: Release of the pathogen would not be detectable. It would not cause 
symptoms or disease in infected people and/or wouldn’t be transmitted widely to 
cause societal disruption. 

• Low Impact = The agent has the potential to harm economic vitality or the continuous 
functioning of critical infrastructure, but the impacts will be for a matter of days or 
weeks. 

- Example: Infected individuals are anticipated to suffer minor morbidity, such as is 
anticipated to be associated with missing work or other obligations for a short period, 
i.e., one to several days. 

• Moderate Impact = The agent has the potential to harm economic vitality or the 
continuous functioning of critical infrastructure, and the impacts will be for a matter of 
months. 

- Example: Modified agent could result in healthcare worker shortages, transportation 
delays, or other impacts to essential societal functions because the workforce could be 
exposed to a significant number of infected individuals, but impacts would not be 
longstanding (months). 

• High Impact = The agent is reasonably anticipated to significantly harm economic vitality 
or the continuous functioning of critical infrastructure for a matter of years. 

- Example: Modified agent could result in healthcare worker shortages, transportation 
delays, or other impacts to essential societal functions because the workforce could be 
exposed to a significant number of infected individuals, and the impacts could be 
longstanding (years). 

Political and Social Disruption 

This indicator captures the anticipated secondary effects on political stability, social 
cohesion, and institutional resilience that could result from a disease outbreak. This score should 
consider the scale and duration of emergency powers implementation, degree of social panic and 
behavioral disruption, impact on research funding and scientific infrastructure, strain on political 
institutions and democratic processes, public trust in government and scientific institutions, 
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international diplomatic implications, and duration of societal changes. This includes disruption 
to governance systems, research infrastructure, and social order beyond direct health and 
economic impacts. 

The indicator scores are: 

• Negligible Impact = A release would not disrupt political processes, social order, or 
research systems. 

- Example: The agent would have negligible impact if it was released. It wouldn’t 
cause symptoms or disease in infected individuals and/or wouldn’t be transmitted 
widely to cause societal disruption. 

• Low Impact = A release is reasonably anticipated to cause limited or no disruption to 
political processes, social order, or research systems. Government and institutional 
responses would remain as is. There would be no social unrest, but research priorities 
may shift temporarily. Core infrastructure and funding would remain stable. 

- Example: Localized outbreak could cause temporary elevation in emergency response 
measures for a matter of weeks, and infected individuals would not be able to work or 
go to school. 

• Moderate Impact = A release is reasonably anticipated to cause significant, but 
manageable, disruption. This could include resource diversion for limited periods, 
suspension of normal democratic processes for limited time frames like days, sustained 
changes to research priorities that could significantly impact scientific progress in other 
fields, limited “panic buying” or other breakdowns in social norms that would resume in 
a reasonable time frame. 

- Example: Outbreak would prompt emergency response for a matter of months, such 
as office/school closures, suspended government operations, and a shift in research 
funding toward outbreak response. 

• High Impact = A release is reasonably anticipated to cause potentially lasting damage to 
political stability and social cohesion. This includes severe compromise of democratic 
institutions, widespread social unrest, civil disorder, or a breakdown of rule of law; long 
lasting reallocation of research resources causing long-term scientific stagnation in 
multiple fields; political mistrust and instability; international tensions or conflicts arising 
from outbreak response; and a fundamental reorganization of society post-release. 

- Example: Agent could cause a severe pandemic that would prompt emergency 
responses over years, widespread social unrest, international tensions, and 
fundamental changes to social behavior. 

Information Hazards 

Information hazards (“infohazards”) are the risks that information could be misused to cause 
harm.33 This indicator captures the risk that data or information gained from proposed 
experiments could be used for nefarious purposes. Examples may include the genetic sequences 

 
33 Nils Braun et al., Information Hazards and Biotechnology, RAND Corporation, EP-71213, 2026. 
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of virulence factors, host switching, immune evasion, etc., the development of novel protocols, 
or the discovery of novel functions associated with genes of interest. Mitigations, such as 
restricted publication access or redacted text, can dampen the risk of infohazards. Proposed 
mitigations should be considered while scoring. 

The indicator scores are: 

• Negligible Impact = No expectation that data or information accrued during research life 
cycle could pose infohazards. 

- Example: All potential infohazards associated with work are already published and 
open access. Data gathered from work not expected to increase this risk. 

• Low Impact = Methods could potentially be misused, but execution would be resource 
and labor intensive. Data to be collected not expected to pose significant infohazards. 

- Example: Proposed work will develop an improved viral rescue protocol building on 
published literature but executing this protocol requires access to controlled 
environments like a BSL-4 and resources that are cost prohibitory. 

• Moderate Impact = Study could reveal novel sequences associated with weaponizable 
traits like virulence, pathogenicity, host range, transmissibility, environmental stability, 
or immune or MCM evasion, or the discovery of these functions not previously 
associated with known sequences. However, approved mitigation plans include a 
communications plan to restrict dissemination of this information to legitimate users. 
This could also include new information, that when combined with published data, 
exacerbates risk. 

- Example: Proposed work expected to identify mutations that allow for mammalian 
transmission of a host-restricted respiratory virus. However, authors have considered 
infohazards and put together a mitigation plan to minimize the risk of infohazards 
once research results are disseminated. 

• High Impact = Study could reveal novel sequences associated with weaponizable traits 
like virulence, pathogenicity, host range, transmissibility, environmental stability, or 
immune or MCM evasion, or the discovery of these functions not previously associated 
with known sequences. No mitigation plans are in place to minimize the risk of potential 
infohazards that could arise from research. 

- Example: Proposed work expected to identify mutations that allow for mammalian 
transmission of a host-restricted respiratory virus and information will be easily 
identifiable online. 

Factor: Capacity to Control Disease 

Indicators for Capacity to Control Disease 

Mode of Transmission 

The likelihood and mechanisms by which the agent would spread between people. 
Considerations will be specific to human-to-human transmission and may include routes of 
transmission, infectious dose, or how contagious the agent is. 
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The indicator scores are: 

• Negligible Impact = The agent is unable to transmit between people. 

- Example: Work involves bacteria that colonizes the gut but is not transmitted from 
those infected. 

• Low Impact = The agent is not anticipated to spread via respiratory aerosol or droplets, 
through waterborne routes when the water treatment infrastructure is intact, or through 
casual skin contact.  

- Example: A human pathogen that requires direct contact with infected tissue or body 
fluids. Secondary transmission would be limited to close contacts. 

• Moderate Impact = The agent is not anticipated to spread via respiratory aerosol or 
droplets but is anticipated to spread through waterborne routes that are not easily 
counteracted with water treatment infrastructure or via arthropod vectors.  

- Example: Arthropod-borne virus can infect native arthropod vectors or could infect 
arthropod vectors with extended seasonal survival, e.g., posing vector-borne risk into 
colder months than previously.  

• High Impact = The agent is anticipated to efficiently spread via respiratory aerosol or 
droplets. 

- Example: Human pathogen is highly transmissible through aerosols and/or 
exhibits asymptomatic spread. 

Medical Countermeasures 

This indicator measures the quantity of effective MCMs for the disease (e.g., vaccines, 
therapeutics, medical devices, or PPE to prevent spreading in clinical and non-clinical 
environments). This criterion includes the availability of the medical countermeasures (e.g., in 
pharmacies, clinical settings, or stockpiles) as well as the effectiveness of the medical 
countermeasures. 

The indicator scores are: 

• Negligible Impact = Several effective MCMs are developed and available to prevent 
illness from the agent, treat illness in a manner that minimizes the morbidity or 
mortality caused by the agent, or prevent transmission at levels that are reasonably 
anticipated to fully mitigate the risk from infection and at quantities sufficient to do 
so at the geographic level of spread. 

- Example: Vaccines and other countermeasures are available and accessible in the 
event of an outbreak. 

• Low Impact = There are limited number of effective MCMs developed and available 
(e.g., some are in development but there are few-to-none commercially available) to 
prevent illness from the agent, treat illness in a manner that minimizes the morbidity or 
mortality caused by the agent, or prevent transmission at levels that are reasonably 
anticipated to fully mitigate the risk from infection and at quantities sufficient to do so at 
the geographic level of spread. 
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- Example: A vaccine or countermeasure is available but only limited populations have 
them so that in the event of an outbreak, the pathogen could still spread. 

• Moderate Impact = There are no effective MCMs commercially available, but there are 
some in the development pipeline to prevent or treat illness from the agent. There are also 
broadly preventative measures available that can be employed to prevent infection at low 
levels, even if not specific for the agent. 

- Example: No FDA-approved vaccine or domestic supply of effective 
countermeasures, but there are some approved or available in other countries or a 
vaccine being developed and considered for FDA approval. 

• High Impact = There are no effective MCMs commercially available and none in the 
development pipeline. 

- Example: No vaccines or countermeasures available anywhere, and the only 
treatment options are palliative care and repurposing existing therapeutics that have 
never been tested with the pathogen in question. 

Medical Interventions & Resilience 

This indicator measures how familiar medical and public health professionals are with the 
disease and can respond and contain it in the case of an incident, including whether they are 
trained to respond appropriately with supportive and pharmaceutical interventions and have the 
resources sufficiently available to do so. This indicator is distinct from the availability of MCMs 
and instead is a consideration of the knowledge and training among those in a position to provide 
treatments for affected individuals while recognizing that the maintenance of such expertise 
depends on sustained financial support and institutional commitment. 

The indicator scores are: 

• Negligible Impact = Relevant public health and medical professionals are familiar 
with the disease, trained to respond appropriately to treat it, and have access to the 
resources to do so at the at the geographic level of spread. 

- Example: A patient will be first tested for the pathogen if they exhibit symptoms and 
visit a clinic, or there are home testing kits that people use once they anticipate they 
or others are infected with the agent. 

• Low Impact = Relevant public health and medical professionals are familiar with the 
disease, trained to respond appropriately to treat it, and have access to the resources to do 
so at the at the geographic level of spread, but there are only a handful of these 
professionals available and able to respond. 

- Example: Infrastructure and resources exist to respond and treat in the case of an 
outbreak, but they are concentrated at a few medical centers, and response would 
require rapid mobilization of limited expertise. 

• Moderate Impact = Relevant public health and medical professionals may be familiar 
with the disease but do not often diagnosis or respond to incidents with it. They may be 
trained to respond appropriately to treat it but have limited access to the resources to do 
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so at the geographic level of spread. There are potentially critical deficiencies in their 
capacity to adequately identify and treat people that are infected. 

- Example: Local and regional clinicians or experts are aware of a pathogen but have 
never or not recently diagnosed cases and lack specific knowledge of clinical 
presentations or symptoms. 

• High Impact = Relevant public health and medical professionals are likely to not be 
familiar with the disease, have not had up-to-date training to respond appropriately to 
treat it, or have limited-to-no access to the resources to do so at the at the geographic 
level of spread. 

- Example: Clinicians and experts have little-to-no familiarity with the pathogen 
because it recently emerged or because it is rare or limited to specific locales so 
would be unexpected to cause illness or symptoms. 

Diagnosis and Biosurveillance 

The sufficiency of technologies and practices to detect the spread of the agent and enable 
clinical and public health responses. Whereas this criterion includes an assessment of whether 
biosurveillance or diagnostic capabilities would be sufficient to allow the application of MCMs 
to mitigates risks from the agent, if available, evaluation of this criterion should not include 
whether medical countermeasures are in fact available or whether the workforce is anticipated to 
be able to effectively employ those MCMs, which are considered elsewhere. 

The indicator scores are: 

• Negligible Impact = Biosurveillance programs are likely to be sufficient to identify the 
presence of the agent spreading in relevant populations. Diagnostics are also available 
and in use such that it is anticipated that the spread of the agent will be detected in a 
manner that would allow that application of MCMs to mitigate risks from the agent – if 
they are available. 

- Example: Agent is routinely tested for when a patient visits a clinic after exhibiting 
symptoms, and agent does not exhibit asymptomatic spread. Agent is routinely 
monitored through biosurveillance programs, such as through environmental 
surveillance. 

• Low Impact = Biosurveillance programs are likely to identify the agent spreading and 
diagnostics are available when optimally performed. There are risks that the agent could 
go undetected if surveillance mechanisms are not operating at peak performance. 

- Example: Modified virus causes non-specific symptoms and is not routinely tested 
for, only based on patient history and exposure to endemic pathogens. 

• Moderate Impact = Only one of the criteria is fulfilled: (1) Biosurveillance programs are 
likely to be sufficient to identify the presence of the agent spreading in the relevant 
human populations, or (2) diagnostics are available such that it is anticipated that the 
spread of the agent will be detected in a manner that would allow that application of 
MCMs to mitigate risks from the agent.  
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- Example: Although diagnostics are available, they are not routinely employed since 
the agent is not native to the area in which it’s being studied. 

• High Impact = Biosurveillance programs are not likely to be sufficient to identify the 
presence of the agent, and diagnostics are not available and in use such that it is 
anticipated that the spread of the agent will be detected in a manner that would allow that 
application of MCMs to mitigate risks from the agent. 

- Example: Agent exhibits asymptomatic spread, is not routinely monitored for in 
environmental surveillance activities, and diagnostics for the agent are not typically 
used in the area in which the work is being conducted. 

Significant Positive Societal Consequences (SPSC) Factors and Indicators 

Factor: Medical Countermeasure Development Against Public Health Threats 

The research advances the development, efficacy, or deployment of MCMs that improve and 
protect human health and address critical societal needs. This includes research that directly 
contributes to the development of new MCMs, improves performance of existing MCMs, or 
makes MCMs more accessible for at-risk groups through, for example, improved formulations or 
delivery methods. The speed at which the research could be translated and at which the MCM 
could be approved is also considered. 

Indicators for Medical Countermeasure Availability and Development 

Contribution to New MCMs 

This criterion assesses whether research identifies or suggests new molecular or biochemical 
targets that are expected to be useful in the design of therapeutics, vaccines, or other MCMs to 
address societal risks from an agent of public health significance. It could also cover beneficial 
impacts from the discovery of new biochemical mechanisms that could be applicable in contexts 
relevant to treating diseases that are distinct from those associated with the agent being studied 
(e.g., certain toxins are useful in chemotherapeutic formulations and certain viruses or 
components of them are useful for delivering therapeutic or prophylactic nucleic acids). 

The indicator scores are: 

• Negligible Impact = No anticipated or measurable contribution to MCM development, or 
the translation potential is unclear. 

- Example: Research aims to optimize expression conditions for a viral strain not 
currently used in translational contexts. 

• Low Impact = Identifies concepts that have translation potential, but indirectly. 

- Example: Research anticipated to identify single nucleotide polymorphisms (SNPs) 
across global strains of a pathogen endemic in different parts of the world. 

• Moderate Impact = Directly identifies new therapeutic or vaccine target with strong 
translation potential against a public health threat for which there are existing MCMs 
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available, but existing MCMs have limited efficacy (e.g., due to pathogen resistance), are 
only suitable for certain populations (e.g., due to immune status or accessibility 
challenges), or are not fully approved yet. 

- Example: Research aims to identify alternative targets for vaccine development of a 
pathogen for which there are already several vaccines available, but new vaccines 
would add options for the global arsenal targeting pathogen. 

• High Impact = Directly identifies new therapeutic or vaccine target with strong 
translation potential against a public health threat for which there are no existing MCMs 
(not including repurposing of existing MCMs or palliative care). 

- Example: Research aims to identify mutations in structural components integral for 
determining human transmission potential of a zoonotic agent that there is a risk of 
spillover. 

Increased Efficacy of Existing MCMs 

This criterion evaluates whether research improves the effectiveness, stability, or 
performance of existing MCMs. This includes research that improves MCM efficacy by 
broadening their effectiveness across diverse genetic backgrounds, improves accessibility 
through better delivery methods (e.g., oral versus injectable formulations), or enhances stability 
for resource-limited settings. 

The indicator scores are: 

• Negligible Impact = No expected contribution to improving existing MCM performance. 

- Example: Research that does not involve targets of existing MCMs not anticipated to 
improve MCM performance. This includes research targeting pathogens for which 
there are no existing MCMs or involving proteins that are not the targets of existing 
MCMs and are not anticipated to improve MCM performance.  

• Low Impact = Identifies minor improvements or partial understanding of MCM 
optimization with limited applicability. 

- Example: A study is testing whether a vaccine's efficacy could be enhanced by 
modifying a formulation component, but the change would require complex 
manufacturing modifications and its feasibility remains unclear. 

• Moderate Impact = May suggest possible improvements or mechanisms that could 
support countermeasure optimization or accessibility. 

- Example: A study characterizes viral escape mutations and suggests that combining 
two existing antivirals could improve efficacy and reduce resistance development; 
however, clinical validation, safety testing, and formulation development are still 
needed. 

• High Impact = Provides evidence or mechanisms that improve efficacy or the 
formulation, delivery, or accessibility of an existing MCM. 

- Example: Research aims to test whether a new target is effective against viral strains 
that have emerged after vaccine deployment (for which existing vaccines now have 
limited efficacy). Results will directly support clinical trials. 
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MCM Advanced Research and Development (i.e., Technology Readiness Level) 

This criterion measures how quickly the research could be translated into a deployable MCM 
or integrated into an existing MCM.34 

• Negligible Impact = Preliminary research that contributes to hypothesis generation for 
MCM research but does not directly test findings in the context of an MCM.  

- Example: Research plans to identify nucleotide differences between highly 
transmissible and less transmissible forms of a pathogen. 

• Low Impact = Equivalent to a TRL3. Preliminary characterization of MCM candidate 
against target pathogen. Research plans to demonstrate in vitro activity and generate 
preliminary in vivo proof-of-concept efficacy data using non-good laboratory practice 
(GLP) conditions.  

- Example: Research plans to test activity of an antiviral against multiple pathogen 
strains with various levels of virulence in cell culture models. In vitro findings will 
inform preliminary mouse studies.   

• Moderate Impact = Equivalent to a TRL4. Research will explore toxicity and efficacy for 
the desired indications. As stated in 4A, “Demonstrate non-GLP in vivo activity and 
potential for efficacy consistent with the product's intended use (i.e., dose, schedule, 
duration, route of administration, and route of threat agent challenge).” 

- Example: Research plans to test dosage, toxicity, and duration of protection for a 
vaccine candidate in animal models infected with individual pathogen strains with 
various levels of virulence. 

• High Impact = Equivalent to a TRL5 and above. As stated in 5A, “Demonstrate 
acceptable Absorption, Distribution, Metabolism and Elimination characteristics and/or 
immune responses in non-GLP animal studies as necessary for investigational new drug 
(IND) filing.” 

- Example: Research plans to investigate comprehensive immunological responses to a 
vaccine candidate at previously demonstrated dosage levels in animal studies. 

MCM Scalability and Accessibility 

This criterion measures to what extent a candidate MCM could be scaled and made 
accessible for at-risk groups. Manufacturing considerations like cost of production or availability 
of resources could be relevant, in addition to size of target at-risk population. 

• Negligible Impact = Research does not contribute to a candidate MCM, or if it does, scale 
of manufacturing the MCM would not be meaningfully increased or candidate MCM 
would only be able to protect or treat a small proportion of the population at risk of 
significant impacts from the agent. 

 
34 Levels of impact in the description of this indicator are drawn from the BARDA integrated technology readiness 
levels for MCM products. See, Biomedical Advanced Research and Development Authority. Website: Integrated 
Technology Readiness Levels (TRLs) for Medical Countermeasure Products (Drugs and Biologics). Available from 
https://medicalcountermeasures.gov/trl/integrated-trls 

https://medicalcountermeasures.gov/trl/integrated-trls
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- Example: Research contributes to improving antiviral drug that is cost prohibitive for 
most populations. 

• Low Impact = Research contributes to a candidate MCM that could be deployed to a non-
negligible proportion of at-risk population, but the population has other MCM options or 
the MCM may face regulatory barriers or is anticipated be difficult to scale for 
manufacturing. 

- Example: Research contributes to new gene therapy targeting an endemic disease.  

• Moderate Impact = Research contributes to a candidate MCM that could be widely 
accessible for at-risk populations but cost prohibitive. 

- Example: Research contributes to a malaria vaccine that targets a single species of 
Plasmodium but manufacturing and rollout of the vaccine faces cost and logistic 
hurdles that limit its potential to address the risks associated with the agent’s spread. 

• High Impact = Research contributes to development of a vaccine or other type of MCM 
that can be quickly scaled and widely deployed to at-risk populations. 

- Example: Research contributes to development of new vaccine against a pandemic 
agent that is anticipated to prevent transmission on a global scale.  
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Appendix C. Likelihood and Confidence Score Definitions 

Likelihood: The probability that a specifically scored risk or benefit impact will manifest in 
the respective biological or ecological systems. This score should not be conflated with 
confidence, described below. It is meant to estimate the probability that an indicator consequence 
will occur because of the research design, not the likelihood the consequence score is accurate.  

• Negligible = the biological, physical, or technical barriers to the outcome are substantial. 
Realization requires highly improbable evolutionary adaptations or highly anomalous 
environmental conditions. 

• Low = significant barriers that could prevent the impact from occurring, but there is a 
non-negligible chance that they could be circumvented or overcome. 

• Moderate = the biological or technical requirements for the risk or benefit to occur are 
present. 

• High = the biological pathways are highly permissive and expected. The consequence 
represents the direct, intended goal of the experimental design, or the outcome is 
practically unavoidable upon execution of the research protocol. 

Uncertainty: The state of confidence in the outcome(s) of an event, based on the extent or 
quality of one's knowledge about the outcome of an event. The type of evidence that has 
informed the likelihood and consequence scores is used to evaluate uncertainty. The following 
categories represent the current state of knowledge and the specific uncertainty structure. 

• Minimal = The assessment is based on conceptual logic, biological principles, or expert 
elicitation without direct testing, i.e. theoretical. 

• Low = The assessment is derived from computational simulations, statistical forecasting, 
or predictive algorithms, i.e., modeled. 

• Moderate = The assessment relies on translating data from a proxy or indirect source to 
the research under review, i.e., inferred. 

• High = The assessment is grounded in direct observation, physical measurements, or 
validated in vivo and in vitro tests, i.e., empirical. 
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Appendix D. Calculation of the Risk and Benefit Index Scores  

Whereas the uncertainty assessments are tabulated to provide an overall indication of the 
confidence with which risk and benefit scores have been calculated, the risk and benefit scores 
are calculated with numerical stand-ins for the negligible, low, moderate, and high categories 
chosen in the assessments. 

An example of the risk calculation is provided. The benefit calculations are made in the same 
manner. The risk index is defined by a set of risk factors, denoted as 𝐹. Each factor, denoted as 
𝑓, is comprised of multiple indicators, denoted as 𝑖. A consequence score, 𝑐!", and likelihood 
score, l!", are independently assigned to each indicator. Consequence and likelihood scores are 
ordinal, where c!" ∈ {0.05, 0.33, 0.66, 0.95} and l!" ∈ {0.05, 0.33, 0.66, 0.95}.   

In other words, 0.05 represents negligible, 0.33 represents low, 0.66 represents medium, and 
0.95 represents high, for both the consequence and likelihood scores. 

The risk product for each individual indicator, r!", is defined as the product of its assigned 
consequence and likelihood scores: 

r!" = c!" ×	 l!" 

 

To ensure factors with a higher number of indicators do not disproportionately dominate the 
index, risk is normalized at the factor level, where the normalized factor risk, R#, is the arithmetic 
mean of the indicator-level risk products within that factor: 

𝑅! =
1
𝑛!

9 r!"
"∈	&!

 

The total risk index, 𝑅'(')* is calculated by summing the normalized risk scores across all 
applicable factors, or the set of factors containing at least one valid indicator. 

 

𝑅'(')* = 9 𝑅!
!∈	+"#$%&

 

𝑅'(')* = 9 :
1
𝑛!

9(c!" ×	 l!")
"∈	&!

=
!∈	+"#$%&
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The scores resulting from applying this mathematic approach presented can be represented as 
point on a risk matrix (i.e., consequence versus likelihood), and we intend to provide a scoring 
tool to visually represent these scores for comparisons of risks versus benefits and SNSC versus 
SPSC in the final published version of this work. No threshold for scores in either the risk versus 
benefit or the SSC assessment frameworks is provided, and in all cases the analytic approach in 
this working paper should guide reviewers who make the final assessment calls. 
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Abbreviations 

ABSA American Biological Safety Association 
AI artificial intelligence 
APC antigen-presenting cell 
BARDA Biomedical Advanced Research and Development Authority 
BSC biological safety cabinet 
BSL biosafety level 
DALY disability adjusted life year 
DGOF dangerous gain-of-function 
DURC dual-use research of concern 
ELISA enzyme-linked immunosorbent assays 
EO Executive Order 
FDA Food and Drug Agency 
FSAP Federal Select Agent Program 
GLP good laboratory practice 
HEPA high-efficiency particulate air 
HPAI highly pathogenic avian influenza 
IBC institutional biosafety committee 
IND investigational new drug 
IRE Internal Review Entity 
ITPRB independent third-party review body 
LD50 median lethal dose 
LLM Large Language Model 
MCM medical countermeasure 
NIH National Institutes of Health 
OSTP Office of Science and Technology Policy 
PCR polymerase chain reaction 
PFU plaque forming units 
PPE personal protective equipment 
PI Principal Investigator 
POC point of care 
PRNT plaque reduction neutralization testing 
RdRp RNA-dependent RNA polymerase 
RT-PCR reverse transcription polymerase chain reaction 
SNSC significant negative societal consequences 
SNP single nucleotide polymorphism 
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SOP standard operating procedure 
SPSC significant positive societal consequences 
SSC significant societal consequences 
TRL technology readiness level 
WT wild type 
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